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Challenges in Building Fault -Tolerant Flight
Control System for a Civil Aircraft
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Abstract— The civil aircraft’s electrical flight control system
has been changed to take benefit of technical improvements.
New technologies, when mature, can be incorporated in
aircrafts. Evolutions are considered towards a digital network
between computers and actuators/sensors, and more
distributed processing for actuators and sensors. Thus, new
architectures are possible for future aircraft systems. The
difficulty is to achieve the same safety and availability
requirements with additional operational reliability (required
by airlines). The challenge that faces the engineers is to design
mass-produced fault-tolerant systems with reasonable cost.
Analysis of existing electrical flight control system architectures
of the Airbus and Boeing airplanes as well as future
requirements drive us to introduce a brief overview for an
incremental methodology of architectural design process based
on progressive requirements injection.

Index Terms— dependability, fault-tolerance, safety analysis,
critical avionics systems, digital electrical flight control systems

I. INTRODUCTION

Fig. 1 shows a commercial transport aircraft’s Flight
Control System (FCS). It is an electrical system with digital
technologies: Fly-By-Wire (FBW) since the Airbus A310. In
general, pilot commands are sensed electrically and
processed by digital computers to position the control
surfaces. The components of FCS include sensors, actuators
(hydraulic and electric), flight control surfaces, the respective
cockpit controls, connecting linkages, the necessary
operating mechanisms, and digital flight control computers
(central processing units) as the system’s core.

The flight control system provides airplane control and
envelope protection in pitch, roll, and yaw axes. All system
processing on FCS is performed by flight control computers
because computers are the only components of the system
which have functions implemented in software (intelligent
components). Traditionally, digital signals are used for inter
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communication between Flight Control Computers (FCC),
while analog signals are used for communication between
FCC and sensors/actuators. During the last few years there
has been a considerable amount of effort undertaken in the
area of integrated modular avionic (IMA) [1], and digital
communication based on AFDX [2] switch in order to
minimize aircraft cabling to provide further weight, cost
reduction, and high operational reliability.

The primary concern of our project is to develop a new
low-cost architecture for future aircraft flight control systems
based on digital communication technologies. The
commercial transport industry can benefit from Fly-By-Wire
technologies.  Unfortunately, the equipments and
architectures proposed for FBW applications must meet
stringent safety and availability requirements [3] for being
certified. For such applications, the probability of losing
aircraft’s function or a critical failure must be less than 107
per flight hour.

The paper is organized as follows: Section I presents flight
control systems. Section Il and Il provide the fundamental
concepts and definition of dependability. Sections IV and V
describe basic architecture of Airbus and Boeing fault
tolerance flight computer. Section VI is dedicated for
system’s safety and economic requirements. Section VII
presents a brief overview for the incremental methodology
process to define primary optimal architecture. While section
VI presents conclusions and perspectives of this work.
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Fig 1: Flight control system’s elements.
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Il. DEPENDABILITY OF FLIGHT CONTROL SYSTEM

Flight control system is complex and too critical to be
susceptible to failure. In fact, only ideal systems can be
perfectly reliable and never fail. Unfortunately, this is
impossible to be achieved in practice, because there are many
reasons for system’s failure (i.e. design error, physical
error...). System’s dependability analysis is a very important
phase in any architectural validation process of flight control
system. Dependability is the system’s property that allows
reliance to be placed justifiably on the service it delivers.
Dependability is characterized by six fundamental attributes:
Availability (readiness of correct service); reliability
(continuity of correct service); safety (absence of
catastrophic consequences on the wuser(s) and the
environment); integrity (absence of improper system state
alterations); maintainability (ability to undergo repairs and
modifications); and security.

In the literature there are many techniques to attain
dependability. For example, fault prevision and fault
tolerance. Fault tolerance techniques are massively used to
tolerate faults (hardware or software) in flight control
systems.

Fault-tolerance is the system’s ability to maintain its
functionality, even in the presence of faults. It has been
extensively studied in the literature: [4] and [5] gives an
exhaustive list of the basic concepts and terminology on
fault-tolerance. A fail-safe technique is applied to the
system’s design to enhance the system’s robustness and to
allow it to continue functioning in the presence of faults.

The fail-safe design concept and techniques are used to
ensure that, if any single element in a system or sub-system
fails in any flight, such failure should not prevent the
continuity of safe flight and landing, or significantly reduce
the capabilities of the airplane. Thus, the application of the
fail-safe design concept enables minimal occurrence and/or
effects of failures, and provides protection against
catastrophic failure conditions.

In this paper we are only interested in fault tolerance
techniques [6] used for flight control systems to tolerate
hardware and software faults. Both Airbus and Boeing use
fault tolerance techniques to confine design fault .The
principal techniques used are redundancy, diversity, and
segregation.

1. FAULT TOLERANCE TECHNIQUES ON FCS

A. Redundancy

Redundancy consists of hardware components’ physical
replication such as replicated computers. Thus, redundancy is
a fundamental prerequisite for a system that either recovers
from or hides failures [7]. Redundancy can be provided in
two different ways called static or dynamic redundancy.

In static redundancy, the idea is to use three or more
modules which have the same input signals while they are all
active. Their outputs are connected to a voter that compares
these signals. The correct signals are then chosen by majority
voting. The faulty module can be masked by 2-out-of-3
voting.

Dynamic redundancy uses less number of modules on the
expense of more information processing. A minimal
configuration uses 2 modules. One module is usually in

operation and if it fails the standby or backup unit takes over.
This requires a fault detection unit to detect the faulty
situations. Simple fault detection modules use the output
signal for consistency checking, comparison with redundant
modules, and information redundancy in computers like
parity checking or watchdog timers.

The task of the reconfiguration module is to switch to the
standby module from the faulty one after the fault is detected.
As in its hardware counterpart redundancy methods, software
redundancy methods are used.

B. Diversity

Diversity is software redundancy where different software
implementations are proposed to ensure the independence of
common development errors of the redundant components.
Design diversity is a defense against “common mode” or
“common cause” development errors in safety critical
systems [8]. It is a system design concept that attempts to
reduce the possibility of failure stemming from a common
development error in one functional failure path; this can
result in another functional failure path. This is accomplished
by designing a functional failure path to be sufficiently
different to minimize the likelihood that the error will
manifest itself in another component. Faults can be
generated, but successfully masked and ignored within the
system.

The two major forms of software redundancy on flight
control system are N Self-Checking Programming and
N-version programming.

N Self-Checking Programming:

A self- checking program results from adding redundancy
to a program so that it can check its own dynamic behaviour
during execution. A self-checking software component
consists of either a variant and an acceptance test or two
variants and comparison algorithm.

N-version Programming:

In an N-version software system [9], each module is made
with up to N different implementations. Each variant
accomplishes the same task, but hopefully in a different way.
Each version then submits its answer to voter or decider
which determines the correct answer. An important
distinction in N-version software is the fact that the system
could include multiple types of hardware using multiple
versions of software. The goal is to increase the diversity in
order to avoid common mode failures.

Design diversity in a very expensive approach, as the same
software has to be developed several times, by several teams
Flight control system requires fault tolerance software
(diversity) to complete fault tolerance hardware.

Both redundancy and diversity increase hardware costs,
weight, and power requirements for all redundant
components.

C. Segregation

This concept is based on isolation and separation of
redundant architecture’s elements. This redundant system
separation requires multiple hydraulic system lines and
components, communication buses, signal paths, and
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electrical components. These redundant components have to
be distributed in different locations. For example, actuators
are managed by any of the flight control computers, to protect
against failure of single calculator that causes loss of control
in any axis (roll, pitch or yaw).

The linkages between the flight control computers and the
flight surfaces are arranged so that each surface is controlled
by multiple independent actuators. Each actuator is
controlled by different computers so loss of a single actuator
or computer will not lead to a loss of the surface’s control.
Another form of segregation is the hydraulic system which is
3-way replicated through different dedicated paths.

IV. INDUSTRIAL PRACTICES AND STRATEGIES

A. Airbus Basic Internal Architecture Computer

The airbus flight control system is based on many self
checking flight computers composed of two software
variants or unit (command and monitoring unit) [10] as show
in Fig. 2 whose results are compared. The command unit and
the monitor unit are separated channels within a single
computer. Each channel has separate hardware and different
software. If the results of the channels disagree (as checked
by the comparator) or are not produced at the same time then
an error is assumed and control switches to another computer.
The software for the different channels in each computer has
been developed by different teams using different
programming languages. There are two kinds of computers:
primary computer (for complex processing) and secondary
computer.
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Fig. 2: Airbus basic computer global architecture.

B. Boeing Basic Internal Architecture Computer

Flight control computer comprise three Primary Flight
Computer (PFCs), each of identical design and construction.
Each PFC (Primary Flight Control) is identified as a channel
and is composed of three dissimilar computing lanes [11] as
depicted in Fig 3.
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Fig 3: Boeing basic computer global architecture.

Primary flight control system’s lines have the same input
signals and are all active. Their outputs are connected to a
voter that compares these signals. The correct signals are then
chosen by majority voting. The faulty module can be masked
by 2-out-of-3 voting.

V. SYSTEM ARCHITECTURE AND REDUNDANCY

Flight control system requires fault tolerance software
(diversity) to complete fault tolerance hardware.
The analysis of Airbus and Being FCS shows that the design
and implementation of such a safe system of operation
through the combined use of redundancy and diversification
to minimize the probability of failure common mode between
units and redundant to make independent software design
faults can be optimized by proper adjustments of the
redundancy. It also shows that a level of redundancy is very
important. This "over-redundancy" is justified by the desire
for a demonstration of safety, which is guided by both
regulations and certification. However, given the high level
of redundancy practiced, it seems interesting to try to propose
alternative architectures on less hardware and software
resources. To conduct this exercise, we first have to identify
and formalize the requirements to be met by the flight control
systems.

VI. FLIGHT CONTROL SYSTEMS REQUIREMENTS

Architectures proposed for critical systems must meet
stringent safety and availability requirements to achieve
certification [12]. For flight control systems, the probability
of loss of aircraft function or critical failure must be less than
10 per flight hour. This is normally achieved through the
use of redundant architectures. In addition to the primary
redundancy required to meet the safety requirements,
manufacturers have also stipulated the inclusion of additional
redundancy or second redundancy in key system to meet
additional economic requirement.
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A. Safety and Civil Aviation Regulation

Fail safe design concept is required by civil aviation
regulation. The system has to meet the FAR/JAR 25 (Joint
Aviation Authority/ Federal Aviation Regulations) large
airplanes requirements for certification [13]: the examination
of a planned or existing system to demonstrate its level of
safety in order to be accepted by the authorities or the public.
This is to show that the system is robust against any
considerable failure (or combination of failures) [14]. The
Flight control system usually has two types of Safety
requirements:

Integrity: the system must not output erroneous signal.
Especially computers should not send wrong information to
the actuators.

Availability: the system must have a high level of
availability. If the failure of any FCS component results in
the unavailability of a service, this component is called a
single point of failure for the system.

One of the most important problems in implementing fault
tolerant systems is the identification of single points of
failure in SSA (System Safety Assessments) and elimination
of these single points of failure by using replaceable units.

B. Economic Requirements
1) Operational reliability

To assure a high operational reliability, FCS is a grouping
of subsystems having sufficient redundancy of software and
hardware components that a failure will not disrupt the
availability of system’s services. The availability objective of
flight control system is to be able to dispatch the aircraft with
one or more computer failure, so aircraft may take off with
one defective piece of equipment ("MEL dispatch™) (Master
Equipments List). The number of successive flights under
such conditions is limited.

The airplane will have a large operational availability and
relatively few maintenance hours.

To enable airlines to organize easy maintenance for their
fleet, it is required that the FCS is still usable with the
expected level of safety, even if an equipment failure could
not be repaired until several days (returning for
maintenance). Again, without that requirement, a plane out of
its maintenance base with an equipment failure could be
banned from flying in anticipation for its equipment
replacement, taking into account this requirement to increase
redundancy.

2) Radiation environment in atmosphere

Electromagnetic Radiation: In designing the flight control
system, the electromagnetic radiation should also be
considered. The radiation must not affect communication
between the control tower and the aircraft, or data
communication associated with the Fly-By-Wire system.
Particularly, the system must be especially protected against
over voltages and under voltages, electromagnetic
aggressions, and indirect effects of lightning.

3) Manufacturing error
The choice of technological components, and process
development strategies [15] (quality control, the rules for

equipment design) are important factors to control reliability.
Despite of the precautions taken, it may happen that a decline
in production quality and that this would be detected only
after the commissioning of several defective components
(less reliable). Thanks for the inclusion of additional
redundancy, FCS provides sufficient margins allowing, for
example, to avoid design and manufacturing error [16].
Beyond the requirements of Safety, manufacturers now
typically take extra precautions, either to take account of
experience in service, either as flat for cases of risk not seen
in service, but we still want to cover this risk.

VII. OVERVIEW OF THE INCREMENTAL METHODOLOGY

Nowadays, the requirements for a safe flight control
design are met through high redundancy in hardware and
software [17]-[18]. The question we are trying to solve is:
what level of redundancy has to be achieved?

The prime focus of our project is to develop a new
low-cost safety architecture with the least redundancy. To
achieve our goal, we decided to use an incidental
methodology with iterative requirements injection.

Flight control system is a complex system; there are
several subsystems (computer, sensor, actuators...) with
functional and structural dependency. Each subsystem has
timing and dependability requirements with different levels
of criticality. For these reasons a structured approach is
necessary to build a new architecture. This section introduces
an incremental modeling approach with an illustrating
example.

Indeed, it is difficult to get an overview of all the
assumptions that characterize the behavior of a complex
system’s components and their interactions. Hence, it is more
natural to proceed in a gradual manner by building and
validating the architecture in stages: this is the objective of
our incremental approach. Starting with a basic block
"simplex unit" and then taking into account each requirement
which results in duplication of hardware and software. This
approach allows us to analyze the real needs and justify each
additional cost hardware or software. Therefore, we propose
a conceptual process which takes into account the different
requirements in incremental manner.

Steps in the incremental methodology process:

Step 1: identification of all subsystems’ boundaries, and
requirements. At the beginning, we propose to define all of
the system’s principal subsystems without looking for their
dependency;

Step 2: definition of safety objectives per subsystem.
Safety objective is the probability of system’s failure due to a
subsystem’s failure;

Step 3: defining or choosing basic architecture to meet
functionality. Necessary functional capabilities must be
realized. A single component should be sufficient;

Step 4: defining requirements for all subsystems;
Step 5: injecting the first requirement;
Step 6: assessment of quantitative reliability;
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Step 7: preliminary calculation evaluation: quick
evaluation of probability’s objective with simple formula (we
can use assumptions);

Step 8: iteration over all requirements;
Step 9: iteration over all sub-functions.

This approach is a part of a complete safety process
methodology that allows us to define a new safe architecture
for a complex real time safety-critical system. At the current
stage we don’t introduce a real time requirement.

VIIL.

To meet extreme high safety requirements (of 10° per
flight hour) as well as economic requirements, multiple
redundant hardware and software resources are required for
flight control systems. Unfortunately, redundancy increases
hardware costs, weight, and power requirements. In the
economy and business world, consumers usually choose to
purchase the cheapest product that meets their needs.
Presumably, one of the watchwords that will guide the design
of future aircraft generation will be "eco-efficiency". In this
context, the FCS must offer a service that consumes less
resources.

CONCLUSIONS
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