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Visual Digital Signature Scheme: A New
Approach

Abdullah M. Jaafar and Azman Samsudin

Abstract—A digital signature is an important public-key
primitive that performs the function of conventional
handwritten signatures for entity authentication, data
integrity, and non-repudiation, especially within the electronic
commerce environment. Currently, most conventional digital
signature schemes are based on mathematical hard problems.
These mathematical algorithms require computers to perform
the heavy and complex computations to generate and verify the
keys and signatures. In 1995, Naor and Shamir proposed a
visual cryptography (VC) for binary images. VC has high
security and requires simple computations. The purpose of this
paper is to provide an alternative to the current digital
signature technology. In this paper, we introduce a new digital
signature scheme based on the concept of a non-expansion
visual cryptography. A visual digital signature scheme is a
method to enable visual verification of the authenticity of an
image in an insecure environment without the need to perform
any complex computations. Our proposed scheme generates
visual shares and manipulates them using the simple Boolean
operations OR rather than generating and computing large
and long random integer values as in the conventional digital
signature schemes currently in use.

Index Terms—Digital signature scheme, Visual cryptography,
RSA signature, DSA signature, Boolean OR operation.

I. INTRODUCTION

ITH the rapid development of the Internet and the rise

of E-business and E-commerce, data confidentiality,
authenticity, integrity, and non-repudiation are basic
concerns regarding data exchanged over an open network. A
digital signature (DS) can provide the function of a
conventional handwritten signature for the goals of entity
authentication, data integrity, and non-repudiation [1]-[7].
DS is an important method in public-key (asymmetric)
cryptography. In 1976, Diffie and Hellman [8] first
introduced the concept of digital signature, which is a
verification scheme that concentrates on data authenticity
[9], [10]. Most current digital signature schemes are based
on mathematical algorithms that require very complex
mathematical computations [10]-[12]. Therefore, the sender
(signer) has to depend on a computer to digitally sign a
document. Also, the receiver (verifier) has to use a computer
to check the validity of the signature [11]. Until now,
building a digital signature scheme with high security and
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without complex mathematical computations has been a
great challenge.

In 1997, Naor and Pinkas [13] suggested new methods for
visual authentication and identification of electronic
payments based on visual cryptography (VC) [14]. VC is a
completely secure cryptographic paradigm that depends on
the pixel level [15], [16]. It is an intuitive, easy-to-use
method for encrypting private data such as handwritten
notes, pictures, graphical images, and printed text after
changing it to an image. VC uses the human visual system
to decrypt the secret image from some overlapping
encrypted images (referred to as shares printed on
transparencies) without any complex decryption algorithms
or the aid of computers. Hence, it can be used by anyone
with or without knowledge of cryptography and without
performing any cryptographic computations [14]-[28].

We therefore propose a new approach to digital signatures
that is based on a non-expansion visual cryptography to
overcome the disadvantage of the complicated computations
required in current digital signature schemes. To achieve
this, the paper is organized into the following sections. In
section 1, we describe conventional digital signature
schemes. Section Il provides background in visual
cryptography. In Section IV, we explain our new proposed
signature scheme. Section V presents the security analysis
and time complexity of our proposed scheme and Section 1V
is the conclusion.

Il. CONVENTIONAL DIGITAL SIGNATURE SCHEMES

Digital signature (DS) is the most effective technique for
ensuring authentication, integrity, and non-repudiation of
data in an open network such as the Internet [1], [29], [30].
DS is a verification method requires the signature holder to
have two keys: the private-key (signature key) for signing a
message and the public-key (verification key) for
verification of authenticity of the message (see Fig.1). The
main goal of DS is to verify that a message has not been
modified in transit after it was signed and also, to give the
receiver of the message confidence that it was sent by the
expected party [1], [30]-[34]. The theory of the DS
algorithm was first introduced by Diffie and Hellman in
1976 [8]. However, the first practical system was the RSA
digital signature scheme developed by Rivest et al. in 1978
[35]. Subsequently, DS schemes such as ElGamal signature
[36], [37], undeniable signature [38] and others were
proposed.
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Fig. 1. The digital signature scheme

Most of the current DS schemes in use are based on the
difficulty to solve complex mathematical problems. The
most complex mathematical problems used for designing a
signature scheme are integer factorization, such as the RSA
digital signature scheme, and discrete logarithms, such as
the Digital Signature Algorithm (DSA) [6], [39]-[41]. In the
following subsections, we explain the RSA and the DSA
digital signature schemes.

A. The RSA digital signature scheme

RSA in general, is a public-key algorithm that is currently
being implemented worldwide for key exchange,
encryption, and digital signatures [30], [31], [36]. The RSA
digital signature algorithm uses a private key for signing the
original message and a public key for verification [39]. Fig.
2 shows the RSA digital signature scheme, in which a
signed message is sent to the receiver (the verifier). On the
receiver’s side, to verify the contents of the received
message, the verifier computes a new value (verification
value) from the signed message and the signer’s public key.
Next, the verifier compares the verification value with the
received message value. If the two values are identical, then
the original message is verified and authenticated; if not, the
signature is failed. The security of the RSA digital signature
is based on the difficulty to compute integer factorization
problem [39], [40].
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Fig. 2. RSA digital signature scheme

Typically, the RSA digital signature algorithm consists of
three phases, as follows:

e A key generation phase: In this phase, the signer
(the sender) generates the private signature key, d,
and a corresponding public verification key (n, e).
The details of this phase for the signer are as follows:

1. Generates randomly, two large prime numbers
(p, g) which are secret and of about the same
size.

2. Computes n = p X g, where n is the modulus
and posts it publicly.

3. Computesp(n) =(p—1)x(q—1).

4. Choose a random integer number (e), such that
1<e<¢(n)andged(e, p(n)) = 1.

5. Computes the private signature key (d), such
that d = e~! mod ¢(n).

6. Sends the public verification key (n, €) to a
verifier (receiver).

e A signing phase: In this phase, the signer inputs a
message (M) and his or her private key (d), to make
an output of a digital signature (s). The details of this
phase for the signer (sender) are as follows:

1. Selects the message (M) to be signed and
applies hash function to it, H(M).

2. Signs the message (M) with (s) as follows,
s = H(M)% mod n.

3. Sends the signature (s) with the message (M)
to the verifier (receiver).

e The digital signature verifying phase: In this phase,
for a given message (M), a signer’s public key (n, €)
and a digital signature (s), a verifier (receiver) decide
whether to accept or reject the signature. The details
of this phase for the verifier (receiver) are as follows:

1. Obtains the public key (n, e).

2. Receives the message (M) and its signature (s)
from the signer.

3. Applies the hash function to the received
message H(M).

4. Computes V = s¢ mod n.

5. Verifies that V = H(M); if not, then rejects the
signature or if yes, then accepts the signature.

B. The DSA digital signature scheme

In 1991, the digital signature algorithm (DSA) was
proposed by the U.S. National Institute of Standards and
Technology (NIST) and became a United States
Government Federal Information Processing Standard
(FIPS) called the Digital Signature Standard (DSS) [33].
Fig. 3 shows the digital signature algorithm (DSA), which is
based on the EIGamal and Schnorr signature schemes. Both
of these signature schemes are based on the same complex
mathematical problem, namely, the discrete logarithms
problem [1], [10], [41]. The security of DSA is based on the
complexity of the discrete logarithm problem in the field of
Z,, where p is a prime [40].
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Fig. 3. DSA digital signature scheme

Typically, the DSA consists of three phases, as follows:

e A key generation phase: This phase is generated by
a signer (sender). The details of this phase are as
follows:

1. Selects a prime number (p), where 2:71 < p <
2L for L = 1024.

2. Selects a prime number (q), where q is a
divisor of p — 1, and 215° < g < 2160,

3. Computes g = h®~1/4 mod p,where h is any
integer with 1 < h < p — 1 such that g > 1.

4. Chooses a random integer x, with 0 < x < gq.

5. Computes y = g* mod p.

e A signing phase: This phase is generated by a signer
(sender). The details of this phase are as follows:

1. Selects the message (M) to be signed and apply
SHA-1 hash function to hash the message,
H(M).

2. Generates a random integer (k), with 0 < k <
q; where k must be changed for each signature.

3. Computes r = (g* mod p) mod q.

4. Computes (s) as follows: s = (k™1 x H(M) +
x X r)mod q, where k™! is a multiplicative
inverse of k in Z,,.

5. Sends the signature (r, s) and the message (M)
to the verifier (receiver).

e A verification phase: This phase is generated by a
verifier (receiver). The details of this phase are as
follows:

1. Obtains (p,q, g,and y).

2. Receives the message (M) and its signature (r,
s) from the signer.

3. Computesw = s~! mod q.

4. Computes u; = (H(M) X w) mod q,
H(M) is a hash of M using SHA-1.

where

5. Computes u, = (r X w) mod q.

Computes v = ((g** X y*2) mod p) mod q.

7. If v=r, then the signature is verified;
otherwise, the signature is not verified.

e

I1l. VISUAL CRYPTOGRAPHY

Visual cryptography (VC) is a powerful technique for
sharing and encrypting images. Its value is that it is easily
decoded visually by humans without knowing cryptography
and cryptographic computations [14], [42]-[45]. In other
words, visual cryptography is a concept that does not need
any computational device to decrypt an encoded image [44],
[45]. The simplest model of visual cryptography is called
Naor and Shamir’s (2, 2) visual cryptography scheme,
which assumes that the original secret image is encrypted
into two shadow images called transparent shares. Each
pixel in the original secret image is encoded into 4 subpixels
on every shadow image (transparent share) as shown in
Table I. The original secret image can be decrypted by the
human visual system when these two transparent shares are
stacked together and the subpixels carefully aligned, where
each share of these two shares looks like noise when
inspected individually and reveals no information about the
original secret image [13], [15], [42], [43], [46]. Fig 4
shows an example of implementing Naor and Shamir’s (2,
2) scheme.

TABLE |
NAOR AND SHAMIR’S (2, 2) VISUAL CRYPTOGRAPHY SCHEME OF BLACK
AND WHITE PIXELS WITH FOUR SUBPIXELS (ADAPTED FROM [14], [18], [21])

Stacked results
(Share 1+ Share 2)

Pixel of the secret image Whitle:|pixel Black.pixel
Share 1 E E E E
Share 2 E E E E

|

Share 1

Decode
Share 2

Secret image

Stacking result

Encode

Fig. 4. Demonstration of Naor and Shamir’s (2, 2) visual cryptography
scheme with four subpixels (adapted from [43], [46])

Most visual cryptography methods are based on the
technique of pixel expansion; therefore, the resultant shares
of encrypted secret image by this method are expanded
several times of the original size thereby causing many
problems such as image distortion, use of more memory
space, and difficulty in carrying shares [47]. To overcome

(Advance online publication: 23 November 2010)



IAENG International Journal of Computer Science, 37:4, IJCS 37 4 04

the problems resulting from the pixel expansion, Yang [48]
proposed a new visual cryptography method without pixel
expansion for various cases such as (2, 2), (2, n), (k, k), and
the general (k, n) schemes. He used the abbreviation
ProbVSS (Probabilistic Visual Secret Sharing) to denote his
method. In this method, a black and white secret image is
encrypted into the same size shares as the secret image. In
other words, instead of expanding the pixel into m subpixels
as used in most visual cryptography methods, Yang’s visual
cryptography method uses one pixel to represent one pixel.
That is, the size of the original image and shares (shadow
images) are the same. Each pixel in the original secret image
is represented as a black or white pixel in the shadow
images without pixel expansion and the original secret
image can be recovered by stacking and aligning carefully
the pixels of these shares. ProbVSS method uses the
frequency of white pixels in the black and white areas of the
recovered image to let human visual system recognizes
between black and white pixels. Also, this method uses the
term “probabilistic” point out that our eyes can recognize
the contrast of the recovered image based on the differences
of frequency of white color in black and white areas. The
contrast of this method is defined as a = p, — p,, Where
po and p; are the appearance probabilities of white pixel in
the white and black areas of recovered image. Table Il
shows Yang’s (2, 2) ProbVSS scheme that a pixel on a black
and white secret image is mapped into a corresponding pixel
in each of the two shares. The secret image is recovered by
stacking and aligning carefully the pixels of the two shares,
where every pixel in share 1 is superimposed on the
corresponding pixel in share 2; this is performed through the
OR operation on the two transparent shares. Fig 5 shows an
example of implementing Yang’s (2, 2) ProbVSS scheme.

TABLE Il
THE (2, 2) VISUAL CRYPTOGRAPHY SCHEME OF BLACK AND WHITE PIXELS
WITHOUT PIXEL EXPANSION (ADAPTED FROM [47], [48])

ot ymage | Sharel | share2 | RO | probability
|:| |:| |:| po = 0.5
|:| . . . po = 0.5
. |:| . . p1=0
. D . p1=0

(d)
Fig. 5. The (2, 2) ProbVSS scheme: (a) The secret image, (b)The first

share, (c) The second share, (d) The recovered image by stacking shares (b)
and (c)

IV. THE PROPOSED SCHEME

In this section we propose a new approach to the digital
signature scheme based on a non-expansion visual
cryptography. In addition, the proposed scheme can work
with or without the aid of computing devices. Boolean
operation OR is used in the generation of our proposed
scheme. The OR Boolean operation works for binary inputs
as follows:

Ovo=00vli=11v0=11v1=1.

The OR operation of two Nz, X Neommn Matrices, A
and B, can be described by the following formulas:

Vaij EA,bl'j € B,
C=AVB= [aij Vbij],i =1, .., NgowsJ = 1, ., Neorumn-

The expression € = AV B means that the ij-th element,
cij of matrix C is equal to a;; V b;;, where aij and bij are
the ij-th elements of matrix A and matrix B, respectively.

We begin our proposed scheme by discussing the
notations used. Next, we explain the new digital signature
scheme, which consists of three phases: initialization phase,
signature phase, and verification phase.

A. The notations
Table 111 summarizes notations used in this paper.

TABLE Il
THE NOTATIONS
Notation Description
G An integer number with G > 2
PU A visual public share (common shadow image)
IM A black and white secret image intended to be signed

PRs; The signer’s visual private keys, where i = 1,...,G + 1

PRv; The verifier’s visual private keys, where i = 1,...,G + 1

PUv A verifier’s visual public key

(R, S) A visual signature pair generated by the signer
R The first visual signature share of the visual signature pair
(R, S) generated by the signer
s The second visual signature share of the visual signature

pair (R, S) generated by the signer

The first intermediate shares in the signature phase for
Cs; generating the first visual signature share, R, of the visual
signature pair (R, S), wherei =1,...,G

The first intermediate shares for generating the verifier’s

Cvi visual public key, PUv, where i =1, ...,G

The second intermediate shares in the signature phase for
Ds; generating the first visual signature share, R, of the visual
signature pair (R, S), wherej =1, ...,G

The second intermediate shares for generating the verifier’s

Dy visual public key, PUv, where j = 1, ..., G

The first intermediate shares in the signature phase for
Esi generating the second visual signature share, S, of the visual
signature pair (R, S), wherei =1, ...,G

Ev. The first intermediate shares in the verification phase, where
1

i=1,..,G6
The second intermediate shares in the signature phase for
Fs; generating the second visual signature share, S, of the visual
signature pair (R, S), wherej =1, ...,G
The second intermediate shares in the verification phase,
FVJ' .
wherej=1,..,G
V A visual verification share generated by the verifier
v A complement of the visual verification share generated by
the verifier
Bs A full black share (binary matrix) with all elements (pixels)

are ones (blacks)
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B. Initialization phase

The proposed scheme involves two parties, the signer

such as Alice and the verifier such as Bob.

e Alice and Bob agree on a public integer, G, with
G =2 and a visual public share (common shadow
image), PU, in the form of nxn pixels.

e Alice randomly and secretly generates G+1 visual
private keys (shares), denoted by PRs,..., PRSg.1,
where each one is in the form of nxn pixels.

e Bob randomly and secretly generates G+1 visual
private keys (shares), denoted by PRvs,..., PRvg.,
where each one is in the form of nxn pixels.

e Bob generates his visual public key, PUv, as follows:
First, he generates the first intermediate shares
(Cvy,..., Cvg) of G, as follows:

Cv;=PRv,VPU (i=1,..,G) 1)

Second, he generates the second intermediate shares
(Dvy,..., Dvg) of G, as follows:

Dv; = PRvg VCy (j=1,..,6) 2)
Third, he gets the visual public key, PUv, from the

second intermediate shares (Dvi,..., Dvg) of G, as
follows:

PUv = Dv, V-V Dyg (3)

Fourth, he sends the visual public key, PUv, to Alice
(the signer).

C. Signature phase
Note that, if the signer (Alice) wishes to send the image
IM confidentially, she can use any existing encryption
methods. To sign the image IM in the currently proposed
scheme, Alice (the signer) performs the following steps:
1. She generates the first visual signature share, R, of the
visual signature pair (R, S), as follows:
First, she generates the first intermediate shares
(Csy,..., Csg) of G, as follows:
Cs; = PRs; V PU i=1,..,6) (4)
Second, she generates the second intermediate shares
(Dsy,..., Dsg) of G, as follows:
Ds; = PRsg1 VCs; (j=1,..,6) (5)
Third, she gets the first visual signature share, R, of

the visual signature pair (R, S), from the second
intermediate shares (Dsy,..., Dsg) of G, as follows:

R =Ds; V-V Dsg (6)

2. She generates the second visual signature share, S, of
the visual signature pair (R, S), as follows:
First, she generates the first intermediate shares
(Esy,..., Esg) of G, as follows:

Es; = PRs; VPRsg.,VPUV (i=1,..,G) (7)

Second, she generates the second intermediate shares
(Fsy,..., Fsg) of G, as follows:

Fsj=IMVEs; G=1,..,6) (8)
Third, she gets the second visual signature share, S, of

the visual signature pair (R, S) from the second
intermediate shares (Fsq,..., Fsg) of G, as follows:

S=Fs; V- VFsg 9)

Fourth, she checks visually whether R = Bs or
S = Bs (full black shares); if not, proceeds to step 3;
if yes; she repeats the following two steps until
R # Bs and S # Bs (Not full black shares).
e She generates new visual private shares,
PRs;,..., PRSg41.
e She performs steps 1 and 2.

3. She sends the visual signature pair (R, S) of IM to Bob
(the verifier).

D. Verification phase

To verify that (R, S) is a valid visual signature of the
image IM, the verifier (Bob) carries out the following steps:
1. He generates the visual verification share, V, as
follows:
First, he generates the first intermediate shares
(Evs,..., Evg) of G, as follows:

Ev; = PRv; VPRUG,, VR (i=1,..,6) (10)

Second, he generates the second intermediate shares
(Fvy,..., Fvg) of G, as follows:

Fyj=IMVEvy,  (j=1,..,6)

(11)
Third, he gets the visual verification share, V, from
the second intermediate shares (Fvy,..., Fvg) of G, as
follows:
V=Fv;V-VFy; (12)
2. He checks whether V = S, as follows:
First, he computes the complement of V (V is a binary
matrix “share”), denoted as V', by replacing 0’s with
I’s and 1’s with 0’s.
Second, he gets the full black share, Bs, from
superposition of V' and the signer’s second visual
signature share, S, as follows:
V'v S = Bs (Full black share) (13)
If Equation (13) holds, the verifier (Bob) is convinced
that (R, S), which is generated by Alice (the signer), is
indeed the valid visual signature of the image IM.
Consequently, Equation (13) is true only if V = S.

(Advance online publication: 23 November 2010)
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Fig. 6 shows the basic idea of the proposed scheme,
namely, the Visual Digital Signature Scheme.

Signer (Alice) Open network Verifier (Bob)
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Visual Public key
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The visual signature is
valid only if V=$ Input

Fig. 6. The basic idea of the proposed scheme (Visual Digital Signature)
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E. Comparison with famous current digital signature
schemes

The proposed scheme has some advantages and benefits
compared to conventional digital signature schemes. Table
IV gives a summary of the comparison.

TABLE IV
BRIEF COMPARISON BETWEEN CURRENTLY FAMOUS DIGITAL SIGNATURE
SCHEMES WITH THE PROPOSED SCHEME

Name of Secret Securit; |
signature | Requirement | . ! Iy Complex
information condition computation

Scheme

RSA Numbers i

umbers in . .

DSA Computers finite fields High High
ElGamal

Our Shadow

Human eye . Average Low

scheme images

Theorem 1. (V = S) The verifier’s visual verification share,
V, is equal to the signer’s second visual signature share, S.
Proof. It is important to verify that the verifier’s visual
verification share, V, and the signer’s second visual
signature share, S, are the same.

The verifier’s (Bob’s) visual verification share (V):

V=Fv, V- VFy;
= (MVEv) V-V (MVEv).
Because the OR (V) operation is distributive, we have
V=IMV (Ev, V-V Ev;)
=IMV ((PRvy V PRvg1 VR)V -V (PRv; V PRV 4
V R)).
Because the OR (V) operation is commutative and
distributive, we have

V =IMV PRvg,, VRV (PRvyV -V PRvg)
=IMV PRvg,V(Dsy V-V Dsg)V (PRv V-V
PRvg)
=IMV PRvg, 1V (PRsgq VCs) V-V (PRsg 1 V
Dsg) V (PRvy V -V PRyg).
Because the OR (V) operation is distributive, we have
V =IMVPRv;,1VPRs;g V(CsyV-VCs;)V (PRv;
V -V PR;)
=IMV PRvg .,V PRs;., V (PRs; VPU)V -V (PRsg
V PU)V (PRv; V -V PRvy).
Because the OR (V) operation is commutative and
distributive, we have
V =IMV PRv;.,V PRs;,,VPUV (PRs; V-V PRs;)
V (PRv, V -+ V PRvg) (14)

The signer’s (Alice’s) visual signature share (S):

S=Fs;V--VFs;
= (IMVEs;) V-V (IMVEsg).
Because the OR (V) operation is distributive, we have
S=IMV (Es;V-VEs;)
= IMV ((PRsy V PRs;41 VPUV)V -V (PRS; V PRs; 4
Vv PUv)).
Because the OR (V) operation is commutative and
distributive, we have
S =IMV PRs;., VPUVV (PRs; V -V PRs;)
=MV PRsgy 1 V(Dvy V-V Dvg)V (PRs; V-V
PRsg)
=IMV PRs;,1 V (PRvg. 1V Cvy) V- (PRvgq V Dyg)
V (PRs; V -V PRsg).
Because the OR (V) operation is distributive, we have
S=IMVPRs;,1VPRv; 1V (Cvy V-V Cv;)V (PRs;
V-V PRs;)
= IMV PRs;., V PRvg,, V (PRv, V PU) V ---V (PR,
V PU)V (PRs; V-V PRs;).
Because the OR (V) operation is commutative and
distributive, we have
S =IMV PRsg41 V PRvg,, VPUV (PRv, V-V PRvg)
V (PRsy V ---V PRsg) (15)

Because the OR operation is associative and
commutative, it could be seen from Equations (14) and (15)
that the verifier’s visual verification share, V, and the
signer’s visual signature share, S, are the same, namely,
V=S_s. ]

V. SECURITY ANALYSIS AND TIME COMPLEXITY

A. Security analysis

We will assume that an adversary may try to obtain the
visual private keys (i.e., PRsy,..., PRsg:; and PRuvy,...,
PRvg.) using all information that is publicly available from
the proposed scheme. In this case, the adversary needs to
solve Equations (3), (6), and (9) for (PRvy,..., PRvg., and
PRsy,..., PRsg:+;) which are clearly not feasible. This is
because first, Equations (3) and (6), individually, each has
G+1 unknown visual private keys, and, secondly, Equation
(9) has 2G+2 unknown visual private keys (PRSy,..., PRSg+1
and PRvy,..., PRvg,;). Therefore, the adversary will face
difficulty in obtaining the visual private keys from the visual
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public key (PUv) and the visual signature pair (R, S). In
addition, because the signer (Alice) has sent the secret
image IM to the verifier (Bob) using one of the public-key
encryption systems, an adversary will face difficulty in
obtaining the IM from its encrypted image. Since Boolean
OR operations are used for constructing our scheme, its
security is based on the difficulty of solving random
Boolean OR operations. Therefore, it is computationally
infeasible to compute the visual private keys for the signer
and the verifier from the visual signature pair (R, S) and the
verifier’s visual public key (PUv), especially when a large
size of visual share and a large value for G are used.

B. Time complexity

The time complexity in the proposed algorithm is
proportional to the visual share size and to the value of G.
For the visual signature scheme, the time complexity for
reconstructing a visual signature of an image, 1M, is the time
required to compute the visual signature pair (R, S), where
the time complexity for computing the first visual signature
share, R, is 0(n2G) and the time complexity for the second
visual signature share, S, is 0(n?G). Therefore, the sum of
the time complexities of the visual signature of an image is
0(n%G) + 0(n*G) = 0(n?G) if the constant is neglected
and also ignoring the time needed for generating 2G distinct
random shares. The time complexity for reconstructing a
signature verification of an image is the time required to
compute the visual public key, PUv, and the visual
verification share, V, where the time complexity for PUv is
0(n?G) and for V is 0(n%G). Therefore, the sum of the time
complexities of the signature verification of an image is
0(n%G) + 0(n*G) = 0(n?G) if the constant is neglected,
as well as ignoring the time needed for generating G distinct
random shares. In addition, the signature phase requires
7G — 2 stacking (OR operations) of the visual shares. The
verification phase also requires 4G stacking of the visual
shares.

Supposing an attacker wants to compute the signer’s or
the verifier’s visual private keys using all information which
are publicly available from our scheme (i.e., G, PU, PUv, R
and S); two steps are required:

First, supposing there is no computer; Table V shows the
time needed to generate and compute 2G different visual
shares using the OR operations, which are used to
reconstruct the visual signature pair (R, S) of an image 1M,
and how the time needed to compute G different visual
shares, using the OR operations, used to reconstruct the
visual verification share, V, performed manually (no
computer). Assuming different sizes of visual shares and
using the value of G = 8; assuming also that an attacker
performs one operation per minute. From the same table, it
could be seen that the time required increases with increase
in the size of the visual share while using G = 8. For
example, the time required to reconstruct the signature phase
is over one year when the visual share size is 256x256
pixels and G = 8. Similarly, the time required to reconstruct
the verification phase is also over one year when the visual
share size is 256x256 pixels and G = 8.

Second, supposing there is a computer; Table VI shows
the time is spent to compute 2G different visual shares using

Boolean OR operations, which are used to reconstruct the
visual signature pair (R, S) of an image IM, and how much
time is needed to compute G different visual shares using
the OR operations, which are used to reconstruct the visual
verification share, V, and performed by an attacker using a
computational device (i.e., a computer). Assuming the
computer executes two billions instructions per second.
Assume also that the use of large visual shares, as well as
different and large values for G. From same table, it could
be noted that the time required increases with share size or
the value of G or both.

TABLE V
THE TIME SPENT FOR RECONSTRUCTING THE PROPOSED SCHEME MANUALLY
. Visual share size Number of Time
Description . Boolean g
(pixels) . required
operations
1 | Signature 4x4 27 213h
Verification
o | Signawre 8x8 2 8.53h
Verification
3 | Signawre 32x32 28 5.68 d
Verification
4 | Signawre 6464 218 22.75d
Verification
5 [ Signature 128x128 Pl 3.03 mth
Verification
g | Stgnawre 256x256 21 101yr
Verification
Signature
7 —— 512x512 2% 4,04 yr
Verification
TABLE VI

THE TIME SPENT FOR RECONSTRUCTING THE PROPOSED SCHEME BY A
COMPUTER

. Visual share Number of Time
Description . . G Boolean me
size (pixels) > required
operations
Signature 64 22 33 ms
1 1024x1024 |2 2 268 ms
Verification 4096 2 2 sec
16384 2 8 sec
Signature 64 2?; 134 ms
2 2048x2048 | —22 2 1 sec
Verification 4096 2 8 sec
16384 2 34 sec
Signature 56142 ;zg 5323 ;:i
3 4096x4096
Verification 4096 Zi 34 sec
16384 2 2.29 min
Signature 64 222 2 sec
4 8192x8192 |2 2 17 sec
Verification 4096 240 2.29 min
16384 2 9.16 min
Signature 56142 22: : 148 ;ﬁ;
16384x16384 . !

° Verification A 4096 212 9.16 min
16384 2 36.65 min
Signature 56142 ;i - 5?;4 nsfﬁ
6 erfioation 32768x32768 7096 Zzi 26ee i
16384 2 244 h
Signature 56142 éi 13.:252 2:2

7 65536X65536 :
Verification 4096 Zj;‘ 244N
16384 2 9.77h

* ms = milliseconds, sec = seconds, min = minutes, h = hours, d = days, mth = months, yr = years
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Note that the time shown in Table VI reflects only the
execution time of Boolean operations in the scheme by a
computer without taking into consideration the time needed
to generate the visual private keys of the signer and the
verifier. In general, these operations required manual
inspection and cannot operate at high speed. Therefore,
results shown in Table VI (as well as results shown in Table
V) are only hypothetical assumptions based on the premise
that visual comparison could be done at the rate of two
billion operations per second.

VI. CONCLUSION

In this paper, a new digital signature scheme was
proposed, based on a non-expansion visual cryptography
concept, namely, the visual digital signature scheme. Since
only the simple Boolean OR operation was used to construct
the scheme rather than complex computations used in
current conventional digital signature schemes, the proposed
scheme is easily implemented and has a specific niche in
visual applications. The security of the scheme is based on
the difficulty of solving and computing random Boolean OR
operations, especially when using a large portion of the
visual share and a large value for G (where G must be an
integer with G = 2).
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