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Abstract — Threat intrusions to enterprise computing 

systems have led to a formulation of guarded enterprise 
systems. The approach was to build an impenetrable fortress to 
prevent hostile entities from entering the enterprise domain. 
However, this defense and its many reinforcements have 
repeatedly been found inadequate.   The current complexity 
level has made the fortress approach to security, which is 
implemented throughout the defense, banking, and other high-
trust industries unworkable. An alternative security approach, 
called Enterprise Level Security (ELS), is the result of a 
concentrated multi-year program of pilots and research. The 
primary identity credential for ELS is the Public Key 
Infrastructure (PKI) certificate, issued to the individual who is 
provided with a Personal Identity Verification (PIV) card with 
a hardware chip for storing the private key. All sessions are 
preceded by a PKI mutual authentication (secondary 
authentication may be employed when necessary) within 
Transport Layer Security (TLS) 1.2, and a secure 
communication pipeline is established. This process was 
deemed to provide a high enough identity assurance to 
proceed. However, mobile ad-hoc networking allows entities to 
dynamically connect and reconfigure connections to make use 
of available networking resources in a changing environment. 
These networks range from tiny sensors setting up 
communications based on a random or unknown configuration 
to aircraft communicating with each other, the ground, and 
satellites. Scenarios have differing requirements in terms of 
setup, reconfiguration, power, speed, and range. This paper 
presents an adaptation of the ELS principles to the mobile ad- 
hoc scenario. 

 
Index Terms — Enterprise Level Security, Field Connectivity, 
Mobile Ad-hoc, Mobil Nexus, Networking, Service 
Requirements, Sub Networks 

I. INTRODUCTION 
obile ad-hoc implementations are a derivative of 
normal network approaches.  Additionally, they are 

required to meet the basic security architecture.  Each of 
these will be reviewed before discussing mobile ad-hoc 
services. 

A. Network Overview 

The network consists of many different technologies that 
are split into different layers. One conceptual model for this 
layering is the Open Systems Interconnect (OSI) [1] seven-
layer model shown in Figure 1.  
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The network layer must be considered to allow upper 

level layers (including transport session and application 
layers to conform to the security model) in this document. 
This layer provides addresses that are unique within a 
network, allowing communication through internet protocol 
(IP) routers to any other node that is connected to the same 
network. The use of bridges and network address translation 
(NAT) allows different networks with overlapping IP 
addresses to communicate with each other. However, this 
often relies on the use of transmission control protocol 
(TCP) port numbers to distinguish endpoints when 
traversing network boundaries. The IP layer can use IPv4 or 
IPv6. Each includes a version of IP security (IPSec) that 
allows authenticated and encrypted communication between 
devices. 

 
Fig. 1.  The OSI layer model is the most commonly used 

communication model. 
 

Below the network layer is the data link layer, that 
connects one device to another. This layer has two sub-
layers: the logical link control (LLC) and media access 
control (MAC). The LLC is the higher sublayer, focusing on 
multiplexing, while the MAC layer handles addressing and 
channel access control. 

The MAC address is unique to different hardware 
instances on a subnetwork, allowing unambiguous point-to-
point local communication. This can be wired (Ethernet) or 
wireless, (Wi-Fi). It can be point-to-point using a wire from 
one machine to another, or broadcast using Ethernet or Wi-
Fi. Wi-Fi provides security through various protocols, such 
as Wired Equivalent Privacy (WEP) or Wi-Fi Protected 
Access (WPA) [2]. 

M 
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Ethernet and Wi-Fi include not just data link layer 
protocols, but also specifications for the underlying physical 
properties of the waveforms and the structure of signals. 
These can provide some security through frequency-hopping 
patterns, beam-forming, or other physical layer techniques.  

In some cases, such as Link 16 [3], multiple layers are 
integrated into a single protocol. This facilitates 
communication between layers. It reduces modularity and 
portability, but it can allow functions like basing higher-
layer coding rates and transmission windows on physical 
layer signal-to-noise ratios. This could distinguish network 
congestion from jamming and initiate appropriate responses. 

B. Mobile Ad-Hoc Networking 

Mobile ad-hoc networking includes a broad range of 
possible implementations. These implementations range 
from unstructured networks like specific mobile ad-hoc 
networks (MANET)s [4], where there is no existing 
infrastructure and nodes must dynamically configure 
themselves into a functioning network, to situations in 
which a mobile node connects to existing infrastructure. 
This document focuses on situations in which nodes come in 
and out of communication range of fixed infrastructure and 
situations in which nodes dynamically connect and 
disconnect to each other and different networks.  

These situations allow many of the higher-layer 
functional and security protocols to function properly. The 
following sections describe different aspects of the 
networking infrastructure that together support the concept 
of ad-hoc connections and mobility. Figure 2 illustrates 
those network types.   

ELS is a capability designed to counter adversarial threats 
by protecting applications and data with a dynamic claims-
based access control (CBAC) solution. ELS helps provide a 
high assurance environment in which information can be 
generated, exchanged, processed, and used. The ELS design 
is based on a set of high-level tenets that are the overarching 
guidance for every decision made, from protocol selection to 
product configuration and use [5]. 

This article is based in part on a paper published by 
WCECS 2018 [6]. 

 

 
 

Fig. 2.  Ad-hoc networking model used by ELS. 

II. ENTERPRISE LEVEL SECURITY  

A. Security Process Background 

ELS is a capability designed to counter adversarial threats 
by protecting applications and data with a dynamic CBAC 
solution.  ELS helps provide a high assurance environment 
in which information can be generated, exchanged, 
processed, and used.  The ELS design is based on a set of 
high level tenets that are the overarching guidance for every 
decision made, from protocol selection to product 
configuration and use [7].  From there, a set of enterprise 
level requirements are formulated that conforms to the 
tenets and any high level guidance, policies, and 
requirements. 

B. Design Principles 

The basic tenets, used at the outset of the ELS security 
model [8] are as follows: 
    0. The zeroth tenet is that the malicious entities are 
present and can look at network traffic and may attempt to 
modify that traffic by sending malicious content to network 
assets.  Current threat evaluation indicates that attacks are 
often successful at all levels; discovering these attacks and 
their consequences is problematic. In many cases, attackers 
may compromise and infiltrate before a vulnerability can be 
mitigated by software changes (patches).  
    1. The first tenet is simplicity.  Added features come at 
the cost of greater complexity, less understandability, 
greater difficulty in administration, higher cost, and/or lower 
adoption rates that may be unacceptable to the organization.    
    2. The second tenet, and closely related to the first, is 
extensibility.  Any construct we put in place for an enclave 
should be extensible to the domain, to the enterprise, and 
ultimately to cross-enterprise and coalition.  
    3. The third tenet is information hiding.  Essentially, 
information hiding involves only revealing the minimum set 
of information to the requester and the outside world for 
making effective, authorized use of a capability.   
    4. The fourth tenet is accountability.  In this context, 
accountability means being able to unambiguously identify 
and track what active entity in the enterprise performed any 
particular operation (e.g., accessed a file or IP address, 
invoked a service).  Active entities include people, 
machines, and software process, all of which are named, 
registered and credentialed. By accountability, we mean 
attribution with supporting evidence.   
    5. This fifth tenet is minimal detail (to only add detail to 
the solution to the required level). This combines the 
principles of simplicity and information hiding and 
preserves flexibility of implementation at lower levels.   
    6. The sixth is the emphasis on a service-driven (rather 
than a product-driven) solution whenever possible.  Services 
should be separated as stated in the separation of function 
tenant.  This also allows simplification and information 
hiding.   
    7. The seventh tenet is that lines of authority should be 
preserved, and information assurance decisions should be 
made by policy and/or agreement at the appropriate level.  
One example is that data owners should implement sharing 
requirements even when the requirements come from a 
“higher authority.”   
    8. The eighth tenet is need-to-share as overriding the 
need-to-know.  Often effective health, defense, and finance 
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rely upon and are ineffective without shared information.  
Shared does not mean released, and the differences must be 
clear.  However, judicious use of release authority and 
delegated access lead to a broader distribution of 
information.  This leads to a more formalized delegation 
policy both within and outside of the enterprise.   
    9. The ninth tenet is separation of function.  This makes 
for fewer interfaces, easier updates, maintenance of least 
privilege, reduced and easier identified vulnerabilities and 
aids in forensics.  
    10.The tenth tenet is reliability; security needs to work 
even if adversaries know how the process works.  In setting 
up a large scale enterprise, we need to publish exactly how 
things work.  Personnel, computer operations people, and 
vendors need to know how the system works, and this 
should not create additional vulnerabilities.   
    11.The eleventh tenet is to trust but verify (and validate).  
Trust should be given out sparingly, and even then trusted 
outputs need checking.  Verification includes checking 
signature blocks, checking that the credential identities 
match (binding), checking the time stamps, checking to 
whom information is sent, checking that information 
received is identical to information sent.  Validation 
includes checking issuing authority, checking certificate 
validity, and checking identity white lists and black lists.   
    12.The twelfth tenet is minimum attack surface. Fewer 
interfaces and minimized functionality in those interfaces 
decreases the exposure to threats.   
    13.The thirteenth tenet is handle exceptions and errors. 
Exception handling involves three basic aspects: logging the 
exception and restorative actions taken, alerting the 
Enterprise Support Desk (ESD) to all security related events, 
and notifying the user of the exception and restorative 
actions.    
    14.The fourteenth tenet is to use proven solutions.  A 
carefully developed program of pilots and proofs of 

concepts must be pursued before elements are integrated 
into ELS.  It is our intention to follow that process even 
when expediency dictates a quicker solution.  Immediate 
implementation should always be accompanied by a 
roadmap for integration that includes this tenet. 
    15.The fifteenth tenet is do not repeat old mistakes. From 
a software point of view, this has many implications.  First, 
never field a software solution with known vulnerabilities 
and exploits.  There are several organizations that track the 
known vulnerabilities and exploits, and an analysis against 
those indexes should be required of all software.  Second, a 
flaw remediation system is required.  After a vulnerability 
analysis, fixes may be required, and after fielding, fixes will 
be required as new vulnerabilities and exploits are 
discovered.  Third, from an operations standpoint, take time 
to patch and repair, including outputs from the flaw 
remediation and improvements in the Security Technical 
Implementation Guidelines. 

Current paper-laden access control processes for an 
enterprise operation are plagued with ineffectiveness and 
inefficiencies. Given that, in a number of enterprises tens of 
thousands of personnel transfer locations and duties 
annually, delays and security vulnerabilities are introduced 
daily into their operations.  ELS mitigates security risks 
while eliminating much of the system administration 
required to manually grant and remove user/group 
permissions to specific applications/systems. For 
government and defense early calculations show that ELS-
enabled applications saved 90%-95% of recurring man-
hours and eliminated up to 3 weeks of delay for access 
request processing [9].  While the perimeter-based 
architecture assumes that threats are stopped at the front 
gates, ELS does not accept this precondition and is designed 
to mitigate many of the primary vulnerability points at the 
application using a distributed security architecture shown in 
Figure 3. 

 

 
 

Fig. 3.  The fortress approach has been replaced by a distributed security architecture. 
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C. Key Concepts 
The key concepts for ELS are based on the tenets, as 

listed in braces, and address more specific architectural 
decisions than the core tenets [8].  These directly relate to 
requirements as well, forming a bridge between the high 
level tenets and the technical requirements. 

1. ELS specific concepts  
• PKI credentials for active entities. {4, 5, 6, 7} 
• SAML for claims credential. {8} 
• TLS v1.2 for end-to-end confidentiality, integrity, 

and authentication.{9} 
• STS as trusted entity for generating authorization 

credentials. 
• Exceptions shall be documented with a plan and 

schedule to become compliant. 
2. Naming.  A standard naming convention and process 

is applied to active entities. {2, 4, 11} 
3. AuthN Claims.  Authentication is implemented by a 

verifiable identity claims-based process. {0, 2, 4, 11} 
4. AuthN Vetting.  Identity claims are tied to a strong 

vetting process. {0, 4, 11} 
5. AuthN Verify IDs.  Active entities verify each other’s 

identity. {0, 4, 11} 
6. AuthN Private Key.  Identity is verified by proof of 

ownership of the private key associated with an 
identity claim. {4} 

7. AuthN Own Behalf.  Active entities act on their own 
behalf. {0, 1, 12} 

8. AuthZ Data Owner Rqt.  The claims objective 
requirement is provided by the data owner. {7, 8} 

9. AuthZ Access and Privilege.  Service providers use 
identity and authorization credential claims to 
determine access and privilege. {0, 1, 2, 3, 8, 11, 13} 

10. AuthZ Claims Service.  A trusted entity examines the 
attributes of an entity and determines if the claims 
objective requirement is satisfied. {2, 3, 5, 6, 9} 

11. AuthZ Claims Imply Access.  A claim in an 
authorization credential is a statement that an access 
requirement has been satisfied. {1, 3, 5, 8, 11} 

12. T AuthZ Claims.  Authorization is implemented by a 
verifiable identity, access, and privilege claims-based 
process. {0, 2, 3, 4, 8, 11} 

13. AuthZ Additional Info.  As part of the requirement 
definition, the data owner may request additional 
information about the requesting entity. {1, 2, 11, 12}  

14. AuthZ Credential Creation.  Authorization 
credentials are created by a trusted entity for a specific 
requester, a specific target resource, and a specific 
level of access. {0, 6, 9, 10} 

15. Web Functionally. Functionality is to be provided 
through web services. {6} 

16. Non-Custom.  It is undesirable to work a point 
solution or custom approach. {1, 2, 5, 14} 

17. Delegation.  A formalized delegation policy both 
within and outside of the enterprise is required. {0, 2, 
4, 7, 11} 

18. Trust.  The ability to be verified and validated is a 
requirement for trusted entities. {0, 4, 11} 

19. Confidentiality.  Active entity interactions require 

confidentiality of data/content exchanged. {0, 3, 10} 
20. Guarantees.  Integrity, authenticity, timeliness, and 

pedigree are to be guaranteed. {0, 2, 4, 10, 11} 
21. Monitoring.  Monitoring is a required element of 

cyber security. {0, 4, 10, 11, 13} 
22. Sanitize.  Eliminate or mitigate malware. {0, 15} 

D. Mapping of Tenants and Key Concepts for Requirements 
The model and concept tracing leads to some very specific 

requirements as shown in Figure 4 below.  These are a 
subset of requirements for any service and are not meant to 
be all of the requirements for ELS; they instead supplement 
those requirements for each technical area as shown below.  

1. Active entities shall be named in accordance with 
enterprise naming standard. 

2. Active entities within the enterprise shall have unique 
identities. 

3. Active entities shall use credentials from approved 
certificate issuing authorities.  

4. Active entity communication shall use two-way end-
to-end PKI authentication.  

5. No active entity shall be anonymous. 
6. Reusable or third party authentication tokens shall not 

be used. 
7. Traditional single sign-on (forward passing of identity) 

is not allowed. 
8. Private keys shall be stored in tamper proof, threat 

mitigating storage to which only the associated entity 
has access. 

9. No impersonation of active entities through sharing of 
private keys or issuing of duplicate credentials.  

10. No entity shall act “on behalf of” any other entity.  No 
proxies or portals are allowed, as they cause ambiguity 
in identity. 

11. Active entity authentication uses only primary or 
derived credentials.  Derived credentials must be based 
upon the primary credential. 

12. Any active entity without authorization credential 
claims shall only access identity-based services. 

13. Active entities that act as a provider to any other active 
entity requester that requires claims shall have 
objective requirements in the enterprise registry. 

14. Active entities that act as a requester of any other 
active entity that requires claims shall have attributes 
that support the computation of claims. 

15. Each active entity that acts as a provider for any other 
active entity and requires claims shall have a SAML 
handler installed. 

16. Access and privilege to applications and services shall 
be provided by SAML-based verifiable claims from a 
trusted STS.  

17. Authorization credentials shall conform to least 
privilege so that only the relevant claims for the target 
are included.  
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Fig. 4.  Requirements are derived from the basic security model. 

18. Each active entity that acts as a provider for any other 
active entity and requires claims shall have a list of 
trusted providers of claims and a process for verifying 
and validating that those claims were provided by a 
trusted provider.  

19. Each expedient solution shall have an accountable 
decision authority and a roadmap for bringing the 
solution into the basic approach for security.  

20. Delegation services shall be used for (and only for) 
assignment of duties not based on existing attributes 
and for temporary assignments not met by existing 
claims and attributes.  

21. Active entities that are designated trusted shall have 
credentials that are verifiable.   “Verifiable” is meant 
to include the means for verifying the currency and 
integrity of the credential and the source of the 
credential.  

22. Active entity interactions shall occur over end-to-end 
TLS v1.2 connections.  

23. Active entities shall have provisions for logging 
security relevant events. 

24. Monitoring of active entities shall be performed. 
25. A carefully developed and executed program of pilots 

and proofs of concepts shall precede integration into 
ELS.  

26. Active entities shall evaluate inputs for consistency 
with intended function before acting on any input. 

27. Active entities shall evaluate outputs for consistency 
with intended function before transmitting any output.  

E. Security Principles 
The ELS design addresses five security principles that are 

derived from the basic tenets: 

• Know the Players: This is done by enforcing bi-lateral 
end-to-end authentication. 

• Maintain Confidentiality: This entails end-to-end 
unbroken encryption (no in-transit decryption/payload 
inspection). 

• Separate Access and Privilege from Identity: This is 
done by an authorization credential. 

• Maintain Integrity: This is done by ensuring that you 
received exactly what was sent. 

• Require Explicit Accountability – This is 
accomplished by monitoring and logging transactions. 

Know the Players 
In ELS, the identity certificate is an X.509 Public Key 

Infrastructure (PKI) certificate [10]. This identity is required 
for all active entities, both person and non-person (e.g., 
services), as shown in Figure 5.  

PKI certificates are verified and validated. Ownership is 
verified by a holder-of-key check.  Supplemental 
authentication factors (in combination with a PKI credential) 
may be required from certain entities, such as identity 
confirming information or biometric data.  In certain 
extreme cases, an identity for a person may be built without 
a PKI credential [11], and a temporary certificate is issued 
for compatibility.  The temporary certificate has a short life 
allowing for the establishment of a few sessions before it 
expires. 

Figure 6 shows that ELS establishes end-to-end Transport 
Layer Security (TLS) [12] encryption and never gives away 
private keys that belong uniquely to the certificate holder.  
Many security instantiations include passing of private keys 
and breaking the encryption in order to examine content 
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Fig. 5.  Bi-lateral authentication is required 

Maintain Confidentiality 
.  This type of security examination is not allowed in ELS.   

Although TLS is the preferred implementation care must be 
taken to avoid known vulnerabilities in implementation 
algorithms [13]. The cited reference is based upon a 
common shortcut used to improve performance known as 
the Chinese Remainder Theorem (CRT) [14-16] 

 
 

Fig. 6.  End-to-end encryption is required. 

Separate Access and Privilege from Identity 
ELS can accommodate changes in location, assignment, 

and other attributes by separating the use of associated 
attributes from the identity.  Whenever changes to attributes 
occur, claims are recomputed based on new associated 
attributes (see section III), allowing immediate access to 
required mission information.  As shown in Figure 7, access 
control credentials utilize the SAML (SAML authorization 
tokens differ from the more commonly used single-sign-on 
(SSO) tokens, and in ELS, are not used for authentication) 
[17]. SAML tokens are created and signed by an enterprise 
STS. The signatures are verified and validated before 
acceptance. The credentials of the signers also are verified 
and validated.  The credential for access and privilege is 
bound to the requester by ensuring a match of the identity 
used in both authentication (PKI exchange) and 
authorization credentials. 

 
Fig. 7.  Claims-based authorization is required. 

Maintain Integrity 
Integrity is implemented at the connection layer by end-

to-end TLS Message Authentication Codes (MACs), see 
Figure 8. MACs are separately encrypted hashes using a 
shared secret passed during the crypto exchange.  If the TLS 
crypto were broken, the packet may be modified.  However, 
without the shared secret, the MAC cannot be modified.  
This provides an extra mitigation against modification.  
Chained integrity, where trust is passed on transitively from 
one entity to another, is not used as it is not as strong as 
employing end-to-end integrity.  At the application layer, 
packages (SAML tokens etc.) are electronically signed, and 
electronic signatures are verified and validated [18].  

 

 
 

Fig. 8.  Integrity measures are required. 

Require Explicit Accountability 
All active entities with ELS are required to act on their 

own behalf (no proxies or impersonation allowed).  As 
shown in Figure 9, ELS monitors specified activities for 
accountability and forensics.  The monitor files are 
formatted in a standard way and stored locally.  For 
enterprise files, a monitor sweep agent reads, translates, 
cleans, and submits to an enterprise relational database for 
recording log records periodically or on-demand.  Local 
files are cleaned periodically to reduce overall storage and to 
provide a centralized repository for help desk, forensics, and 
other activities. The details of this activity are provided in 
[19, 20]. 
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Fig. 9.  Accountability is achieved through centralized 
monitoring. 

III. MOBILE AD-HOC NETWORK SERVICES 
The services described in this section are shown in Figure 

10. These services are automated and seek only operator 
confirmations when and if required. They reside on each 
element participating in the networks shown in Figure 10.  
Each element in Figure 1 must participate in a handshake 
with the nexus (see section I) that identifies compatible 
protocols, waveforms, and drivers to establish a connection. 
These services act as the initial end-points for connection 
management. The connection is followed by a bi-lateral 
authentication and secure channel to the end-point device 
manager service [21].  The end-point device manager 
service is the entry point for the requester to access domain 
services. This must be followed by bi-lateral authentication 
at the device level. Basic services are shown on the left, 
building from basic hardware capabilities to supported 
protocols. Mobile ad-hoc network services are on the right, 
building from hardware and software management to the 
“Send Data” service that takes data and a destination as an 
input and sets up appropriate connections and initiates the 
communication using the supplied data. Arrows indicate 
dependencies, where arrows point from the service that is 
used to the service that uses it. 

Certain members of the networks are designated as nexus. 
Nexus points may be located throughout the operational 
area.  In order to be a nexus, the member must either have 
reachback to the enterprise, or in the case of disconnected, 
intermittent or limited bandwidth (DIL), it must be 
provisioned with all of the elements required to do 
enterprise business, including but not limited to:  

• A fully functional Security Token Server (STS). 
• A proper subset of the Enterprise Attribute Store 

(EAS). 
• A claims repository that matches the elements of 

the EAS subset. 
• A device management service capability. 

Nexus elements seek out and provide a handshake to any 
other nexus points within range.  The chaining of nexus 
points allows reach back from the local network to the 
enterprise when one or more of the nexus in the chain can 
reach a network node. 

 

 
 

Fig. 10.  Mobile ad-hoc services and dependencies for ELS. 
 

  The member must have full system capability and acts as 
the manager of ad-hoc sub networks.  An end-point device 
manager service [21] must reside on a nexus, and a nexus 
must be part of each network and be the entry point for the 
requester to access domain capabilities.  Designated nexus 
points is shown in Figure 11. 

 
 

Fig. 11.  Designated nexus members area necessity. 

IV. NETWORK SERVICE DESCRIPTIONS  
Network service descriptions are provided in the 

following sections. 

A. Detection of Hardware Capabilities 
This section describes the basic services that provide 

information about the available hardware and the software 
that directly controls it. These are typically duplicated for 
each piece of communication hardware in a device so that 
higher layer services have direct and independent control 
over each hardware interface. The interfaces to the hardware 
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may be specific to the hardware so that higher layer services 
provide and use mediation services to interface with these 
lower-level services.  

In order for a node to join a mobile or ad-hoc network, it 
must know that the network exists. This can be done by 
continuously polling for available connections or looking for 
connections when a request is made to connect. Polling 
involves more ongoing work and power but provides 
continuous feedback, while on-demand connection uses 
fewer resources but requires explicit instruction and incurs a 
delay. To bridge these two methods, a local service can be 
invoked that periodically polls for connections and provides 
the latest data to higher-layer services. This provides a 
configurable method to tradeoff between power and 
responsiveness across all possible connection types. 

Connections at the lowest layer involve the hardware that 
actually does the signal generation and transmission. This 
hardware is controlled by drivers or other software that 
provide an interface to the operating system and local 
applications and services. The following information is of 
interest: 
• Hardware capabilities that exist for a given device: 

o Capabilities that are supported, 
o Power and other performance that is supported; 

• Hardware that is enabled or disabled by physical 
switches or other hardware mechanisms; 

• Hardware that is enabled or disabled by software: 
o Capabilities that are enabled or disabled in the 

software; 
• Hardware that has the appropriate software drivers and 

other code in place for use: 
o Capabilities that are supported by the drivers or 

software; 
• Protocols that are supported for the hardware: 

o Waveforms, 
o Mandatory Access Control (MAC)/Datalink 

protocols and versions, 
o Crypto protocols, versions, keying methods. 

 
All of these must be exchanged between ad-hoc 

participants and the nexus points.  The nexus acts as the 
controller for sub network communications.  Each of these 
translates into local services for mobile and ad-hoc 
networking. The services described in this section provide 
basic information about what networking is available, what 
could be made available, and the capabilities associated with 
what is and what could be available. In addition, some 
configuration of the lower layer hardware and software is 
made available through these services to other services. 

The capabilities list for a device describes what hardware 
is available. This may take different forms. For some 
devices, it could provide a list of standard hardware 
regardless of what is currently available, such as standard-
issue mass-produced units. Such a service would rely on 
outside or fixed data sets and not the system itself. Other 
services describe the hardware interfaces associated with the 
device. For example, a description of whether Universal 

Serial Bus (USB) 3.0 is supported or just USB 2.0 would be 
useful when deciding which hardware device to attach 
through a USB port. Such services could be offline, static, or 
based on querying the actual device to determine what is 
available. Other services describe what hardware is actually 
connected. Unlike some of the services described above that 
rely on fixed or external information sources, this service 
actually queries the system to determine what is connected. 
For hardware that is found, additional information can 
sometimes be provided, such as the capabilities of the 
hardware in terms of speed, power, or supported 
frequencies. 

In some cases, hardware is available but switched off. 
This service provides information about the current state of 
such hardware. In some cases, hardware that is switched off 
is indistinguishable from hardware that is not present, but a 
distinction is made when possible. This allows a service to 
inform a user that a physical action must be taken to enable 
communication.   

In addition to hardware switches, there are ways to enable 
and disable communication hardware through the use of 
software. This can be through an application, the operating 
system, registry items, or device driver settings. A service is 
provided to describe the current state of the communication 
hardware and allow changing this state as permitted through 
software. In addition to a simple on/off switch, software can 
provide detailed capability and configuration information, 
such as frequencies, versions, protocols, security settings, 
and many others. 

In order to use the communication hardware, appropriate 
drivers and other software must be available and correctly 
functioning. This service checks hardware for proper 
operation and reports the status of the hardware and its 
drivers. This service may simply examine the driver and 
perform what amounts to static analysis of the system, or it 
may actually attempt to use the system and check that it 
responds appropriately. This service provides not just 
information about the system, but information about how it 
is currently operating. This includes whether the device is 
functioning, as well as which of its capabilities are working, 
such as transmission speeds, error rates, or power 
consumption, and potentially how well they are working. 

This service provides information about particular 
protocols that run over different communication hardware. 
The protocols of interest are the protocols specific to the 
communication hardware. For example, a Wi-Fi protocol 
service would provide information about the Wi-Fi protocol, 
not IP or TCP. This service provides information about 
which protocols are supported by the hardware and which 
versions of each of these supported protocols are available. 
Additional information includes which frequencies, 
waveforms, data link, or MAC layer protocols are 
supported, and what type of cryptography or other 
cryptographic protections are available.  

B. Detection of Network Opportunities 
This service provides the ability to test enabled hardware 

for its protocol support at the network layer. This goes 
beyond the protocol-based services discussed in the previous 
section, which apply to the hardware protocols. It looks, for 
example, for Dynamic Host Configuration Protocol (DHCP) 
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servers, network gateways, DNS servers, and other services 
that would be available in the presence of a network. These 
are the services that will be used for web service and web 
application requests. It is important to know whether these 
services are available, and to what extent they are provided. 
Knowledge about whether the connection is local or 
connected to other networks provides important information 
about the type of connection that can be used by other 
services. 

This service includes tests for proxies, gateways, and 
other forms of network intermediaries. For example, proxies 
can be detected by accessing known sites and checking the 
certificate provided through Hypertext Transfer Protocol 
Secure (HTTPS). If it does not match the known good 
certificate, then a proxy is in the middle. This informs 
decisions about which network to use, as networks with 
proxies make ELS communication impossible by preventing 
end-to-end authentication through TLS, but they would be 
acceptable for low-security traffic. 

C. Selection of Waveforms and Protocols 
This service is used to turn hardware on and off in order 

to use a specific set of communication hardware. In some 
cases, this capability can function fully in software using the 
software interfaces described in the previous section. In 
cases in which physical action is required, a notification to a 
human or other interface, such as a machine or robot, is 
required to initiate the hardware action. In either case, the 
goal is to have the appropriate hardware on and enabled and 
everything else off or disabled. This can be for power 
conservation, stealth, or just a general security practice to 
reduce unneeded interfaces.  

In addition to just turning hardware on and off, this 
service allows configuration of the hardware, including 
selection of frequencies, protocol versions, waveforms, and 
other hardware-level information. This service acts 
somewhat like a mediation service that provides a standard 
interface for higher-level protocols to manage the 
underlying hardware. It translates the hardware and low-
level software controls into standard interfaces for the 
higher layers. This enables a consistent treatment of 
communication channels and re-use of higher-layer services 
across the enterprise and different devices within it.  This 
service dynamically maintains a set of connections that 
provide an optimal allocation of resources to available 
potential connections based on provided performance 
metrics. For example, if high-speed connectivity to a 
particular IP address is desired, the service may 
continuously poll for available connections and choose the 
fastest one that has connectivity to the desired endpoint. 
Other parameters can be weighed against each other as well, 
such as power consumption, cost, and combinations such as 
power per bit or power per bit/sec. Additional inputs would 
be required for this service to operate effectively, including 
power consumption models, pricing models, and latency and 
throughput measurements and models. 

This service uses the Manage Hardware service to 
actually make changes to the system and its connectivity. It 
uses a set of defined metrics, measured and provided 
information about the available networks and connections, 

and optimization logic to make decisions about how to 
invoke Manage Hardware to best provide what is desired. 

This service not only determines which protocols are 
available, as described above, but also performs handshakes 
and information exchanges to establish IP addresses, secure 
connections, and other functions that actually initiate 
protocols for connectivity. Examples include Dynamic Host 
Configuration Protocol (DHCP) requests, Domain Name 
System (DNS) queries, and other protocols that are common 
first steps toward data transfer after initial basic connectivity 
is established. Any ongoing “ping”-type communication is 
handled by this service as well to establish and update what 
protocols are available. 

D. Service Discovery 
Lower-level service discovery is addressed by the 

Protocol Availability service, but a separate method must be 
used for ELS web services. In a connected network the 
claims query service is used to determine a list of all 
applications and services to which an ELS requester entity 
has claims or access through identity. In a DIL mobile ad-
hoc environment, this service may not be accessible, but a 
local copy may be available. If so, this can be used for 
service discovery. This local copy must be hosted in a 
canonical place that is accessible to anyone on the network 
so that it can be used as an initial access point to any other 
ELS services and applications available in the local 
environment. Although the claims query service is not part 
of mobile ad-hoc services (it is part of the ELS suite of 
services), it is mentioned here for context. For all 
communication, the Send Data service is used to choose the 
hardware, protocol, and associated settings to provide the 
data transmission and receiving of any associated responses. 

This service provides network communication based on 
any request and uses available connections to send and 
receive data. Software on a device calls this service to 
perform any network-based communication, and this service 
handles all network requests, sets up appropriate 
connections if available, and takes care of sending the 
requests and receiving the responses. It notifies the end 
entity making requests of the status of the current 
connections. It uses the metrics and parameters for 
performance, cost, and power as input and passes these on to 
the Manage Connectivity service to allow it to maintain a set 
of appropriate connections for communication. However, 
the Send Data service can override these settings based on 
current requests. For example, if cost and power are a 
primary concern, most communications will be disabled by 
Manage Connectivity. However, when a short high-priority 
message must be sent on a hardware module that is disabled, 
Send Data can override the default settings and make 
performance for that communication a priority for the 
duration required for the communication.  

E. Query/Response Capabilities 
Like the service discovery described above, query and 

response capabilities are based on ELS. After mobile ad-hoc 
services are used to establish connectivity ELS queries can 
proceed. If network connectivity provides access to the EAS 
and other network resources, then a standard ELS query can 
follow. If the local network is isolated and has its own EAS 
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instance, then the local instance can be used to provide ELS-
based access to local resources. If the local network is 
isolated and does not host its own instance of EAS, then 
access is limited to the non-ELS services provided on the 
local network. For intermittent connectivity, asynchronous 
messaging may be offered as a service even if synchronous 
communication is not, as asynchronous communication can 
be queued until connectivity returns. As with service 
discovery, the Send Data service handles the sending and 
receiving of data over the appropriate connections.  The 
following sections describe the steps in setting up a 
connection. It is expected that this service will handle all of 
these either directly or indirectly using the previously 
mentioned services. 

F.  Network Broadcast 
The first step for a mobile or ad-hoc connection is for the 

network to identify itself to the mobile node. This is 
typically done through some sort of network broadcast that 
identifies the transmitter, the network it represents, its 
address, the protocols supported, the security offered and 
required, and other relevant information. For Wi-Fi, for 
example, a beacon message is sent 100 times per second 
with this type of information.  In some cases, this function is 
disabled or limited. For Wi-Fi, the Service Set Identifier 
(SSID) can be hidden so that only nodes that explicitly 
request the proper ID are allowed to connect. The beacons 
can be disabled entirely so that the mobile node must know 
of the network’s existence in advance in order to connect.  
Other techniques exist to either hide connections or make 
detection and connection more difficult for unauthorized 
entities. These are more difficult to implement on wireless 
networks because the communications are broadcast to an 
entity in the vicinity, making replay attacks possible. In 
general, security protocols are a more robust method of 
limiting access than simple message-content, formatting, or 
timing-based methods. Wi-Fi Protected Access (WPA) for 
Wi-Fi and IPSec for IP-based network layer 
communications.  For wired networks, security is often 
minimal, allowing anyone with physical access and 
connectivity to use available network services. An Ethernet 
connection usually is initiated automatically when a wire is 
plugged in to an Ethernet port. Higher-layer services may 
require further actions for access, but the lower-level 
connectivity provides little, if any, security.  

G. System Discovery 
After the network identifies itself, if it chooses to do so, 

the mobile node must discover what is available and how to 
connect [22-24]. With current systems, many possible 
network connections are available, such as satellite, Wi-Fi, 
Military Link Systems, broadband, and others. The networks 
provide information about different connections, and the 
node must make sense of this and discover which networks 
are accessible, which protocols and options are supported, 
which security is supported and sufficient to meet policy 
requirements, and which connections support higher-layer 
applications. ELS requires bi-lateral authentication, but it 
may be based on identity for access. 

H. Joining a Network 
The mobile node, though some internal logic, determines 

which network to join and initiates a “request to join” 
handshake [25-26]. This may involve the exchange of 
identification information, it may include security parameter 
negotiation, and it may include protocol negotiation. Wi-Fi 
often includes security information. Link systems use device 
profiles to set the message formats and protocols. In any 
case, this is where the connection from the mobile node to 
the network node is established, along with any required 
parameters. 

As part of the request to join, physical layer attributes 
may be collected, such as signal strength, noise level, signal 
quality, multi-path parameters, location information, and 
supported waveforms and formats. Wi-Fi 802.11n and 
802.11ai support beamforming, allowing the multiple 
antennas at the transmitter and receiver to be used to 
determine the direction of transmission, which can boost the 
signal in the vicinity of the communicating entities and 
reduce it elsewhere. This allows reduced power, slightly 
increased security, and potentially better use of available 
network resources by reducing interference with other 
transmissions.  

Other more advanced techniques may allow the use of 
multipath and complicated urban obstacles to be used to 
enhance channel security, quality, power efficiency, and 
data rates. The transmitter sends a test signal to the receiver, 
which then relays the received signal properties back to the 
transmitter. The transmitter can then reshape the 
transmission to “invert” the environmental distortion and 
allow positive reconstruction of signals at the receiver. 
Listeners at other physical locations will not be able to 
properly reconstruct the signal. This allows lower power 
transmission, better signal to noise, and potentially better 
privacy against eavesdroppers. 

V. Other Considerations 

There are several other processes that need to be considered 
as discussed below. 

A. Exchange of Certificates 
One important part of the request to join includes the 

exchange of certificates. The certificates are assigned to 
devices and allow authentication based on a trusted 
certificate authority. For ELS, certificates are stored in 
hardware, such as a Hardware Security Module (HSM) [27] 
or PIV Card [28]. For lower layer exchanges, the device 
Trusted Platform Module (TPM) [29] is the preferred 
location. Each device is equipped with a TPM or TPM-like 
hardware certificate and key store, which is used to 
authenticate to the network or to the mobile node when 
required.  

For mobile devices without hardware stores, a derived 
credential may be used for the certificate exchange. This 
derived credential is issued by a trusted registration 
authority (RA) in the enterprise. The derived credential uses 
the same original certification as the primary credential. If 
the primary credential is revoked for reasons relating to 
certification, the derived credential is also revoked, as its 
certification is no longer secure. If the primary credential is 
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revoked due to issues specific to the credential instance, 
then the derived credential may remain valid independently. 
Revocation of the derived credential similar may or may not 
lead to revocation of the primary credential, based on the 
reasons for revocation. 

B. Device Requirements 
Devices allowed to join enterprise networks are registered 

and managed by the enterprise use restrictions. All devices 
have a PKI certificate (certificate authority (CA) issued PKI 
or derived) in hardware storage (preferably in a TPM). The 
device and the domain controller perform bi-lateral PKI-
based mutual authentication before establishment of the 
channel to the end-point device manager service. The device 
may also contain one or more individual user certificates 
(CA issued PKI or derived) that are activated when the user 
signs on to the device. The device may be required to 
register with the enterprise domain and report attestation 
from the TPM and other data such as location (where 
appropriate).  

After joining the network and properly authenticating, it 
may be desirable to set up an end-point device manager 
service connection to a remote network. This provides an 
IP-layer secure tunnel through which higher-layer data can 
be sent. The initial network connection only applies to the 
link layer or device-to-device connection. 

The end-point device manager connection uses machine 
certificates to authenticate the mobile node to the end-point 
device manager server and the end-point device manager 
server to the mobile node. The end-point device manager 
server then makes internal network services available to the 
mobile node. Particular attention must be paid to which 
nodes are allowed to connect to the end-point device 
manager server. The devices must have controls, through 
mobile device management or some other verifiable 
machine hardware and software integrity checks that ensure 
that the device is protected from compromise to a level 
comparable to that of the internal nodes on the network. 

C. Discovery of Services 
After connecting through the end-point device manager or 

just to the local network, service discovery can begin. This 
starts the use of higher-layer protocols, which talk using 
various protocols over TCP, UDP, or other transport layer 
protocols. All active entities must have a credential to 
initiate a request (derived credentials for entities residing on 
mobile platforms are permitted). For example, the requester 
may use a known URL, such as the EAS Claims Query 
service to retrieve a list of available services. These services 
are provided based on the requesting entity’s identity, as 
provided in a CAC, a PIV card, an NPE certificate, or 
derived credential, HSM, or other certificate or key store.  

Service discovery [22-25] can be initiated locally for DIL 
environments with a local cache of the claims repository and 
EAS Claims Query service. The claims query service may 
be modified to provide identity-based access-only claims. 
For mobile devices that are provided network connectivity 
to the primary EAS instance, no cache is required and a 

normal request is sent. Discovery may be accomplished 
initially using a Claims Query service. The initial handshake 
is bi-lateral PKI mutual authentication. This service is 
identity-based and returns links to claims for service that the 
requester has. The requester must know the local Uniform 
Resource Locator (URL) for that service. 

D. Request for Service  
When access to the EAS is established, the request for 

service can be sent to the desired application or service or a 
link in the Claims Query Service return page may be 
executed. The EAS-provided link redirects to an STS, which 
provides authorization information in a SAML and then 
redirects back to the service. The service’s ELS handler 
processes the request and allows access. 

Mobile and ad-hoc networking requires some level of 
performance to support higher-layer protocols and 
applications [30]. In some cases, poor wireless links or 
intermittent connectivity prevent the networking protocols 
from functioning well enough to support the higher-layer 
protocols. In other cases, the implementation of the 
protocols is inefficient, uses improper configuration, or adds 
extra components that reduce performance, such as 
monitoring or filtering. Those factors under the control of 
the implementer must combine with those not under control 
to provide a level of service that supports higher-level 
protocols and applications appropriate for the network and 
network participants 

SUMMARY 
We have reviewed the mobile ad-hoc issues in a high 
assurance security system. We have also described an 
approach that relies on high-assurance architectures and the 
protection elements they provide through PKI. The basic 
approach becomes compromised when identity is not 
verified by a strong credential for unique identification 
(such as holder-of-key in a PKI or a credential derived from 
that credential). The PKI usage is so fundamental to this 
approach that we have provided non-certificated users a way 
to obtain a temporary PKI certificate based upon their 
enterprise need and the level of identity assurance needed to 
provide access and privilege to applications [31]. The 
process is fully compatible with ELS and works as a 
complement to existing infrastructure. This work is part of a 
body of work for high-assurance enterprise computing using 
web services. Elements of this work are described in [32-
52]. This work has raised a number of issues as well as 
identifying primary capabilities.  First among these are the 
number and types of hardware and protocols that will be 
supported.  Work has begun on the layer 7 services 
necessary to implement an ad-hoc networking capability 
while maintaining the high level of security in ELS.  No 
firm date for implementation has been established, but a 
target date for capabilities demonstration is in the 2020-
2021 time frame as shown in figures 12 and 13. 
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Fig. 12.  ELS early experimentation timeline ran for ten years. 
 

 
Fig. 13.  The ELS implementation timeline – seven years and counting. 
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