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Abstract— Data sharing among the intelligence communities
is important to consolidate data analysis, which will support
decision-making process to preserve the security of the nation.
Data sharing within an intelligence community could be more
practical if an online secure data sharing mechanism is
available. However, sharing data between various parties is
complicated due to the confidentiality aspect and the risk of
exposure to unauthorised users and attackers. Hence, this
paper proposes a secure blockchain-based data-sharing model
for the intelligence community. The mechanism, rules and
related policies are discussed in detail in this paper. Based on
the proposed model, the intention to use this model was
measured using the technology readiness and acceptance model
(TRAM). This study applied four technology readiness
dimensions namely optimism, innovativeness, discomfort, and
insecurity to measure their relationship with the Technology
Acceptance Model (TAM). The findings indicated that
personality traits and feelings can influence the adoption
process and intention to use blockchain-based data-sharing
model for system integration within the intelligence
community. This study proved that blockchain technology can
be applied in a data-sharing model specifically designed for the
intelligence community based on the designated dimension.

Index Terms—blockchain, secure data sharing, Technology
Acceptance Model, Technology Readiness Index

I. INTRODUCTION

IGITAL advancement plays a crucial role in the
dissemination of information in a community. The
intelligence community had shifted its technique of
gathering data from the traditional Human Intelligence
(HUMINT) to a more sophisticated and advanced method of
Signal Intelligence (SIGINT) and open source intelligence
(OSINT). Intelligence communities are required to gather
accurate and precise data to be analysed for deciding and
planning the country’s security.
Thus, researchers have suggested using blockchain as an
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additional technology for increasing data security since
several studies have shown its significant success [1], [2].
However, a comprehensive study on the implementation of
blockchain within the intelligence community needs to be
augmented to ensure that all aspects related to the
technologies, processes, rules, and policies are thoroughly
considered prior to the implementation.

This paper discusses the design of secure data sharing by
including the implementation of blockchain technology as
part of the model. This paper proposed a conceptual secure
blockchain-based data-sharing model for the intelligence
community based on the requirements, rules and regulations.
Based on the proposed model, the adoption measurement
was done using the technology readiness and acceptance
model (TRAM). The dimension was proposed based on the
selected variables. To the best of the authors’ knowledge,
this study is the first comprehensive study on blockchain-
based data-sharing model for the intelligence community
and the first to study blockchain-based data sharing
acceptance using TRAM theory.

Il. INTELLIGENCE COMMUNITY AND BLOCKCHAIN
TECHNOLOGY

A. Intelligence Community

The intelligence community consists of different agencies
and organisations that work together and separately to
conduct intelligence operations to protect national security
and its interest [3]. The intelligence community often
includes intelligence organisations under government bodies
including the intelligence agencies under homeland security.
There are also defence organisations such as the armed
forces and services, namely the army, navy and air force
intelligence branches. However, the intelligence community
is not only restricted to the government, it also encompasses
corporate organisations like the financial intelligence units.
The private sector also plays a crucial role in handling
intelligence-related projects or systems with the intelligence
agencies [4].

For example, in the United States, the intelligence
community consists of two independent agencies known as
the Office of the Director of National Intelligence and the
Central Intelligence Agency (CIA). They also have eight
Department of Defence elements including the National
Security Agency (NSA), the Defence Intelligence Agency
(DIA), the National Geospatial-Intelligence Agency (NGA),
the National Reconnaissance Office (NRO), intelligence
elements within their military services of the Army, Navy,
Marine Corps and Air Force, as well as seven other
department and agency elements [5], [6]. In Malaysia, the
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intelligence community is part of the National Intelligence
Committee, which includes internal security intelligence and
defence intelligence such as the Special Branch (SB) of the
Royal Malaysian Police and the Defence Intelligence Staff
Division (DISD) [4].

Information or data gathered by the intelligence
community vary and could originate from numerous devices
and sensors. The collected data are important to support
tactical operational data analysis for government authorities,
agencies and war fighters [7], [8]. The intelligence
community needs an efficient information sharing and data
distribution system [5, p. 22] as it is difficult to properly
distribute accurate and precise data [6]. Leaked or breached
intelligence data could affect a country’s sovereignty, which
could also significantly affect civilian communities in terms
of politics, cultural, economy or even lives [4], [9].

Data Security for the Intelligence Community

In every organization around the world, especially the
intelligence community, the protection of sensitive data is
one of the most significant challenges. The management of
data and assets could depend on a secure and robust method
of security. Data should only be handled by authorised
agencies that are recognised as members of the intelligence
community. Unauthorised access of data by non-intelligence
agencies posits a grave effect not only to the intelligence
community, but also to the national security of a country
[10]. Data should exhibit confidentiality, integrity and
accessibility (CIA) attributes to be trusted. However,
centralised systems that manage data are exposed to
exploitation [11]. Such risk to exposure is bound to happen
due to a bad configuration of access control and
authentication [11], [12].

Among the various ways to increase data security is to
strengthen the authentication procedure using a multi-factor
authentication technique [4]. However, in this pervasive
usage and advancement of the Internet, a good
authentication technique alone is insufficient [13], [14].
Implementing a secure access control has been suggested as
a method that could increase data security. Correct
configuration for access control and authentication is
essential in preserving data security. Data management also
plays a vital role in increasing data security. The central
authority for data management faces the risk of data
tampering, whereby unauthorised data editing can be done.
Log of data editing could also be falsified by malicious
users with a data administrator role that could be obtained
by hacking into the centralised database that stores the
access information.

Researchers are proposing that data should be managed
by a decentralised, flexible and scalable infrastructure to
overcome this issue. This is where blockchain integration in
data management comes into the picture. Prior studies have
suggested integrating blockchain in handling data, especially
risky and confidential data, due to its ability to protect data
using the decentralised approach [1], [13], [15]. Hence, a
new model is needed to solve the security vulnerabilities of
current implementation.

Intelligence data include raw intelligence data and
intelligence reports [16]. Raw intelligence data may vary
from target’s communication traffic and voice, videos, radar

transmission details, data from satellite communication
systems, imagery data, open source data, and social media-
related data. Meanwhile, intelligence reports may include
routine and timely reports as well as case-based intelligence
reports. New technologies are required for the entire
intelligence community data management in an environment
in which more safety standards are necessary as the size of
data usage and integration proliferates. Blockchain
technology has offered a comprehensive solution to a
variety of critical security issues [17]. To address the flaws
related to providing secure data sharing, security
components such as blockchain technology for decentralised
data storage and management, user authentication as well as
access control need to be studied.

Blockchains can be potentially applied in various
intelligence operations to provide a distributed and
decentralised database for military intelligence [18], secure
communication and data storage system [19], enhance data
integrity in supply chain management and ensure
transparency in equipment management [20] as well as
provide secure Command, Control, Communication, and
Intelligent (C3l) systems [21].

B. Blockchain Technology

Blockchain technology is a new form of a database.
Contradict to SQL or NoSQL databases, blockchain can be
shared directly by a community of trusted and untrusted
parties [17]. A blockchain is a form of a distributed database
which preserves a list of structured records called blocks,
that is increasing irreversibly [17]. Each block includes a
timestamp and linked to the previous block [22] [23]. The
linkage is based on the hash value of the previous block or
the parent block. As illustrated in Fig. 1, a block can
transverse through the whole blockchain and find each
transaction made through its parent block. The first block is
known as the genesis and has no parent [24]. According to
[25], blockchain is different from any existing scalable
database due to its two main features: i) cryptography by
design; and ii) distributed data management. Cryptography
by design refers to cryptography implementation for
preserving user identity, as well as ensuring the ledger’s
integrity and authenticity of data. The cryptography of each
block differs depending on the protocol [24]. The hashing
algorithm is implemented as a way to ensure that blocks are
well-formed to preserve their security of being tamper-free
and become virtually unbreakable [24].

Distributed Data Management
Distributed data management refers to the ability of the
blockchain to develop a new distributed and decentralised
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software architecture where confidential transactions or
agreements can be made across the chain with trusted parties
[2], [26], [27]. Blockchain’s criteria of having no human
intervention during a transaction has made it widely applied
in various fields including public services [28]-[30],
healthcare [31]-[33], 10T [34], [35] and in the financial
system and corporate governance [36]. Usage of the
blockchain technology is increasing since it has become an
open source software, which allows more flexibility for
developers to test and propose new applications for new
techniques at low costs [37].

Consensus mechanisms

Blockchain provides decentralised security architectures
using consensus mechanisms in the peer-to-peer network,
which avoid data tampering and share the data to all
participating nodes in the network. The consensus
mechanism validates transactions, requests, creation,
execution and modification of the data in the blockchain
system. Various types of consensus are available in
blockchains including Proof of Work, Proof of Stake and
Smart Contract.

Proof of Work

Proof of Work is the oldest and most common consensus
in blockchain technology. It is a random process that
requires trial and error in solving the mathematical puzzle
set in a blockchain. However, this characteristic requires a
lot of computing powers, which consume high amount of
electricity and bandwidth during the mining process [38].

Proof of Stake

To overcome the limitation of the Proof of Work, Proof of
Stake was introduced with the concept of stakeholders that
have the power to give consensus to the block according to
the stake they own. The stake can be obtained by owning
several coins in the blockchain. However, this concept also
faces an issue because the owner of the earliest array of
coins or the one who owns more coins will get more
rewards. Thus, the solution to this problem is by proving the
ownership of the stake [39].

Smart Contract

Another consensus solution is the Smart Contract. The
Smart Contract respond to the transactions sent from end-
users and implements the code logic for transactions with
ledgers in the blockchain application. Once the participants
of the blockchain network have accepted on functional
requirements, this code logic is then integrated into the
Smart Contract, and both parties are bound by the contract
[40].

Type of Blockchain

There are three types of blockchains namely public,
private and consortium. A public blockchain is accessible to
the public whereby anyone can join as a node. Public
blockchains achieve consensus without a central authority
and thus, can be considered as decentralised. A copy of the
ledger will be maintained by all users on each local node,
and a distributed consensus mechanism will be used to
achieve a decision or eventual ledger state. An example of
public blockchain is the Bitcoin. Meanwhile, private
blockchains are only available to a group of individuals or
organisations that have agreed to share the ledger. The scale

of a private blockchain is relatively small compared to a
public blockchain, but avoids data tampering by having a
central administrator and proven to consume less computing
power and process faster transaction compared to public
blockchain [41]. The combination of a public and private
blockchains creates the consortium blockchain, whereby the
consensus process is controlled by a nominated set of nodes.

Blockchain technology would potentially replace the
model of top-down hierarchical organisations with a system
of distributed and bottom-up management. Instead of
relying on a centralised operator or a middleman,
blockchain-based networks are designed to operate in a fully
distributed manner. A decentralised infrastructure is used to
coordinate interactions among users who contribute to these
networks. Smart contract able to control the blockchain
governance and by agreeing to the rules and principles
assigned in codes, critical operations are automated without
human participation [42].

Blockchain Application in Data Sharing

This study proposes a private blockchain technology to
provide a distributed and decentralised database for the
intelligence community. This technology can enhance the
data-sharing process between intelligence agencies. The use
of blockchain will empower the security of information
shared through the implemented cryptography design. This
will then produce high data integrity as each transaction
includes the information of the users who requested the
transaction and all related activities. These transactions can
be tracked, and the transparency of information has made
blockchain significantly suitable to be implemented in the
intelligence community environment. As for the consensus
mechanism, a smart contract is a suitable technology
enabler.

Previous works

Reference in [43] proposed a four-layer model for the
Electronic Health Record (EHR) based on blockchain
network. The layers used in the EHR were the User
Management Layer, the EHR Generation and View Layer,
the EHR Storage Layer, as well as the EHR Access
Management Layer. These layers were classified based on
the module and its functions to meet the essential
requirement of data sharing and protection scheme.
However, the study limited to use of QR images and One
Time Password (OTP) code as additional layer for security
on top of the blockchain network used. A previous study has
suggested that data sharing and protection scheme should
include security and privacy control, access control, data
control and unified standard [44]. Meanwhile, another study
proposed a private permissioned blockchain network model,
where only node participants will have access to the network
via an invitation or permission. Additionally, only the
participants can execute operations or participate in
consensus over the distributed ledger network [45].

Other approaches have been proposed for blockchain-
based data sharing including the design of worldwide end-
to-end Internet performance measurement  project
(PingER’s) access framework and decentralized data storage
using Distributed Hash Tables (DHT) and permissioned
blockchain [46]. Reference in [47] proposed a data sharing
framework based on blockchain-based incentive solution of
on-chain and off-chain data storage, hashing, encryption,
and tracking of data, which utilises a separate private
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permissioned MultiChain and access control using
Ethereum. [48] proposed the use of hierarchical ID-based
mechanisms of Private Key Generator (PKG) for a new
blockchain-based solution in data usage auditing. Authors
also proposed the implementation of blockchain secure
communication based on Smart Contract [48].

C. User Authentication and Identity Management

Policies dictate how a user must be authenticated before
access is granted to a protected data-sharing service based
on authentication requirements for the intelligence
community. This paper explores possible improvements of
policies by determining the reliability of an authentication
protocol that would suit the need of intelligence community.
The most common method to authenticate users is by
password-based authentication systems [49]. Due to security
weaknesses in a password-based authentication system,
previous researchers have introduced multi-factor
authentication method to enhance the security. However,
this authentication technique is insufficient to prevent
emerging attacks including man-in-the-middle, distributed
denial of service (DDos) and replay attacks [13], [14] [50],
which led to the study of dynamic authentication by [49] as
well as a study on dynamic authentication policy by [51]
and [52]. Dynamic authentication or adaptive authentication
is a combination of two or more authentication factors that
act as multi-layered authentication approach based on the
assessed risk [53]. Dynamic authentication is based on the
user’s profile and behaviour that contains details such as the
identified devices, user location, normal login time and
user’s roles. User requests are evaluated, and a risk score is
given for each authentication session [53]. The user might
be requested to provide additional credentials or allowed to
use fewer credentials depending on the risk score [53].

D. Access Control

Access control is an important component of secure data
sharing to regulate users’ access based on their roles and
fine-grained access control to the data, which suits the

Blockchain Transaction

concept of the need-to-know basis in intelligence
information sharing. By using the fine-grained access
control, the access control manager can grant or revoke user
access adaptively by updating the access policy in real-time,
and each data element has its own customised access control
policy.

For example, each intelligence personnel have access to
view available and permissible intelligence data, and data
owners have control over their shared data. The access
policies include:

1) Grant or revoke access of the user.

2)  System administration permission.

3) User (intelligence personnel) access permission.

4)  System administrator with specific permission can
perform transaction.

5)  Users with specific permission can perform transaction.

Recently, a decentralised access control mechanism based
on blockchain technology has been proposed to replace
access control management established on centralised
architecture, whereby users’ authenticity is verified by a
single entity to overcome the weakness of the former
mechanism. The core principle of this technology is the
implementation of a decentralised network of peers to
ensure that information is stored and distributed through
blockchain transactions securely and transparently. Without
having a central administrator, this information is directly
shared across other nodes.

I11. SECURE BLOCKCHAIN-BASED DATA SHARING
MODEL FOR INTELLIGENCE COMMUNITY

Based on the theoretical analyses found in the literature,
this research proposed a secure blockchain-based data
sharing model for the intelligence community. This model
was divided into four modules as shown in Fig. 2, namely
User Authentication and Identity Management Module,
Access Control Module, Intelligence Data Generation, Edit,
and View Module as well as Intelligence Data Storage
Module. The User Authentication and Identity Management
Module were proposed to implement the enhanced multi-
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factor authentication model. Meanwhile, the Access Control
Module, the Intelligence Data Generation, Edit and View
Module, as well as the Intelligence Data Storage Module
were proposed to employ the blockchain technology.

In the proposed model, the User Authentication and
Identity Management Module were used for user
authentication. It was managed by the administrator of each
intelligence agency connected to the Human Resource
Management Systems (HRMS). Thus, details of the user
will always be updated if any changes occur in the HRMS.

This study has chosen not to implement the blockchain
technology in User Authentication and Identity Management
Module to shorten the authentication process while
simultaneously preserving the system’s security. This is
because implementation using updated data from HRMS
would be more efficient and convenient for the management
of various intelligence communities compared to user
authentication using blockchain technology. A consensus
mechanism is deemed unnecessary due to the nature of the
operations between intelligence agencies in the intelligence
community, which requires user authentication to be done
and administered at each level of organisations.

After a user has successfully logged into the data system,
a blockchain transaction is generated for each transaction
that occurs in the system. A regulator party then regulates
users’ participation in the network and defines an access
control policy of the users in the Access Control Module.
Blocks will be created for the Intelligence Data Generation,
Edit and View Module, where any accessed data will be
added to the Decentralised and Distributed Storage Modul.
Detailed explanation for each module is given in the
following subsections.

A. User Authentication and Identity Management Module
using Enhanced Multi-factor Authentication Model for
Intelligence Community.

Enhanced multi-factor authentication model to access
critical data was proposed for this system. This model uses a
combination of username and password, biometric
authentication, Internet of Things (loT) device
authentication and a one-time authorisation code as shown
in Fig. 3. The proposed model strengthens the authentication
security of critical surveillance data access using an adaptive
authentication [4].

Using a combination of both static and dynamic
authentication methods, a user from the intelligence
community/organisation is required to provide username
and password as the first step. The next authentication is the
biometric authentication, authentication using designated
intelligence community devices or a one-time authorisation
code that consists of six digits from a smartphone.

In steps 1 and 2 of Fig. 3, the user login process can be
done on a designated workstation or mobile device, which
acts as a client. Meanwhile, the authorisation process is
executed on the authentication server owned by each
intelligence agency. The characteristic of the required
username and password is pre-determined to require the user
to provide a secure and strong password. An effective
password strength metrics is equipped within the system to
estimate password’s strength and security, as well as to

support the password policies as proposed by [54]. Users are
authenticated by the server using the username and
password provided as well as further authentication, which
involves a smartcard or biometric authentication, to be
decided.

In step 3 of Fig. 3, the smartcard or common access card
(CAC) is specifically provided to the intelligence
community. It contains a public key infrastructure (PKI)
certificate and user’s identity information. The smartcard
reader is directly attached to the system using direct or serial
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ﬁ. login details - -_—
—_— e || (Blece ]
3. Biometric - \/
authentication - ——

requned
5 Usergranted
access to the system

Designated intelligence 4. One-time authorizafion
community devices code or 10T device
_ authentication when

“ required

4

L)

Smartphone l_Q L=

N

Fig. 3. Multi-factor Authentication Model for Intelligence Community

port and the remote network access using the Secure Shell,
as authenticated using the Kerberos authentication concept.
Biometric authentication may involve the use of optical,
capacitive or ultrasonic fingerprint scanner, facial
recognition or retinal scanning. Pre-captured biometric is
recorded and stored in the database of the authentication
system. This implementation adapts the Trusted Execution
Environment (TEE) and various biometric methods that can
lessen the false-negative possibilities for the user to access
the system.

In step 4 of Fig. 3, the user is required to provide loT
device authentication or a one-time authorisation code
(OTAC) only when needed. This additional authentication
step is required only for suspicious login and abnormality. A
per-session short message service (SMS) representing a
ciphered digital certificate will be sent to mobile phones
connected to the cellular network for OTAC authentication
and the user is required to provide a 6-digit code to access
the system on a displayed challenge page. The server will
decide whether to authenticate or deny the user based on the
OTAC provided. As for the device-to-server identity
authentication, a designated intelligence community loT
device is used.

To enable the authentication process using proximity-
based connections such as Wi-Fi, Bluetooth or GPS, PKI
digital certificates are used in the proposed loT device.
These certificates can be attached to a wearable 10T device
or a compulsory traditional military identification tag. This
proposed model could enhance the security of the system
from possible attacks while simultaneously adapts user-
friendly authentications necessary to the intelligence
community. Apart from the proposed authentication
mechanisms, the agencies can also implement and promote
best practices and security policies to secure access to the
proposed blockchain-based data-sharing system for the
intelligence community.
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B. Access Control Module

The access control layer is needed to control the access
and sharing activities of the users in the network. In this
proposed access control module, a combination of role-
based access control (RBAC) and fine-grained access
control was suggested. The RBAC was used to regulate user
access based on their roles, while the fine-grained access
control was used to manage the data, which suits the concept
of a need-to-know basis in the principle of intelligence
information sharing. The users were given access
permission based on the assigned roles. The roles of the
users in this system can be as follow:

* Operator or analyst;

» Team leader;

+ Director; or

 System administrator.

Due to the different geographical locations of the
intelligence operators, these roles were divided into several
tiers based on locations, such as tier 1 for the local
operations team, tier 2 for the country operations team and
tier 3 for regional or international operations teams. To
further enhance the access control, a fine-grained access
control method was implemented. By using the fine-grained
access control, the access control manager can grant or
revoke user access adaptively by updating the access policy
in real-time where each data element has its own customised
access control policy.

For example, intelligence personnel will have access to
view available intelligence data, while data owners will have
control over their shared data. The access policies may
include:

» Grant or revoke access of the user;

+ System administration permission;

« User (intelligence personnel) access permission;

+ System administrator with specific permission can

perform transactions; and

« Users with specific
transactions.

permission can perform

The access control module was proposed in this model by
implementing consensus and validation policy using the
Smart Contract. After the user has successfully logged into
the system, a block will be generated. This model applies
decentralised access control management based on the
blockchain network. In this proposed decentralised access
control management, the use of a smart contract was
proposed in terms of file sharing. The Smart Contract
consists of scripts that are automatically executed in
blockchain nodes based on user-defined rules and policies
that are translated into computer programs. In this case, it
was assumed that the blockchain nodes are connected in the
network using a smart contract. A blockchain node
represents the data user who participates in distributed and
decentralises data storage. The smart contract traces the data
shared with other users, access rights and the operations
executed by these users.

The access control manager is the main part of the smart
contract. The manager controls the access control in the data
storage and determines the policies. The access control
manager also enforces the policies and ensures that only

legitimate transactions are conducted in the system. Policies
are encoded in the smart contract and executed upon request
of access. The access control users were divided into two
groups, namely the Intelligence Data Owner and the
Intelligence Data User.

The Intelligence Data Owner in access control
management refers to a person or organisation that owns the
data in terms of generating the data. The Intelligence Data
Owner contributes the data to be shared among node
participants. This intelligence data may include different
resources such as raw intelligence data and intelligence
reports.

The Intelligence Data User is a person or organisation that
can access and view the data. The Intelligence Data User
can use the data for intelligence analysis and research
purposes. Blockchain can ensure the data is immutable
while the data owner can trace the data accessed by users.

C. Intelligence Data Generation, Edit, and View

Access block in the blockchain network records data
transactions. Any data access and modification requests on
the data must be verified by other participants, hence
ensuring its confidentiality, integrity and availability. The
main transaction in this module contained StoreData and
GetAccess transactions.

The steps involved in the StoreData transaction are shown
in Fig. 4. The detailed steps for StoreData are as follow:

1) The Intelligence Data Owner stores the data and defines
the access control policy in the Intelligence Data
Contract. The next process is to deploy the Smart
Contract in the blockchain network.

2) The Intelligence Data Owner stores data to create
StoreData transaction.

3) The Intelligence Data Contract nodes broadcast the
transaction in the blockchain network.

4) Blockchain network validates the transaction and a new
block will be created or added to the verified transaction.

2. StoreData 4. Validation

T Segrm l;e;;generatc:d - 3. Transaction broadcast
and embed In smart (——1\ iy the network - ~,
\ contract — @
e ~, -
& = LD
” ~
63\@,@

Intelligence Data
Owner

Intelligence Data
Contract

Fig. 4. Access Control Transaction: Owner stores data.

5) Data are successfully stored in the system.

Access Block for the users asking for access to the data
include GetAccess transaction as shown in Fig. 5. Detailed
steps for a user asking access to data are as follow:

1) The Intelligence Data User sends a request to access the

data.

2) GetAccess transaction is created.

3) The Intelligence Data Contract nodes broadcast the
transaction in the blockchain network.

4) Blockchain network validates the transaction and a new
block will be added to verify the transaction.

5) Data are successfully accessed.
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2. GetAccess 4. Validation
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Fig. 5. Access Control Transaction: User asking for access to data.

The verified transaction of StoreData and GetAccess are
arrayed and compiled into blocks. In this proposed model,
each block consisted of a block header and details that
include index, timestamp and hashes of Merkle Root for
previous and current transaction data structure. The data
structure contained User ID, verified transaction 1D, content,
log details, transaction type and request time. This block
characteristic and details made it immutable and tamper-
proof. The intelligence data block is shown in Fig. 6.

Detailed explanations for each submodule in the
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Fig. 6. Block design.

Intelligence Data Generation, Edit and View module, as
shown previously in Fig. 2, are as follow:

e Login

The login submodule ensures a secure login to the
system. The login step is similar to the validation submodule
authentication steps in the User Authentication and ldentity
Management Module.

¢ Intelligence Data

Intelligence data refers to a record of intelligence
information or any related data that is useful for sharing.
This data is recorded and stored by the intelligence
community based on intelligence gathering using designated
techniques and sources. Data can also be generated through
sensors in intelligence collection methods. The stored data
can be classified into events or cases according to
predefined criteria and classifications.

e Hash Generator

Hash Generator generates the key for each block session
in data generation. The key is generated for successful
transactions and records on the blockchain block in the
network.

e Block Generator

A block is generated and encodes transactions of the data
generation. The accepted block becomes a part of the
blockchain network, whereas a cryptographic hash will be
linked to the newly generated block.

D. Intelligence Data Storage Module

The Intelligence Data Storage Layer stores intelligence
data using a distributed database. The metadata file and data
file storage are stored in this layer. Storing data in the
decentralised and distributed database can ensure the
security of the data and system due to its high
confidentiality and availability. The stored data will undergo
the sharding process where data are turned into shards (a
process of dividing data into smaller pieces) and duplicated.
Attacks or malfunction of a single point will not seriously
affect the whole system since the data are stored and
duplicated in the node and distributed across the network.
When an authorised user performs a transaction to access
the data, the shard will be reconstructed using an encryption
key and the blockchain distributed hash table (DHT). The
DHT will store the metadata and reference of the data,
which can be used to retrieve data from data storage.

Assuming that storing a large amount of data in the
blockchain network will result in blockchain bloating that
requires a larger block, this study proposed the
implementation of blockchain DHT together with an
intelligence community private cloud storage. This concept
leverages the use of an off-chain data storage solution. It can
potentially solve data storage capacity issue and effectively
improve data privacy and security.

Examples of stored intelligence data include data from
various sources and sensors such as human intelligence
(HUMINT), signals intelligence (SIGINT), technical
intelligence (TECHINT), cyber intelligence (CYBINT),
open-source intelligence (OSINT), geospatial intelligence
(GEOINT), medical intelligence (MEDINT) and other
related intelligence information. Intelligence personnel
within and from other organisations can add, view, edit and
delete the stored data based on access granted.

IV. UNDERSTANDING BLOCKCHAIN-BASED DATA
SHARING ADOPTION AMONG INTELLIGENCE COMMUNITIES

In the context of this research, to understand the adoption
of the proposed blockchain-based data-sharing model
among the intelligence communities, an adoption study was
conducted. According to [55], blockchain implementation is
still in its early stage, while [56] suggested that there is a
barrier in blockchain technology adoption in terms of
behavioural, organisational and technological aspects. This
barrier could lead to failure in technology implementation
and subsequently to large financial losses [57]. Several
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studies have focused on adoption of certain blockchain
applications in few communities and environment settings
such as [56], [58], [59] and [60]. However, there is a gap in
the literature for adoption studies on blockchain-based data
sharing. Hence, this study was conducted in an attempt to
fill this gap.

A. Theoretical Background

Technology Acceptance Model

The Technology Acceptance Model (TAM) was
introduced by [61] to forecast technology adoption and
acceptance using perceived usefulness (PU) and perceived
ease of use (PEoU) as determinants. PU can be defined as
the degree of a person’s belief that using technology will
increase their job performance. Meanwhile, PEoU is the
degree of a person’s belief that using a system is easy and
requires minimum effort.

The original TAM has been widely recognised and revised
according to the current requirements. Its revised, newer
versions are known as TAM 2 and TAM 3. While TAM is
mainly used to study how perceived determinants can
influence usage and adoption of new technology, technology
readiness index (TRI) focuses more on individual constructs
since individual readiness can ensure the success or failure
of technology adoption in an organisation.

Technology Readiness Index

The Technology Readiness Index (TRI) model was
developed by [62] to determine the extent to which an
individual is ready to adopt technology using four
dimensions. Technology readiness (TR) is defined as a
person’s readiness to adopt new technology.

In reference [63], authors divided technology adoption
into four dimensions, namely innovativeness, optimism,
discomfort and insecurity. Innovativeness and optimism are
classified as motivators that can positively influence
technology readiness, whereas discomfort and insecurity are
classified as inhibitors that can defer technology readiness
[63]. The definitions of the four dimensions in TRI are as
follow:

e Optimism - Optimistic views of a user that
technology offers greater control, flexibility and
efficiency in his/her daily life.

o Innovativeness - The trait of innovation to be the
first and leader in using a new technology.

e Discomfort — The feeling of lack of control of
technology and having a sense of being
overwhelmed by it.

o Insecurity — Feeling sceptical or distrusting towards
technology due to perceived harmful reasons and the
technology’s inability to work properly.

The original TRI model consisted of a 36-item scale and
was specifically designed to understand employees’
readiness to embrace state-of-the-art technologies to help
them become confident and comfortable with the new
technology and to avoid a decline in morale and productivity
[63]. Thus, it is important to study the intelligence
community’s readiness towards technology adoption. Such
study should be conducted before the implementation and
further arrangement of such system are in place for making
the right choice in design, implementation and management
of the new technology.

Technology Readiness and Acceptance Model (TRAM)

TRAM was first introduced by [64] after reviewing TAM
and construct of technology readiness. The initial study was
focused on consumers’ intention to use online services. In
TRAM, TRI’s four dimensions are associated with the two
dimensions in TAM, namely perceived usefulness and
perceived ease of use as mediators to the intention to use.
Their research suggested that the intention to use is
influenced by a user’s feeling and prior experience [65].

Several studies have used TRAM to study the adoption of
new technologies [66]-[69]. However, no attempt has been
made to use TRAM in studying the adoption of data-sharing
systems even though these systems are widely implemented
by individuals as well as private and government
organisations.

B. Hypotheses Development

This study used TRAM to predict the behavioural
intention to use blockchain-based data sharing within the
intelligence community. As per Fig. 7, several hypotheses
were developed based on optimism and innovativeness, as
well as their positive effect on the target users’ perceived
usefulness and perceived ease of use of this new technology.
Insecurity and discomfort were expected to negatively affect
the users’ perceived usefulness and perceived ease of use of
this new technology. It was assumed that perceived
usefulness and perceived ease of use can mediate the
intention to use the blockchain-based data-sharing system.
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Fig. 7. Proposed Research Model.

The following hypotheses were tested in this study:
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H1: Optimism positively affects the perceived usefulness of
the blockchain-based data-sharing system.

H2: Optimism positively affects the perceived ease of use of
the blockchain-based data-sharing system.

H3: Innovativeness positively affects the perceived
usefulness of the blockchain-based data-sharing system.

H4: Innovativeness positively affects the perceived ease of
use of the blockchain-based data-sharing system.

H5: Insecurity negatively affects the perceived usefulness of
the blockchain-based data-sharing system.

H6: Insecurity negatively affects the perceived ease of use
of the blockchain-based data-sharing system.

H7: Discomfort negatively affects the perceived usefulness
of the blockchain-based data-sharing system.

H8: Discomfort negatively affects the perceived ease of use
of the blockchain-based data-sharing system.

H9: Perceived ease of use positively affects the perceived
usefulness of the blockchain-based data-sharing system.
H10: Perceived usefulness positively affects the behavioural
intention to use the blockchain-based data-sharing system.
H11: Perceived ease of use positively affects the
behavioural intention to use the blockchain-based data-
sharing system.

C. Data Collection

Measurement Scales and Data Collection

The model and questionnaire in this study were adapted
from previous studies by [63] and [64]. The questionnaire
used 44 items as indicators in this study, which were divided
into two sections namely Demographic Background as well
as Technology Readiness and Acceptance Model.
Demographic  background included the respondent’s
information such as gender, age, education level, work
experiences and knowledge in authentication systems and
blockchain applications. This questionnaire was measured
using a 7-point Likert scale, whereby 1 = Strongly Disagree
and 7 = Strongly Agree. To validate the accuracy and
suitability of these items, the questionnaire was validated by
two experts in academics and two experts in the blockchain
industry. Further validation via a pilot test was conducted
with 25 respondents.

Sampling method

Data were collected from intelligence community
personnel from various intelligence organisations in
Malaysia. Due to their irregular working hours and difficulty
in determining available intelligence personnel, convenience
sampling method was used for data sampling as proposed by
[70] and [71] and the survey was conducted in a controlled
environment. The chosen respondents in this survey must
have experience in using data-sharing systems and have
been introduced to the proposed blockchain-based data-
sharing system. Their knowledge on authentication system
and blockchain technology was surveyed beforehand to
gauge their knowledge on both matters. A total of 120
surveys were distributed and 107 survey questionnaires were
returned with sufficient answers for further analysis. 100
samples were used in this study after data cleaning by
removing samples with straight lining answers and
negatively phrased questions were reversed code for the data
analysis.

According to [72], PLS-SEM analysis is efficient for data
analysis of small sample sizes. Samples for measuring a
model must be 10 times higher than the largest formative
indicator’s number used to measure a single construct [72].
In the proposed model, perceived usefulness has the largest
(five) formative indicators; hence, the minimum number of
samples needed was 50.

D. Data Analysis and Results

Descriptive Statistics

A total of 100 sample data were used in this study
consisting 72% males and 28% females. The majority of the
respondents were 21-30 years old (76%), followed by 31—
40 years old (19%), 41-50 years old (3%) and 51-60 years
old (2%). Most respondents received high school education
(45%) and a bachelor’s degree level of education (40%),
followed by diploma (10%), a master’s degree (4%) and
Doctor of Philosophy (1%).

In terms of working experience, 38% of respondents had
6-10 years working experience in the intelligence
community, 21% of respondents had less than 3 years
working experience, 26% had 3 to 5 years working
experience, while 7% of the respondents possessed more
than 16 years of working in the intelligence community. The
number of respondents who possess knowledge on
authentication systems was higher (76%), while the
percentage of respondents with knowledge on blockchain
applications prior to this study was lower at 21%.

Validity and Reliability Testing

Partial least squares (PLS) analysis using Smart PLS 3
(version 3.3.2) was used in this study. Referring to previous
literature, this model was designed and evaluated using the
reflective measurement model. According to [72], a
measurement model is evaluated by assessing its internal
consistency through Cronbach’s alpha and composite
reliability as well as convergent validity, which include
indicator reliability, average variance extracted (AVE) and
discriminant validity. Acceptable reliability and normality
testing are required to ensure the consistency of a measuring
instrument. Before significant relationships in the structural
model are evaluated, the validity and reliability values must
meet the satisfactory level required [73].

The Cronbach’s alpha value for all constructs must be
greater than 0.7 to assess the measurement model [72],[73].
In this study, all Cronbach’s alpha values were higher than
the acceptable level of 0.7, where insecurity and discomfort
recorded the highest value (0.948) and the lowest value was
displayed for the Behavioural Intention to Use (BIU) at
0.833. [72] stated that in an exploratory research, a value
between 0.60 and 0.70 is acceptable for indicator reliability.
Meanwhile, a value ranging from 0.70 to 0.95 is considered
satisfactory to good reliability levels. In this study, one
indicator (INN8) with values of lower than 0.6 was
eliminated from the original 44 indicators in this study.

The composite reliability was then evaluated to determine
internal consistency after unacceptable indicators have been
removed from the model. The minimum level for composite
reliability must be higher than 0.70 [72]. In this study, the
results for composite reliability were ranged between 0.887
to 0.949, which were higher than the recommended
acceptable value of 0.70, thus demonstrating the reliability
of this model.
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To indicate convergent validity, the recommended
average variance extracted (AVE) value must be higher than
0.5 [72], [74]. The results showed that all AVE values were
acceptable. Innovativeness recorded the lowest value at
0.531, while Perceived Usefulness showed the highest AVE
value of 0.722. The final recommended step to test the
reliability and validity of the model was the discriminant
validity assessment [73]. Discriminant validity is defined as
the degree of which a variable or construct is distinct from
others [72], [73]. The overall result of reliability and
normality test is shown in Table 1.

In the PLS-SEM analysis, discriminant validity
assessment included evaluation of the heterotrait-monotrait
ratio (HTMT) of the correlations. Acceptable HTMT value
for each variable must be less than the threshold value of
0.85 if the path model is conceptually more distinct or must
be less than 0.90 if the path model includes constructs that
are conceptually similar [75]. The HTMT value in this study

was lower than the threshold of 0.85, signifying
discriminant validity.
TABLE 1
RELIABILITY AND NORMALITY TEST
. Cronbach’s  Composite AVE
Variable Alpha Reliability

Optimism (OPT) 0.896 0.917 0.584
Innovativeness (INN) 0.863 0.887 0.531
Insecurity (INS) 0.948 0.927 0.618
Discomfort (DISC) 0.948 0.949 0.699
Perceived Usefulness (PU) 0.872 0.912 0.722
Perceived Ease of Use (PEoU) 0.836 0.891 0.671
Behavioural Intention to Use 0.833 0.889 0.667

(BIU)

Structural Model Analysis

To assess the results of the structural model, relationships
among constructs and predictive capabilities of the model
were evaluated [72]. The evaluation was done using path
coefficient analysis, while predictive capabilities of the
model was evaluated using the size of the R-squared values
to determine the goodness of fit of the research model [72],
[76]. Path coefficients and R-squared values will show
whether or not the hypothesised model can be accepted [76].

Bootstrapping function in Smart PLS was used to
evaluate the significance level of the partial least square
estimation in this study. The bootstrapping procedure in this
study used 5,000 subsamples for a one-tailed test type with
0.05 significance level. Fig. 6 shows the path coefficients
and R-squared of the structural model. In order for the
hypothesised paths to be accepted, [72] recommended that
the t-values must be significant at 2.33 (significance level =
0.01) or 1.65 (significance level = 0.05).

H1 assumes that optimism positively affects the
perceived usefulness of the blockchain-based data-sharing
system, while H2 assumes that optimism positively affects
the perceived ease of use of the blockchain-based data-
sharing system. The results indicated that optimism
positively affected the perceived usefulness (path
coefficients: y = 0.45, p < 0.05) and the perceived ease of
use (path coefficients: y = 0.31, p < 0.05).

H3 assumes that innovativeness positively affects the
perceived usefulness of the blockchain-based data-sharing
system, while H4 assumes that innovativeness positively
affects the perceived ease of use of the blockchain-based
data-sharing system. However, the results indicated that H3
was insignificant (path coefficients: y = 0.052, p > 0.05),

whereas innovativeness can positively affect the perceived
ease of use of the blockchain-based data-sharing system
(path coefficients: y = 0.279, p < 0.05).

H5 assumes that insecurity negatively affects the
perceived usefulness of the blockchain-based data-sharing
system, while H6 assumes that insecurity negatively affects
the perceived ease of use of the blockchain-based data-
sharing system. Both hypotheses were not significant,
whereby for H5, the path coefficients were y = -0.074 and p
> 0.05, while for H6, the path coefficients were y = 0.149
and p > 0.05.

H7 assumes that discomfort negatively affects the
perceived usefulness of the blockchain-based data-sharing
system, while H8 assumes that discomfort negatively affects
the perceived ease of use of the blockchain-based data-
sharing system. Both hypotheses were not significant,
whereby for H7, the path coefficients were y = -0.045 and p
> 0.05, while for H8, the path coefficients were y = -0.131
and p > 0.05.

H9 assumes that perceived ease of use positively affects
the perceived usefulness of the blockchain-based data-
sharing system. The results indicated that this hypothesis
was significant (path coefficients: y = 0.334, p < 0.05). H10
assumes that perceived usefulness positively affects the
behavioural intention to use the blockchain-based data-
sharing system, while H11 assumes that perceived ease of
use positively affects the behavioural intention to use the
blockchain-based data-sharing system. The results indicated
that perceived usefulness positively affected the behavioural
intention to use the blockchain-based data-sharing system
(path coefficients: y = 0.360, p < 0.05). Similarly, perceived
ease of use positively affected the behavioural intention to
use the blockchain-based data-sharing system (path
coefficients: y = 0.285, p < 0.05). Overall result of structural
model testing is shown in Table 2.

Hence, hypotheses H1, H2, H4, H9, H10 and H11 were
accepted, whereas hypotheses H3, H5, H6, H7 and H8 were
rejected.

TABLE 2
STRUCTURAL MODEL TESTING
Path |3.th p- t-values  Findings
coefficient,y ~ values
H1 OPT — PU 0.450 0.000*  4.427 Accepted
H2 OPT — PEoU 0.310 0.000*  3.608 Accepted
H3 INN — PU 0.052 0.300 0.524 Rejected
H4 INN — PEoU 0.279 0.004* 2.674 Accepted
H5 INS — PU -0.074 0.254 0.662 Rejected
H6 INS — PEoU 0.149 0.198 0.848 Rejected
H7 DISC — PU -0.045 0.336 0.423 Rejected
H8 DISC — -0.131 0.230 0.739 Rejected
PEoU
H9 PEoU — PU 0.334 0.001*  3.238 Accepted
H10 PU— BIU 0.360 0.005*  2.606 Accepted
H11 PEoU — BIU 0.285 0.005*  2.580 Accepted

*Significant at the 0.05 Level.

Subsequently, the R-squared values were calculated to
determine the goodness of fit of the research model. The R?
value is ranged from 0 to 1 with a lower value indicating
lower predictive accuracy and vice versa [72]. The R? value
indicates the degree of variance in endogenous constructs
where the exogenous constructs may define [77]. According
to [78], R? values at 0.75 for endogenous latent variables in
the structural model are considered substantial, 0.50 as
moderate, and 0.25 as weak. Fig. 8 shows that the accuracy
prediction of the endogenous constructs PU was at 49.6%,
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which defines the dependent variables that can be explained
by their associated independent variables with slightly low
to moderate level, and PEoU at 26.8%, which was between
the moderate and weak level. The R? value for BIU was at
32.4%, which was also moderate level, but considered
acceptable for this study. Nevertheless, higher prediction is
believed to be achieved if this study is conducted with larger
sample size.

Optimis
0.450 (0.000)**

N

0.052 (0.299)
\
0.310 (0.000) %7

0"‘“”

fc}i"f‘d 0.360 (0.004)**

sefulness \'

Innovatine
20,045 (0.334)
0.334 (0.001)**
0.279 (0.003)*
Behavioral
0.285 (0.005)**Intention
-0.074 (0.256)
\‘ / to Use
e ——
0 0.441(0229) __ 28
Discomfort pact
Perceived
0.149 (0.199) Ease of Use

.
o

Insecurity **Significant at the 0.05 Level

Fig. 8. Overview of results.

E. Discussion

These results showed that personality traits can influence
the adoption process and intention to use the blockchain-
based data-sharing system in the intelligence community by
applying the Technology Readiness and Acceptance Model
(TRAM). Personality characteristics particularly optimism
and innovativeness as motivators construct in TRI played
important roles in the adoption of the proposed system. The
intention to use blockchain-based data-sharing system was
found mediated by the perceived ease of use and perceived
usefulness of this technology, which showed a significant
intention to use blockchain-based data sharing system. This
finding is similar with previous study by [69]. This indicates
that usefulness and ease of use considered as among main
element to be considered in development of blockchain-
based application.

The results also suggest that positive technology readiness
constructs, which include optimism and innovativeness, can
positively influence perceived ease of use and perceived
usefulness. This finding is similar to result of study by [58]
which indicated optimism and innovativeness positively
influence the perceived usefulness and perceived ease of use
in blockchain technology particularly in cryptocurrency

adoption. However, negative technology readiness
constructs, which include discomfort and insecurity, were
irrelevant in the adoption of the blockchain-based data-
sharing system within the intelligence community. This is
contradicting with study by [69] but however the finding is
aligned with result concluded by [58]. The finding indicates
that discomfort and insecurity is not the main significant
determinant in blockchain-based data sharing acceptance as
user with positive traits include optimism and
innovativeness is often not anticipate discomfort and
insecurity as barriers in accepting new technology.

V. CONCLUSION AND FUTURE WORKS

This paper has proposed a secure data-sharing model for
the intelligence community based on the blockchain
technology. This model included several modules based on
the requirements of the intelligence community. A secure
method for User Authentication and Identity Management
Module has been designed using enhanced multi-factor
authentication to increase the security of user authentication
and identity management of the data-sharing system while
simultaneously  fulfilling the requirements of the
stakeholders. The Access Control Module was designed
based on decentralised access control management by
implementing consensus and validation policy using Smart
Contract while leveraging a combination of role-based
access control (RBAC) and fine-grained access control
policies. This module can further enhance the system’s
security and prevent unauthorised access to the system.

For the Intelligence Data Generation, Edit and View
Module, the process involved in storing and accessing the
data using smart contract has been also explained in detail.
To achieve efficient and reliable data storage, distributed
hash table and off-chain data storage using private cloud
have been proposed.

However, the implementation of the proposed model
required the support of an empirical study on the acceptance
and readiness levels of users, which led to the study using
TRAM. This study showed that technology readiness has a
significant relationship with user adoption for the
blockchain-based data-sharing system. The results indicated
that optimism and innovativeness have significant effects on
perceived usefulness and perceived ease of use.

Hence, for future work, this study plans to extend data
collection efforts across several intelligence organisations to
generalise a larger data collection. The data collection of
system adoption shall include acceptance study in few
phases including after initial implementation of system, one
month after implementation and three month of
implementation as suggested by [79], [80]. The
implementation of such study using integration of construct
from TAM 3 and TRI 2.0 model should be also considered
in future works.
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