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Abstract:

Phishing is a new form of online identity theft that threatens global firms. This research analyzed the indirect financial impact of phishing attacks on firm value from an economic perspective. Using a sample of 1,942 phishing announcements it was shown that phishing had significant negative influence on both return of stock price and trading volume of firms. We discovered that geographical, industrial, and time related factors played an important role in influencing the financial impact on firm value and the results were validated using parametric and non-parametric tests and cross-sectional regression. Specifically, we established that US based firms, financial services firms, and firms that were attacked in the year 2007 showed the most significant negative impact. Compared to other studies in the area of information security, this research made some important contributions. First, we used the largest set of announcements data. Second, we analyzed the impact of a security breach on a global scale. Third, we enhanced the reliability of the event study approach by using the best fit market index for computation of abnormal returns. Fourth, our research led to several interesting findings about factors that influenced the impact of phishing. Our research promises to rouse the awareness of phishing among academicians and practitioners and encourage them to research and invest in methods that deter phishing.
