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Integrating Risk Management with Software
Development: State of Practice

Jaana Nyfjord and Mira Kajko-Mattsson

Abstract—In this paper, we investigate the state of practice of
integrating risk management with software development in 37
software organizations. We do this by using a set of evaluation
criteria covering various process integration aspects. Our
results recognize that process integration in this domain is still
in its infancy. There is a great need for process integration and
process integration models within the industry studied.

Index Terms—Process model, process integration, agile

I. INTRODUCTION

The spiral model, based on a risk-driven and cyclic
approach, is one of many suggestions for making software
development more effective. Despite the fact that it was
already pioneered in 1988 [3], it has been only partially
realized. Its cyclic character has been adapted by many
current development approaches, such as iterative and agile
development. Its risk-driven approach, on the other hand, has
not been as influential. Still, development and risk
management processes live somewhat isolated lives.
Recently however, their integration has become recognized
as an important business and development driver [5].

In this paper, we investigate the state of practice of
integrating risk management with software development in
37 software organizations. Our goal is threefold: (1) to find
out how the industry has integrated risk management with
their development processes (2) to identify issues that might
aid in improving the integrated process, and (3) to find out
the differences between agile and other development
approaches.

The remainder of this paper is structured as follows.
Section 2 describes the research method taken during our
study. Section 3 describes our evaluation model. Section 4
presents the status within the organizations studied. Finally,
Sections 5 and 6 make concluding remarks and suggestions
for future research.

Il. RESEARCH METHOD
This section describes the research method taken during
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Section A — Introduction

What is you name?

What is your email?

What s %(ourtelephone number?

What is the name of your corﬂpang’?

What s the number of employess

YWhat is your role in the company?

What type of products/services does your company develop/provide?
What i5 ?eneral\y the size of your projects?

YWhat software development process model(s) do you use?

Does your arganization identify risks?

Couldyou please briefly describe your risk management process?

SoO@mBL

—O

Section B — Software and Risk Management Process Integration

12 Concerning the organizational levels (business and endgineering), does
our organization Nave the same levels?
13 o you canduct risk management on the business planning level?
a Who conducts product vision planning?
Does thisithese rolefroles manage risks?
Howr does this role manage risks?
What is the outcome of this phase?
What are the main risk management activities in this phase?
o you conduct risk management on the engineering planning level?
or'each of the phases %producf roadmap, release and fteralion planning)
Do you conduct the Plannlng in this phase?
WWho canducts the planning n this phase?
Does thisithese rolefroles manage risks?
How does this role manage risks?
WWhat Is the outcome of this phase?
What are the main risk management activities in this phase?
16. Do you conduct risk managementin the implementationidevelopment
hase? Please, describe briefly.
17. 0 you consider risks within testing? If yes, what types of risks do you
encounter? X .
18, Is your risk management process integrated with the software
development process madel or is risk management a separate process?
19 What criteria do you use for integrating the risk. management process with
the software process?
20 When integrating the risk management with the development process
model, what criteria should one’use to achievs maximal result?
21 Are there any problems or shortcomings with how risk management is
integrated in your software projects currently?
22, Could you pléase provide an example of a software praject where risk
Bﬂ_anﬂagement was a failure and a success, respectively” Please motivate
riefly
23 Do you think that integrating risk management with the software process is
important?

ok
opoooT

O oo oTnT]

Section C - Agile vs Traditional Software Risk Management

24, Canthe risk management standards/templates presented in this interview
be useful in agile environments?

25, Could we plegse quickly browse through the figures of the process and the
risk information template and identify the parts that are pivotal in agile
environment?

26 Is there any difference in how risk management is conducted in agile and
traditional projects? Please, motivate briefly

Figure 1. Our questionnaire

our study. Section I1.A lists and describes the research steps.
Section I1.B discusses the sampling and validity.

A. Research Steps

As a first step, we determined the evaluation criteria
covering various integration aspects. These aspects are
described in Section 3. We then created a questionnaire
whose questions were based on (1) these criteria, (2) a
synthesized risk management process model [10] and (3) a

template of risk management information [8]. The
questionnaire is described below and presented in Figure 1.

In the second step, we interviewed the companies. For this
purpose, we used students attending an advanced software
engineering course, being part of an international master
program. In total, 37 organizations were interviewed. The
profiles of the organizations and the roles of the interviewees
are presented in Table 1.

As can be seen in Figure 1, our questionnaire was
open-ended and semi-structured. The purpose was to give

IMECS 2008



Proceedings of the International MultiConference of Engineers and Computer Scientists 2008 Vol I
IMECS 2008, 19-21 March, 2008, Hong Kong

Table 1. Organizations studied

freedom to respondents to answer in their own terms. Such
type of interviewing has a positive effect in a sense that while
interviewing, one may elicit more knowledge about the
studied domain [13]. Its drawback however is the fact that the
interviewer must possess a good understanding of the domain
studied, in order to adequately react to irrelevant answers.
To optimize the interviews, we assured that each question

transitioned smoothly from previous questions [1]. We
ordered questions with respect to their ease of understanding
the industrial practice. We first asked questions regarding the
background of the company and its processes. Then we asked
concrete questions regarding risk management in different
development process phases. We then continued with
questions regarding the process integration practice. This
order allowed the interviewers to first understand the
industrial practice before going over to the integration
aspects.

Because we used students in our investigation, we run the
risk that some answers might be misunderstood. To avoid
misunderstanding, three preventive actions were taken. First,
we presented our risk management model in detail to the
students[10]. Second, we described the goal of the interview,
the questions and the questionnaire design for the students.
Detailed directives regarding the expected answers, and
possible follow-up questions were also inserted into the
questionnaire. Third, each interviewee was asked to provide

ISBN: 978-988-98671-8-8

Org em';::]o:;es Products/services Country Software process model(s) intzrs:::red
| Org1 480 000 ‘ ion & control. medieal, power services, transportation | Germany Tterative and waterfall (V-model/internal) | R&D department head
| Org2 | 273027 | Telecommunication networks | China | | Project manager
Org 3 75 000 | OS, database, games, business and develoy li Sweden | MSF and iterative/agile (internal) | Department manager
| Org 4 . 60 000 | Retail, online grocery shopping and delivery service | Sweden | Plan-driven (1 1 Product Develop Model) | Viee president
| Orgs | =20000 Mobil phoncs | Finland | Plan-driven (internal) | R&D engineer
| Org6 |~ 17 000 | IT consulting | Sweden | Plan-driven and agile (internal) | Senior programmer
Org7 | >16000 | IT consulting Sweden | Spiral (internal) | Software engineer
Org§ | 5700 | Insuranee and banking systems Germany | Plan-driven and iterative agile (internal) Executive IT manager
| Org? | - 5000 | 1T eonsulting (Mexico | | Project coordinator
| Org 10| 5000 | Online media, tel services, entertai services, | China | Agile (internal) | Project manager
| Org il | - 4000 _3"1‘“?“" and IT serviee provider _(‘l'i““ | Plan-driven and prototype, MSF (internal) Team leader
Org 12 2300 | Develops software for embedded systems Germany | Waterfall {internal) IT consultant
[ Org 13 [ 1200 [ Provides in-house service with “on demand” software (AutoC AD plug-ins) ..\Iorucco | Iterative and agile (OpenUP) .l’pojucl manager
[ Org 14 [ 1100 .Husincxs intelligence, data warchouse technology, mobile soluti business app. -]-'inl:lnd -.-\gilc (Scrum) .-‘;011“4“'0 engineer
[ Org 15 [ - 800 | Software ing services, application develo and | China [ Iterative (RUP) -.‘ioﬂ\\z\rc engineer
[ Org 16 - 800 :'J'clccnmmunicali(m services Iran :('om|mn¢nl-hnsud model (internal) :pmjn_'cl coordinator |
| Org 17| - 600 | Support systems for textile industry | Pakistan | Waterfall, incremental/evolution (internal) |Senior software engineer |
Org 18 - 500 | E-busingss and system integration solutions provider | Pakistan  Waterfall and evolutionary (internal) | Technical project manager |
Org 19 500 | 1T solution provider USA Iterative (RUP) President
Org 20 - 500 | Technol 2y and busi v, ERP, CRM, outsourcing, e-business I]‘ak stan | Tterative (CMMI) IT‘:uhnicaI project lead
. Org 21 . 500 Il?usincss technology solutions provider .']'.Iulihlml | Waterfall. increment/evolution (CMNMI) I Project manager
Org 22 I - 400 II".\'qulinn and maintenance of in-house MIS I(‘l.inn I RADD I IT department manager
[Org23| =350 |Consulting services, specialized for the acrospace and defense sectors | Spain | CMMI, 180, UNE-EN, AQAP/PECAL | Project manager
[ Org 24 | 350 | IT consulting, outsourcing, support and custom development [ Colombia | Iterative (UP) 'Director strategic solutions |
Org 25 | 350 Il".\'ululion and mai of in-] appli If\'\i'\:dun Iterative (RUP) |Software engineer
| Org26 | - 300 | Data w logy devel | Pakistan | Ineremental (internal) |Line manager
[Org27 | 300 |Business technology solutions provider | Pakistan | Waterfall and iterative (internal) |Senior process engincer
| Org28 | 00 | Internal software development of tools for testing team _f‘llinﬂ | Agile (TDD) _l’f010'31 manager
| Org 29 | 150 | Business applications provider | China | Agile (XP) .I'l' department manager
| Org 30 | - 100 | 3G mobile applications |Sweden | Agile (Lean) |System engineer
Org 31 =100 | «Travel Management, cProcurement, cLogistics and ¢Service applications Sweden Plan-driven and agile (internal) System architect
[ Org 32 | - 100 .l.lu\'ulops software systems for the health care sector | Pakistan | RAD .Sr:nior software engineer |
: Org 33 100 :.‘ip:\linl information processing software :f.‘ln'nn Prototype/iterative (internal ) :qunmcnt manager |
Org 34 +50 | VolP and video telephony systems Finland | Plan-driven (internal) |Senior software engineer |
| Org3s | 50 | Oracle applivation solution provider | Thailand | Waterfall (internal) Project manager
Org 36 40 | IT consulting Sweden Tterative (RUP) and agile (Scrum) Agile mentor
Org 37 [ 30 j,\[nhilu content distribution | Pakistan Plan-driven and prototype (internal) QA engincer

their name and contact details to allow follow-up questions.

Finally, in the third step, we analyzed the results. The data
collected by the students was gathered to enable the
collective analysis of the status of all the organizations
studied.

A final list containing the combined status results was then
created. The results were discussed and reviewed in order to
verify the quality and the findings of this work.

B. Sampling and Validity

The data sampling method was convenience sampling
[12]. This means that we did not control the choice of the
organizations involved in our study. It was students who did
it. Due to the fact that it is difficult to make organizations
show willing for an interview, the students were allowed to
choose just any organization (large/medium/small and/or
private/ government) in any country. The only requirement
was that the organizations studied should have a risk
management process in place.

Many of our students, coming from an international master
program in Sweden, chose organizations in their own
countries. Table 1 presents the details of the organizations
studied.

Due to the sensitivity of the material presented herein, we
do not name these organizations. Some of them however are
major multinational organizations.
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1 Risk Identification

RI-A1  Study relevant historical rsk infomation

RI-A11  Study the organzational taxonomy of risk types.

RIAT1 Study lessons leamed
RI-A1.1  Study other relevant information, f needed

RI-A2 Study the domain that is subject to the risk exposure

RI-A3  Elicit risk
RI-A31  ldentify potential risks
For each nsk

RI-A3.2  Identiy risk consequences and effects
RI-A33  identify nsk sources

RMC-A1 Ensure there are procedures to monitor risk
RMC-A2 Monitor continuously all risks following the plan
For each nisk or risk group.
RMC-A2 1 Monitor the risk status
RMC-A22  Centrel the changes in the risk status.
RMC-A23 Record the risk status
RMC-A2 4  Take appropriate measures with respect to the changed status
RMC-A2 41 Implement the planned risk action, f needed
RMC-A2.42 Implement the contingency plan if need arises
RMC-A2 43 Implement cther actions, if needed

6 Risk Post-Mortem Analysis

RI-A3.4
RI-AZS
RI-A36

Analyse root-cawse of risks
Define risk categories/classes
Describe and record each identified risk

RI-A4  Create risk list
RI-AS  Circulate risk list
RI-AE  Update risk list accordingly

RMC-A3  Monitor result to determine the effectiveness of planned action
RMC-Ad4 Seek out and identify new or residual risks

RMC-A4.1 Report the new risks accordingly

RMC-A4.2  Start @ new instance of the risk management process, if needed
RMC-AS Update risk status and risk list

RMC-AE Record and update trends by predefined performance indicators

RPMA-AT
RPMA-AZ
RPMA-A3
RPMA-A4
RPMA-AS
RPMA-AG

Evaluate the risk management process
Create/jupdate an organizational risk taxonomy
Identify deficiencies and failures of the process
Identify posdtive effects of the process

Identify lessons leamed

Record resuls

RI-AT  Confirm risk kst

feedback Io futura risk and process
. . 6 Risk Post-
1 Risk 2 Risk SRisk 4 Risk kKR
Identification Analysis Manag Monitoring _
Planning Analysis

& Control

RA-AT1

RA-A111
RA-A1.1.2
RA-A113
RA-A1.14
RA-A1.15
RA-A1.16
RA-A1.1T
RA-A1.18
RA-A116

RA-AT  Analyze risks

Analysis Step 1: Analyze each risk independently
For each risk

Study the risk

Assess fisk probability

Assess risk impact

Calculate risk expesure

Specify nsk severity

Analyze risk information gathered using appropriate technique

Specify prebminary risk threshold value
Assign priosity to the risk
Record any assumptions made

3 Risk Management Planning

RMP-A1  Study the risk ist, the analysis results, and the preliminary plan
RMP-A2 Determine strategies for managing risks
For each nsk or ik group:
RMP-A21  Determine strategic procedure for managing the rigk
RMP-A22  Determine tolerance strategy (threshold value)
RMP-A23 Determine values or events that may trigger contingency actions
RMP-A3  Create a nsk management plan implementing the risk strateges selected
Foreach rsk or sk group
RMP-A3.1  Create a control and monitoring plan
RMP-A3.11 Defing relevant measures/metncs for monitoring and controling the risk
RMP-A3.1.2 Determine performance indicators for measuring action effectiveness
RMP-A3.13 Document the controd and mondoring plan

5 Risk Sign-Off

RS0-A1 Approve by formal sign-off

RS0-A2 Update risk management progress status
RSO-A3 Eliminate risk from risk lst

RSO-Ad Update rik st

RA-A12  Analysis Step 2: Analyze risk in groups RMP-A32 Create action plan

RA-A121 Group risks according to the chosen groupeng criteria RMPA32 1
RA-A122  Analyze risks in group AMP-A3.2 2
RA-A13  Consolidate nsk priontization RMPA32 5

RA-A2 Create top-priority nisk list

RA-A3  Create 3 kst of rigks requinng further attention

RA-A4  Suggest a prebmanary plan for managing the isks

RA-AS  Circulate nsk lit and prebmanary plan among stakehokiers
RA-AG  Update the risk st and the prebminary plan, f needed
RA-AT  Confinm the frsk list and the preliminary plan

RMP-AZ 31
RMP.A332

RMP-A35  Identify constraints
RMPA3ZE  Estimate effort
RMP.A3T  Estimate resources
RMP-A3E  Assign budget

Defing relevant measures for treatng the fisk

Develop a fallback action plan if the prmary action plan does not prove adequate
Document the action plan

RMP-A33  Create contingency plan, if needed

Defing relevant contingency actions

Document the contingency plan

RMP-A3.4  Make a schedule for implementing the plans

RMP-A39  Assign roles responsible for managing it
RMP-A4 Combine all plans and put them into the risk management plan

RMP-AS  Analyze the risk managemen

ian {Ihe combmned plan)

RMP-AS.1 Conduct cross-plan analysis with regard to the strategies chosen
RMP-AE  Prepare risk related contractual agreements

RMP-AT Circulate the risk management plan fo the stakeholders concemned
RMPAB  Update the risk management plan, f needed

RMP-AZ  Confirm risk management plan

RMP-A10 Update and reconcie th

tation of the risk plan

Figure 2. Synthesized risk management process model [10]

I1l. MODEL FOR EVALUATING STATE OF PROCESS
INTEGRATION PRACTICE

To structure our investigation, we created an evaluation
model. This model consists of the following five criteria
covering various process aspects:

e Organizational levels: Most software organizations
conduct their business on various organizational levels [14].
As illustrated in Figure 3, they usually distinguish between
Business and Engineering levels [9]. The Business level
involves planning of more strategic nature to establish the
product vision, while the Engineering level involves
realizing that vision by planning and developing the product
[9]. Risk management is relevant for both Business and
Engineering levels. For this reason, using Questions 12-17,
we inquired about the state of conducting risk management
for each of these levels and their inherent process phases.

¢ Integration aspects: When integrating processes, one
needs to identify appropriate criteria for doing it. Due to the
fact that there are very few process integration models
regarding this domain, we inquired about the criteria to be
used when integrating risk management with software
development. So, using Questions 18-20, we wished to find
out (a) whether the organizations studied integrated their risk
management processes with their development processes,

ISBN: 978-988-98671-8-8

and (b) the criteria they used in this integration.

e Integration problems: Problems, successes and failures
provide a good platform for evaluating the integration
attempts by indicating their deficiencies and strong sides. For
this reason, in Questions 21 and 22, we elicited problems,
successes and failures of process integration as experienced
by the organizations studied.

e Importance of process integration: The software industry
has an opinion about the importance of integrating risk
management with development processes. This opinion
should be listened and paid heed to. It may provide
indications of the procedures to be enforced or avoided
during integration. To find them out, we asked Question 23.
o Applicability of risk management in agile context: Due to
the fact that agile methods claim to be risk driven [1][4], we
wished to hear the industrial point of view about this issue.
For this reason, we first presented the synthesized process
model (see Figure 2) and a template for managing risk
information (see Figure 4) in order to find out about their
applicability in an agile context. We did it using Questions
24-26. We then inquired about the differences between the
agile and other development approaches with respect to the
risk management practice.
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General Risk Description
Risk ID
Risk Title
Risk Description
Description of Important Missing
Information
Risk Category
Related to Risk(s)
Cther risks, Generated risks

Product Vision || Product Roadmap || I tat
Planning & Release Planning mplementation
Release ||Product Roadmap | | Release [teration lteration
Preparation Planning Planning Planning Implementation
[teration Iteration Task
Preparation| | Scoping Planning

Figure 3. Organizational levels and agile process phases [9]

Risk Evaluation Data

Risk Indicators

Risk Condition

Risk Trigger

Risk Probability

Risk Impact
Expeclod/Achieved Impact

Risk Exposure

Risk Severity

Risk Management Data

Preliminary Action Plan
Irmmediate Action Confingancy Plan,
Immediate Action Confinuous Moniforing
and Confrol, Periodic Monitoring and
Control, Periodic Control, No Action and
go{nlml Needad, List Of Allemative
chion

Planned/Actual Actions
Action Dascripfion, Action Dafs,
Expectad Resulf of Action Taken,
Results of Action Taken, Action
Effactivensss, Action Managed By,
Action Approved By, Effort Spent on
Action, Cost of Action

Existing Controls

Risk Management Progress

Risk Management Status
Risk Management Status Date
Risk Progress Status

Risk Age

Risk Completion Data

Actual Completion Date
Planned Completion Date
Risk Completion Approved By
Sign Off

Estimated Total Effort

Actual Total Effort

Post Mitigation Data

IV. INTERVIEW RESULTS

This section presents the interview results following the
order of the criteria as listed in our evaluation model.

A. Organizational Levels

Thirty-two out of the 37 studied companies have the
Business and Engineering levels. In the remaining five
companies, the interviewees were not familiar with the work
conducted on the Business level.

Twenty-eight out of the 32 companies have a phase
corresponding to the Product Vision Planning phase during
which they manage risks (see Figure 3). The risks managed at
this stage are primarily business and market risks.

When managing risks in the Product Vision Planning
phase (see Question 13 in Figure 1), the organizations
conduct their own risk management processes, mainly by
having face-to-face meetings. The stakeholders involved in
them are primarily represented by various senior
management roles (e.g. CEO, CIO, and CTO) and the roles
coming from the business department, such as sales and
product managers.

Concerning risk management on the Engineering level,
thirty-two companies claim that they conduct risk
management using their own organizational risk
management process models. They claim that the choice of
activities, the types of outcomes and the roles involved vary
depending on the engineering phase.

In the Product Roadmap Planning phase (see Question 15
in Figure 1), the roles involved are mainly represented by
various managers (business, product, project), customer,
business analysts and requirement engineers. Since it is still a
planning activity, the risk management activities conducted
herein are Risk ldentification and Risk Analysis. They are
mainly conducted via meetings or brainstorming sessions.

Regarding risk management in the Release Planning
phase (see Question 15), it follows the same organizational
risk management process as in previous phases. However,
some differences were identified with respect to the roles and
the risk management process phases. The roles identified in
this phase include release managers, technical leaders, team
leaders, senior software engineers and QA. The phases
identified are Risk Identification, Risk Analysis and Risk
Management Planning. There is also a shift of the focus on
the types of risks managed in this phase. For instance, as
stated by the interviewee of Org 21: “Risks in this phase
concern issues such as the stakeholders’ satisfaction with the
release plan, and not only the business risks™.

Regarding risk management in the Iteration Planning

ISBN: 978-988-98671-8-8

Risk Priority (Rank) P i Analysis of Controls and Other
Risk Threshold Value Risk Reportlng Data Factgrs
Reporting Data
L -Riak loeniificalion, Date, ioentifiad By, Lessons Leatned
Other Description Data Reported By =
Systern Data Risk Owner Alert Situation Data
Project Data

Contingency Plan

Envirenment Description

Figure 4. Template for managing risk information [8]

phase (see Question 15), fourteen companies state that they
do not conduct Iteration Planning because they use
non-iterative development approaches.

In the remaining organizations, risk management in the
Iteration Planning phase is conducted according to the
organizational standards. The differences identified concern
the roles involved, the risk management activities, and the
types of risks focused on.

The roles involved on this level are mainly engineers,
represented by system architects, software engineers, testers,
system integrators, and other roles. In a majority of the
companies having iteration planning, risk management is led
by the project manager.

Generally, the activities in the Iteration Planning phase
cover almost all the risk management phases, including Risk
Identification, Risk Analysis, Risk Management Planning,
Risk Monitoring and Control and Post-Mortem Analysis.

B. Integration Aspects

The integration of the software and risk management
processes varies within the organizations studied. As
illustrated in Figure 5, nineteen companies have integrated
their development processes with risk management, six
companies have partially integrated them, and another twelve
have them as separate processes.

In the first group of organizations, risk management
directly or indirectly affects the development activities, work
products of the planning and execution process phases, and
various parameters. It is an ongoing process that is carried out
by the team throughout the whole project life cycle.

In the next group of companies (six companies), the
processes are claimed to be partly integrated. Reasons are
varying. For instance:

e In Org 20, one runs two separate processes, one for
development and one for risk management. These processes
have separate process owners. Although, these owners share
the responsibility for managing and controlling risks, they
still follow different processes for carrying out their work.

In Org 4, the degree of process integration depends on the
project characteristics. In most of the projects, risk
management and development processes are integrated. In
large projects having complex risk profiles, one runs a
separate risk management process. The reason is the fact that
the risk management process requires more resources.

When integrating the processes (see Questions 18 and 19
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Number of Companies

Fl Pl SEP

Fl = Full integration Pl = Partial integration ~ SEP = Separate process

Figure 5. State of process integration in 37 software organizations.

in Figure 1), the companies (the nineteen organizations in the
first group as identified in Figure 5) mainly use criteria such
as activities, resources and roles. These companies suggest
that one

e assigns resources to the integration effort,

e adapts the integration process to the risk type by
combining appropriate risk assessment and elimination
techniques,

¢ identifies appropriate activities and resources for each risk
type,

e adapts the risk management process to the project type,
and finally,

e thoroughly documents information about risks and
identifies development phases that may be affected by the
risk.

Several factors were pointed out to be important to achieve
maximal results from process integration (see Question 20).
These are:

o Establish good communication between the development
team and the risk manager (Org 9 and Org 22)

¢ Involve the right people (Org 26 and 31)

o Ensure that the people on the team have good collaboration
skills (Org 26 and 31)

e Determine which roles should do the risk management
activities, and decide how they have to cooperate with the
other roles (Org 4 and 16).

e Assign the right risk management activities to the right
development process phase (Org 16).

e Make the risk management process flexible to fit the
development process model and the project needs (Org 3)

e Create risk integration architecture, i.e. a process
integration model (Org 33)

e Continuously assess the risk management and adapt the
risk management process to the status at hand (Org 5, Org 18,
23, 27, 34 and 37)

o Balance the processes with each other in order to avoid
too much or too little focus on one or the other process (Org
8)

o Make the process homogenous. To achieve it, you have to
make sure that the risk management and development
activities belong to the same process and are treated in the
same way (Org 13)

¢ Integrate risk management into the overall development
plan (Org 11 and 15).

C. Integration Problems

Twelve out of the 37 organizations studied claim to have
problems with the process integration (see Question 21). The
problems identified are the following:
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e Resource problems
0 Training cost is too high (Org 22)
0 Lack of resources to conduct risk management (Org 21
and Org 33)
0 Lack of time to conduct risk management (Org 11)
e Organizational problems (Org 16)
o Differentroles have different attitudes towards risk and
risk management (Org 29)
0 Lack of competence (Org 10, Org 21 and Org 33)
0 Work overload for project manager (Org 8)
e Scope problems
o0 Lack of control of external risks (Org 35)
e Process problems

0 Lack of process coordination (Org 15)

0 Lack of process integration (Org 11, 15 and 31)

0 Lack of plan (Org 11)

0 Lack of process (Org 31)

One organization points out that although integration is
important, the success still depends on the project
management (Org 8). If the project manager can control the
integrated process, it is an advantage. However, if the project
manager has not enough time to have an overview of the
whole process, a separate risk management process led by
some other role can be more useful.

The other twenty-five organizations claim that they have
no problems at all. However, twelve out of them have not
integrated their processes.

D. Importance of Process Integration

All the organizations claim that the integration of the
software development and risk management processes is very
important (see Question 23). They motivate this by stating
that (a) applying a single process is easier than two different
processes, (b) integration makes the risk management
process much more effective, (c) risk management can help
prevent problems and risks in development, and (d) the
organization will produce better software products with
lower cost.

E. Applicability of Risk Management in Agile Context

The answers to the question regarding the usefulness and
applicability of our synthesized risk management model
(depicted in Figure 2) in agile environment vary between the
organizations studied (see Question 24). They are the
following:

e Sixteen companies state that the model is useful and
applicable in agile environments. They claim that risk
management is needed in any development model, whether
traditional, agile or other.

o Eleven companies state that the model is partly applicable
in agile environments. It threatens the balance of agility.
Hence, it should be adapted to the agile context. Org 13
motivates this with the following: “It goes into too deep
details that can violate one of the basic concerns of agile
environments, which is to keep software development process
low-ceremony. Thus, some of the data need to be refined to fit
within the “simplicity”” requirement of agile models”.

e Four companies claim that the risk management is not
useful in agile projects. They motivated it with the following:
(2) the risk management model is too complex, (2) the agile
model with its iterative approach already has risk
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management by nature. Hence, the need for separate risk
management is limited.

e Six companies did not respond to this question because
they were not familiar with the agile process models.

When being asked to go back to our model and to point out
the phases that would be considered pivotal for agile projects,
(see Question 25), the following phases were pointed out:
Risk ldentification (17 companies), Risk Analysis (16
companies), Risk Management Planning (15 companies),
Risk Monitoring and Control (15 companies), Risk Sign-Off
(15 companies), Risk Post-Mortem Analysis (17 companies).
Twenty-one out of 37 companies responded to this question
explicitly. The remaining companies did not respond to this
question because they felt that they were not sufficiently
familiar with the agile models.

The results of Question 25 indicate that the organizations
studied are of the opinion that all the risk management
process phases are relevant in an agile context. The
organizations, however, had conflicting opinions about them.
For instance, whereas 15 organizations identified the Risk
Sign-Off phase as important, some voices were raised against
it. The motivation was that the Risk Sign-Off phase would
hurt the team spirit within an agile team. Formal sign-offs
would discourage the team members from collaborating with
one another.

Concerning the question about the differences between
projects using agile and other types of process models (see
Question 26), sixteen out of 37 companies claim there are
differences in how risk management is carried out in agile
versus other projects. Five companies claim there are no
differences and sixteen companies did not respond to this
question. The differences identified are:

e Time aspects: The risk is not exposed until late in the
traditional projects. The iterative nature of agile projects
allow them to identify risk areas sooner rather than later (Org
27, 31, 36)

e Development approach and risk management effort: The
iterative development approach minimizes risks and the total
risk management effort (Org12 and 37).

¢ Follow-up and control mechanisms: The risk management
process activities are conducted sequentially in traditional
approaches and usually managed via various documents and
formal inspections, whereas risks are managed through other
types of controls in agile models, e.g. via the backlog and
daily meetings. The team jointly manages issues, risks, and
solutions. All of them are communicated, followed-up and
controlled continually at the daily and other review meetings
rather than via documents as in many traditional approaches
(Org 14).

e Frequency of risk management: In the agile model, risk
management is conducted more frequently than in traditional
software process models. The agile cycle is shorter than in
other models (Org 10).

e Level of process formality: In agile environments, one
usually does not have time for managing risks at the same
level of detail that is described in traditional risk management
models (Org 18).
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V. CONCLUDING REMARKS

In this paper, we have studied the industrial practice of the
integration of the software and risk management processes
within 37 software organizations. We considered both the
traditional and agile development contexts.

Our study shows that the majority of the companies
conduct risk management on both the Business and
Engineering levels. The risk management process however,
varies with respect to these levels and their inherent phases.
Essentially, different types of risks are managed in different
development phases, different types of activities are
conducted in these different phases, and there is a shift of
roles throughout the phases. Hence, we draw the conclusion
that one needs to carefully consider the organizational levels,
and their inherent development phases, activities and roles
when considering process integration.

The majority of the organizations studied have fully or
partially integrated their risk management with the software
process. They mainly use criteria such as activities, resources
and roles to realize the integration. However, the process
integration is conducted on an ad hoc basis. The
organizations studied have not defined any process
integration model. They do not have any model to follow, i.e.
a model providing guidelines for how to integrate processes.
Hence, we conclude that there is a need to create a process
integration model.

Our study has also revealed some problems within the
industrial process integration. These problems primarily
concern organizational issues, people, skills, processes, tools,
resources, and knowledge management. These problems
constitute an important platform for analyzing and improving
the current process integration practice.

All the companies studied agree that the integration of risk
management with software development is important. They
claim that a properly integrated process is a great aid in
managing risks effectively. To achieve successful process
integration is however a task that is experienced to be very
difficult by the organizations studied.

We have found that risk management is needed in any
development model, whether traditional, agile or other.
Although, there are claims that the agile models include risk
management by nature, the agile models provide very general
guidance for managing risks [6]. Risk management models,
on the other hand, provide detailed guidance. In accordance
with the majority of the studied organizations, we believe that
agile models should be more active in integrating more risk
management aspects. It is only in this way, one may make
sure that risk management is implemented and run in an
effective way.

VI. EPILOGUE

In this paper we have found out how the industry has
integrated risk management with the software development
process. Our results show that integration of these two types
of processes is still in its infancy and that a lot of work still
needs to be conducted. Hence, we suggest that more similar
studies be made.
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