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New Construction of Single- and Multi-output
Boolean Functions with
High Algebraic Immunity

Yefeng He and Wenping Ma

Abstract—In order to respond to algebraic attacks, it is
important to construct Boolean functions with high algebraic
immunity of the graphs. In this paper, the complicated problem
of algebraic immunity of the graph is converted to the simpler
problem of annihilators of the single-output assistant function.
Based on this, we propose a new method for constructing single-
and multi-output Boolean functions with high algebraic
immunity of the graphs. This method can also give many more
general single-output Boolean functions with maximum
algebraic immunity.

Index Terms—Boolean function, algebraic attack, algebraic
immunity, multivariate equations.

l. INTRODUCTION

Recently, algebraic attacks [1], [2] have been paid a lot of
attention to by researchers for symmetric ciphers. The idea
behind the algebraic attack is to express the cipher as a
system of multivariate equations whose solution gives the
secret key. The complexity of the attack depends on the
degree of these equations. This adds a new cryptographic
property for designing single-and multi-output Boolean
functions, which is known as algebraic immunity Al [3]. A
high algebraic immunity is now a necessary criterion for
single- and multi- output Boolean functions used as building
blocks in cryptographic systems (like, e.g., filtering function,
combining function and S-box) [4]-[8].

On the other hand, it is also important to know whether
there exist nontrivial low degree annihilating relations
between input- and output bits. Corresponding to this,
Armknecht and Krause [9] gave the concept of the algebraic
immunity Al (gr(f)) of the graphs of Boolean functions,

which was a further important design parameter of
cryptographic functions. Based on matroid union, they also
presented a polynomial time algorithm which obtained
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multi-output functions with Al (gr(f))>d, whered is a

positive integer. So far, it is the only construction in this
direction. Meanwhile, they also obtained single-output
functions f with maximum Al (f) and Al (gr(f)). These

single-output functions are either symmetric or almost
symmetric.

In this paper, we obtain a sufficient and necessary
condition for Al (gr(f))>d by considering the annihila-

tors of the single-output assistant Boolean function. Based on
the condition, we obtain a new method for constructing
multi-output Boolean functions f with Al(gr(f))>d .

Using the method, we can obtain many more general single-
output Boolean functions with maximum Al (f) and

Al (gr(f)).

Il. PRELIMINARIES
A multi-output Boolean function is a mapping f : F, —

F,". If m=1, then it is a single-output Boolean function.

Any single-output Boolean function f has a unique repre-
sentation as a multivariate polynomial over F,, called the
algebraic normal form (ANF):

f(x)=a,+ > ax+ >, axx

1<i<n 1<i<j<n (1)

oA, XX, X
where the coefficients are in F, . The algebraic degree
deg( f) is the number of variables in the highest order term
with nonzero coefficient. The Hamming Weight wt(f) of a

Boolean function f is the size of the setl, ={xeF,’|
f(x)=1. We denote 0, ={xeF,'| f(X)=0}. The
support supp(a) of a vector a is the set of all situation
numbers of value 1’s. A Boolean function is said to be

balanced if its Hamming weight equals 2" .
Definition 1: Let f be a single-output Boolean function.

Any function g is called an annihilator of f if fg =0.The
algebraic immunity of f is the minimum degree of all
nonzero annihilators of f and f +1. We denote it by
Al(f).
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It was proved in [10] that Al () < [n/2]. If afunction

has maximum algebraic immunity with n odd, then it is
balanced. Moreover, A.Canteaut also observed the following
result.

Proposition 1 [1]: Let f be a single-output Boolean

function on n variables, where nisodd. If f isbalanced and
it does not have any annihilator g with deg(g) <[ n/21,
then f +1has no annihilator g’ with deg(g’) <[ n/2 1. That
isAl(f)=[n/2].

LetV be a linear subspace of F," with dimensionK and
S be a nonzero vector of F,'. We call the set{S+V|

v eV} a K dimension flat (affine subspace). Based on the

flat theory, C.Carlet [11] obtained a sufficient condition for a
function f to have no nonzero annihilator of degree strictly

lessthand . In [12], Y.J. Wang generalized the result.
Proposition 2: Let f be a single-output Boolean function

onnvariables andd <[ n/2 | be a positive integer. Suppose
that there exists a sequence of flats (A)

d +k (k; = 0) , such that
nvis<r, |A\[L, UUM Alls 2%,
2)0f gLJlgigrA ’

Then f has no nonzero annihilator of degree strictly less
thand .

A function p: F,' — F, is said to be an annihilator of

with dimensions

I<i<r

S < F," if p(x)=0forallx € S. The algebraic immunity

of S is defined by the minimum degree of all nonzero
annihilators of S . Thus, the algebraic immunity of a
single-output function f is equal to the minimum of

Al(0;) and AI(1;) . This definition can be easily
generalized to a multi-output function f , whose algebraic
immunity is defined by the minimum of Al(z,) over
allze F".

Since the graph of a function f :F," — F,"is also a
set gr(f)={(x, f(x)),xe F,}< "™ , the algebraic
immunity of the graph is defined as follows.

Definition 2: Given a function f:F' —F" , the

algebraic immunity Al (gr(f)) of the graph is defined by
the minimum degree of all nonzero annihilators of gr(f).

For any function f : F," — F,", it holds that Al () <
Al(gr(f))<AI(f)+m and Al(gr(f))<d, , where
d
d, =min{d | > C; . >2"}9].

i=0

ISBN: 978-988-18210-4-1
ISSN: 2078-0958 (Print); ISSN: 2078-0966 (Online)

Proceedings of the International MultiConference of Engineers and Computer Scientists 2010 Vol II,
IMECS 2010, March 17 - 19, 2010, Hong Kong

I1l.  CONSTRUCTING MULTI-OUTPUT BOOLEAN FUNCTIONS
WITH LARGE Al (gr(f))

The aim of this section is to construct multi-output
Boolean functions f with Al(gr(f))>d . To make the

problem simple, we construct a single-output assistant
Boolean function. Given a multi-output Boolean function

fiF — F"or f(X)=(X,, " X,,)  Let
1, if X egr(f)
F(X)=1, . @)
0, if X g gr(f)
where X = (X", X, X =", X,,,) - Note that wt(F)

=2",since| gr(f)|=2". By considering the annihilators of

the function F , we can obtain a sufficient and necessary
condition for Al (gr(f))>d .

Theorem 1: Letd be a positive integer and d <d, .
Al(gr(f))>d holds if and only if F has no nonzero
annihilator of degree strictly less thand .

n+m

Proof: Given a function G:F,”" — F,, thenG is an
annihilator of the set gr( f ) if and only if G is an annihilator
of the function F . So we have Al (gr(f)) = Al(1;).

By Theorem 1 and Proposition 2, we can get a new
method for constructing multi-output functions f with

Al(gr(f))>d (d <d,) . The construction in detail is

given as follows.
Construction 1

Letn, m be positive integers andd < d ,k >0.
(1) Let(A).., be a sequence of flats of F,"" with
dimensions d +k; , and such that the set A \Uj<i A is

non-empty foreveryl<i<r.
(2) For everyi, we choose B, ¢ A \Uj<i A, such that

|B[<2%and Y |B |=2"" 2" Let B= | J,__B, . If

= I<i<r 1
we have (X -, X ) # (X, -, %, ) forany X; =(x -,
XXX ) X=X XX e X ) €
F,"" \Bwhilei # j, then B is needed. Otherwise, we will
choose a new set B.
(3) Letl =F""\B.

(4) For any (x,--,x)eF, , we choose (X,

X1 X S Xa) €Ll Let z=(z,--,z,)=f(x)=

n+1’
FOG %) = (X X))
So the function z = f (X) is needed.
Proposition 3: Let f (x) be obtained from construction 1,
then we have Al (gr(f)) >d .
Proof: Since
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AL U, AT= AR\ B) UL, Al
=BN(A \UM A)=B,
kl -
we have| A \[1, UUJ<i A11=I B, |< 2" for everyi. On the
other hand, we have 0. =B gUerA . According to
Theorem 1 and Proposition 2, we obtain Al (gr(f))>d .
If d=d

Al (gr(f)) is maximum. An example is given as follows.

,» we can get a function f for which

Example 1: Letn =4 andm = 2. Obviously,d, = 2.
Let a,---,a, be all vectors with weight 4 , since
C',.=C/=15. Let A ={xeF, |supp(a,) = supp(x)}

be flats of dimension 2, and let B, ={b}, where b, €
A \Uj<i A, . Then
Ulgsl5 B, ={(111100), (111010}, (111001),
(110110),(110101),(110011),
(101110),(101101),(101011),
(011110), (011101), (011011),
(100111),(010111), (001111)}
Next we list some flats of dimension 4 (ord, +2),
A ={xeF|x =1 +x =1},
A, ={xeF]|x,=1x,+X%, =1},
A, ={xeF|x,=1x,+X =1},
A, ={xeF}|x,=Lx +X% =1},
Ay ={xe an | X5 =1, %5 + % =1},
A, ={xe FZG | X =1, % +X, =1},
A,={xeF|x=0x,+x,=1},
A, ={xeF|x=0x,+x =1.
Take
B, ={(110000), (110100), (110001), (101000)}

B,, ={(011000), (011010), (111000), (010110)}

B, ={(001100), (001101), (L11101), (101010)}

B,, ={(100110), (111110), (000101), (100101)}

B,, ={(000011), (010011), (000111), (011111)}

B,, ={(100001), (100011), (101111), (010001)}

B,, ={(010000), (010100), (001000), (001011)}

B, ={(000100), (L00010)},
such that | B, |<2*=4. Let A, =F,;, and take B,, =
{(001010), (000010), (000001)} . Let B=|J B |
then| B |= 48. Sincel. = F’ \ B, we have
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1. ={(111111),(111011), (110111), (101100),
(011100), (110010), (101001), (100100),
(011001),(010101),(001110), (200000),
(010010), (001001), (000110), (000000)}

Obviously, for any X; =(X ,**-,% ), X, =(xj1,---,xj6)
e F;/\B, wehave (x,---,% ) # (X, ;) whilei # j.

For any (X,,---,X,) € F,', we choose (x,,---,X,) €1_. Let

2=(z,2,)=f(x,,X)=(X,x%,) , then Al(gr(f))
= 2. So we can obtain a multi-output Boolean function with
maximum Al (gr(f)) .

IV. CONSTRUCTING SINGLE-OUTPUT BOOLEAN FUNCTIONS
OF MAXIMUM ALGEBRAIC IMMUNITY

Whenm =1, we can obtain Boolean functions f with
maximum Al (f)and Al (gr(f)) by Construction 1. If nis
even, we have Al(f)<n/2and Al(gr(f))<d,=n/2

+1.
Proposition 4: Let f(x) be a single-output Boolean

function on n variables which is obtained from
Constructionl, where nis even andd =n/2+1. So we
have Al(f)=n/2 and Al(gr(f))=n/2+1.

Proof: Because n+1 is odd, we have [(n+1)/2]=
n/2+1. Considering the Boolean function F +1, we have

1., =0, =F""\B.Since

(F+1)
AL UUj<i Al= AR\ B)UUN Al
= BN (A \Uj<i A)=B,
we have| A \[1,, UUj<i A1l= B, |<2" . On the other

hand, we also haveO ., =Bc UlSisr A . In accordance

with Proposition 2, F +1 has no nonzero annihilator of
degree strictly lessthann/2+1.

Furthermore, the Boolean function F is balanced, since
wt(F) =2" = 2" Then F has no nonzero annihilator of

degree strictly less than n/2+1 by Proposition 1. By
Theorem 1, we have Al(gr(f))=n/2+1 . Since

Al(gr(f))<n/2+1, we obtain Al(gr(f))=n/2+1.
From the relationship between Al (f)and Al (gr(f)) , we
get Al(f)= n/2.

Example 2: Letn=4isevenandm=1.

We know thatd, =n/2+1=3. Let &,---,a, be all
vectors with weight 3, and let A ={x e F,’ |supp(x)
csupp(a;)}(1<i<10) be flats of dimensions 3. Let

B, ={b}, where b € A \Uj<i A . Let
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d ion,” IEEE T . Inf. Th , vol. 52, Jul. 2006,
U..... B ={(11100), (11010), (10110), (01110), 105 3101 rans. Ini. Theory, vol. 52, Ju

[11] C. Carlet. (2006, April 16). A method of construction of balanced

(11001)1 (10101)1(10011)1(01101)’ functions with optimum algebraic immunity [Online]. Available:
http://eprint.iacr.org/ 2006/149.

(01011)’(00111)} [12] Y.J. Wang, S.Q. Fan, and W.B. Han. (2008, April 16). New

Next we list some flats of dimension 4, construction of Boolean function with optimum algebraic Immunity

Al { F5 | 1} Al { F5 | 1} [Online]. Available: http://eprint.iacr.org/ 2008/176.
=Xe X +X, =1y, =1X€ X, +X, =
1 2 2 2 2 3 4

Take B,, ={(10001), (01001)}, B,, ={(00100), (00010)} .
Let A,=F’ and take B, ={(11111),(00000)} . Let
1, =B=|J__.B . Forany(x,--x)eF}, we choose

(X, X, %) el . Letz=f(X)=f(x,-,X,)=%. So
we obtain a Boolean function f with maximum Al (f)
and Al (gr(f)).

V. CONCLUSION

In this paper, we obtain a new method for constructing
multi-output Boolean functions f with Al(gr(f))>d .

Using the method, we can obtain many more general single-
output Boolean functions with maximum Al(f) and

Al(gr(f)). The results provide more available Boolean

functions used as building blocks in cryptographic systems.
However, it is necessary to be further studied whether these
functions can fulfill additional criteria such as high
nonlinearity and balancedness.
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