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Abstract---Historically, some new technologies are faced with 
rejection or acceptance. So researchers developed TAM 
(Technology Acceptance Model). TAM depends upon the user 
perception of the easiness and benefits. Authentication plays 
an important role in our lives as we use it every day.   

Odour, as a biometric technique, has some important 
characteristics, mainly, it is  faster and easier since users will 
be not involved with unfamiliar interfaces  such as typing 
password, signing or even deliberate exposing some part of the 
body.  Odour field is still under development and needs a lot of 
work. In spite of the few limited researches that discuss the 
odour as user authentication technique their results predict 
that it would be good tool. This brings a question about the 
future of odour authentication systems and using it in real 
world. 

A questionnaire was distributed to measure the acceptance of 
using odour as authentication system and analyzed the collect 
data. It is concluded that it would be successfully used in 
authentication systems.  

Keywords:  Biometrics, biometrics technology, Authentication, 
odour, smell sense. 

I. INTRODUCTION 

As we live in the era of digital kingdoms information age, 
we become computer slaves [18] that makes human life 
much easier, but not secure [22]. Secure areas are 
controlled by possession of a particular artifact [7].  For 
business issues transactions, some organizations provide 
their services via the Internet [21] and provide some 
information related to their employees. This kind of 
services needs focusing on security issues relevant to the 
clients' side of online banking systems. Information 
overloading is increased for that reason and due to the 
applications expansion that need authentication. For 
individuals it would be difficult to remember their user 
names and PINs.  So many users select easy passwords to 
remember [7] which are considered a security trade-off. 
 In response information security is looking for more 
advanced techniques that would improve its performance. 
Biometrics introduces good solutions for most of the 
authentication problems. 
 There are three types of authentication: [2], [24], [7], [3], 
[22], [12] and [14]: 
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1) Something you know, a PIN. 2) Something you have: a 
passport, driver’s license, ID card, key, ATM card or cell-
phone as suggested by [13]. 3) Something you are 
(Biometrics): fingerprints, signature, ear shape, odour, 
keystroke, voice, finger geometry, iris, retina, DNA, hand 
geometry [20]. 

The PIN is the most widespread technique, due to its ease 
of use, but it has an important vulnerability related to the 
difficulty of humans to memorize several passwords/PINs.  
So biometrics would be the best solution for that. Users can 
confirm their personal identity via using biometrics 
techniques without being asked for PINs also without 
requiring remembering anything [7] and this makes users 
more comfortable [22] . Odour or sense of smell is defined 
the ability of humans and other animals to perceive odours 
[25]. Smell has a strong link to memory and emotion so it 
can be good enough to be considered a way to cue recall 
when searching [4]. 

Oduor is used by animals to recognize each other.  Dogs 
depend on their noses to smell and determine the direction 
of the air current containing the smell [26]. 

Human being sense of smell (odour) is very rich, but not 
used [4] as this field is under development [16]. So odour 
field is much less well understood with comparison with 
face or voice recognition [4]. One of the reasons is that it 
lacks to the necessary research; in addition to that there are 
few effective computer controlled smell devices which can 
discriminate a broad range of odours [4].  

Odour as authentication tool would be used in all sensitive 
organization. However, there can be a problem concerning 
its acceptance by users.  

Customer acceptance is very important as the new 
technologies might be rejected in unexpected way. The first 
mechanical cash issuer was installed in 1939 in New York 
City, but removed after six months. It lacked of customer 
acceptance [19].  Acceptance of technology is milestone 
[23]. In this paper, we try to investigate the acceptance of 
odour as authentication tool. 

The rest of the paper is organized as follows. In Section 2; 
we overview the previous studies as literature review and 
address the problem statement. In section 3 we demonstrate 
our methodology and discussion.  We conclude and present 
future work in section 4. 



II. LITERATURE REVIEW: 
In [8], authors focused on the complex problem of 
authenticating a user; highlighting ethical issues related 
with authentication mechanisms where it can be made 
without the collaboration of the users being authenticated. 
They introduced keystroke dynamics biometrical 
technology as solution when used in collaborative mode. 

[6] discussed consumer acceptance of virtual stores:  they 
presented a theoretical model and  critical success factors 
for virtual stores.   
   
[17] reviewed the literature concerning nine prominent 
theories and models of authentication and IT acceptance. A 
questionnaire survey method was used to collect primary 
data to present Internet Acceptance Model (IAM) and usage 
by Thai academics. His thesis focused on Internet usage 
behaviour and behaviour intention.  

The questionnaire survey included 927 academics within 
Business Schools in 20 Public Universities in Thailand and 
their survey yielded 455 usable questionnaires, with a 
response rate of 49%.  (IAM) is supposed to have the power 
to explain and predict user behaviour in a Thai Business 
Schools environment and may help practitioners to analyse 
the reasons for resistance toward the technology and also 
help them to take efficient measures to improve user 
acceptance and usage of the technology. 

[1] tried to solve the security problems of online banking 
using SMS messages for transaction authorizations, by 
suggesting the SMS authorization scheme.  They stated that 
their solution aimed to stop phishing attack. However, their 
solution will not stand against the intelligent Trojans which 
would be installed on the users’ client machines via man in 
the middle attack.  

 [5] discussed the current security testing categories, 
standards, and common security testing approaches. 
Authors thought that the two problems of online banking 
were: first one is that the online security lacked to the 
attention and research that should focus on the security 
issues related to the client side. The second problem related 
to the huge number of security product that would increase 
the difficult level to test the category and standards of the 
security. They presented a scheme to design a compliance 
testing system for the security of online banking. The 
presented scheme aimed to obtain suggestions from testers 
that might help to design security testing and identify 
potential vulnerabilities in current online banking systems. 

 [7] addressed consumer-driven usability and user 
acceptance of biometrics. They focused on how iris can be 
used with ATM technology user interface. Their findings 
showed that 90% were satisfied with iris verification 
method and they would select it over signatures or PINs. 

Using odour is introduced as patents in [11], [15] and [10]. 
In [11], a smell sensing element and a smell sensing device 
utilizing the element was introduced.  

In [15], authors stated that they presented an invention that 
included an authentication framework in the computer 
system. An application program interface in the 
authentication framework was prepared to provide an 
interface to an I/O component, such as a graphical user 
interface (GUI), of the computer system. 

[11] introduced odour for "A security system checking or 
transport of persons by an elevator:  a person is 
authenticated by at least one authentication signal. At least 
one mobile authentication device carried by the person 
detects an authentication signal of the person and checks it 
with at least one person reference.  The identification code 
is detected by a stationary recognition device and assigned 
to a predefined travel destination or to an input travel 
destination input at the recognition device by the person”. 

 In [16], author overviewed the problem of human 
recognition through the odour.  The electronic nose 
(ENose) was suggested as an odour recognition device. The 
model main components of ENoses were presented (see 
Figure 1).   

 

Figure 1: e-nose [16] 

Using odour as authentication tool may not be expected by 
users. The biometric technologies create the challenge of 
avoiding attacks before they take place [9]. We think that 
the problem is how we could present the odour in the form 
that overcomes the worries expectations of users. 

III. METHODOLOGY AND DISCUSSION 
A bilingual (English and their Arabic) questionnaire was 
designed and distributed via email to our network contacts. 
It took days to receive the first response and we used chat to 
motivate and answer the respondents' notes and questions 
due to the different languages interpretation and cultural 
habits. Another reason of misunderstanding was that the 
topic was too much unexpected for many of them.  In the 
other hand, seventy seven printed papers were distributed 
and the returned amount was seventy four.  



So our sample consists of eighty four respondents. The 
main findings are:  
1. Age of the respondents was within the interval [21-30] 

that represents youth people with 67%. 
2. The participants (56 which represents 67%) found it 

easy to use odour as authentication system. 
3.   58% of the participants pointed odour for 

authentication system as a good idea. 
4.  They (59 which represents 71%) found odour as 

authentication system would improve their 
performance and they (46 which represents 55%) found 
it would enhance their effectiveness in life. 

5.   42% of the participants intended to use odour as 
authentication system, whereas 10 (1.2%) would not 
use if it is available. 

6. Most of respondents have not ever used odour as 
authentication system.  

7.  17 of those who did not use odour as authentication 
system reported they did not need to use it. Whereas 
majority of them (38 represents 46% of the sample and 
54% who did not use odour) reported it was not 
available.  Most of them (89 which represents 59%) 
would use it frequently if it would be available. 

By applying TAM model it is expected to accept odour as 
authentication technology. 

 

Figure 2: Applying TAM on Odour 

IV. CONCLUSION AND FUTURE WORK 
We distributed a bilingual questionnaire to study accepting 
odour as authentication tool. Respondents found it good 
idea and intended to use it in the future if it is available.  
We think that odour can be used as an authentication 
method. Presenting the tool in acceptable form would 
accelerate the acceptance and adoption of this tool.  It is a 
challenge to apply this approach due to: 

1. Acceptance by the customers due to its simplicity: 
customers have to do nothing whereas people used to apply 
very complicated authentication depending on the 
importance of that issue. This would raise the user worries 
about the security of this approach. 

  2. Many users thought that hacking this approach would 
be easy and needs to be strengthening with another 
approach that enhances it is performance.   

The solution is that users who need to authenticate 
themselves should carry their e-citizen cards. This card 
should obtain both:  Microprocessor that can compare the 
extracted odour and the biometrics stored information. So 
the intelligent card can carry out the authentication process.  

In addition to that; the card should include storage for 
storing biometrics data: encrypted digitized format stored in 
the card. 

As future work; a study can be carried out to discover 
whether there is different between fresh sweat and old one 
or not.  
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