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Abstract—Identification of authorized train drivers
through biometrics is a growing area of interest in lo-
comotive radio remote control systems. The existing
technique of password authentication is not very reli-
able and potentially unauthorized personnel may also
operate the system on behalf of the operator. Finger-
print identification system, implemented on PC/104
based real-time systems, can accurately identify the
operator. Traditionally, the uniqueness of a finger-
print is determined by the overall pattern of ridges
and valleys as well as the local ridge anomalies e.g., a
ridge bifurcation or a ridge ending, which are called
minutiae points. Designing a reliable automatic fin-
gerprint matching algorithm for minimal platform is
quite challenging. In real-time systems, efficiency of
the matching algorithm is of utmost importance. To
achieve this goal, a prime-feature-based indexing al-
gorithm is proposed in this paper. The technique in-
volves identifying the most prominent feature of the
fingerprint and searching only for that feature in the
database to expedite the search process. The pro-
posed architect provides efficient matching process
and indexing feature for identification is unique.
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1 Introduction

The Fingerprint Identification System is an important
biometric technology. This technology can be applied
successfully in authenticating the drivers of radio remote
control locomotives. Remote control locomotives (RCL)
have been used in Canada and USA for a number of years.
The term refers to a locomotive that, through the use of a
radio transmitter and receiver system, can be operated by
a person not physically located at the controls within the
confines of the locomotive cab. Identification of autho-
rized personnel is an important task of the RCL. Existing
RCL systems identify authorized personnel through the
assigned password but the technique is not very reliable.
Any unauthorized person may also operate the RCL on
behalf of the operator without leaving any trail of his
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personality. The PC-104 based system architecture for
RCL is shown in figure 1. The RCL is a safety criti-
cal application demanding high degree of operator’s skill.
Any weak system of operator’s authentication may lead
to safety concerns by Federal Railroad Administration
(FRA). Fingerprints offer an infallible means of person-
nel identification. Implementing fingerprint identification
on small microprocessor based, safety critical, real-time
systems, is a challenging task.

2 Identification Background

Feature (minutiae) extraction is a key step in a finger
print matching system. Typically, each minutia is de-
scribed by its location in the image, orientation and the
type meaning if it is ridge ending, island/dot, bifurcation,
or short ridge, as shown in figure 2 [1, 2]. The number and
locations of the minutiae vary from finger to finger in any
particular person, and from person to person for any par-
ticular finger (for example, the thumb on the left hand).
When a set of finger images are obtained from an individ-
ual, the number of minutiae are recorded for each finger.
The precise locations of the minutiae are also recorded in
the form of numerical coordinates for each finger. The
result is a function that can be entered and stored in
a computer database. A computer can rapidly compare
this function with that of anyone else in the world whose
finger image has been scanned.

Figure 1: System Architecture

3 Fingerprint Matching Algorithm

A finger print matching algorithm has to execute a num-
ber of intermediate steps before the real matching process



begins. A context level diagram of the fingerprint identi-
fication is shown in figure 3. In the following paragraphs
general background for these processes in relation to our
implementation is being provided [3, 4, 5, 6, 7].

Figure 2: Fingerprint Features

3.1 Image Enhancement & Normalization

The image has to be normalized to a prespecified mean
and variance. Normalization process reduce variations in
grey level values along ridges and valleys, the normalized
image is given as [5, 8]:

N(i, j) =

⎧⎨
⎩

μ0 +
√

σ0[P (i, j)−μ]2

σ if P (i, j) > μ

μ0 −
√

σ0[P (i, j)−μ]2

σ otherwise

⎫⎬
⎭

(1)
where P (i, j) is the grey level value at pixel (i, j), μ
and σ are the estimated mean and variance of P respec-
tively. N(i, j) is the normalized grey level value at pixel
(i, j), μ0 and σ0 are the desired mean and variance values
respectively.

μ =
1

height × width

height∑
i=0

width∑
j=0

P (i, j) (2)

σ =
1

height × width

height∑
i=0

width∑
j=0

[P (i, j)− μ]2 (3)

Practically noise removal is done with the help of various
filters [9, 10]. The following references provides a more
detailed image enhancement techniques [8, 11].

3.2 Arithmetic Mean Filter

Let S(x, y) represent the set of coordinates in a rectan-
gular window of size m× n centered at point (x, y). The
arithmetic mean filtering process computes the average
value of the corrupted image g(x, y) in the area defined
by S(x, y). The value of restored image f at any point
(x, y) is simply the arithmetic mean computed using the
pixels in the region defined by S(x, y).

f(x, y) =
1

m× n

∑
(s, t)∈S(x, y)

g(s, t) (4)

Table 1: Implemented Mask
1 4 7 4 1
4 16 26 4 16

1/273 * 7 26 41 26 7
4 6 26 4 16
1 16 7 4 1

This operation can be implemented using a convolution
mask in which all coefficients have value 1/m× n. Noise
is reduced as a result of blurring.

3.3 Gaussian Noise

To remove the Gaussian noise in the back ground, the
algorithm applies the following mask given in table 3.3
for each pixel in the image and replaces value of each
pixel by the value obtained through this mask. Basically,
it functions like a low pass filter.

3.4 Edge Detection

In an image, an edge is formed where the intensity
changes from a high value to low or vice versa. An edge
describes a lot of information about the shape of the ob-
ject in the image. In this fingerprint identification sys-
tem, Sobel edge detection technique is used. Sobel edge
detection mask detects vertical and horizontal edges sep-
arately. The gradients ∂x(i, j) and ∂y(i, j) at each pixel
are calculated using Sobel operator as shown in table 3.5
and these directional edges are combined finally [8], the
Sobel masks used here for ∂x and ∂y are given in table
3.6. The edge orientation at pixel (i, j) can be computed
by [11, 12],

θ(i, j) =
1

2
tan−1

[
∂y(i, j)

∂x(i, j)

]
(5)

3.5 Binarization

Binarization of the image basically, facilitates further
processing. Because, true information is binary; ridges
against background. This process takes the grey scale
image and converts it into the binary image. However, as
the fingerprint image do not posses same contrast char-
acteristics having a single intensity threshold is inappro-
priate. The contrast characteristics even can vary if the
finger is pressed more at the center or sides. Therefore,
typically a locally adaptive threshold is often used. The
implementation here assumes a uniform contrast there-
fore, an average color value is determined from the image
which is used as a threshold to transform the pixels.

3.6 Thinning

Before the minutiae detection, the binary image is passed
through a thinning process (also called skeletonizing)



Figure 3: Fingerprint Context Level Diagram for Identi-
fication

Table 2: Gradient Calculations
a0 a1 a2
a3 a4 a5
a6 a7 a8

∂x = (a2 + 2a5 + a8)− (a0 + 2a3 + a6)
∂y = (a0 + 2a1 + a2)− (a6 + 2a7 + a8)

which converts the widths of ridges to a single pixel.
Thinning play a central role in a broad range of prob-
lems in image processing. The skeleton of an image may
be defined via the medial axis transformation (MAT) pro-
posed by [13]. The MAT of a region R with border B is
as follows:

For each point P in R, we find its closest neighbor in B.
If P has more than one such neighbor, it is said to belong
to the medial axis (skeleton) of R. The concept of ”clos-
est” depends on the definition of a distance. Although
the MAT of a region yields an intuitively pleasing skele-
ton, direct implementation of this definition typically is
computationally expensive. Implementation potentially
involves calculating the distance from every interior point
to every point on the boundary of a region. Numerous
algorithms have been proposed for improving computa-
tional efficiency while at the same time attempting to
produce a medial axis representation of a region. Typi-
cally these are thinning algorithms that iteratively delete

Table 3: Sobel Operators
-1 0 1

-2 0 2

-1 0 1

∂x

1 2 1

0 0 2

-1 -2 -1

∂y

Table 4: Thinning Neighborhood Arrangement
P9 P2 P3

P8 P1 P4

P7 P6 P5

edge points of a region subject to the constraints that
deletion of these points:

• Does not remove end points.

• Does not break connectivity.

• Does not cause excessive erosion of the region.

For binary regions, region points are assumed to have
value 1 and back ground points to have value 0. The
method consists of successive passes of two basic steps
applied to the contour points of the given region. A con-
tour point is any pixel with value 1 and having at least one
8-neighbor valued 0. With reference to the 8-neighbors
step 1 flags a contour point P1 for deletion if the following
conditions are satisfied:

(a) − 2 ≤ N(P1) ≤ 6

(b) − T (P1) = 1

(c) − P2.P4.P6 = 0

(d) − P4.P6.P8 = 0

Where N(P1) is the number of nonzero neighbors of P1; that is,

N(P1) = P2 + P3 + ..+ P8 + P9

and T (P1) is the number of 0 − 1 transitions in the
ordered sequence P2, P3, , P8, P9, P2. Neighborhood ar-
rangement used by our thinning algorithm is shown in
table 3.6. For example in table 3.6,
N(P1) = 4 and T (P1) = 3.

In step 2, conditions (a) and (b) remain the same, but
conditions (c) and (d) are changed to

Table 5: Example of Thinning Neighborhood
0 0 1

1 P1 0

1 0 1



(ć) − P2.P4.P8 = 0

(d́) − P2.P6.P8 = 0

Step 1 is applied to every border pixel in the binary region
under consideration. If one or more of conditions (a)-
(d) are violated, the value of the point in question is not
changed. If all conditions are satisfied the point is flagged
for deletion. However, the point is not deleted until all
border points have been processed. The delay prevents
changing the structure of the data during execution of
the algorithm. After step1 has been applied to all border
points, those that were flagged are deleted (changed to
0). Then step 2 is applied to the resulting data in exactly
the same manner as step 1. One iteration of the thinning
algorithm consists of;

1. Applying step 1 to flag border points for deletion.

2. Deleting the flagged points.

3. Applying step 2 to flag the remaining border points
for deletion.

4. Deleting the flag points.

This basic procedure is applied iteratively until no further
points are deleted, at which time the algorithm termi-
nates, yielding the skeleton of the region. The following
figure 4 shows a fingerprint image after thinning process.

Figure 4: Thinning Result

4 Minutiae Detection

Minutiae detection process takes the thinned image and
extracts the minutiae points from that image. Ridge end-
ing could be found where a thin line terminates and bi-
furcation could be found at the junction of three lines. As
it is said in the previous paragraph there will be extrane-
ous minutiae points because of the processing so far es-
pecially due to filtering and thinning. These extra points
are eliminated here using a threshold which for example
in the case of bifurcation determines if any of the two
branches of it is shorter than a certain value so it is not
considered a valid minutia point. Also, for example in the
case of two endings found opposite to each other, which
most likely to be the same line. Ending at the boundary

of the image are also not valid candidates. Feature detec-
tion is carried out using the crossing number approach.
Crossing number Cn of pixel ’P’ is defined as half the
sum of the differences between pairs of adjacent pixels
defining the 8-neighborhood of ’P’ as shown in figure 5.
Mathematically,

Cn(P ) =
1

2

8∑
i=1

∣∣V al(i mod 8) − V al(i − 1)

∣∣ (6)

Where P0 to P7 are the pixels belonging to an ordered
sequence of pixels defining the 8-neighborhood of ’P’ and
V al is the pixel value. Now Cn = 2, Cn = 3 and Cn = 1
representing a non-minutiae region, a bifurcation and a
ridge ending respectively in figure 5.

Figure 5: Minutiae Regions

The information obtained through this process must be
filtered to preserve only the true features. The differ-
ent types of false features as shown in figure 6 could
be introduced during feature detection including spike,
bridge, hole, break, spur, ladder, and misclassified bor-
der areas. These false minutiae are screened/filtered out
as explained above.

5 Minutiae Matching Criterion

Suppose ’T’ represents the template and ’I’ represent the
input fingerprint with location (x, y), orientation θ and
type t:

T = (m1,m2, .......mm) mi = (xi, yi, θi, ti)

i = 1,2,.....m (7)

I = (n1, n2, .......nn) ni = (xj , yj , θj , tj)

j = 1,2,.....n (8)

where ’m’ and ’n’ are numbers of minutiae in ’T’ and ’I’
respectively. Now a minutia is considered matched with
another minutia if the spatial distance Ds (equation 9)
between them is equal or smaller that a given threshold
d0 and direction difference θd (equation 10) is equal or
smaller than a given threshold θ0 [5, 14, 15].

Ds(nj , mi) =
√
(xj − xi)2 + (yj − yi)2 ≤ d0 (9)



θs(nj , mi) = min(|θj − θi| , 3600 − |θj − θi|) ≤ θ0
(10)

In order to maximize the number of minutiae matching
’T’ and ’I’, must be aligned. However, correct alignment
requires displacement in x, y and in rotation θ to be re-
covered. Another factor which is significant would be the
scale in case the finger prints are obtained at different
resolutions. Tolerating a higher number of transforma-
tions results in additional degrees of freedom to the fin-
ger print matcher, therefore, this issue has to be carefully
evaluated as each degree of freedom bring whole set of
possible alignments and may result in false matching. In
our studies however, we are not investigating this aspect
of the subject.

Figure 6: Types of False Minutiae

6 Prime-Feature-Based Identification

As it has already been pointed out that we are consid-
ering a prime-feature-based matching process in contrast
to a typical minutiae matching based technique. In order
to implement this algorithm we have constructed a hier-
archical feature vector comprising of minutiae as shown
below: ⎡

⎢⎢⎣
Island

Bifurcation
Short

RidgeEnding

⎤
⎥⎥⎦ (11)

The prime-feature-based technique implemented here fo-
cuses on the most important minutiae first which in our
case is an island followed by others based on their impor-
tance. This hierarchy is based on their structure. The
sum of this vector is a scalar number providing the num-
ber of minutiae in a given image, this number is used as
an index to the dataset [16, 17]. This indexing helps in
making a selective dataset for the prime-based-matching
process. Each feature minutiae has two parameters:

1. Distance to its nearest neighbor minutiae.

2. Angular displacement.

Now the algorithm starts from the top most prime fea-
ture which is an island and probe into the dataset and

selects all those fingerprints having equal number of that
particular feature. In case if the top most prime feature
is not present meaning zero, it goes to the next and so
on. Once it finds those fingerprint images it then used
the scalar number (total sum of the vector) as an index
to selects only those images which has the sum equal to
that number. Now the algorithm starts its reference at
the center of the images and scans forward or backwards
to select the nearest top most prime feature in the image.
After locating the top most prime feature it calculates the
two parameters. After that it compares these referenced
parameters with the fingerprint images of the dataset and
the process continues till a match is declared.

7 Results & Conclusions

The complete system is implemented on a PC-104 Based
Real Time System with a portable fingerprint scanner.
We constructed and implemented a reasonable dataset
(more than 500 + fingerprint images) to test our prime-
feature algorithm. We constructed the following graph
figure 7 to show false rate in terms of each prime-feature
score, the graph presents the average taken over 1000
comparisons. It can be seen (solid blue line) that those
fingerprint images containing island gives the best result
as it would be expected due to the uniqueness of its struc-
ture. Also, as the structure of minutiae becomes more
lose meaning not very unique its efficiency decreases.
This also verifies that our approach in creating the hi-
erarchical vector for prime-features is a novel approach,
which not only provides an efficient matching technique
but also makes indexing to get a selective dataset and
hence efficient in faster processing (less number of finger-
print images). The graph also shows the typical matching
process false rate (dotted red line) without the prime-
feature technique, it can be seen that the false rate does
not changes as it would be expected but it is higher than
compared with our technique of prime-feature.

We also compared the timing results of our prime-
feature-based algorithm with a typical minutiae
matching technique. It can be seen from figure 8 that
the processing time is much higher for the typical
case (Dashed green line) as compared to our technique
(Solid blue line). In this study we have introduced a
new prime-feature-based hierarchical technique. The
results show that approximately 15% improvement in
matching is achieved whereas processing time because
of the indexing shows higher improvement. However,
these particular results were conducted both on the
dataset and query images taken by the same fingerprint
scanner. In future we would like to extend our technique
with a larger dataset and without the same fingerprint
scanner, meaning dataset including images from other
sources paper scanned etc. Also we would like to make
investigation with partial fingerprint images.



Figure 7: False Rate Comparison

Figure 8: Processing Time Comparison
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