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Abstract—Recently, due to the rapid spread of wireless de-
vices such as cell phones, mobile social networks have attracted
considerable attention. In the mobile social networks, privacy
issues have to be addressed and messages have to be transmitted
effectively. In this paper, in order to resolve both the issues
for the mobile social networks, we propose a reliable message
transmission method. In our proposed method, each user clas-
sifies other users into two groups; reliable group and unreliable
group. This classification is performed based on the number of
times each user is selected as a destination user by a source user.
Based on this classification, all messages are forwarded to users
in the reliable group. This can improve the reliability of message
transmission. Moreover, this method utilizes the number of
times a user encountered other users. This can decrease the
number of hops for the message transmission, resulting in the
efficient message transmission. We evaluate the performance of
our proposed method with simulation. In numerical examples,
we compare the performance of our proposed method with
those of other methods. Numerical examples show that our
proposed method can transmit messages reliably and effectively.

Index Terms—Mobile social networks, Reliability, User

grouping, Message transmission, Performance evaluation

I. INTRODUCTION

OCIAL networks are one of the latest and most inter-

esting revolutions in network technology. In the social
networks, users with common interests can connect each
other and exchange information [1]. Currently, several kinds
of applications such as Facebook, Twitter, MySpace, and
LinkedIn have been utilized worldwide. Moreover, due to
the rapid spread of wireless devices such as cell phones,
mobile social networks have attracted considerable attention
recently. Mobile social networks are social networks that
can be utilized in mobile environments [2], and mobile
social network services have gained popularity among users
nowadays [3].

In vehicle environments, [1] has considered an innovative
solution for providing mobile social network services. In the
solution, IMS (IP multimedia subsystem) and M2M (machine
to machine capabilities) have been utilized. In [3], authors
have proposed and implemented a new application called
CenceMe. In this application, the presence of individuals is
inferred by using a mobile phone, and the information about
the inference is shared through social networking applica-
tions such as Facebook and MySpace. The implementation
of this application has been discussed for the Nokia N95
mobile phone. Moreover, in [4], an opened mobile social
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networking system has been proposed for university students
and faculties in a university campus. For the campus mobile
social networks, some future applications have also been
discussed.

Here, in mobile social networks, a connectivity between
two mobile devices (users) can be obtained only when
one device gets into the transmission range of the other
device. Moreover, each user does not know the state of
the whole networks and have little information about the
state of the partitioned network [5]. Due to such intermittent
connectivity and lack of continuous end-to-end path [6], in
mobile social networks, a message routing is one of the
challenging problems. Hence, a lot of methods have been
studied and proposed in the literature [2], [5], [7], [8].

In addition, for future mobile social networks, privacy is-
sues have to be addressed [9]. Some studies have considered
the privacy issues of location disclosure and guidelines on
protecting privacy [10], [11], [12]. For the mobile networks,
the utilization of security key management has been proposed
to restrict user’s access [12]. However, the key distribution
and management are not easy in mobile social network en-
vironments [13]. Therefore, a reliable message transmission
should be performed for the mobile social networks without
the security key management.

In this paper, we propose a reliable message transmission
in mobile social networks. In our proposed method, a source
user classifies other users into two groups; reliable group
and unreliable group. This classification is performed by
the source user based on the number of times each user is
selected as a destination user. Based on this classification,
all messages are forwarded to users in the reliable group.
This can enhance the reliability of message transmission.
Moreover, this method utilizes the number of times an user
encountered other users. This can decrease the number of
hops for the message transmission, resulting in the efficient
message transmission. The performance of our proposed
method is evaluated with simulation. In numerical examples,
we compare the performance of our proposed method with
that of other methods.

The organization of this paper is as follows. Section 1l
describes some routing methods for mobile social networks
as related work. In Sect. Ill, we explain our proposed
reliable message transmission in detail, and Sect. 1V denotes
numerical results. Finally, conclusions and future work are
denoted in Sect. V.

Il. RELATED WORK

In this section, we explain two message routing methods
for mobile social networks as related work.
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Fig. 1. Encounter history among users 4, j, and k.

A. Epidemic Routing

In order to resolve intermittent connectivity, [7] has pro-
posed a flooding-based routing called Epidemic routing. In
the epidemic routing, a message is copied in each user before
the user transmits it to other users. Then, the message is
transmitted from the user to all users that are within a
transmission range. Therefore, a destination user can receive
its corresponding message with a high probability. On the
other hand, in this routing, the number of hops becomes
large and many users tend to have the same message. As a
result, this routing is inefficient due to redundant message
transmission.

B. Friendship Routing

In [2], authors have proposed a routing method called
Friendship routing in order to transmit a message from a
source user to a destination user effectively. In this method,
the source user utilizes the information about the frequency
of encountering other users.

Now, f;;(t) denotes the remaining time at time ¢ until user
i encounters user j. Moreover, let g;;(t) be the remaining
time at time ¢ until user j encounters user k after user ¢
encounters the user j. Figure 1 shows an example of f;;(t)
and g;x;(t). With fi;(t) and g;x;(t), two indexes SPM;;
and C'SPMjy,; are derived from the following equations:

T
SPM;; = M @
T
€SPy, — dzodni®) ) @

From these indexes, the user ¢ determines whether it forwards
a message to the user j when the user k is its destination user.
By using this routing method, messages can be transmitted
to those destination users effectively.

I1l. PROPOSED METHOD

In this section, we propose a reliable message transmission
in mobile social networks. Our proposed method does not
utilize security key management due to its complexity. Our
proposed method consists of three parts: user grouping,
encounter counting, and transmission algorithm. In the fol-
lowing subsections, we explain each part in detail.

A. User grouping

In our proposed method, each source user classifies other
users into two groups; reliable group and unreliable group.
Throughout this paper, we assume that a source user has
strong relationship with a destination user and that such a
destination user is reliable for the source user. Therefore, in
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Fig. 3.  Number of encounters among users ¢, 7, and k.

this case, the reliability between two users can be considered
for the message transmission with the above classification.

Now, let M be the number of users in a mobile social
network and let N (¢) be the number of messages that have
been generated before time ¢ by user ¢« (¢ = 1,---, M).
Moreover, let N;(t) denote the number of messages whose
destination user is j. In this case, Z;Vil N;(t) = N(t) is
satisfied.

Here, the user i ranks M — 1 users based on the number
N;(t) of times the user j is selected as the destination user.
Let r;(t) (j = 1,---,M,j # i) be rank of user j at time
t for source user i. The rank r;(t) of the user j and the
rank r(¢) of the user & are determined from the following
inequalities:

i (t) < ri(t),
i (t) > ri(t),
i (t) = r(t),

The user ¢ arranges M — 1 users in descending order of the
rank, and Fig. 2 shows an example of the user’s ranking.

With the ranks, the user ¢ classifies those users into the
reliable group and the unreliable group according to the
following rule:

Rule: A user whose rank is smaller than K (K =
1,---,M — 1) is included in the reliable group.
Otherwise, the user is included in the unreliable
group.

Figure 2 also shows how users are grouped according to this
rule. In Fig. 2, K is set to 2. Note that the user’s ranking
changes dynamically.

if N;(t) < Ng(t),
if N;(t) > Ni(t), ()
otherwise.

B. Encounter counting

In our proposed method, an user estimates the frequency
of encountering each user. This estimation is utilized to avoid
redundant message transmission. As shown in Sect. 1I-B,
the friendship routing utilizes two indexes called SPM and
CSPM to estimate the frequency of encounter. These indexes
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Fig. 4. Proposed message transmission algorithm.

are derived based on the remaining time until the next
encounter. However, this estimation is somewhat difficult
because the user has to store the remaining time for each
user.

In our proposed method, on the other hand, each user
counts the number of encounters for other users. Here, let
E,;(t) denote the number of encounters between user i and
J until time ¢. Figure 3 shows an example among users 1, j,
and k. Moreover, as is the case with [2], an user exchanges
the information about the number of encounters with other
users.

C. Transmission algorithm

Finally, we explain our proposed message transmission
algorithm.

In our proposed method, in order to keep the reliability,
a source user forwards the information about reliable group
along with its corresponding message to an intermediate user.
The intermediate user also forwards both the message and
the information to the next user. When the destination user
is k, user 4 determines whether the message is forwarded to
user j according to the following algorithm (see Fig. 4).

1) If user j is the destination user &, user ¢ forwards the
message to the user j. Otherwise, go to step 2.

2) The user ¢ checks whether the user j is included in the
reliable group or not. If the user j is included in the
reliable group, go to step 3. Otherwise, go to step 4.

3) The user i compares E;(t) with E;;(t). When E;(t)
is larger than E;(t), the user 7 forwards the message
to the user j. Otherwise, go to step 4.

4) The user i does not forward the message to the user j.

Figure 5 shows an example of our proposed transmission
algorithm. As shown in this figure, a message is forwarded
to users in the reliable group except for the destination user.

As shown in the previous subsections, the user’s ranking
changes dynamically. Therefore, the determination about the
message transmission for each user also changes dynami-
cally.

IV. NUMERICAL EXAMPLES

In this section, we evaluate the performance of our pro-
posed method with simulation. In this simulation, the number
of users is M, and the M users move within a square
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Fig. 5. An example of message transmission with our proposed transmis-
sion algorithm.

whose size is 1000 x 1000. The initial position of each
user is randomly selected and the direction of movement is
also randomly selected. Moreover, the speed of movement is
selected randomly from a uniform distribution [0, 3.0]. The
direction of movement of a user is randomly selected again
just before the user cuts across the square. In this case, the
speed of movement does not change. We assume that the
transmission range of each user is 20 and each message can
be forwarded to users within the transmission range.

Here, a message is generated for user i (: = 1,---, M)
per 50 unit time and user j is selected as the destination
user of the message with probability p;;. In the following,
pi; follows a zipf distribution as follows:

/G —i)*

1 )
b 25\14:1 1/n®
where f(j—i) = j—i when 4 is smaller than j and otherwise,
f(j—1i) = M —i+j. The generated message is disappeared
after 5000 unit time.

Moreover, we assume that a message that is generated by
user ¢ is fabricated by user j with probability ¢;; = p;;. That
is, a message is fabricated by a user with a high probability
g when the user is selected as a destination user with a low
probability p;;.

In the above situation, we evaluate the performance of our
proposed method, the epidemic routing, and the friendship
routing. For the performance comparison, we calculate three
performance metrics; delivery ratio, transmission efficiency,
and fabricated ratio. Those metrics are calculated as follows:

Delivery ratio
_ Number of messages delivered to destination user

- , (4
Number of transmitted messages @
Transmission efficiency
B Delivery ratio 5)
~ Number of transmission hops’
. . Number of fabricated messages
Fabricated ratio = - g . (6)
Number of transmitted messages
IMECS 2014
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Fig. 6. Performance of each method when probability p;; changes.
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(b) A case where s is equal to 1.1.

A. Impact of probability p;;

First, we investigate the impact of probability p;; with
which user j is selected as a destination user by user i.
Figures 6(a) and (b) show the performance of each method
when p;; changes from 0.034451 to 0.034568 (s = 0.001)

and p;; changes from 0.007126 to 0.28938 (s

respectively. Here, the number M of users is equal to 30. For
our proposed methods, K is equal to 10. We also evaluate the
performance of our proposed method without the encounter
counting process shown in subsection I11-B. This result is

denoted as Proposed w/o EC.

From these figures, we find that the delivery ratio for
the epidemic routing is the highest. This is because for
this method a message is forwarded to all users within the
transmission range. However, in the epidemic routing, the
number of hops becomes large. Therefore, the transmission
efficiency is the smallest. By using the friendship routing, the
transmission efficiency is increased significantly by reducing

the number of hops, as expected.

On the other hand, for our proposed method, the trans-
mission efficiency is larger than that for the friendship
routing. This is because messages are forwarded to users
in the reliable group and the number of hops is much small.
Moreover, we find that the encounter counting process is ef-
fective to improve the transmission efficiency regardless of its
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Fig. 7. Performance of each method vs. parameter K.

simpleness. Moreover, the fabricated ratio for our proposed
method is much smaller that for than other methods. This
represents that our proposed method can transmit message
reliably, as expected.

B. Impact of parameters K

Next, we investigate the impact of setting parameter K on
the performance of our proposed method. Here, M is equal

to 30.

Figures. 7(a) and (b) show the transmission efficiency and
the fabricated ratio against K, respectively. Note that the
results for the epidemic routing and the friendship routing do
not change because these methods do not utilize the param-
eter K. From both the figures, we find that the transmission
efficiency and the fabricated ratio of our proposed method
decreases and increases as the parameter K increases, re-
spectively. This is because the number of users in the reliable
group becomes large. Our proposed method is more effective
than other methods regardless of K. From the above results,
our proposed method can increase the transmission efficiency
and decrease the fabricated ratio significantly by changing K.

C. Impact of number of users

Finally, we evaluate the performance of each method when
the number M of users changes. In the following, K is set

to 10.
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V. CONCLUSIONS AND FUTURE WORK

In this paper, we proposed a reliable message transmission
for mobile social networks. In our proposed method, users
are classified into two groups and messages are forwarded
to users in the reliable group. Moreover, the number of
encounters for each user is counted, and this information
is utilized to transmit messages effectively. For this method,
we also considered a transmission algorithm. We evaluated
with simulation the performance of our proposed method
with a grouping rule. Numerical examples have shown that
our proposed method is effective to avoid the fabrication
of message, enhancing the reliability. Moreover, we found
that the transmission efficiency is not degraded by using
our proposed method. For our future work, we will extend
this proposed method so that the other information such as
community can be included.
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