
 

 
 

Abstract—In this age of technology, authentication has become 
a burning issue. Demand for new ways to authenticate people are 
increasing everyday. The technological boom in mobile industry 
has also opened new playing fields. This creates opportunities to 
implement authentication models that utilize mobile technology. 
To be more robust and reliable, we have implemented a multi 
factor biometric authentication system that utilizes mobile plat-
form. This model can easily be implemented with existing single or 
multi factor authentication model which will enable a more 
sophisticated and dependable authentication for day-to-day use. 
 
 

Index Terms— Authentication, Smart Phone, Signature, Bio 
metric. 
 

I. INTRODUCTION 

 UTHENTICATION is the process of proving  or  verifying  
ones identity. It can be categorized in three types : 

something we know, like passwords; something we have, like 
bus tickets or tokens; and, something we are, like our face, 
voice, signatures,  etc. The third type is also known as 
Biometric. Together, these types are known as three factors of 
authentication1. 

In this paper, we are proposing an authentication approach 
which combines these different types of authentication to 
achieve a robust system. It leverages smart phone to capture 
users signature along with other credentials like username and 
password to authenticate the user. 

The solution is a simple client-server based model. The 
client (mobile) application captures the users data and the 
server application verifies the data. 

II.   RELATED WORKS 

A simple form of biometric authentication that is done using  
Mobile devices is secret path authentication [1]. This type of 
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1There’s also a fourth type that is gaining foothold nowadays which is some 

place where we are. This is based on our location and typically uses GPS 
(global positioning system). 

 

authentication is now very common in mobile devices and is 
used to authenticate mobile device users. Signature based 
authentication can be considered as a more advance form of this 
type of authentication where user uses their own signature as 
the secret path. 

Though  the  boom  in smart phone  market  is  more  recent,  
other hand-held devices like PDAs became prolific long ago. 
Many works have already been done on authentication systems 
that employ PDAs [2]. Most of these works use feature-based 
signature verification to authenticate identity [3] [4] [5]. 
Feature-based systems model the signature as a holistic 
multidimensional vector composed of global features. These 
multidimensional vector samples are then processed through a 
Neural Network to train the authentication system. Another 
system of verification is function-based system. This system 
extracts time function from the signature (pen/stylus 
coordinates, pressure, etc.) and perform signature matching via 
elastic or statistical techniques like Dynamic Time Warping 
(DTW) [6] or Hidden Markov Models (HMM) [7]. 

Considering  this, our  approach to the mobile based online- 
signature authentication can be considered unique. It is a 
function-based system that extracts time function from the 
signature and uses them to create a string representation of the 
biometric signature. By using well known string comparison 
algorithm, the system verifies the signature. 
 

III. METHODOLOGY & IMPLEMENTATION 
 
To test our approach, we have collected maximum of 20 

sample signatures from different subjects using a Smartphone 
with pen. However, we were only able to collect maximum of 
20 samples for 8 subjects. Therefore, all calculation detailed in 
this paper are based on the 160 samples. 

To verify the generated strings, we used the Approximate 
String Matching algorithms - Lavenshtein Distance, 
Damerau-Lavenshtein Distance, and Sift3 [8]. 
 
 
A. Data Processing 
 

The signature data which we collected were text files with X 
and Y coordinate information. Since user can orient the device 
in any way they want, the raw samples inherit differences that 
needed to be taken care of before generating the strings. Figure 
1(a) shows the JPEG version of one original signature and 
figure 1(b) shows the plot of the X and Y coordinates. 

The first step is to scale the data to a fixed range of X and Y 
value. We scaled the data to X range of 0 to 1 and Y range of 0 
to 1. Figure 1(c) shows the same sample plotted after scaling. 

From the plotted figures, the sign is upside down. This is 
because the X-Y plane for most display units (including mobile 
devices) are flipped over the X-axis. 
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Fig. 1. Plotting Different Stages of Data Processing 
 
 
Next, we reflected the points to make the sign straight. Figure 
1(d) shows the sign after reflection. 

We then translated the sign so the first point lied on (0,0). 
This helps generating the string because the origin of all 
samples become the same. Figure 1(e) shows the plotted sign 
after translation. 

Finally, we rotated the sign to make every sample rotational 
invariant. Figure 1(f) shows the sample after we rotated it using 
the line that passes through (0,0) and the center of mass point. 
However, rotating the signs didn’t help out as much as 
expected. Therefore, we removed rotational variance at the end 
by changing out string generating algorithm. 
 
B. Methods of String Generation 
 

To generate string from signatures, we needed to fashion 
algorithms of our own which could take the raw signature data 
and produced a string. We then used approximate string 
matching algorithms to calculate the similarity of the string. 

We put together multiple algorithms which could produce a 
string from the raw signature data. For each new algorithm, we 
eliminated some of the short falls of the old ones. We named 
the algorithms to the way they work. 
    1) Frequency String Method: For this method, we divided 
the XY plane into 10 x 10 grid and started counting the points 
from (0,0). For each grid cell, the algorithm counts the number 
of X and the number of Y that falls into the grid. Therefore, the 
algorithm basically counts the frequency of X and Y in the 
signature for each grid. To illustrate how the algorithm works, 
consider figure 2(a) and table I. 

 
 
 

TABLE I :FREQUENCY STRING GENERATION STEPS 

 
Point No x-counter y-counter  string

4 4 4  X4

7 3 7  X4Y7

10 6 3  X4Y7X6

13 3 6  X4Y7X6Y6

14 4 1  X4Y7X6Y6X4Y1

 
 
Each time the counter is reset, the previous value is appended 
to the generated string. 
 

 
 

Fig. 2. Calculating Frequency String 

 
2) Angle String Method: The Angle String method uses the 
angles that are made by the line of two consecutive points of a 
signature path and the x-axis. Figure 2(b) shows two such 
angles.  This information is appended to the string along with 
the type of the point. Currently mobile devices2 can capture 
three types of points. The points that are registered by the 
device when the pen is hovering over the screen, the first point 
registered when the pen touches the screen after hovering and 
the consecutive point that is registered when the pen is touching 
the screen. The types are hover, move and line. 

An example of the string that this method generate is 
“H45M45L3L20”. Here the letters ‘H’, ‘M’, and ‘L’ represents 
the type of the point. i.e. hover, move, and line respectively. 
“H45” means that the current point is of type hover and the line 
through this point and the point after it creates a 45 degree angle 
with the x-axis. Just like the previous method this method 
iterates through all the signature path points and generates the 
string accordingly. 
 
2This information is verified only for Android OS based mobile devices 
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3) Side Angle String Method: Just like Angle  String  method, 
Side Angle String method works with angles and point type. 
However, the angle this method works with is the external 
angle made by the triangle of three consecutive points on the 
signature path. If the current point is n, then the angle that 
would  be  associated  with  it  is  the  supplementary  angle  to  
Ln(n + 1)(n + 2). Such an angle is shown in figure 2(c). 

The point 1 to 5 are points that has been registered by the 
mobile device. The method iterates through these points and 
calculates the side angle string. According to the figure 
mentioned just now, when the method is at point 2, it calculates 
the point that is supplementary to the angle L123 or the external 
angle of the triangle Δ123 created at point 2 which lies on the 
line that goes through point 1 and point 2. An example of the 
string that this method generate is “H45M45L3L20”. 

If signature is considered as a path, then Side Angle method 
calculates how much the next point deviates from the current 
path. If the sign was a straight line, then the deviation will 
always be zero. One drawback of this method is that it only 
calculates the value of deviation. It does not state which way 
from the original path did the deviation occurred. 

To capture or calculate this, a modified version of Side 
Angle method is constructed. This method is named Rotation 
Invariant Side Angle String Method. The method is called 
rotation invariant because rotating the points will not affect the 
outcome of this method. It considers the sign as a path which 
starts at the first registered point and ends at the last registered 
point. It takes three points A,B, and C, where B is the current 
point, A is the previous point, and C is the next point in the path 
and then calculates whether the path turns left or right at point 
B. Consider the figure 2(d). If we draw a line from point A to 
point B, then this method calculates which side of the line AB 
point C is on. 

To calculate the side of the point C, this method uses the 
equation 1. 

    xxyyxx ACyAByACABR  (1) 

 
If R is zero, then C lies on the same line. If R is negative, C lies 
on the right side, and for positive R, C lies on the left side. 

Calculation of the deviation is done using equation 2. This 
gives the value of the angle LABC (figure 2(d)). The deviation 
angle is 180 -LABC. 
 

   





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2
cos

222
1

                           

(2) 

 
Here, ab is Euclidean distance of A and B, bc is Euclidean 
distance of B and C, and ac is Euclidean distance of A and C. 

When generating sign string, the modified version also 
considers the direction of the path. The method first appends 
the current points type to the string, then the direction of the 
next point, and finally the deviation angle. An example of the 
generated string is “HL4OMR35LLI”. 

Since modern smart phones have high resolution screen, they 
can register lot of points during the capturing of sign. 
Therefore, the string generated for signs using any of the 
methods presented above becomes very large. Comparing the 
edit distance of such large strings is very costly. Hence we 

further modified the Rotation Invariant Side Angle String. In 
this version, we reduced the number of points in the signature 
path by method of quantization and then generated the string 
using Rotation Invariant Side Angle String. We named this 
version Reduced Rotation Invariant Side Angle String. 
Compared to the other strings, the strings generated from this 
are much smaller in length which reduces the cost of running 
the string comparison. 
 
  C. Authentication 
 

We generated string of each sample for every subject. After 
then, we calculated the edit distance for each subject. That is, 
we compared every sign of on subject with each other and 
found out the average edit distance of the samples. For a 
signature of this person to be authentic, it has to have a score 
which is close to the average score of the sample signatures. It 
means that we need a minimum and maximum score for each 
subject. To calculate the minimum and maximum value, we 
first calculated the mean value λ. We then calculated the 
standard deviation δ. So the minimum value is λ- δ and the 
maximum value is λ + δ. Figure 3 shows a bar graph of the 
minimum and maximum score for each subjects reference 
signature. 

 
Fig. 3. Minimum and Maximum Scores of Sample 

 

IV. PERFORMANCE  

 
A. Algorithm Performance 
 

We have scored the biometric references or sample signa-
tures using all the string comparison algorithms mentioned in 
section III. During the scoring process, we also recorded the 
time taken by each algorithm to complete the total scoring 
process. Our sample had total 8 sets of reference signature 
strings with each containing 20 signature strings. Each string 
was compared with the other 19 string of it’s respective set. For 
each run, the system did 20C2 * 8 or 1520 comparisons. Table II 
shows the amount of time taken to perform 1520 comparisons 
for each algorithm. 
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TABLE II :TIME TAKEN FOR 1520 STRING COMPARISON 
 

Algorithm  Comparison Time  (Seconds) 

Lavenshtein  23 

Damerau-Lavenshtein  20 

Sift3  3 
 

Among the three algorithms, Sift3 is the fastest. In fact, this 
algorithm is a lot  faster  than  the  other  two. Performance  of 
Lavenshtein and Damerau-Lavenshtein are pretty close to each 
other. 

V. RESULT & ANALYSIS 

In section III-C we have already discussed how the minimum 
and maximum scores are calculated. 

To calculate the correctness of the system, we asked the 
subject to give 5 signatures consecutively for verification. 
When a user gives a signature for verification, MSign 
application generates the string from the raw data and sends it 
to the server for verification directly. Table III shows the 
accuracy of those 5 signatures for each subject along with 
minimum score and maximum score. 
 
TABLE III :ACCURACY OF VERIFICATION 
 

Sub. No  Min-Score  Max-Score  Accuracy
1  231  281  0% 

2  166  205  0%

3  274  361  0%

4  316  387  0% 

5  306  387  0% 

6  319  387  20%

7  344  424  0% 

8  290  389  0% 
 

 

The above results show that the accuracy of the system is 
very poor. The overall accuracy is about 2.5%. This means that 
our system is too conservative. To increase accuracy, we need 
to make the system less conservative. To do so, we need to 
increase the min-max score band. We did it by doubling the 
value of standard deviation δ. The min and max score formula 
becomes λ- 2δ and λ+ 2δ respectively. 

When we calculated the accuracy of the system for 2-sigma, 
it was much higher. Table IV shows the accuracy for each 
subject. 
 
TABLE IV:  ACCURACY OF VERIFICATION 
 

Sub. No  Min-Score  Max-Score  Accuracy
1  207  306  0% 

2  147  224  100% 

3  230  404  0%

4  281  422  80% 

5  266  427  80% 

6  290  408  80%

7  304  463  0%

8  242  438  20% 

 
For 2-sigma calculation, the overall accuracy of the system 

became 45%. If we go to 3-sigma, the accuracy of the system 
becomes 100%. Figure 4 shows how accuracy increases if the 
value of sigma increases. When sigma reaches 3, accuracy 

becomes almost 100%. 
 

 
 

Fig. 4. Sigma vs. Accuracy Curve 

VI.  CONCLUSION & FUTURE WORKS 

Our mobile based authentication system can be considered as 
a complete solution for multi-factor authentication. However, 
the accuracy of the system is still in rudimentary stage. In 
future, we would like to work on increasing the systems 
accuracy so that it can perform at its best even in 1-sigma range. 
To increase the accuracy, we can include more features in the 
biometric reference string. We can even look into creating a 
new method for generating the strings. The string matching 
algorithm is another area that can be explored. By investigating 
other string algorithms, we may find one that can outperform 
the edit distance algorithms which we have used in our system. 
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