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Abstract— Cloud computing is a dynamic paradigm based 

on sound technology aimed at supporting IT users in essential 

computing task. Cloud providers offer services that can be 

used to carry out common task that is accessible online 

anywhere. Nevertheless, they come with some major 

challenges. The most common is that of security, which has 

made identity management necessary thereby compelling the 

Cloud service providers to ensure that users are properly 

authenticated. This paper presents the state of the art from 

some literature available on cloud identity management. The 

study was executed by means of review of some literature 

available on cloud identity management to examine the present 

trends towards providing a guide for future research in cloud 

computing. 

 
Index Terms—Cloud-computing; Identity management; 

Single Sign-On; Two/Multi Factor Authentication. 

I. INTRODUCTION 

LOUD computing is defined as a model that enables 

convenient, ubiquitous and on-demand network 

access to a shared pool of configurable computing resources 

(e.g., servers, applications, storage, and services) that can be 

quickly allocated and/or deallocated with minimal 

management effort” [1]. Cloud computing is set to became 

the main focus of all activities around IT utilization. Cloud 

computing has the primary component to assist an enterprise 

and even SMBs to succeed in their IT endeavors. Cloud 

computing provide scalable, elastic, on demand services via 

the Internet to cloud users. The cloud utilizes the concepts 

of virtualization and multi–tenancy to deliver metered 

services to consumers through cloud service providers 

(CSPs). Cloud services are provided at three levels of 

abstraction. The Software-as-a-Service (SaaS), Platform-as-

a-Service (PaaS) and Infrastructure-as-a-Service (IaaS) [2]. 

In SaaS, services and applications are delivered over the 

Internet and accessed using a web browser by the users. The 

cloud service provider ensures the deployment and 

maintenance of the applications, the operating system and 

other cloud services [3]. In PaaS, the service provider offers 

a platform for users to create and deploy applications. The 

implication of this is that the user has little or no control 

over the operating system and other cloud resources but 
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manages and runs an application on the virtual resources 

provided by the service  

 

provider [3]. IaaS provides the cloud environment to the 

users in order for them to utilize the processing capability, 

storage and bandwidth, making it possible for them to run 

an operating system on a virtual machine of the cloud 

provider [4]. 

Cloud computing has four deployment models that 

describes the scope of service offered to the cloud 

customers. They are the private, public, community and 

hybrid clouds. Private clouds are usually owned and hosted 

by an organization. The infrastructure may be on premise or 

off premise, but it is secure because users belong to that 

organization [5]. Public clouds involve cloud providers that 

offer services to customers over the Internet. They own and 

control massive data centers and other infrastructure, 

sometimes spread over different geographical locations. 

Security and privacy is a concern on public clouds. 

Community cloud is owned by several organization with 

shared common interest. The infrastructure is shared among 

the organization based on agreed policies. Hybrid clouds is 

a combination of either private, public, or community 

clouds. The entities are unique but managed by a single unit 

[3]. 

 Digital identity allows an entity to be represented in 

some forms of information that makes the entity 

recognizable within a particular framework [4]. Identity 

management (IDM) is a collection of related policies that 

allows the administration, maintenance, management, 

information exchange, discovery and authentication process 

used to identify an information with a view to ensuring 

overall security. [4]. Information can be accessed at 

anyplace and anytime over the Internet using cloud services. 

Therefore, there is the need to have an identity management 

scheme to verify a valid user and offer services based on 

such valid authentication credentials. An identity 

management process aims to secure the user and other 

processes in terms of private and sensitive information. 

Every enterprise is expected to restrict access to computing 

resources and sensitive information [6]. Cloud identity 

management systems are distinct from traditional methods 

because of unique characteristics of the cloud such as access 

control, scalability, virtualization, provisioning   and multi-

tenancy while allowing some important functions such as 

access rights, authentication and authorization to be given 

the deserved attention on the cloud [7].  

A cloud IDM must secure virtual devices, dynamic 

machines and control points among others [8]. Certainly, 

traditional IDMs that simply manages users and services is a 
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fairly static manner cannot be suitable for cloud purposes. 

For example, it is critical to inform the IDM when a service 

has been terminated or a machine de-provisioned so that it 

can revoke future access [9]. IDM is expected to store 

details of such inactive processes until they become active 

again. Therefore, access management to the data of such 

devices becomes critical and must be in line with the service 

level agreement [8]. Again, normal IDM cannot be utilized 

on the cloud because of the unique nature of cloud 

operations and infrastructure. The purpose of this paper is to 

examine cloud computing and identity management system. 

The paper discusses issues in IDM and thereafter highlights 

current IDM trends in industry. The remaining part of the 

paper is organized as follows: Section 2 discusses related 

work. Section 3 examines types of IDM and IDM 

architectures. Section 4 highlights industry IDM trends. 

Section 5 concludes the paper and future work suggested. 

II. RELATED WORK 

 Security in cloud computing: opportunities and 

challenges in [10, 11] proposed a cloud computing 

architectural framework. Security challenges at various 

abstractions of cloud computing were examined. Identity 

management and access control were also examined in some 

details. Cloud computing security issues and challenges:  a 

survey in [3] presented a survey of security issues in terms 

of cloud delivery and deployment modes. It also examined 

identity management in the area of cloud computing. Multi-

tenancy authorization system with federated identity for 

cloud-based environments using shibboleth in [12] proposed 

a framework for identity management using Shibboleth. The 

main focus was to provide identity management to enhance 

authentication and authorization in cloud computing. 

Assessment criteria for cloud identity management systems 

in [7] proposed some criteria for assessing cloud identity 

management system. Identity management system is 

essential for access control; hence a comparative analysis 

will further enhance security on the cloud. Integrated 

Federated Identity Management for Cloud Computing in 

[13] discussed the identity management based on the 

different cloud layers. An integrated federated identity 

management was proposed and implemented. The benefits 

of the model were outlined in the paper. ICEMAN: an 

architecture for secure federated inter-cloud identity 

management in [14] considered the fact that no identity 

management schemes exists at the inter-cloud level. It 

proposed an inter-cloud IDM cloud security. Consolidated 

Identity Management System for secure mobile cloud 

computing in [4] observed that mobile users store personal 

information in an insecure manner on mobile devices. 

Current IDMs for mobile devices have limitations making 

them vulnerable. A consolidated IDM is proposed to 

mitigate the vulnerabilities. Privacy-preserving digital 

identity management for cloud computing in [15] used 

encryption techniques for digital identity management. The 

proposed model allows verification of a user identity on 

multiple clouds. Identity and access management as 

security-as-a-service from clouds in [16] is a great 

enhancement of the identity management system. The 

identity and access management are distinct and it is 

implemented as a service on the cloud. Identity in the cloud 

in [17] discussed the simple cloud identity management, 

which is a recent standard being adopted by cloud services 

providers. This model was developed by the open web 

foundation. A novel virtual identity implementation for 

anonymous communication in cloud environments in [6] 

seeks to further secure the process of identity management 

on the cloud. The approach is to hide the user’s identity by 

authenticating an unknown user in an unknown 

environment. Centralized end-to-end identity and access 

management and ERP systems: A multi-case analysis using 

the Technology Organization Environment framework in 

[18] proposed a model that enhances authentication and 

security both for an organization and the employees. The 

model is implemented and results have significant 

implication on the identity management of users. 

III. FUNCTIONS AND CLASSIFICATIONS OF 

IDENTITY MANAGEMENT SYSTEM 

A. Layers of Identity Management System 

IDM comprises identity of the user used throughout a 

certain period based on software and components used to 

address such a user and this consists of three main type of 

entities, namely the user, identity provider (IdP) and the 

service provider (SP) [4]. The following are the main 

function of IDMs [4] [15]   

 Account Management: The process of providing 

identity within an enterprise is used for the users, 

administrators and developers in terms of provisioning 

and de-provisioning which enables the provisioning of 

users and groups in different systems. 

 Authentications: It is essential to determine who a 

person claims he/she is through the process of 

authentication which allows the user to be identified 

using various methods such as biometrics, login and 

user passwords. 

 Authorization: This is meant to enable various kinds 

of level of access for different parts or operations 

within a computing system. It is the process of 

determining the permissions or rights that users have. 

 Federation: This a process where organizations agree 

to collectively share authentication information based 

on trust. The identity of users is shared beyond the 

confines of an individual organization. Federation 

enables an authentication process on a global scale. 

 Auditing: This is simply an accounting process that 

allows activities to be monitored so that occurrences 

can be traced to particular users when the need arises. 

B. Classification of Identity Managing System 

Cloud IDMs are utilized to represent and recognized 

identities in the digital world. IDMs can be classified into 4 

distinct categories. Namely isolated, centralized, federated 

and anonymous. They are discuses in the subsequent 

paragraphs [7]. 

1) Isolated IDMS 

Isolated IDMs makes use of a single server for the service 

provider and also the identity provider and it manages the 

identity information in storage for the user including user 
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activities. This method is usually adopted by small and 

medium businesses [7]. Before getting service, the user is 

expected to complete the identity process at CSP1 and 

thereafter, CSP1 directs the user’s request to its IDP for 

further attention. After a successful authentication process, a 

response is provided to the user. The IDM does need any 

third-party assistance for credentials and verification in this 

method. On the other hand, the process becomes 

cumbersome with increased services because each service 

must ascertain the credentials of users that have been 

authorized [7]. 

    

2) Centralized Identity Managing System 

Centralized IDMs separates the functions of the service 

providers and identity providers. In this case, management 

and storage of identity data including resources is handled 

by a third party single IdP that is trusted. The process starts 

with the collection of identity data by the IdP from the CSP 

in respect of the users. Thereafter, a cloud user may send an 

authentication request and it is routed to the relevant IdP 

who provide the necessary authentication response as shown 

at [7]. 

     

3) Federated Identity Managing System 

Federated IDMs enables the subscribers from several 

organizations to utilize the same identity data in order to 

obtain access to the networks that exist in group of trusted 

enterprises. The federated management system is enjoying 

wide usage because it eliminates the need for individual 

authentication accounts [19]. The systems enable access 

across several domains to user credentials by external 

parties. The Federated IDM makes it possible to store 

identity information in different locations using the 

distributed storage architecture.  As shown in [7], a user 

may wish to carry out the authentication process through 

CSP1 before getting service. At CSP1, the process 

commences using the push and pull method that enables the 

CSP to access identity credentials stored by multiple service 

providers and IdPs. Although a service provider can 

maintain its own individual database to manage user 

credentials, the CSP must however, link that information 

through the user’s identity during the process of 

authorization and authentication. 

      

4) Anonymous Identity Managing System 

In anonymous IDMs, the user credentials can be kept 

relatively secret from users and providers alike.  This is 

because there is no name associated with the identity 

information making it anonymous [20]. It however essential 

that the anonymity should be sufficiently strong to prevent 

leakage. Such leakage may not be deliberate but could be as 

result of credentials being linked with other information that 

may be published. 

C. Shibboleth 

The OASIS security assertion makeup Language (SAML) 

introduced a system that allows for exchange of security 

information among organizations online. The SAML 

assertions is a portable one that enables trusted utilization 

among applications in different domains for the purpose of 

security [5]. The OASIS SAML framework provides rules 

for using these SAML assertions to request, create and 

communicate [4]. The user has the privilege of having a 

single sign on that is available across multiple domains. 

These organizations belong to the same federation and share 

identity credentials. The Shibboleth has the IdP and SP 

systems. The IdP manages the user authentication and also 

maintains the user credentials [4]. In addition, it is 

responsible for proving user credentials to trusted 

organizations within the federation. Shibboleth has four 

components. 

 Handle Service: This service is responsible for the 

authentication mechanism. In addition, it creates the 

token which is the SAML assertion that takes credentials 

to the users and also enables an organization to select 

appropriate authentication mechanism. 

 Attribute Authority: This component manages the 

service providers request concerns. It handles attributes 

with application of relevant privacy policies. It also 

enables users determine who can access them and 

proving a choice of directory to organizations. 

 Directory Service: This is external to shibboleth and it 

stores users attribute locally. 

 Authentication Mechanism: This mechanism is not 

within shibboleth and allows user authentication with 

the central service using a password/login. SP 

Shibboleth stores the resources required by the user 

for access. It also manages access control based on 

request by the IdP. An SP may comprise various 

applications, but it will be considered a single entity 

by the IdP. The SP Shibboleth has three main services. 

 Assertion Customer Service: This is responsible for 

receiving messages to (SAML) to establish a secure 

environment. 

 Attribute Request: It is responsible for obtaining 

and passing user attribute for the resources manager. 

 Resources Manager: It intercepts request for 

resource and makes decision to central access based 

on user attributes. 

D. Identity Managing System Vulnerabilities. 

The cloud is inherently risky, security-wise and many 

traditional identity and access management do not translate 

well to it [18]. Most organizations use out-of-date password 

policies for example eight character with complexity that do 

little to defend against the methods that hacker use to gain 

access to password. The correct way to defend against 

password guessing is to passphrase [7]. However, even 

those organizations that correctly implement passphrase 

may find it difficult to extend this policy to the cloud since 

many cloud applications enforce a maximum password 

length. 

Password guessing is not the only method hackers will 

use to gain access to accounts, credential theft is usually 

simpler via email phishing, a tactic favored by nation state 

and organized crime attackers. Therefore, cloud IDM 

policies need to reflect this risk and organizations should do 

their best to mitigate this by enforcing multifactor 

authentication on all Internet facing services. To enhance 

cloud IDM, the organization must ensure that the cloud 

IDM policy defends against actual methods hacker use to 
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target user accounts. A centrally controlled robust cloud 

IDM must be in place to cover cloud services, cloud 

applications, outsourced IT, vendors and third parties [21]. 

In addition to provisioning of passwords, enterprises must 

ensure that when employers changes role or leave the 

company, their access is altered or removed. It is also 

important to know who has access and to what applications, 

combined with alerting mechanisms that can report on 

unusual log on activity on cloud servers. 

IV. IDENTITY MANAGEMENT SYSTEM INDUSTRY 

PERSPECTIVE 

A. Identity Access Management-as-a-Service 

Identity Access Management-as-a-Service (IDaaS) is a 

process to ensure secure IDM. IDaaS is useful in the area of 

machine learning, management and other security data. 

Attention is now moving to using IDaaS to secure on 

premise applications. IDaaS will be useful on premise for 

synchronizing user directories, syncing password hashes 

and authentication users to active directory federation 

services. Using IDaaS to control access to on premise 

applications has several benefits. It will allow for the 

consolidation of visibility, control and policies in one place 

[22]. By 2019, 40% of IDaaS implementation will replace 

on-premise IDM implementations [23]. The increased 

utilization of IDaaS is partly due to the difficulty and high 

cost in running and maintaining an IDaaS infrastructure on 

premises. In addition, the ever-expanding utilization of 

other something-as-a-service offerings allows the decision 

to be widely accepted. Also, web and mobile applications 

allows a natural means for the transition from in-house IDM 

to IDaaS. It was also predicted in the eGuide that by 2019, 

use of password and tokens will drop by 55% which is due 

to the introduction of recognition technologies and with 

reduce cost and higher accuracy of biometrics, they are 

offering good opportunities for use continuously in 

authentication. 

B. Involvement of Cyber Security Experts in Identity 

Management System 

IDM involves a lot of tools such as access policy, 

multiple data responsibility, manual process and others. 

User authentication was and is still been dependent on user 

names and password which makes nearly every organization 

vulnerable to credential harvesting, identity theft and cyber-

attacks. [22]. Enterprises will be more open minded to a 

cloud-based control plans and with SaaS offerings for IDM 

such as Okta, Ping, Centrify etc., it can become a better 

alternative in an attempt to seek out solutions to unify tools 

in IDM for cloud-based activities. Username/ password 

authentication has to go because it is a security nightmare 

and it has proven that other replacement methods like smart 

cards or security tokens in the past were too expensive but a 

large support for fido specification and pervasive biometrics 

which are now being built into mobile devices may 

terminate the use of username and password authentications 

which would make IDM skills more valuable and rare. 

C. Enhancing Identity and Access Management 

The IDM provides multiple means of identification and 

authentication like biometric, single sign-on, one-time 

passwords, etc. and more than one of these can be used 

together which provides a more secured and accurate user 

identification when compared to a simple username and 

password. Due to this, if one means of authentication is 

compromised, another means of authentication is there as a 

safe guard [7]. 

 
TABLE I 

POPULAR IDENTIFICATION MANAGEMENT USAGE 
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Based on the analysis, passwords are still being used till 

today but are never used alone because it is a security 

nightmare. This is due to the fact that users still prefer using 

a password as a means of authentication but now passwords 

are used with other authentication means like biometrics, 

tokens etc. Biometric scan has become quite popular but 

hasn’t been fully implemented which is due to the fact that it 

requires a separate hardware like a finger print scanner or 

facial recognition device for it to work. Some of these like a 

fingerprint scanner are now been installed on smartphones 

and some laptops which has helped with the integration. 

Single sign-on (SSO) is an authentication service that allows 

a user to sign into other applications automatically once the 

user logs into their account and a very popular 

implementation of this is Google’s services which is widely 

accepted by the users. 

Two/Multi factor authentication is the use of not just a 

password as a means of authentication but the use of 

multiple means like security questions, one-time passwords 

and others. It is based on what the user knows and what the 

user has as a means of authentication and added security 

which is also widely accepted by users. OAUTH Protocol 

1.0 & 2.0 is an industry-standard protocol for authorization 

that allows users to grant applications or websites 

permission to access their credentials without the need for a 

password and has been implemented in Facebook, Twitter 

etc. Security tokens is a physical device provided by a 

service provider that is used as an added security and 

authentication means to gain access to an electronically 

restricted resource but adds an extra cost due to the device 

itself. Security Assertion Markup Language (SAML) is an 

open standard that is used for sharing security information 

about authentication, authorization, and identity across 

multiple systems while also providing a framework for SSO 

and is a very popular means of authentication in the cloud. 

Open ID Authentication Protocol is an open, 

decentralized, free framework for user-centric digital 

identity which allows a user to use an existing account to 

sign into multiple websites, without the need to create a new 

password which has been very popular with users and also 

service provides because they do not need to pay any 

royalty fees for using the service. One Time Passwords 

(OTPs) is a type of password that is valid for only one use 

and is sent to the user through their email or mobile phone 

which adds an added layer of security. This has become 

widely accepted by users since they do not require any 

special hardware or software to gain access to the service 

and once that password has been used or hasn’t been used in 

the next few minutes, the password becomes useless.  

V. CONCLUSION 

Cloud computing is relevant in providing valuable on-

demand, elastic, scalable and reliable services to customers. 

A lot of effort and investment is saved by user while 

leveraging on applications and infrastructure provided by 

the CSP. Identity and access management is a critical issue 

in cloud computing. A malicious user can exploit can 

exploit the identity access to gain access to user credentials 

and information on the cloud. There are various 

architectures in place to ensure a secured IDMs. A lot of 

effort still need to be put in place to ensure a robust, all-

encompassing IDM for cloud computing.  It is 

recommended that more studies be conducted on cloud IDM 

policies and multifactor authentication on all Internet facing 

services.  
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