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Abstract— In this paper, a new STAKCERT worm
relational model is being developed based on the
evaluation of the STAKCERT worm classification using
the dynamic, static and statistical analysis. A case study
was conducted to evaluate the effectiveness of this
STAKCERT relational model. The case study result
analysis showed that the S main features in the relational
model play an important role in identifying the
vulnerability exploited, the damage caused, the expected
rate of worm propagation, the chronological flows and
the detection avoidance techniques used by the worms. As
such, perhaps this new relational model produced can be
used as the basis for organizations and end users in
detecting worm incidents.

Index Terms—dynamic analysis, relational model, static
analysis and statistical analysis.

I. INTRODUCTION

Living in a cyber world, email is seen as one of the most
important method of communication in our daily life [1]. But
since year 2005, there is a new trend on how users
communicate with each other. From this year and after, social
network sites such as Facebook [2], Myspace,Twitter and
Buzz becomes popular and later become very important in
users’ daily life.

Unfortunately, this kind of media also has been misused and
being targeted by worms such as Myspace XSS worm in 2005
[3], followed by Koobface worm in 2008 [4] and XSS
exploits in 2009 [5]. These worms have succeeded making
their ways due to the vulnerability of these sites. Shepherd [6]
explains that this vulnerability is a form of flaw which later
been exploited to allow unauthorized access, elevation of
privileges and denial of service. These social network sites
are using website as its medium of communication and the
study and survey conducted by nCircle [7] and IBM [8] shows
how worrying these could be. In a survey conducted by IBM
in year 2009, shows that by end of 2009, 69% of these
websites were still not patched [8]. Therefore these
vulnerabilities can be easily exploited by the attacks such as
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cross site scripting attack or SQL injection. In 2008, based on
nCircle survey more than 3000 new web application
vulnerabilities were detected and SQL injection errors was the
main biggest problem for that year [7], where else cross
scripting attack overtook SQL injection in year 2009 [8].
Further discussion on the relationship between vulnerability
and email on how the worms infect end user is detailed under
section IV of this paper.

Further analysis on the day’s vulnerabilities being released
and the worms being created is simplified in Figure 1. In
Figure 1, if in year 2001, it took about 331 days for the Nimda
worm being launched, the numbers of days have now been
reduced tremendously in the succeeding years.
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Figure 1. Days between vulnerabilities being released and
worms created.

Besides using the vulnerability exploits, removable drive
such as USB is another most common way on how the worms
can infect victims. In November 2008, Swabey wrote that
after the attack of AgentBTZ worm, US Department of
Defense had banned the use of the USB unless after it has
been scanned and proved free from any worms [9]. Indeed in
the same month of the year, three London hospitals’ IT
systems went down due to Mytob worm attack which caused
the administrative process to be done manually [10]. Mytob
worm is a mass mailing worm and it spreads via attaching
infected file via email and via network shares. Once executed,
it opens a backdoor in the victim’s machine and blocks access
to the security websites [11]. Furthermore in January 2009, 9
million PCs were infected by Downadup worm or also known
as Conficker worm [12]. This worm spreads by exploiting
Microsoft Windows Server Service vulnerability (MS08 -067)
in victim’s machine [13]. The security incidents listed earlier
are only the tip of an iceberg on how the worms spread and its
implication thereof. Motivated by these factors, this research
has come about.

Initially the researchers for this paper have proposed a
framework called STAKCERT framework which stands for
Starter Kit for Computer Emergency Response Team to solve
the above problems [ 15]. It is targeted that by the end of the
framework, STAKCERT system can be produced to assist
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user or anyone who is responsible in confronting the worm
security incident. This paper is the continuity and explains in
detail the testing result part of the procedures in Phase 1 of the
framework. The objectives of this paper are to evaluate the
relationship between features proposed in the STAKCERT
worm classification by using static, dynamic and statistical
analysis and to produce new STAKCERT worm relational
model. At the same time, the STAKCERT framework
proposed earlier being validated and improved to produce a
better result. The main reason to evaluate the STAKCERT
worm classification relationship is to make sure the features
selected are the best features which latter can be used as input
for other procedures in the STAKCERT framework.

This research paper consists of the following: Section II
contains a discussion on previous work on worm detection
and worm relational framework. Section III discusses the
methodology used and follows by section IV that explains the
findings of the testing result. Section V concludes and
discusses the future work for this paper.

II. PREVIOUS WORK

There are many ways on how worm detection and analysis
can be conducted. Techniques, tools or software such as
Honeynet, Honeymonkey, Sandbox II, static and dynamic
analysis are among the most common ways being used for the
past few years. Each techniques, tools or software used has its
own strengths and drawbacks.

Examples of researches using Honeypot are [16], [17], [18]
and [19]. The concept of the Honeypot is to allow the attacker
to play around then attack the systems that consists of few
machines with different function such as web server and mail
server, which are on purposely being left as vulnerable. But it
only allows the incoming traffic to the Honeypot and
disallows any outgoing traffic from the Honeypot itself. The
constraint of the Honeypot lays on its capability to allow the
incoming traffic only.

Another example of worm detection techniques is known as
HoneyMonkey [20]. It detects and analyses the website that
hosting the malicious code. The HoneyMonkey is definitely
useful in identifying these malicious websites, but it is not
suitable to be implemented in this research. Same goes to
firewall and Intrusion Detection System (IDS), which were
dedicatedly built to detect the worms * attack.

While Sandbox uses the virtual environment approach to
allow worms’ replication [21]. The drawbacks of this
approach are it is incapable to detect worm in data stream and
assuming all worms are executable. Some of the worms would
not execute once it identified that it was under emulation
mode and if this is the case it will lead to false negative in
worm detection.

Ellis presented a framework on a worm relational model
that consists of targeting, vulnerability, visibility and
infectability [22]. It is a well-structured relational model and
the relational model is represented by algebra relational. The
improvement that can be made to this relational model is by
integrating the avoid detection technique which is being
proposed and implemented in STAKCERT worm relational
model. In a paper written by Nazario [23], he proposed a
network worm framework that consists of 6 components
which are reconnaissance capabilities, specific attack
capabilities, a command interface, communication
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capabilities, intelligence capabilities and unused attack
capabilities. The framework considers all aspects in
confronting the worms but the drawbacks of this framework
are that it needs lots of expertise and time consuming as it
goes in detail each suggested strategies. However, it is best if
we can produce a framework as good as his with less reliance
on human and less time consuming.

Based on the gaps found in previous works, this new
relational model produced for this research, which is a part of
the STAKCERT framework can help to resolve those gaps.

III. METHODOLOGY

As mentioned earlier under section I, the relationship between
features selected in STAKCERT worm classification is being
evaluated by using the static, dynamic and static analysis as
displayed with red highlighted line in Fig. 2.

The main features selected for the relationship testing are
infection, propagation, activation, payload and operating
algorithm which can be referred in [ 15]. The lab used for this
testing as per illustrated in Fig. 3. It is a controlled lab
environment. Almost 80% software used in this testing is
open source or free basis. Data is taken from VxHeavens [24].
From 66711 samples taken from the VxHeavens, 5614 were
identified as worms. From this figure, 575 which re presented
0.86% were identified as the host worm which is the scope for
this research. There were 161 variants of worms from the
sample taken.
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Figure 2. Evaluation phase | STAKCERT framework.

The worm analysis techniques used here are the static,
dynamic and statistical analysis. Before loading the worm
specimen into the machine, the researchers make sure that all
preparation and verification have been properly done. When
conducting the analysis, all the processes involved were well
documented. It is useful in understanding how the worms
work so that it can be used for repetitive experiment. The
static and dynamic analysis flow is as per illustrated in Fig. 4.
Once the static and dynamic analyses were done, the
statistical analysis took place. For statistical analysis, the data
set have been categorized based on the main features of the
STAKCERT classification. The results are recorded based on
the worm variant cases. There were 161 variants which
represented 161 cases for statistical analysis. The mode for
each category being analyzed based on the frequencies. SPSS
has been used to conduct this statistical analysis.
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Figure 4. Static and dynamic analysis.

IV. FINDING

A case study was conducted using a sample from VXheavens
[24] with the same architecture showed in Fig. 3, which was
carried out in a controlled lab environment. A static analysis,
dynamic analysis and a statistical analysis had been carried
out and the characteristic of the worm were categorized based
on the STAKCERT worm classification. Details on how these
3 analyses being conducted can be referred under section III
of this paper. The first objective of this case study was to
evaluate the infection, activation, payload, operating
algorithm and propagation relationship from the worm sample
dataset. Based on the testing that had been conducted, a
relational model as displayed in Fig. 5 is produced. The
statistical analysis results are summarized as follows.

Operating
Pyioad {A{gorthmJ

Infection | Propagation | Activation |

Figure 5. STAKCERT worm relational model .

From statistical analysis, we identified the top 10 ways on
how the worms’ infect the victim’s machine. According to
Fig. 6 for infection result analysis, 27.3% is contributed by
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file and followed by email and vulnerability represented
9.9%. Each of the categories are from the sharing directories,
file and sharing directories and file, email and vulnerability
represented 8.7%. Only 4.3 % represented the vulnerability
and 3.1% each for file and vulnerability. Three categories
which are the email, chatting channel and sharing directories
and vulnerability represented 2.5% each. Others are the
combination for different categories in infection.
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Figure 6. Infection result analysis.

Even though this experiment was conducted with the sample
from VxHeavens only, taken up to year 2006, a few
interesting association can be made with the current way how
the worm’s infect. Based on the infection result analysis in
Fig. 6, file, email, vulnerability and sharing directories are the
most common way how the worms’ infect. The top 1 0 threats
for January 2010 by Eset [25] showed that vulnerability, file
and email still being used as ways for worms to infect the
victim’s machine. From this paper, Win32/Conficker worm
exploited the vulnerability existed in Windows operating
system, while INF/Autorun worm used file autorun.inf to
infect and Win32/PSW.OnlineGames worm used phishing
attack specifically for game player to steal information relate d
with online game. Bear in mind, phishing can be distributed
via email which explains why the email usage can be abused
easily. When we make an analysis towards the trend on how
the worms spread from year 2001 to 2010, file, vulnerability
and email are the most common ways.

Once we conducted this analysis, the relationship between
file, vulnerability and email being explored in more depth.
There was a scenario where the worms only infect via file,
email or vulnerability but not to forget that certain wo rm use
the combination of these 2 or 3 ways to infect victim’s
machine. Starting from year 1971 until 2010 there are so
many methods of worms’ infections [ 26]. Examples of worms
exploiting the vulnerability in website or Windows operating
systems are such as Code Red worm (2001), Nimda worm
(2001) and Conficker worm (2008). But still we cannot
simply ignore the other way of the worm’s infection. Chatting
channel, social network website, removable drives such as
USB, P2P (peer-to-peer) and smart phone are among the other
alternative =~ way and getting popular nowadays.
Worm_Autorun.AZ is an example of worm that spread via
chatting channel, P2P network and removable drives.

As for the propagation result analysis, only 10% was
through random scanning followed by 3% by sequence
scanning. The rest had no scanning implication. This result
analysis can be referred in Fig. 7. Once the worm has infected
the victim’s machine, it needs to spread itself to another
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machine or network. Based on the testing result with the
dataset, more than 50% of the worm did not propagate itself.

3% 10%
; m Random
= None
Sequence

Figure 7. Propagation result analysis.

The question that should be raised here is, should
propagation  be highlighted as one of the important
component in classifying worm? Even though random and
sequence propagation represents only 10% and 3%, we
cannot underestimate these two ways of propagation. Worms
such as Code Red, Nimda, Blaster, Nachi and Sobig.F have
their own propagation rate [27]. Moreover, based on the
researchers’ analysis and experience, propagation is seen as
one of the most important element in detecting worms attack.

For the activation result analysis according to Figure 8,
more than half was activated via self activation which
represents 54.8%. It was followed by the combination of self
activation and human trigger which represents 21.7% and
18% accordingly. No activation is represented by 3.7% and
the rest presented 0.6% each. Self activation means worm
can spread itself to other machine without human intervention
such as the Conficker worm where exploits Microsoft
vulnerability. The human trigger is caused by few factors such
as social engineering technique and logging to certain
websites or downloading certain files which leads to file or
script execution or opening certain port on the victim’s
machine.

B Human Trigger

H Selfactivation

m Selfactivation & human trigger

H Noactivation
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B Human trigger,scheduled process
& self activation
Scheduled pracess & self
activation

Figure 8. Activation result analysis.

Fig. 9 displayed the first top 10 type of payload. 9.3%
represents the destructive implication, followed by
performance degradation with 9.3%, autorun registry with 5%
and the combination of backdoor and autorun registry with
1.9%. The rest, which are backdoor, infect PE executable, the
combination of backdoor and drives infection, the
combination of the autorun registry and the creation of
infected .exe, and the combination of autorun registry, drive
infection and the creation of infected .exe represents 1.2%
each. Other payloads that not being discussed here are mostly
based on the combination of different payloads. Since our
target toward the end of this research is to produce an incident
response tool, payload is seen as one of the important element
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where user can used as the input for this tool. There are so
many payload identified based on the testing that had been
conducted. In our proposed tool, we decided to use the
STAKCERT worm classification as the basis and therefore it
is important for us to ensure each component being validated
well. It is very interesting to know all the features selected are
related with each other based on our static, dynamic and
statistical analysis.
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Figure 9. Top 10 payload result analysis.

Last but not least is the operating algorithm. It is the
technique used by the worm to avoid detection. Operating
algorithm is considered as added feature that should be taken
into account when building up the incident response tool.
Albanese[14] classified operating algorithm as survival. From
the testing conducted, a majority of 96% was categorized as
terminate and stay resident (TSR) as displayed in Fig. 10.
Stealth represented by 2%, followed by polymorphic and anti
anti-virus with 1% each. Each of the operating algorithms has
it own ways to keep on spreading and replicating to other
machine. Many researchers in worm field are focusing on the
polymorphic worm but how about the other techniques? What
if in the nearest time the worm uses the combination of
polymorphic, stealth, TSR and anti- anti-virus to conceal
itself? If a good understanding how each of this technique
works being studied, it is not impossible to produce defensive
method if the combination techniques being implemented.

1% 2%

B Polymorphic
M Stealth

96% TSR
W Anti anti-virus

Figure 10. Operating algorithm result analysis.

V. CONCLUSION AND FUTURE WORK

Based on the analysis and testing conducted to the 5 main
features of the STAKCERT classification, it can be concluded
that each of the features is related with each other. The
formation of the STAKCERT relational model is based on the
fact that each feature plays an important role for the worm
detection and isolation and supported the relevance of the
current issues related with worm. This paper is part of a larger
research project to tackle the worm detection and isolation
issues. Ongoing research includes using the STAKCERT
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