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Abstract—Identification in Nigeria and indeed many other
developing nations is still lagging behind
individuality, as the conventional ways currently in use
(driver’s license, international passport, national identity card,
passwords, etc) have not fully employed the use of individual-
specific technologies. This has caused many untold hardships
for the users: some forget their passwords, others misplace
their identity cards, some identical relations even swap their
photo identity cards, etc. However, the innovation of biometric
identification technology brought a lot of improvements to
these conventional ways. This makes use of human traits such
as face, fingerprint, iris, voice, etc, in identifying and verifying
the identity of humans possible without the need of numerical
or letter password, or identity card. In this paper, we propose

the use of fingerprint technology to capture the fingerprints of

a group of people in other to identify and verify their identities,
gender and ethnic groups through the use of trained classifiers.
The classifier detects shapes (e.g., cores and deltas) and then
determines the pattern type of the images. We evaluate the
performance of the technology using metrics such as
sensitivity, precision, false positive rate, recognition accuracy
and recognition time. The result shows that over 98% test cases
accurately identified person’s ethnicity and gender with an
average recognition time of 2 seconds.

Index Terms—Biometric,
Neural Network

Classifier, Ethnicity, Gender,

I. INTRODUCTION

PERSONAL recognition/identification is very important in
our daily lives. We always have to prove our identities
for getting access to bank account, entering protected sites,
drawing cash from Automated Teller Machines, logging in
to computers, etc. Generally, we identify ourselves and gain
access by physically carrying passports, keys, access cards
or by remembering passwords, secret codes and personal
identification numbers (PINs) [1].

Conventional personal identification techniques could
either be knowledge-based technique (password, PIN, etc)
or token-based technique (driver’s license, passport, identity
card, etc). The problem with the former is that it is prone to
fraud, as passwords may be guessed; secret codes and PINs
can easily be forgotten, compromised, shared, or observed;
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in terms of

while the latter could be lost, cloned or stolen [2].

Biometric solves the problem faced at the level of both
the token-based and knowledge-based identification
approaches as it attempts to answer the questions: “who are
you?” and “are you who you claim to be?” It is a unique,
measurable characteristic or trait of a human being for
automatically recognizing or verifying identity [3].
Biometric characteristics are generally more difficult to
duplicate and they are naturally present with the user
without extra memorization or storage efforts. It is the
science of measuring physiological and behavioral
characteristics that uniquely identify individuals. Instances
of physiological traits include face, iris, fingerprint, vascular
images, and hand geometry; while that of behavioral traits
include voice pattern, signature dynamics, gait pattern,
keystrokes, etc. All these traits are captured by specialized
devices and converted through sophisticated algorithms into
mathematical representations or templates, which are used
as references against which an individual’s identity is
verified.

Based on the varieties of the information available from
the fingerprint we are able to process its identity along with
gender, age and ethnicity. Fingerprint is an impression of
friction ridges, from the surface of the finger-tip. It has been
used for personal identification for many decades; more
recently becoming automated due to advancements in the
computing capabilities [4]. Fingerprints have some
important characteristics that make them invaluable
evidence in crime scene investigations: (1) It is unique to a
particular individual, and no two fingerprints possess
exactly the same set of characteristics; (2) It does not
change over the course of person’s lifetime (even after
superficial injury to the fingers); (3) The patterns can be
classified, and those classifications then used to narrow the
range of suspects [4].

The fingerprint technology, a physiological biometrics
technology is an Artificial Neural Network concept. It is the
representation of the epidermis of a finger, and consists of
pattern of interleaved ridges and valleys. Its evidence is
undoubtedly the most reliable and acceptable forensics
evidence till date, even in the court of law [5]. Now, this
technology is being used in several other applications such
as access control for high security installations, credit card
usage verification and so on. However, due to the unique
nature of fingerprints, it has become increasingly popular
for personal identification and verification.

In this work, we investigate gender and ethnicity
determination methods based on finger related features such
as ridge arrangement, fingerprint patterns and the most
predominant minutiac features that exist in either a
particular gender or ethnic group in Nigeria. A novel work
of this nature will help the country to march up with other
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developed nations of the world in data collection of her
citizens. This will assist and improve her security
challenges, and also helps in electoral forensic
investigations. The rest of this paper is organized as follows:
Section II discusses the concept of gender and ethnicity
identification in relation to the present work. Section III
investigates the literature on biometric technology as it
evolves with time. Section IV describes the design
methodology used in this work. Section V details the
implementation, results and discussion, including graphical
representation; while Section VI concludes the findings of
the work.

II. GENDER AND ETHNICITY

Gender identity is a personal experience of one’s own
gender. This is generally described as one's private sense of
being a man or a woman, consisting primarily of the
acceptance of membership into a category of people: male
or female [6]. All societies have a set of gender categories
that can serve as the basis of the formation of a social
identity in relation to other members of society. In most
societies, there is a basic division between gender attributes
assigned to males and females. In all societies, however,
some individuals do not identify with some (or all) of the
aspects of gender that are assigned to their biological sex.
Gender and Age information is important to provide
investigative leads for finding unknown persons. Existing
methods for gender classification have limited use for crime
scene investigation because they depend on the availability
of teeth, bones, or other identifiable body parts having
physical features that allow gender and age estimation by
conventional methods [7]. There are a large number of
potential application areas where gender recognition is very
much involved. These include (but not limited to):
biometrics, content-based indexing and searching, human-
computer interaction, surveilance systems, etc [8,9].

Ethnicity refers to the idea that one is a member of a
particular cultural, national, or racial group that may share
some of the following elements: culture, religion, race,
language, or place of origin. Two people can share the same
race but have different ethnicities. For example, among two
black individuals one may be African-American and another
may be African-Caribbean [10]. In essence, an ethnic group
is a named social category of people based on perceptions of
shared social experience or ancestry. Members of the ethnic
group see themselves as sharing cultural traditions and
history that distinguish them from other groups. Ethnic
identity develops in adolescence and is passed from one
generation to the next through customs, traditions, language,
religious practice, and cultural values.

The ethnicity of the Nigerian state which this work
hopes to address is well over three hundred ethnic groups,
but they are generally categorized into three main groups i.e.
Yoruba, Igbo and Hausa. Identity management is
establishing identity of a single person using one or more of
the biometric or non-biometric features. Biometric trait is a
biological and behavioral characteristic of a person, such as
fingerprint, face, gait (the way the subject is walking) and
signature [11].
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III. BIOMETRIC TECHNOLOGIES

The term “biometrics” is both a characteristic and a
process. It is a measurable biological and behavioral
characteristic that can be used to recognize or identify a
person; and also a method of identifying a person based on
the measurable characteristics. The biological characteristics
involve face recognition, fingerprints, iris, etc; while
behavioral characteristics include voice modulations, hand
drawing, signature style, keystroke dynamics, etc. These
distinctive characteristics usually do not change during the
adult life of a person [11]. Biometric systems recognize
users based on their physiological and behavioral
characteristics, and in essence, it is more reliable and
capable in distinguishing between a specific individual and
an impostor than any technique based on identification
document or a passoword [12].

A typical automated biometric system consists of five
components, namely: (i) a sensor or transducer system to
collect the biometric data and convert it into digital format;
(i1) signal processing modules that build a template with the
collected data using certain algorithms; (iii) a database
system where these template are stored; (iv) a matching
algorithm which compares new templates with those stored
in the database; (v) a decision process (either fully
automated or human-assisted) which makes a system level
decision based on the result from matching algorithm
outcome. The authors in [11] compared most popular
biometric traits used in commercial recognition systems,
such as: fingerprints, hand geometry, hand vein, iris, face,
voice, signature, keystroke and gait; including typical
applications, advantages and disadvantages. The
performance of biometric system depends upon accuracy
and speed. Speed depends upon the size of database and is
inversely proportional to size of database, where accuracy
depends upon the underlying algorithm.

For over a century, fingerprint has been a successful
biometric technology wused in establishing identities.
Initially, fingerprint images were captured by manual
impressions using ink and identification process performed
manually. This method had limited applications due to poor
quality of capturing, short duration template of image, no-
proper algorithm for matching the fingerprints, manual
inspection lead for inaccuracies in matching process and
time inefficient process, etc [11]. A fingerprint is the
representation of the epidermis of a finger; it consists of a
pattern of interleaved ridges and valleys. Fingertip ridges
evolved over the years to allow humans to grasp and grip
objects. Like everything in the human body, fingerprint
ridges are formed through a combination of genetic and
environmental factors. This is the reason why even the
fingerprint of identical twins is different [12, 13].
Fingerprints found at crime scenes or developed in the
laboratory are categorized by some examiners as patent,
latent, or plastic impressions [5].

In this digital age (with high computing power at very
low cost), Automatic Fingerprint Recognition System
(AFRS) has become part of daily life at in many developed
countries, with applications in building access control,
border control, computer and network access, e-
government, e-commerce, forensic and criminology, etc.
However, manual inspection of fingerprints still exists in
forensic and criminology as they need specialized ways
analyzing the fingerprints. Automatic biometric-based
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identity system involves two stages: enrolment and
recognition stages [11]. In enrolment stage, features of the
subject are extracted and stored in a database with unique
identifiers. In the recognition stage, the features are matched
and recognized against the database entries. There are two
typical measures used in assessing fingerprint: False

Acceptance Rate (FAR), which indicates the percentage of

wrongly accepted fingerprint and False Rejection Rate
(FRR), which the percentage of wrongly rejected
fingerprint. There have been number of developments
attained over a decade not only to bring FAR and FRR to
very close to zero, but also to make the recognition process
more reliable, robust, highly secured, user friendly and
robust. These developments include, but not limited to:
high-resolution image capturing sensors, touch-less
capturing technology, multi-finger recognitions through
fusions and encryption of templates [11]. Before the
existence of fingerprint sensors, fingerprints have been in
used for data processing using traditional inked-rolled
printing process [14, 15]. Efficiency and accuracy of solid-
state fingerprint sensor (i.e. live scan) outweighed the
traditional method. Classification of fingerprint recognition
as a biometric procedure involves identification,
verification, authentication and authorization.

The biometric recognition systems process biometric
features of a person with the aim of confirming or rejecting
that person's identity by using previously gathered reference
data. All biometric systems are made up of the following
components: data input, pre-processing, feature extraction,
classification, and calculation of reference data. In the
recent years, the demand for reliable identification system is

on a daily increase. Even though identification by means of

an object (e.g. an identity card), is still in vogue,
nonetheless, it is gradually losing its importance. For this
reason, biometry has been getting more important since it
combines personal identification with unambiguous and
unchangeable characteristics of man. With ever-increasing
and ever complex technologies, exact personal identification
is imperative. Man has certain unambiguous features which
are formed in the earliest phases of human life as part of a
random process, and which are different for each individual.
One of the first biometric features that was discovered and
scientifically investigated was the fingerprint. With
advancements of technology, the issue of safety has become
more important. For access controls, analyzing fingerprints

biometrically has been playing an increasingly important

role.

IV. DESIGN CONSIDERATIONS

To achieve the overall goal of this work, we considered
the following three factors in the design of the system: (1) it
should be trainable - must able to accept several fingerprint
templates and also categorize them base on gender and
ethnicity; (2) it should be able to classify the biometric
templates stored in the database; and (3) it should be able to

successfully identify each individual based on their gender

and ethnicity. The design architecture is made up of three
modules: enrolment, identification and storage modules.
The enrolment module consists of fingerprint image
acquisition, image pre-processing, feature extraction and
template file creation. It is used to get the minutiae sets and
stored template information in the database. The
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identification module detects similar minutiae group from
multiple template images generated from the same finger
and creates a cluster core set, identifying which finger the
test image comes from.

A. Model Development

The system model is divided into two phases: fingerprint
enrolment and classification. This fingerprint enrolment
phases stores biometric features into the database for the
first time with the use of a sensor which accepts fingerprints
and converts them into grey level fingerprint images. The
classification phase is divided into two stages: gender and
ethnicity identification. In this phase, the system recognizes
an individual by searching the templates of all the users in
the database for a match. The classification only succeeds in
identifying the individual if the comparison of the biometric
sample to a template in the database falls within a
previously set threshold because it requires comparing each
existing records in the database against the new biometric
characteristics. This phase detects similar minutiae group
from multiple template images generated from the same
finger and thereby create a cluster core set.

Fingerprint recognition systems contain two main
modules: feature extraction and feature matching. Feature
extraction detects singular and all other minutiae points
which differentiate one fingerprint from another, and impart
individuality to each fingerprint. Feature matching involves
the actual procedure to identify the unknown person by
comparing extracted features from a fingerprint with those
from a set of known persons. We first define the region of
interest in a fingerprint image. Let | (X,y ) denote the
gray level at pixel (x,y) in an M x N fingerprint image
and let (xc,Yc) denote the center point. The region of
interest is defined as the collection of all the sectors Si,
where the i™ sector Si is computed in terms of
parameters (r,0) as follows:

S, = {x y)b(T, +1)<r<b(T,+2),6' <6"} ()

Subject to:

I<X<N,1<y<M

The following steps were observed to create the finger code:

1. Preprocessing of the image (to remove noise) by
histogram equalization;

2. Core point location using max concavity estimation;

3. Tessellation of circular region around the reference
point;

4. Sector wise normalization followed by application of
bank of Gabor filters which has following general
form in the spatial domain:

2|82 5

v

G(X’,Y’,fﬂ):exp —1[)<2+)/2] cos(27zfX’) )

Subject to:
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X" = Xsin@+ ycosb,

Yy’ = Xsinf — ycos8
Where f is the frequency of the sine plane wave
along the direction 0 (0, 45, 90 and 135 degrees)
from the x-axis, 6x” and 8y’ are the space constants
of the Gaussian envelope along X’ and Y’ axes,

respectively;
5. Finally, feature code generation by obtaining
standard deviation values of all the sectors.
B. Algorithm
i. Load trainer set files (both input image and desired
output text);

ii. Analyze input image in image coordinates;

iii. Read desired output text from file and convert each
fingerprint image to a binary Unicode value to
store separately;

iv. For each fingerprint image :

a)Calculate each fingerprint image by using transfer
function G (k) of the Gabor filter;

b)Filter each of the fingerprint and normalization take
place;

c)Compare results (a) with the desired output
corresponding to  different bandwidths and
modulation frequencies.

Move to the next fingerprint image and repeat step (iv)

until all fingerprint images are visited.

V. IMPLEMENTATION, RESULTS AND DISCUSSION

We captured ten fingerprints of 1,054 persons of the three
main ethnic groups in Nigeria: 673 Yoruba, 179 Igbo and
197 Hausa of both genders (593 male and 461 female) using
a fingerprint scanner; and developed biometric capturing
software using Java netbeans software development kit. The
fingerprints captured were stored in gray scale format. The
application captures the name, sex, age range, date of birth,
state of origin and the images of the ten fingerprints
captured. We trained and tested the fingerprint images using
MATLAB. Gabor filter algorithm was used due to its
effectiveness in pattern recognition. We also tested the
recognition accuracy, average recognition time of individual
fingerprint and performance evaluation of the system, and
presented results using graphs and charts, showing the
percentage of individual ethnicity and their corresponding
gender. The performance on trained and tested fingerprints
was measured against recognition rate, total training time,
false rejection rate and false acceptance rate. The following
parameters are used to measure or evaluate the overall
performance of the system:

False Positive Rate = __FP 3)
FP+TN
Sensitivity = __ TP 4
TP + FN
Specificity = _ TN %)
FP+TN

TP +TN (6)

Overall Accuracy=___ TP+TN
TP +TN + FP+FN
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If a fingerprint verified is present in a dataset, the result
of the fingerprint recognition system is true positive (TP). If
a fingerprint verified is absent in a dataset, the result of the
fingerprint recognition system is true negative (TN). If the
fingerprint recognition system confirms the presence of a
non-existing fingerprint, the test result is false positive (FP).
If the fingerprint recognition system test suggests that an
existing fingerprint is absent in the dataset, the results is
false negative (FN). False Positive Rate (FPR): Proportion
between FP and all affected fingerprint images. Sensitivity
is the ability to identify presence of fingerprint image in the
created database, while specificity is the ability to identify
absence of fingerprint image in the created database.

We present the results for average recognition time,
recognition accuracy, percentage sensitivity, specificity,
gender and ethnicity identification in Figs 1-6 respectively.
Four different thresholds were used to evaluate the system.
Average recognition time and accuracy increase with
increase in the threshold value. The percentage sensitivity
and specificity are 98% and 66.5% respectively.
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VI. CONCLUSION

In this work, we designed and implemented a gender and
ethnicity identification system using fingerprint technology
for the three main ethnic tribes in Nigeria: Yoruba, Igbo and
Hausa. We captured ten fingerprints of 1,054 persons: 673
Yoruba, 179 Igbo and 197 Hausa of both genders (593 male
and 461 female) using a fingerprint scanner; and developed
biometric capturing software using Java netbeans software
development kit. The system was trained and tested with
fingerprint patterns. Four different thresholds were used to
evaluate the system; and results were presented for average
recognition time, recognition accuracy, percentage
sensitivity, specificity, gender and ethnicity identification.
The percentage sensitivity and specificity are 98% and
66.5% respectively, with an average recognition time of less
than 2 seconds. The system is highly recommended for
electronic voting and forensic investigation in Nigeria
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