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Abstract—Internet has revolutionized the data communi- is very popular since its inception while ECC is gaining
cation systems. It provides platform to get the information popularity recently. The security of the RSA cryptosystem
exchanged quickly amongst the communicating parties at the ;¢ e on the Integer Factorization Problem (IFP) and the

same time it also provides opportunity to adversary to attack . . .. . .
on unsecured information. In order to provide confidentiality, security of ECC is based on elliptic curve discrete logarithm

integrity and authentication services to unsecured information problem (ECDLP). The main attraction of ECC over RSA
while transit or static, cryptographic techniques are used. This is that the best known algorithm for solving the ECDLP

paper analyses the security strength of two popular and practi-  takes full exponential time while to solve IFP of RSA
cal public-key cryptography techniques RSA (Rivest Shamir . ¢,b exponential time. This means that significantly

Adleman) and ECC (Elliptic Curve Cryptography). RSA is . .
considered first generation public-key cryptography, which is smaller parameters can be used in ECC than RSA, but with

very popular since its inception while ECC is gaining popularity ~€quivalent levels of security. For example, to achieve 112
recently. The security of the RSA cryptosystem is based on the bits of security level, RSA algorithm needs key size of 2048
Integer Factorization Problem (IFP) and the securit{ (éf ECC  bits, while ECC needs key size of 224-255 bits[1] as shown
is based on elliptic curve discrete logarithm problem (ECDLP). . : :

The main attraction of ECC over RSA is that the best known in Table I and in the Fig. 1.

algorithm for solving the ECDLP takes full exponential time TABLE I

while to solve IFP of RSA takes sub-exponential time. This RSA AND ECC - CRYPTOGRAPHY KEY LENGTH (IN BITS)
means that significantly smaller parameters can be used in
ECC than RSA, with equivalent levels of security. For example
to achieve 112 bits of security level, RSA algorithm needs key —
size of 2048 bits, while ECC needs key size of 224-255 bits. Security Bits level RSA ECC

Key Size[1]

80 1024 160

Index Terms—RSA, Elliptic Curve Cryptography, ECDLP, 112 2048 224
IFP, Public-Key Cryptography.
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I. INTRODUCTION 256 15360 512

OW-a-days we live in the digital world where majority

of our messages or information are exchanged
between different users or systems immediately through Standard key size for RSA and ECC (in bits)
communication channels. We get excellent opportunity to
exchange our information instantly but we also face attacks
on the information from eavesdropper or fraudulent users.
Using cryptographic techniques confidentiality of travelling
message is maintained.

——ECC RSA

15360

7680
Cryptography is art and science of secret writing. It is

of two types: symmetric-key or private-key cryptography 3072

and asymmetric-key or public-key cryptography. Data 1024 2048

Encryption Standard (DES), Advanced Encryption Standard . > 356

(AES), International Data Encryption Algorithm (IDEA) %0 o i 7_” 1 ’8_‘ 109 256

are some popular examples of symmetric key cryptography ’ " Security Level (in Bits) B

while RSA (Rivest Shamir Adleman), ElGamal and ECC

(Elliptic Curve Cryptography) are popular examples of Fig. 1. Comparable security bit level for cryptography key length

asymmetric-key cryptography.

Key Size (in Bits)

” o004 Py 384 * 512

This paper does theoretical and practical security analysis

In this paper, security analysis of two popular and practical of ECC and RSA on the basis encryption and decryption
asymmetric algorithms ECC and RSA are done. RSA is con- times on the sample data of 8 bits, 64 bits, and 256 bits and

sidered the first generation public-key cryptography, which Justifies that ECC is overall more efficient and secure than
RSA.
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Section-V describes security analysis of ECC and RSA and
Section-VI states conclusion.

II. RELATED WORKS AND LITERATURE REVIEWS

Some of the authors have done security analysis on ECC
and RSA with different parameters of measurements. Gura
et al. [2] compared point multiplication operation of elliptic
curve over ECC and RSA on two 8-bit processor computer
systems and they found that on both systems, ECC-160 point
multiplication more efficient than the RSA-1024 private-
key operation. Bos et al. [3] does assessment of the risk
of key usage on the basis key length of ECC and RSA
and they conclude that for till 2014, use of 1024-bit RSA
provides some small risk while 160-bit ECC over a prime
field may safely be used for much longer period. Kute
et al.[4] concludes RSA is faster but security wise ECC
outperforms RSA. Jansma et al.[S] compares the usages of
digital signatures in ECC and RSA and suggests, RSA may
be good choice for the applications, where verification of
message is required more than generation of signature. Alese
et al.[6] suggested that currently RSA is stronger than ECC
although they also suggested ECC outperforms than RSA in
future. Mahto et al.[7], [8], [9] proposes to enhance security
of 64-bits One Time Password (OTP) data communication
using ECC over insecure channels.

ITII. RSA

RSAT10] is considered as the first real life and practical
asymmetric-key cryptosystem. It becomes de facto standard
for public-key cryptography. Its security lies with integer
factorization problem. For strong security of data large
cryptographic keys (public key and private key) require.
Large cryptographic keys are often considered to be too
computationally expensive for memory constraints devices
or small devices. Now-a-days small devices are playing
important role in the digital world. These devices require
strong security to cope with eavesdroppers or hackers. In
order to provide strong security on small devices, RSA
becomes second choice.

IV. ECC

ECC is a another promising asymmetric-key cryptography
based on the elliptic curves, independently discovered by
Miller[11] and Koblitz[12] in late 1980s. It is considered that
ECC is suitable for small devices as it requires comparatively
less or smaller parameters for encryption and decryption than
RSA, but with equivalent levels of security.

V. SECURITY ANALYSIS

This paper implements ECC and RSA with sample data
inputs of 8 bits, 64 bits, 256 bits using random private keys
based on recommendation of NIST[1], [13]. The experiments
are done on MATLAB R2008a on Intel Pentium dual-core
processor (1.60 GHz, 533 MHz, 1 MB L2 cache) with 2GB
DDR2 RAM under Ms-Windows platform. The efficiency
of ECC over RSA is shown in Table II - Table IV and
in Fig. 2 - Fig. 10. It is found that RSA is very efficient
in encryption but slow in decryption while ECC is slow
in encryption but very efficient in decryption. Overall ECC
is more efficient and secure than RSA as shown in the
Fig. 4, Fig. 7, and Fig. 10.
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TABLE 11
8 BITS ENCRYPTION, DECRYPTION AND TOTAL TIME (IN SECONDS)

Security Encryption Decryption Total
Bits ECC RSA ECC RSA ECC RSA
80 0.4885 0.0307 1.3267 0.7543 1.8152  0.7850
112 22030  0.0299 1.5863 27075  3.7893  2.7375
128 3.8763  0.0305 1.7690 69409  5.6453  6.9714
144 47266  0.0489 2.0022 13.6472 6.7288  13.6962
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Fig. 2. 8 bits - Encryption Time (in seconds)
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Fig. 3. 8 bits - Decryption Time (in seconds)

RSA-vs-ECC: Total Time
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Fig. 4. 8 bits - Total (Enc. & Dec.) Time (in seconds)

VI. CONCLUSION

Security of the message is very important while being
transmitted from one user to another user or system. Se-
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TABLE III

64 BITS ENCRYPTION, DECRYPTION AND TOTAL TIME (IN SECONDS) 256 BITS ENCRYPTION, DECRFE(AP]'?IIZ)];:\IIZND TOTAL TIME (IN SECONDS)
Security Encryption Decryption Total Security Encryption Decryption Total
Bits ECC RSA ECC RSA ECC RSA Bits ECC RSA ECC RSA ECC RSA
80 2.1685  0.1366  5.9099  5.5372 8.0784 5.6738 80 792 055 2288 19.31 30.80 19.87
112 9.9855  0.1635 69333 204108 169188  20.5743 112 39.70 058 2633  102.03  66.03 102.61
128 15.0882  0.1672  7.3584  46.4782 224466  46.6454 128 5843 0.56 27.40 209.60 85.84  210.17

144 20.2308  0.1385  8.4785 77.7642  28.7093  77.9027

144 7150 057 3215 311.06 109.65 311.63
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Fig. 5. 64 bits - Encryption Time (in seconds)

Fig. 8. 256 bits - Encryption Time (in seconds)
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Fig. 6. 64 bits - Decryption Time (in seconds)

Fig. 9. 256 bits - Decryption Time (in seconds)
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Fig. 7. 64 bits - Total (Enc. & Dec.) Time (in seconds)

curity of message is provided by cryptographic technique.
Symmetric-key cryptography is very good in providing secu-
rity to the message but suffers with key distribution problem.
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Fig. 10. 256 bits - Total (Enc. & Dec.) Time (in seconds)

In order to mitigate the key distribution problem and provid-
ing confidentiality and integrity of message, asymmetric-key
cryptography was pioneered by Diffie-Hellmen[14]. This pa-
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per analyses security strength of ECC and RSA over 3 sample
input data of 8 bits, 64 bits, 256 bits with random keys based
on NIST recommendation. This work demonstrates that ECC
outperforms in terms of operational efficiency and security
over RSA. This work also suggests that ECC may be most
favorable for memory constraints devices like Smart-Phone,
Palmtop PC.
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