
 

 

 

  

Abstract—A distributed system provides user with the ease of 

being accessible globally through the internet. Our Image based 

Authentication system provides exactly that. JUIT-IBA system 

provides a host of features that makes it user friendly and one of 

the most advanced Image Based Authentication System till date. 

This paper is a study of the various new features that have been 

added to the system. The system now provides a fully functional 

interface for the faculty, which is different from that of the user. 

Advanced security features like Sign In seal have been 

introduced to make the system more secure. Making user 

familiar with the concept of images is also important, so a 

training facility is also provided. 

 

Index Terms— Ajax, Image Based Authentication System, 

Sign-In-Seal, PHP  

 

I. INTRODUCTION AND MOTIVATION 

Authentication plays an important role in protecting 

resources against unauthorized use. Many authentication 

processes exist from simple password based authentication 

system to costly and computation intensive biometric 

authentication systems [3, 4, 5, 6, 7, 8]. Passwords are more 

than just a key. They serve several purposes. They 

authenticate us to a machine to prove our identity-a secret key 

that only we should know. They ensure our privacy, keeping 

our sensitive information secure. They also enforce 

non-repudiation, preventing us from later rejecting the 

validity of transactions authenticated with our passwords. 

Our username identifies us and the password validates us. 

However, passwords have some weaknesses: more than one 

person can posses its knowledge at one time. Moreover, there  
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is a constant threat of losing your password to someone else 

with malicious intent. Password thefts can and do happen on 

a daily basis, so we need to protect them. Now merely using 

some random alphabets grouped together with special 

characters does not ensure safety. We need something new, 

something different as our password to make it secure. 

Besides being different, it should also be easy enough to 

remembered by you and equally difficult to be hacked by 

someone else. This is what Image Based Authentication 

system provides you with. 

 The human brain is more adept in recalling a previously 

seen image than a previously seen text. In a recent user study 

conducted at University of California at Berkeley, image 

based authentication (IBA) systems have been found to be 

more user-friendly than the usual text-based systems. Besides 

being user friendly, we need to strengthen the security during 

authentication also. This is done using the Kerberos protocol 

[9-15, 29-37]. We have already developed an Image Based 

Authentication System known as the JUIT-IBA System. 

 The paper is organized as follows: Section II deals with the 

new features built in the system. It contains details of all 

features along with the screenshots and algorithms followed 

by the conclusion and the references.  

II. FEATURES 

A. Signup Process 

To enroll with the IBA system, one has to sign up the login 

form wherein user has to fill in the required details. The users 

who have already been authenticated manually by the 

administrators can exercise the login process. This is done by 

feeding the unique roll numbers and the email ids in the 

authentication server beforehand. Next, the user initiates 

filling up the sign up page. If the user is authenticated, i.e. the 

entered roll number matches one of those already fed in the 

authentication server then the corresponding email id is 

displayed. Username selected by the user should again be 

distinctive and should be chosen according to the 

requirements of the designer. If the needful information has 

been submitted successfully, the user gets a confirmation 

mail on his/her email id, which was submitted by hand. The 

confirmation mail contains a verification code and a link to 

the page from where the user is permitted to decide on his 

new set of images as password. The clicking of mouse on 

images does not highlight the selected image. Instead each 

click sets off the calculation of md5 (hashing algorithm) to 

generate a 32-byte encrypted code of the file (each image is 

considered to be a file) and stores the encrypted text in a 

table. On choosing the images once, the user has to confirm 

his selected password by re-selecting the same images. Note 

the order of images does not matter. Finally, if the login has 

been done successfully the user is all set to use the system.  
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Algorithm:  SIGNUP_PHP  

Step 1: Select all rows from server where roll number is 
equal to the entered roll number.  
Step 2: Store the above query inn variable ‘$as’. 
Step 3: Execute the query using function mysql_query().  
Step 4: If the fetched result contains rows greater than zero 
then the email off the user is checked against the registration 
status of the user. 
Step 5: If the user is not registered then all the details are 
inserted into the database.   
 

Algorithm: CONFIRM_PASSWORD_PHP  

Step 1: The values of the variables username, the activation 
code and the email id get posted to 
CONFIRM_PASSWORD.PHP. 
Step 2: Email with the activation code is sent to the user.  
Step 3: Clicking on the activation code redirects the user to 
PASSWORD.PHP where the user can select the password. 
 

B. Student Interface 

  1) Submissions: This module facilitates students to submit 

their assignments online. The submissions are accepted till a 

specific date and time after the expiry of which the links to 

upload assignment is deactivated. Once more, the submission 

of the assignments should be done as per the requirements of 

the designer. Following the submission of the assignment, the 

user gets a confirmation mail saying that the assignment has 

been successfully uploaded. Besides all this, the module also 

calculates md5 of the filename thereby making it trouble-free 

for the administrator (course in-charge) to differentiate 

between duplicate copies of the same assignment 

 

Algorithm: UPLOAD_FILE.PHP:  

Step 1: The file to be uploaded is checked for its extension 

and size. Only files having ‘zip’, ‘tar’ or ‘rar’ extensions and 
size not exceeding 5 MB can be uploaded.  
Step 2: If the user then the script rapports do not follow the 
above constraints an error.  
Step 3: The file name also has a constraint stating that there 

should not be any blank spaces present in its name.  

2) Personal Information (fig.1): JUIT-IBA tool also allows 

students to view their personal information wherein they can 

upload/update their picture. Their personal information is 

extracted from the sign up page.  

 

3) Training (fig.2): The training module facilitates 

students to get accustomed with the selection of images as 

their password set. This feature allows users to remember 

their password by giving them a practice of selecting the 

images in their password set in a span of 180 sec.  

 
    4) Forgot Password: Forgot password makes it handy for 

users off JUIT-IBA system to select new set of images as 

their password set if they forget the old ones. 

Unquestionably, this module requires users to remember 

their username (private key) and the answer to the secret 

question they had filled while signing up the login form. On 

entering the information correctly, the user receives a 

confirmation mail and a link, which activates your account 

thus letting user to select a completely new set of password.  

 
 

Fig.1. Personal Information Page 

 

 
 

 Fig.2. AJAX Script explaining the working of the JUIT-IBA 

training system 

 5) Forgot Username (fig.3): Apart from the password 

selected the username also acts as a private secret key. So in 

cases user forgets it, this component of the JUIT-IBA tool 

will be of help. The requirement is more or less same as that 

of Forgot Password except for the fact that this module 

requires users to enter their date of birth as part of the 

verification process. Subsequently user receives an email, 

which informs the user of his/her username.   
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Fig.3. Forgot Username Interface 

 

6) Sign-In Seal (fig.4): A sign-in seal is a secret between 

the computer you set it up on and IBA. Therefore, when you 

sign in to IBA from this computer, your sign-in seal tells you 

that you are seeing a genuine IBA site, not a phishing site. 

Your sign-in seal is associated with your computer, not your 

ID. It is a convenient way to instantly recognize a genuine 

IBA sign-in page and be sure that you are not on a page 

created by fraudsters attempting to steal your IBA ID and 

password. Because we associate your sign-in seal with your 

computer, after you create as seal, there are no additional 

steps to signing in.  Even if a hacker knows or guesses your 

ID or other personal information, they cannot use it to 

discover your sign in seal. You can customize your seal either 

by creating a text seal or by uploading an image.  

 

Algorithm: SEAL_PHP  

Step 1: User is asked to select either an Image based Sign-In 
Seal or a Text based Sign-In Seal.  
Step 2: If the Image based Sign-In Seal is selected then the 
user is required to upload an image with extension jpeg or gif 
and size not exceeding 2 MB. If Text based Sign-In Seal is 
selected then the user is required to enter a relevant text. 
Step 3: The image or the text is set as the value of the cookie 
and is displayed on the sign in page of that particular user 
 

 
 

Fig.4. Sign-In Seal on the sign in page. 

C. Faculty Interface 

1) Read Notices: Module designed to facilitate a basic 

formal && official communication system of notices. 

Module is common to both faculty & students. On home 

page, only most recent five notices are displayed & rest of 

them can be read through READ ALL NOTICES option. 

Only list of titles & date is posted & details of each can be 

seen by clicking on its title.  

Apart from this, we have a system of removing the notices 

automatically when it expires. That is, a notice is 

automatically deleted from the database when it needs to be 

deleted.. The following code shows the list of notices i.e. 

display the title & author. When a user clicks on a particular 

title, its contents are displayed.  

 

2) Post New Notices (fig.5): Here, faculty is provided with 

an interface where he/she can post new notices. This goes 

into a database from which above mentioned scripts extract 

title etc.  

 

Algorithm: NOTICE__PHP  

Step 1: The values off the variable title, content, expiry date, 
faculty’s name and designation are posted to NOTICE.PHP  
Step 2: The Current date is fetched using the function 
getdate().  
Step 3: If the date of expiry is older than the current date then 
the corresponding notice gets deleted from the database.  
Step 4: The new notice along with the details is inserted into 
the database 

 

3) Upload Assignments (fig.6): Using this module, faculty 

uploads assignments in the respective subjects. As soon as 

the upload is finished, all students can download && submit 

the solution (before the deadline –which is set by the faculty 

himself). While uploading, faculty has to follow some 

instruction as follows: 

1) While submitting your assignments/tutorials or 

project that contain multiple files, first zip them 

into one .zip/.tar file.  

2) Choose your filename appropriately. Name your 

file as Assiggnment_x.zip or Project_x.zip or 

Project_x.tar where 'x' is a number 1, 2 & so on 

signifying the assignment number. NOTE: Spaces 

not allowed in the filename   

3) DO NOT USE .RAR EXTENSION.  

The upload form contains the following fields:  

1) Subject 2) 

2) File / Filename  

 

 
 

Fig.5. Post New Notices Column 

Proceedings of the World Congress on Engineering and Computer Science 2008
WCECS 2008, October 22 - 24, 2008, San Francisco, USA

ISBN: 978-988-98671-0-2 WCECS 2008



 

 

 

 
 

Fig.6. Uploading Assignments 

 

4) Evaluate Assignment: Using this feature, a faculty can 
evaluate the solutions that have been uploaded by all the 

students. Firstly, the faculty has to select the assignment & 

the subject for which he wishes to evaluate.  

Then to evaluate a particular assignment, AJAX is used to 

enter marks/grade of each student. In this, a text box is 

provided, where the faculty just inputs the grade/marks & 

they are automatically recorded in the database. All this is 

done parallel, i.e. without refreshing the whole page. Faculty 

can download the assignment from the link provided against 

the name of each student. NO SUBMISSION is displayed in 

front of the defaulters and is automatically awarded a N.A. 

grade.  

 

5) Enter and Display Marks: This module was designed to 

give marks to students for their Quizzes, Minors etc. In this, 

faculty can enter the marks for each student against his name, 

which is viewable by the student (using his/her interface). In 

this thee faculty is provided with the list of all the students 

registered under a particular course. Against each student, a 

text box is given in which grades or marks are entered.  

After the marks have been put, faculty can print this list by 

clicking on PRINT VIEW option, which can be displayed on 

notice board as a hardcopy. In addition, each student gets a 

popup under the UPDATE section regarding the same. AJAX 

is used while entering the marks i.e. all computation & 

database updating is done in parallel.  

III. CONCLUSION AND FUTURE SCOPE 

The new feature called Sign-In Seal added to the JUIT-IBA 

system makes it highly secure. In near future not only we will 

add more features but also make our system customizable. 
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