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Security Enhancement for Internet
Communications over Satellite DVB using
Chaos

Daniel Caragata, Bassem Bakhache, Safwan El Atsadutanescu

Abstract - Satellite connections are expected to play an
important role in providing Internet Protocol services as a
complement of the next generation terrestrial network. DVB-S
isone of the most widely used standar dsto transmit video, audio
and data over satellite.

Thispaper proposesa security system for |P over DVB-Sthat
satisfies all the security requirements while respecting the
characteristics of satellite links, such as the importance of
efficient bandwidth utilization and high latency time. The usage
of chaosis proposed both for the generation of new keys and for
the data encryption.

A theoretical analysis of the system and a smulation of FTP
and HTTP traffic are presented and discussed to show the cost
of the security enhancement and to provide the necessary tools
for security parameters setup.

Index Terms - Chaos, DVB, Internet, satellite, security.

I. INTRODUCTION

Nowadays the Internet is the most important comoatian
network as it has become very widespread (more2tbfét of
world population is using it [1]) and the servickésmay

support are very diverse: news, shopping, bank wadso

access, money transfer, video and audio confergratn

Satellites have some very
accessibility in isolated places (top of mountateserts, oil
platforms, isolated villages etc.), easy implemgoita in
disaster stricken zones (areas affected by earklegudire,
war etc.) or an alternative to land infrastructurBlsese are
the reasons why the satellites have their placthénnext
generation Internet architecture.

DVB-S (Digital Video Broadcasting — Satellite) 14 an
open standard ratified by ETSI
Telecommunication Standard Institute) in 1994s & ipart of
the DVB standards family along with DVB-C (DVB - a),

DVB-T (DVB - Terrestrial) and DVB-H (DVB — Handled)
DVB-S2 was proposed in 2003 as the next generaifon
DVB-S [15]. It uses the advances made in coding and
modulation technology. The DVB-RCS (Digital Video
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Broadcasting, Return Channel via Satellite) stashdaas
developed in 1999 and its main feature is thahibtes a
two-way communication, the forward channel beimgjlsir to
that of DVB-S.

DVB standards were initially proposed to offer vadand
audio services. Later, some encapsulation methoele w
proposed to enable IP links over DVB. The Unidiicatal
Lightweight Encapsulation (ULE) has proven to be mhost
successful. Even though the ULE standard is irmigdure
state, the optimal security solution remains tctoelied.

This paper is organized as follows. In Sectionélpvesent
how Internet over satellite works and what are gheurity
requirements for it. In Section Ill we propose a&usiy
mechanism that uses: a multilevel key managemehnigue,
a simplified extension header, and chaotic fundtifor key
generation and data encryption. In Section IV walyae the
data overhead and the period of Master Key usagedier to
study the cost of security and to provide the neagstools
for the correct setup of the security parameters. &0
simulate the system using real HTTP and FTP dat3ettion
V we present our conclusion.

Il.  INTERNET OVERDVB-S

A. General overview

important characteristics The general structure of the communication systeat t

allows Internet access over satellite DVB is présgnn
Figurel. The Internet Service Provider (ISP) hagss to the
Internet and sends IP packets to his clients (&atedrminals)
using the satellite link. The IP packets need termapsulated
and are carried by a MPEG-2 stream.
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Fig. 1: Satellite IP communication.

A MPEG-2 TS (Transport Stream) is created after the
multiplexing of several MPEG-2 ES (Elementary Stnep
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and is made up of a continuous stream of data Bamith a
fixed length of 188 bytes. Each frame has a heafdzrleast 4
bytes and a payload of maximum 184 bytes. The fielly of
the header that is of interest for our paper is FRaeket
Identifier (PID). Itis a 13 bits field that is & determine to
which ES the payload of the frame belongs.

We propose a security mechanism for the data byl
connection between the ISP and the satellite texisin

B. ULE Encapsulation

Network level
encapsulated in order to be transported over tiedligalink.
There are two possible encapsulation methods, MNP &rd
ULE [3]. It has been shown in [4], [5] and [6] tHALE has
many advantages over MPE such as improved effigiand
native support for a wide range of network protecdt is
therefore becoming the predominant method of endatisn
in DVB-S/DVB-RCS.

The standard ULE encapsulation method is preseinted

Figure 2.
(&——— Header ————p4—— Data ——| Trailer
bl 11 | 11 | NPA@ PDU CRC
< SNDU >

Fig. 2: Standard ULE encapsulation

ULE creates a Sub Network Data Unit (SNDU) by addin
header and a trailer to the network level PDU. bader is
formed of:

. D: a one bit field indicating the presence oPtherin[1l]

absence of the optional field NPA (see below).

e« L1: a 15 bits field indicating the length of the

SNDU starting from the first byte after thé field
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assigned by IANA.

The field Hlis the extension header and its structure is
determined by the typ&l There are predefined extension
headers (such as the format for a bridged payl8§daind
unassigned values of extension header types thateased
for new extension headers.

T2indicates the type of PDU that is being carriéajlar to
the fieldT1 of the ULE without the extension header.

Packet Data Units (PDU) must be

C. Security requirements

IP over satellite DVB is a wireless communicatisatpcol
and thus susceptible to several attacks. They Heaen
studied in [7] and [8]. The security requiremeritatthave
been derived in order to counter these attacks are:

« Data confidentialityis the most important security
requirement because any unauthorized receiver
can access the PDU that are being transmitted.

« Data integrity and authenticatiorare required to
counteract active threats.

e Protection against replay attackssequence
numbers are suggested to prevent replay attacks.

» Link layer terminal authenticatiorit is required as
part of the key management protocol.

Trying to respond to these security requirements) t
security systems have been proposed, one in [9] d1id the
. We have used the advantages ofinathder to
present a novel and improved security system feellga
Internet.

Ill. PROPOSEDSYSTEM

and including the CRC trailer. The length is

expressed in bytes.

A. General description

TL a 16_ bits f|e!d indicating the type of network o security system that we propose responds &ethity
PDU being carried by the SNDU. Its values argequirements and takes into consideration the chexistics
assigned by the Internet Assigned Numbergf satellite communications. In order to achieve tequired
Authority (IANA). properties, an extension header is used that emn#aB2 bit
NPA@ Network Point of Attachment address is a@Packet Number (PN). This field provides protectagainst
48 bits optional field that can carry the destimati replay attacks and is used as a nonce in the kayintge
address of the SNDU. Usually it is a MAC addressprocess.

The SNDU data is represented by the network el P
and the SNDU trailer is a CRC-32 code applied &whole
SNDU.

If no additional information about the PDU is reai then
the standard ULE header will be used. This addg Mite
additional information. If other services are to frevided,
such as security, ULE allows a flexible mechanism the
extension of the SNDU header. Its format is presgbrin
Figure 3.

[¢—— Header ——pi&—— Data—p| Trailer
D[L1] T1 [NPA@[ HL] T2 PDU CRC
< SNDU >

Fig. 3: ULE extension header

In order to provide data integrity and authentmatiwe
propose that the CRC trailer of the SNDU be repldog a
MAC (Message Authentication Code).

All the PDU are encrypted. We propose a key ddowmat
system that allows the encryption of each PDU wéth
different key and we also propose the encryptiomefMAC
trailer for more security.

The link layer terminal authentication is realizled the
multilayer key management system. It is based pnivate
key that has been previously exchanged betweelSthand
the terminals by other means of communication ttean
satellite link.

B. SNDU structure

The structure of the SNDU is presented in FigurBl4s the
type of the extension header. As mentioned aboANAI

The fieldT1 does not indicate the type of network PDU thainust assign a value for iff2 carries the type of the

is carried, but the type of extension header.dtses are also

ISBN:978-988-17012-6-8

encapsulated PDU.
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In order to enhance the security of the MAC codel

broaden the range of choices for it, it will alspdncrypted. equations of every layer are:

The MAC will not protect just the PDU that is ensalated
but also the ULE header, thus providing protectigainst a
wider range of active attacks.

+0p3xg(n-3),2V]

If the xxexp[cos(x)] is used as non linear function, the

X (n) =mod[k,; (N)+ Gg1x g1( -1+ g% g4 A/ 2)
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g (1) = mod[x (r)x exp{cosx (N]}, 2" | (1)
¥ 1 * Xp(n) = mod[g, (W+ &% G2 r D+ % g5 R 2)
o] w1 T1 +Cp3%g2(n-3),2" ]
NPAG 4 &i2(r) = mod[x (m)x exp{cosps (N}, 2" ] 2)
NPA@ PN £
PN T2 v % All coefficientsCyy, Cip, Cis, Co1, Cop, and Gsare equal to
E’ g 1. The structure of the generator is presentediguré 6.
PDU g =
MAC v&

Fig. 4: SNDU secured.

C. Key management system

We propose the use of a multilayer key management
structure [19], [20]:

| MK — 1024 bits |
| K3 — 1024 bits | Fig. 6: Proposed chaotic generator.
| 7 12D | It _ha_s _been proven that this generator allows frapd the
periodicity of its outputs and passes the randosMNIST
| IK1 — 256 bits | tests.
i Our proposed security enhancement for the ULE
| SK — 128 bits |

communications can support different algorithms data

encryption, and has a mechanism that allows a frequent

change of the encryption algorithm. We recommesad dime
The number if Intermediary Keys (IK) and the sif&eys ©f the supported algorithms to be the CCMSTI altoni

can be chosen by the ISP as it sees fit, takimggotount the from [18].

particular security requirements and the bit rafetle E. Encryption and authentication

protected connection. However, we can choose thetinea . L. .

initialization stage. Once fixed, they cannot bedified. _The encrypt|on and au_thent_|cat|on of_each PDU eakzed

with a different key, which will be derived frometfcurrent

er-1r Chre (;;:Jrr:egﬁldki%,ezlistﬁf:til(;[%)?’ks ss\e/\(/jet?:odn?t\i/;t:e SK, the NPA address and the PN with the aid ofyalash
yp ys- function, as shown in Figure 7. Using a 32 PN &#s nonce

fg&?gﬁ;ﬂ? bits provides the required secugitiel for most guarantee; thgt anew key is optained fpr e.achgpai:'his
SK will be ﬁsed for a limited amount of data, SKBession approach is similar to the security solution in R-WPA
Key Threshold). When SK needs to be changed, aSw (Wireless Protected. Access) protocol that uses TKIP
will be generated by the ISP and it will be sentrgpted (Temporal Key Integrity Protocol) [13]
using IK1 to the terminal. IK1 will also be usedimited SK
number at times, IK1Th (Intermediary Key 1 Threshol NPA@
When IK1 needs to be changed a new value for it vél
generated and it will be sent encrypted with thd fevel key, A
IK2. IK2 and IK3 are treated in a similar manner. HASH
MK (Master Key) is the top level key of the struetult is functior
agreed upon between the ISP and the terminal ag\aopis Ephemeral key
stage, using a smart card. The MK cannot be changied Data
the satellite communication.

Fig. 5: Multilayer key management system.

Encryption/ Data

Authenticatiol

D. Proposed chaos generator

We propose the use of chaotic functions, both fey k
generation and data encryption.

The proposed chaotic generator [17] consists of t
cascaded generators. Each one is looked at asrairefilter
containing in addition a non-linear function. Dikat
non-linear functions FNL(x) were tested:xLnx,
xxexp[cos(x)} pwlcm etc.

Fig. 7: Key derivation system.

We provide a mechanism that allows algorithm agfiir
V\}%e hash function, the encryption algorithm and MAC
algorithm, thus increasing the overall securityhef system.

F. Security PDU

The system must be able to provide a way to tramshe
new secret keys. This will be a new type of PD\g, $lecurity
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PDU (SPDU). The structure of the SPDU will be agalas

Table | - The sets of analysed parameters.

with the structure of a normal network PDU. It vafintain a

header that will carry information about the cutrsecurity

association, and a payload that will carry the hews. Its

structure is depicted in Figure 8.

IK Xik(x+1) | | SKik1
Payload ———p

KL|HF[EA[AA] KeyID
[¢—— Header P

Fig. 8: The SPDU.

The header will contain the following fields:

| Il 1l v V
IK4Th 50 100 200 500 100(
IK3Th 50 100 200 500 100(
IK2Th 50 100 200 500 100(
SKTh 256 kb| 512 kb 1 My 2 M 4 Mb

The studies we have performed have showed ustibae t
sets of parameters can cover a wide range of aiolits.

A. Theoretical data overheads

KL, Key Levela 2 bit field indicating what keys are The Data Overhead, DO, is the expression of theeddd

and SK, the, IK2, IK1 and SK or, IK3, IK2, IK1,
and SK.

» HF, Hash Functiona 2 bit field that indicates the
hash function used in the key derivation from Tig.

* EA, Encryption Algorithma 2 bit field indicating
the encryption algorithm that will be used.

e AA, Authentication Algorithma 2 bit field
indicating the authentication algorithm.

« Key ID: an 8 bit field identifying the security
association that is being created.

The payload of the SPDU carries the new keyXd:1
means one of IK1, IK2 or IK3 encrypted with 1IK2,3kKr MK
respectively. Finally, this SPDU will be encapseathtand
transported like any other network PDU.

G. The alarm message

Under certain circumstances, such as high noisdwzae
error, active attack, power failure, the terminayntoose the
key synchronization with the ISP. In this casesitinable to
decrypt any messages or to recover any new keysdgr to
recover the key synchronization the terminal wéhd an
alarm message. We will not discuss its exact siradiecause
it is a function of the return channel that will lsed.
However, it will always carry the Key ID of the taslid keys
that were used by the terminal.

V. SYSTEM ANALYSYS AND SYMULATION RESULTS

A satellite can cover a very wide area, so the remuf
possible users is very large. In the same timéamelwidth of
a certain satellite link is limited at 40 MHz for ost
applications. This is why one of the key charast&s of IP
over satellite DVB is the importance of using tipectrum
resource in an efficient way, thus maximizing thenber of
clients for a certain ISP, or the available bierat

Our system uses a hierarchical key managementsy$tee

order to provide the security services. It is ezpesl as the
ratio between the added information and the tofafrmation
sent. It can be expressed in percentage:

DO = AL 100

TI
whereAl is Added Information and'l is Total Information.

For our system thédO has two components: the key
management component and the extension overhead
component. We calculate tBeO for a complete cycle of key
management, between two successive utilizatiohdkaf

The key management componebQyy is made up of all
the SPDU that need to be sent to carry the key gemnant
information. Therefore, it is a function of the sdty
parameters SKTh, IK2TH, IK3Th and IK4Th.

The extension header componddQgy is made up of the
extra bytes of the ULE header, the fieldsandPN. Because
the same amount of data, 6 bytes, is sent with packet, the
value of this component is a function of the medipmcket
length.

_ KMI +EHI

DO = DO,y +DOg, =~ [100

where:

*  KMI — Key Management Information, is the number
of bytes in the totality of SNDU that are sent othex
satellite carrying key management information; ¢hes
SNDU will be supposed to have standard header.

. EHI — Extension Header Information, is the total
number of extension header bytes.

e TI-Total Information, is the number of bytes in the
totality of SNDU sent over the satellite link.

The extension header component will be appliedatsthe
SNDU that carry the key management informatiorartier to
calculate theDOgy component of the SNDU that carry key
management information only once, we will suppdsat t
these SNDU have the standard header when we dalcula

choice of the exact structure of the system (numbfer DO

intermediary keys and security parameters) mustdme
taking into account the systems particularitiese ©h these
particularities is the frequency of MK usage, FMKis very
important to analyze this parameter because ita&y €o
obtain systems that use the MK very often (mangsiin one
day) or systems that almost never use MK (one #trmaore
than 2 years). If the optimum value of the freqyeat MK
usage may be chosen by the ISP and his cliengxtreme
cases must always be avoided.

We have analyzed 5 sets of parameters (see Table I)

ISBN:978-988-17012-6-8

We will calculate DQy using the following formula:

KMI
DO,, =——[100
S

where:

* DOy is the calculated data overhead;

« KMl (Key Management Information) is the
number of bytes in the totality of SNDU that are
sent over the satellite carrying key management
information; these SNDU will be supposed to
have standard header.

Tl (Total Information) is the number of bytes in the
totality of SNDU sent over the satellite link.
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KMI=p(IK3)+(IK3Th-1)u(IK2)+ The DQ is not influenced by the set of security paranseter

IK3Th-(IK2Th-1)u(IK1) + IK3Th-IK2Th-(IK1Th-1)p(SK), that are used. It expresses the quantity of addfednation

, by the use of an extension header. Thus it isafilyction of
Tl =KMP" +v(IK3Th-IK2Th-IK1Th-SKTh), the IP packet length, because there are alwaysiaglthgtes
where . _ regardless of the length of the IP packet.

* w(X) is the length of the SNDU frame, with \ye have noticed that for small values of packegtienthe
standard ULE header, that carries keyalue of DQyis much more important that the value of RO
management information about K&y DO could be approximated with RQ However, when the

* v(D) is the total length of the SNDU that carry thgength of IP packets becomes more important,zp@nd
data D. It is a function of the length of the PDU.pQ,,, have values of the same magnitude and the infeiefic

+ KM’ is the total length of the SNDU that carry keythe chosen set of parameters becomes importanfigeel).

management information, but using the extension Total DO
header. ° Seti
We will calculate D@y using the formula: A Ebead]
Do, = EHI _  N(EH 00- EH ..o | E—1]
TI N O(SNDU ) I (SNDU ) g |
where: s .
e N:is the total number of SNDU frames. &
« EH: is the length of the extension header, which is *
6 bytes. gl
« I(SNDU): is the medium length of the SNDU i
frames. 00 260 460 660 860 1600 12‘00 14‘00 1600 18‘00 2000
Average PDU length (bytes)
B. Analysis of the data overhead (@)
We have simulated the Rpand DQy for the five sets of or Total ata Overhead
security parameters we studied and for averagespsmhgths veal |
between 50 bytes and 1500 bytes. The obtainedtsesid . -~ setm
presented in Fig. 9: ost \" sav |

Key management component 0.55}
0.12 :

set1 ||
. setll -5
0.1l - — — setl [
— -setlv 0.45]
Set v

Data Overhead
o
o

g 0.06 0.35
g -ﬁ 1000 1£00 12‘00 13‘00 14‘00 15‘00 16‘00 17‘00 18‘00 IQEOOO
0.041 Average PDU length (bytes)
0.02] 7 - 1 (b)
o :— - s T T Fig. 11: Total Data Overhead (a) for packet lengtlues
O F0 0 OO e POU longth (ytesy 100 2000 between 50 and 2000 bytes; (b) for packet lengiinega
Fig. 9: Key Management component of Data Overhead. between 1000 and 2000 bytes.

Because of the fact that we have doubled the vafiige ~ The analysis of DO is very important also from the
security parameters from one set to another, theevaf the ~ Perspective of the response time. The propagaitioa for a
DOww doubles also from one set of parameters to anoth&und trip is around 0.5 seconds. Compared to thesfime
When the length of the packets increases, the nupftthe added by the encryption, authentication and keyageament .
SNDU frames that transport the data decreases., Thas Processing can be neglected. However, when we demsi
added information by the ULE header decreasestageither large file downloads, the time needed to send #tension
with it, TI decreases also. The result of a decreaBiig an N€ader and key management information can be import
increasing DQy (see Figure 10). and it is a given by the DO.

Extension header component

C. Period of MK usage

The period of MK usage (TMK) must be studied ineartb
avoid the undesired extreme values and to be aldettthe
frequency of MK changing, in function of the setypolicy
that is agreed upon between the ISP and the client.

The formula of TMK is:

Tl
2t TMK = ——
.1 Bitrate
o e whereBitrate is the channel bitrate.
O B0 00 OO e PO s ey 100 1800 2000 The Table Il shows the MK usage frequency for the

Fig. 10: Extension Header component of Data Ovethea analyzed sets of parameters and channel bit raie va@lues
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are expressed in days. the values smaller than dags (6

hours) and greater than 730 days (2 years) haveigeered:
V. CONCLUSIONS

Table Il - MK usage frequency.
In this paper we have proposed a novel security

256 1 S 20 90 enhancement for TCP/IP over DVB-S/RCS that respibets
kbps | Mbps | Mbps | Mbps | MDpS | gecyrity requirements for this type of communicadidt uses
' 1,52 0,38 chaotic sequences for key generation and data gticonyand
I 23,68 | 592 1,18 0,29 the key management is based on a multilayer prbtoco
1 3726 | 9317| 1863| 466 1,04 We provide all the necessary information and foasub
I\ 1441 32,04 | allow an ISP to correctly choose the security patens of a
\Y 510,9 | certain connection taking into account the secymitjcy and

channel characteristics.
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