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Abstract—Cryptography is used in all information
systems ranging from Internet to databases. This pa-
per devoted to the algorithm based on wavelet de-
composition of splines of third order
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1 Introduction

This paper presents new idea which can be used in dif-
ferent areas of cryptography, the idea is based on wavelet
decomposition of splines. The aim of this paper is to
present the cryptoalgorithm structure based on the alge-
braic theory of spline-wavelet decompositions.

The presented algorithm has new structure. The idea
of the algorithm based just on the algebraic calculation,
with the help of algebraic formulas we can code and de-
code information. This algorithm do not have XOR op-
eration with the round key and its do not use S-boxes.

Let us give the main idea of usage of spline-wavelet de-
compositions in cryptography.

In this paper will be used splines of third degree, the same
researches were made for the splines of first and second
degree.

A sequence of real numbers {z;}i=01,...,—1 which called
grid X is used for constructing of spline space. Another
spline space (embedded in last one) is constructed from
the new grid which is obtained by deleting one element
(number) from grid X.

Wavelet decomposition of mentioned spaces gives decom-
position/reconstruction formulas; the last ones are used
in analysis/restoring of initial number stream in split be-
tween main stream and wavelet stream. These formulas
are defined by elements of the grid, and they can be dis-
cussed not only in the field of real numbers but (under
certain conditions) also in finite fields.

These researches can be implement in different areas of
cryptography; in hash functions, key transformation and
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many others. In this paper will be present one way of
implementation of this idea in creating of block ciphers.

In this realization a plain text is regarded as an initial
stream, ciphertext consists of main stream and wavelet
stream, and a key consists from the grid X.

Section 2 describes the main concepts of mathematical
theory, used in the presented algorithm. Sections 3 de-
scribes the main concept of presented algorithm. Section
4 describes processes of enciphering and deciphering.

2 Idea of wavelet decomposition of
splines

Now will be briefly given a concept of wavelet decom-
position of splines. On the set X we build splines.
Set X consists from the elements {x;};—o, . r—1, where
{z;}i=0,..,L—1 natural numbers. L is a number of ele-
ments in the set X. This set is called grid.

Third order splines are presented in the formulas below:
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Splines are defined as w;(t) and x; elements of our grid
X.

For wavelet decomposition of splines we take out one el-
ement xj; and we get new grid X, elements of this grid
are equals:

szxjifjgk‘—l,andfj:a:jﬂiszk, & = xg.
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With the use of new grid X we can get new splines W
but these new splines can be represent as a combination
of splines which were build on the grid X :

wi(t) =wi(t) Vi<k—4 ;) =wjm(t) Vi=k.
_ Tyt — &
Wp—a(t) = wp—a(t) + —————wp_3(1),
LTh41 — Tk—-3
o Tre —
Wi_3(t) = éh$wkf3(t) + ngk72(t),
Lk+1 — Tk—3 Tg42 — Tk—2
o Tra —
Wi_a(t) = ﬂwk,g(t) + ngkq(t),
Tk+4+2 — Tk—2 Tr+3 — Tk—1
— Th—
Teoa(t) = —2 251 ) 4 w(®).

T43 — Tk—-1

Also splines w;(t) can be gotten with the help of the
splines @;(t). It gives us two types of formulas: formulas
of decomposition and formulas of reconstruction. Step
by step we can take out elements from the primary grid
X and to build new splines which uses new grids, up to
L — 3 times (each time we take one element and get new
grid and new splines), this formulas called formulas of
decomposition, for reconstruction of original splines we
use formulas of reconstruction.

3 Basic concepts of the algorithm

The presented algorithm relative to class of block cipher
algorithms. A process of enciphering and deciphering
consists of K identical rounds.

This algorithm can work with the block length up to 2048
bits, and it is not a limit. The number of rounds is de-
noted by K, X+ is a key length and M is a block length
(in the table below M and X~ are bytes). Number of
rounds and key length as a function of the block length
given in Table 1.

(K, Xv)
M = 8 bytes (6,15)
M =16 bytes | (14,31)
M = 24 bytes (22,47)
M =32 bytes | (30,63)
M = 64 bytes | (62,127)
M = 128 bytes | (126, 255)
M = 256 bytes | (254,511)

Table 1.

Let K = (X, ) be a key; here X is an ordered set, X =
{z;}j=0,... -1, where L is a number of elements in the
set X.

In this algorithm on each round one element from the set
X is removed. Let 7 be the order of elements removed
from the set X.
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A sequence C = {c;}imo,... . m—1 18 a plaintext; |C| = M
is a quantity of elements which are ciphered, C is the
ordered set.

Elements {¢; }i=0,... m—1 and {z; } =0, —1 are bytes (we
are working with one-bytes words, but we also can work
with 4-bytes words).

Let us suppose that the set X and C' can be periodic with
the period M so x; = wjpa and ¢; = cjom Vi € 2,
where M is a block length.

Process of enciphering is based on the formulas of decom-
position from wavelet theory, after K rounds we obtain
the ciphertext. For deciphering we use formulas of recon-
struction.

All calculation are carried out by mod N, N is a prime
number, in this application N = 283.

4 Mathematical basis of process of enci-
phering and deciphering

Let us describe in more details process of enciphering. In
the process of encryption K rounds are made. On first
round we will get plaintext {¢;}i=o,...am—1 and also we
know the key K.

For the convenience of record of formulas we shall con-
sider nonnegative integers i, j.

First round:

1. We eject element z,, from the primary set X. The
received set is defined as X 1! and X_1 = {z_y,;}
and elements of a new set are equal:

T_1,4=T; if i< Y1 (1)
Ty =2 i P>y = (2)
X_1 = {x_l,i}.

The element x,, which has been taken out from the
set X is defined as &.

2. Now we write formulas of decomposition for the
splines of third degree.

if 0<i<n~ —5, (3)

C_14: =6

coii=cip1 if m—-1<i<M-2 (4

57 1“—1."}/1
C—l, -3 = (7 - C —4+
Y1 E _ x71”y173 Y1

1To avoid misunderstanding with numeration in this work if it’s
written {...} _;; —j is a number of round and 7 is a number of
element, if it’s just {...} _; —J is a number of round
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4 IElm ol Y (modN),  (5)
ff z_1,71—3

coim—2=((§ = 217§ = To1341) - Cyy—at
(€ =217 +1) (@1 = To19,-3) - Cyy—3F

F(@ 141 — Tty 2) (6 — To140-3) Oy —2)-
=217 -2] € 215, -3] (modN),  (6)

LT—1,414+2 — g
Lo1y+2 = T—1,m—1

b1 = (cyy—1— CC1yy -2

— T _ _
ST st (medN). (7)
LT1,914+2 —L—1,y;—1

3. At the end we make a shift of sequence c_; ; as fol-
lows:

€C-10 —C-11 —~C-12... >2C_1 M—2—C-10

Here {c;}i=o,...m—1 plain text, {c_1;}i=0,.. . m—2 main
stream, elements which we get after the first round and
use on next round, also we get element b_; an element of
wavelet stream.

These formulas are throwing out one element with num-
ber 1 — 1 from our set {¢;}i=o,... m—1, moving elements
{¢i}i=0,...71—2,71,...,m—1 and counting two elements with
the help of formulas (5)-(6).

In formulas (3)-(7) we are using elements of a new set
X_1. On first round the sequence {c_1;}i=o,... m—2 and
b_1 have been gotten.

On next round we are working with the set X_; and
{0—1,1:}2‘:0,4..,1»1—2-

In formulas (5)-(7) calculation are carried out by modN,
it helps us to avoid division in these formulas, and to
change division on calculation like %modN. We are us-
ing such module N so on each round equations presented
below will take place:

L. (f - x*j,’ijz)(mOdN) 7é 0

2. (x—j,7j+1 - x—ja"/jﬂ)(mOdN) 7é 0

All rounds except the final round goes by analogy with
the first round, we take out from the set X_; element z
with number v; and count formulas of decomposition for
splines.

Process of decryption goes by analogy with process of
encryption, the same key K is used.

All rounds except the first round goes by analogy, on first
round shift is not made.
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We know number of rounds K so the sequence
{CfK,hbfn}n:LQ,...,K;i:O,l,Q,...,]\/ffol can be divided in
two sequences:

{b_ntn=12.. K, {c-kiti=012,. M—K-1.

We know the primary set X and the order of elements
removal v so we can receive sets X _1,..
as it is described in process of enciphering.

'1X7K+17X7K7

On each round we take out from the set X_;; only one
element = with the number 7;, where j is the number of
round, and we receive set X_;. For deciphering we need
the reverse order, i.e. on first round we need the set X_ g,
on the second X_x 1 and on last round X _;.

First round:

1. We work with the set X_x, { =2 _g ~,

2. We write formulas of reconstruction for the splines
of third degree:

k41 =C-k,; i 0<i<yg —4, (8)

ckri=c ki if yw<i<M-K, (9)

T-Kykx — §
T—Kyx = T—K~yx—3

Co K13 = ( “Co Ky —at

§ =2 Knyk-3
T—Kyx = T—K~yx—3

+

- Ke—s)(modN),  (10)

x*K/yKJrl - f
T—Kyx+l — T—K,yg—2

CoK+1x—2 = ( CCoK -3t

f - ‘T*K,"/K72

+ ¢k y—2)(modN), (11)

T-KAyg+1 = T—K,yg—2

x*K,’yK+2 - g
T—Kyr+2 = =Ky —1

CoK+17m—1 = ( SO Koy -2t

6 - I—K,’yk—l
T—Kyx+2 — T—K,yr—1

+ CCo Ky —1 —|—b_K)(H10dN).

(12)

On next round we work with the set X_x 1, we also
use {c_g+1,iti=0,.. M-k and b_gi1, on the second
round of process of deciphering we get the sequence
{c_k+2,i}i=0,....M—K+1 etc.

After K rounds the initial text {c;}i=o.... . m has been re-
stored.

It is possible to create different types of algorithms based
on the idea of spline-wavelet decomposition. In this real-
ization the key become smaller on each round, we cipher
two bytes and other bytes just move, but there is a re-
alization when the key do not became smaller and each
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byte is ciphered on each round. This idea is under con-
struction now.

The presented algorithm stays strong to differential and
linear cryptanalyses.

5 Conclusion and Future Work

The offered algorithm is well protected against attacks,
process of enciphering and decoding flows quickly. In fu-
ture it’s planned to analyze the application of this cryp-
toalgorithm in different areas.
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