Proceedings of the World Congress on Engineering and Computer Science 2012 Vol 11
WCECS 2012, October 24-26, 2012, San Francisco, USA

Jitter Oscillator-based HRNG with
Independently Controllable Output Rate
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Abstract— A Hardware Random Number Generator
(HRNG) with independently controllable output is
introduced. It consists of a jitter oscillator, ring oscillator,
and post-processor. Random noise in the jitter oscillator is
generated from several noise sources like a MOS
switching device, register and capacitor. The proposed
HRNG upgrades the performance in three aspects: less
power consumption, smaller chip size, and adjustable
output rate. The random bit stream of HRNG successfully
passes all randomness test suits specified in FIPS 140-2
and NIST SP 800-22. The experimental results also show
that HRNG can provide a wide range of random bit stream
rates by controlling the adjustable resistance. The design
principle and the circuit configuration of HRNG are so
simple that it can be employed to the various types of
cryptographic applications in the form of a small size
security SOC.

Index Terms—Jitter oscillator, RNG, generator, noise source,
VCO.

I. INTRODUCTION

Random Number Generator (RNG) is the indispensable
component in cryptography, scientific computing, and
stochastic computing. In cryptography, the randomness
quality of the output bit stream generated by RNG is critical
to guarantee the security level. Such RNGs can be realizable
by combining jitter oscillator with high-speed ring oscillator
consisting of digital inverters [1]-[5]. This type of RNG
features two desirable properties of simple configuration
and easy implementation. Meanwhile, depending on the
type of unstable, random elements adopted in jitter oscillator,
the amount of size and power consumption of RNG is
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determined. Let’s denote a class of RNGs having
high-quality randomness, as Hardware RNG.

In this paper, a new HRNG scheme is proposed. It
enhances the performance of the reference design of RNG
in three aspects (less power consumption, smaller chip
size, and adjustable output rate), while it keeps up the level
of randomness in output bit sequence. The design
principle and the circuit configuration of HRNG are so
simple that it can be employed in the various types of
cryptographic applications in the form of a small size,
secure system on a chip.
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Fig. 1. Proposed HRNG.

The proposed HRNG is depicted in Fig. 1. It consists of
three modules: a jitter oscillator in which the output
frequency is controlled by the resistor, a high-speed ring
oscillator, and a post-processor formed by digital logic.
The unstable passive elements adopted in the jitter
oscillator comprise the noise sources. In other words, the
design of HRNG exploits the random cycle-to-cycle time
drift (jitter) property in free running oscillator to produce a
random bit sequence. In Fig.1, the low-frequency jitter
oscillator samples a fast-frequency ring oscillator output
into a D flip-flop. If the low-frequency jitter oscillator
period features a standard deviation much greater than the
fast ring oscillator period, the sequence of sampled
oscillator states is expected to be uncorrelated, thus
generating a random bit stream that passes through the D
flip-flop for the bit synchronization and is stored into the
system bus by the system clock. The stored random N bits
are used as RNG seed data(Vrng) Of the cipher module.
The detailed circuit diagram of the proposed jitter and ring
oscillator for HRNG is shown in Fig. 2.

Fig. 2 shows that noise sources include resistor Ry, current
source lss, capacitor C,, and MOS switch SW;[6]-[7]. The
oscillator jitter level is related to the random bit stream rate
that is inversely proportional to resistance R,. To see how
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HRNG operates, suppose that the input of the AND gate in
the figure is currently high and Ve, =“1”. Consequently, the
gate output becomes high. During the increasing-voltage (at
Vo,) interval T, switch SW; is closed, and SW,, SW; are
opened; thus, the output of the comparator becomes L. = 0.
On the other hand, during the following decreasing-voltage
(at Vo) interval T,, switch SW; is opened, and SW,, SW; are
closed; thus, the output of the comparator becomes L. = V.

In the proposed scheme, the period of the jitter oscillator
can be controlled by the resistance. Note that the output rate
of HRNG is inversely proportional to the resistance R, as
noise source. This type of random noise generator features
simple configuration and easy implementation in the form
of integrated circuit. In total, HRNG can be implemented in
CMOS circuit that has a small-size and low-power
characteristics.
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Fig. 2. Oscillator of the proposed HRNG.

I1l. PROPOSED OSCILLATOR CIRCUITS

In Fig. 2, the ring oscillator generates high speed
square-wave oscillation signal. Enable mode (Ve,) signal is
input to first-stage NAND gate of the oscillator to reduce
power consumption. On the other hand, the jitter oscillator
generates a low-speed triangular signal that has a drift
frequency 10~100 times less than that of ring oscillator. The
jitter oscillator is also triggered by enable mode (Ve,) signal
via AND gate so as to reduce power consumption.

The charge pump and the timing capacitor form an
integrator circuit whose time constant is inversely
proportional to the charge pump currents, Is; and Is,. The

waveforms associated with the oscillator are shown in Fig. 3.

To see how the oscillator operates, suppose that the output
of the comparator is currently at its positive saturation level
(the instant T, in Fig. 3), L+ = Vg. The positive input
terminal voltage of the comparator can be affected by
resistance R, and current ls3, and the negative input terminal
voltage is connected to charge pump capacitor C,; causing
the integrator voltage to increase until the integrator output
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reaches the high threshold Vry = ls3 (R; + Ry) of the
comparator, at which point the comparator will switch its
own state and thus its output voltage Vo, will becometo L. =
0.

The zero voltage level of V; causes the output direction of
current source, lsy, to reverse (the instant T,) so that the
integrator output will start to decrease linearly with a
negative slope of -Is,/C, until the integrator output voltage
reaches the low threshold voltage of the comparator, V1 =
Is3 Ry, At this point, the comparator switches back to the
former state; its output becomes positive L. = Vg, the
current flowing through C; reverses its direction, and the
output of the integrator starts to increase linearly, beginning
a new cycle. Therefore, during the interval T;in Fig. 3, we
can derive the following equation:

I
Vo :Tlf =Viy =V, (V. >V)) @

1
Rearranging the equation gives

Tl — ISS(Rl + Rz)_ IssRy Cl

ISl (2)
Similarly, during T,, we have
T, = Iss(R1+R2)_|ssR1 Cl’(\/+ <V7) ©))

S2
Equations (2) and (3) can be combined to obtain the
period of the output wave as

2(1..R,)C
T:T1+T2=M’(|51=|52=|5) (4)
s

Note that the period of the jitter oscillator is directly
proportional to the resistance R,, capacitor C,, and current
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Fig. 3. Waveforms of the proposed HRNG.,
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IV. EXPERIMENTATION RESULTS AND DISCUSSION

The circuit diagrams shown in Figs. 1 & 2 were
implemented using 0.18:m CMQOS process. The employed
power supply is Vg = 1.8V. The high-frequency ring
oscillator is set to 1 GHz. The noise resistors and the current
source used in the jitter oscillator are: R; = 400k®, R, =
100k$2 and Is3 = 1A, respectively. Two current sources of
the charge pump and the capacitor for the integrator are I3 =
Is,=41A and C; = 2pF. The total HRNG power consumption
is measured about 1004V, one twenty-third times less than
that of the recently proposed RNG [1]. The die size of
HRNG chip is 150um x 100um. By default, the
low-frequency jitter oscillator is set to the maximum
frequency of 10 MHz having a drift waveform by adjusting
the resistance level of resistor R,. This oscillator signal is
employed as the sampling clock of post-processor so as to
yield the random bit streams that is stored into the system
bus driven by system clock. Notice that, for the high-quality
random number generation, the system clock frequency has
to be set up as no greater than the frequency of jitter
oscillator. As a by-product, the proposed RNG produces the
output bit-stream with varying speed of 100k~100M bps by
adjusting the resistance R, in the range of 10k~10M ohms.
According to the FIPS 140-2 and NIST SP 800-22, that is
known as official RNG test suits, multiple sampling
executions have been performed. NIST SP 800-22 consists
of fifteen tests whose conditions are enumerated in Table 1.
The proposed HRNG shows a superior random behavior so
that it satisfies all the test suits for the NIST SP 800-22 [3-4].
Since the output rate of HRNG is proportional to resistor R,,
the HRNG can change the output rate dynamically
according to the specific operational requirements so that
HRNG is suitable for a wide range of cryptographic
applications such as RFID, IC cards, and so on.

Table 1. NIST SP 800-22 test results of proposed RNG

Statistical test suit P-value results of proposed HRNG
of NIST SP 800-22 | Avg. S.D. Range
Frequency 0.483 0.252 0.081~0.888
Block- Frequency 0.496 0.284 0.097~0.985
Cusum 0.443 0.262 0.013~0.822
Runs 0.567 0.325 0.187~0.976
Long-Run 0.568 0.302 0.106~0.974
Rank 0.469 0.308 0.026~0.885
FFT 0.474 0.289 0.012~0.948
Aperiodic-Template 0.056 0.279 0.015~0.980
Periode-template 0.078 - -
Universal 0.954 - -
Apen 0.403 0.276 0.019~0.962
Random-Excursion 0.741 0.128 0.489~0.872
Random-Excursion-V 0.476 0.229 0.184~1.000
Serial 0.162 0.089 0.098~0.225
Linear-Complexity 0.738 - -

V. CONCLUSION

A new HRNG scheme with independently controllable
output rate is introduced in this paper. The experimental
results show that the proposed jitter oscillator operates as
high-quality noise source so that the output bit stream of
HRNG has a good randomness property. Moreover, the
proposed HRNG features simple configuration and easy
implementation suitable for integrated circuit so that
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HRNG can be implemented within a small-size area,
spend low-power, and provide output rate controlling with
low and high speed.
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