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Abstract—This paper reviews a comparison study on the 

most common used authentication methods. Some of these 
methods are actually based on cryptography. In this study, we 
show the main cryptographic services. As well as, this study 
presents a specific discussion about authentication service. 
Since the authentication service is classified into several 
categorizes according to their methods. However, this study 
gives more about the real life example for each of the 
authentication methods. It talks about the simplest 
authentication methods as well about the available biometric 
authentication methods such as voice, iris, fingerprint, and face 
authentication. 
 

Index Terms— Keywords: information security, 
cryptography, system access control, authentication, and 
network security. 

 

I. INTRODUCTION 

NFORMATION security is the process which describes all 
measures taken to prevent unauthorized use of electronic 

data, whether this unauthorized use takes the form of 
destruction, use, disclosure, modification, or disruption. 
Information security and cryptography are interconnected 
and share the common services of protecting the 
confidentiality, integrity and availability of the information 
ignoring data form (electronic document, printed 
document). In the encryption process, information security 
uses cryptograph to shift the information into the cipher 
form which does not allow it to be used by unauthorized 
personnel. 
 

Cryptography provides the information security for other 
useful applications such as in encryption, message digests, 
and digital signatures. The length and strength of the 
Cryptography keys are considered an important mechanism. 
The keys used for encryption and decryption must be strong 
enough to produce strong encryption. They must be 
protected from unauthorized users and must be available 
when they are needed. Cryptography also contributes to 
computer science, particularly, in the techniques used in 
computer and network security for access control and 
information confidentiality. Cryptography is also used in 
many applications encountered in everyday life such as: 
computer passwords, ATM cards, and electronic commerce 
(refer to Figure 1). The request for Cryptography system has 
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increased recently for the public especially after the fast 
development of the Internet in the last 10 years ago. 

 
 

 
Figure 1: Network security system [1] 

 
This paper summarized the development in cryptography 

based authentication. The paper discusses the latest 
development on the real life authentication methods which 
include symmetric, public-key, token, and biometric 
authentication methods. 
 

II. CRYPTOGRAPHY 

 
Cryptography is one of the most important fields in 

computer security. It is a method of transferring private 
information and data through open network communication, 
so only the receiver who has the secret key can read the 
encrypted messages which might be documents, phone 
conversations, images or other form of data (refer to Figure 
2). 

  
Figure 2: Cryptography scheme 

 
To implement privacy simply by encrypting the 

information intended to remain secret can be achieved by 
using methods of Cryptography. The information must be 
scrambled, so that other users will not be able to access the 
actual information. For example, in a multi-users system, 
each user may keep his privacy intact via her/his own 
password. On internet, a large number of internet users use 
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internet application, such as business, research, learning, 
etc. These activities are very important for the users’ 
application; hence, the importance of using Cryptography 
has been highlighted to help them keep the privacy.  
  

Cryptography services in general help to ensure the 
following [3]:  
 Authentication: Authentication is a service used to 

provide the identity of an entity.  
 Confidentiality: Confidentiality is a service used to 

guarantee information it is accessible only to authorized 
entities and is inaccessible to others.  

 Integrity: Integrity is a service used to guarantee that the 
information remains unchanged from the source entity to 
the destination entity. 

 Non-repudiation: Non-repudiation is a service used to 
confirm the involvement of an entity in a certain form 
communication, and prevents any party from denying 
the sent message.  

 Accessibility: Accessibility is a service put in place to 
allow the use of information resources by authorized 
entities. 

 
Cryptography algorithms can be classified into three 

board categories, asymmetric (public-key) cryptosystem, 
symmetric (secret-key) cryptosystem and hash functions 
(refer to Figure 3). In general, Cryptography protocol 
employs asymmetric cryptosystem to exchange the secret 
key and then uses faster secret key algorithms to ensure 
confidentiality of the data stream [2, 3]. Symmetric 
cryptosystem (Secret-key algorithm) is used to encrypt and 
decrypt messages by using the same secret key. While hash 
functions are a non-public key cryptography and work 
without key. As well hash functions are normally used as 
data integrity primitive in more complicated cryptographic 
protocols. However, the secure hash algorithm (SHA) was 
issued by the National Institute of Standards and 
Technology in 1995 as a FIPS [4]. Asymmetric 
cryptosystem on the other hand, works in a very different 
way. In public key algorithm, there are two keys; both 
belong to one party, either the recipient or the sender. One 
key is used to accomplish half of the task (e.g. encryption) 
while the other key will be used to complete the rest of the 

task (e.g. decryption).  

III. SYSTEM ACCESS CONTROL (LOGGING TO SYSTEM)  

 
The system access control process [5] is interconnected 

and shared between the information security and 
cryptographic aspects. Ensuring that unauthorized users 
don't get into the system. The system control also protects 
password data and keeps track of who's doing what in the 
system. However, this process is used to ensure that the 
system it is accessible only to authorized entities and is 
inaccessible to others. System access control process 
provides the computer security with the first security layer 
by controlling access to that system: Who's allowed to log 
in? How does the system decide whether a user is 
legitimate? How does the system keep track of who's doing 
what in the system?  

 
However, logging into a system by the access control 

process is a kind of challenge/response scenario. This 
scenario should be done by identification and authentication 
processes.  

 
Identification and authentication [5] (I&A) is the process 

that can be used to identify and verify the users on their 
secure systems. In secure system, the user must identify 
himself/herself, then the system will authenticate the 
identity before using the system. However, authentication 
verifies the user who is requesting access process of 
determining the identity of a user that is attempting to access 
a system [5, 7]. Therefore, the identification and 
authentication processes can be done successfully through 
the following three classical ways:  

1. Something known: password, or a personal 
identification number (PIN).  

2. Something possessed: smart card or token.  
3. Something inherent: face (Biometric) detection and 

recognition, fingerprint, voice, retina, or iris 
characteristics. 

 

 
Figure 3: Main branches of Cryptography 
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On other hand, the identification and authentication 

processed can be also professionally seen as: 
4. SMS based authentication  
5. Symmetric-key authentication  
6. Public-key authentication  

 
Meanwhile, this study discusses the common used 

authentication techniques on our lifetime. As well as, it 
shows a performance comparison study between them in 
tem of the security level and the execution time. 
 

IV. AUTHENTICATION METHODS 

 

A. Password authentication protocol   

A password authentication protocol (PAP) is an 
authentication protocol used by Point to Point Protocol to 
authenticate users before allowing them access to data 
resources. Password [6] is the most common used method in 
authentication protocols. Whereby, the user should prove 
his/her username and password by comparing it with the 
system stored value. This authentication method is 
important for users since it is easy to be memorized. 
However, password can be recently classified into two main 
types; textual password and graphical password.  
  

Graphical password: A graphical password (refer to 
Figure 4) is one of the most important fields of 
authentication in system access control techniques. It allows 
users to draw or select their passwords from images bar, in a 
specific order. Then the password will be presented in a 
graphical user interface (GUI). On other hand, the graphical 
password is also defined as graphical user authentication 
(GUA). Therefore, graphical password is considered easier 
than other password techniques base text, since it is easy to 
be remembered for most computer users. In term of security, 
graphical password offers better security than other textual 
passwords because the graphical password is created by 
selectable images as a series.  These series is normally 
combined in specific order of images. Therefore, the 
graphical passwords are recently designed to be resisted to 
many kinds of attacks such as; shoulder-surfing. Whereas, it 
will be difficult to recognize the exact images series order 
(graphical password) by attackers [7]. 

 

B. Authentication Token  

Is a portable device used for authenticating users (refer to 
figures 5, 6, 7, and 8), thereby it is allowing authorized 
access into a network system. Authentication technique 
using a portable device to carry the embedded software that 
is called software token. There are several token systems, 
among these are:  RSA SecureID Token Cryptocards, 
Challenge Response Token, and Time based Tokens. 
However, Challenge Response Token is an authentication 
technique using a calculator type token that contains 
identical security keys or algorithms as a Network Access 
Server (NAS) [8]. 

 

 
Figure 4: Graphical password [7] 

 

 
Figure 5: the challenge response card from Cryptocard [8] 

 
 

 
Figure 6: An example of the Time-based Token Authentication System [8]. 
 

 
Figure 7: Token Authentication System [8 ]. 
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Figure 8: RSA SecureID Token [8] 

 

C. Symmetric-key Authentication  

In symmetric key authentication, the user shares a single, 
secret key with an authentication server (normally the key is 
embedded in a token) [9]. The user is authenticated by 
sending to the authentication server his/her username 
together with a randomly challenge message that is 
encrypted by the secret key. Whereby, the user is considered 
as authenticated user if the server can match the received 
encrypted message using its share secret key. 

 

D. Public key authentication: Diffie-Hellman Authentication 

 
The key exchange is an important method in public-key 

Cryptography for providing authentication cryptographic 
service. It was the first public-key cryptographic scenario as 
developed by Whitfield Diffie and Martin Hellman [10], 
were the first who developed the key exchange algorithm 
that is called DH. In DH, keys are exchanged between the 
users according to Cryptography protocols which are based 
on the key exchange problem. They highlighted the most 
important method of exchanging the keys by using the 
discrete logarithm hard problem (refer to Figure 9). 

 

 
 
Figure 9: Diffie-Hellman key exchange protocol 

 

E. Biometric authentication  

 
A biometric authentication is a digitizing measurements 

of a physiological or behavioral characteristic for human. A 
biometric authentication systems can theoretically be used 
to distinguish one person from. However, many biometric 
authentication systems have been proposed which are 
categorized as; face detection authentication system, 
fingerprint authentication system, Iris authentication system, 
and voice authentication system [11] (refer to Table 1). 

 
1) Fingerprint recognition 
 

A fingerprint system uses an electronic device to capture 
a digital image of the fingerprint pattern. This captured 
image in fingerprint system is called a live scan which is 
digitally processed to create a biometric template (finger 
features). The biometric features will be later stored and 
used for matching process.  

 
 

2) Voice biometric authentication 
 

Voice biometric authentication is the use of the voice 
pattern to recognize the identity of the person. Meanwhile, 
voice authentication is now considered as a fast wide 
deployed form of biometric authentication. However, it is 
one of the best methods of determining the biometric 
method efficacy. However, voice recognition is categorized 
into five types: speaker dependent system, speaker 
independent system, discrete speech recognition, continuous 
speech recognition, and natural language. 

 
3) Face detection 
 

Face detection and recognition systems are a two 
complementary scenarios [11]. Face detection is as 
technology uses learning algorithms to allocate human faces 
in digital images. As shown by Figure 10, face detection 
algorithm focuses and determines the facial features and 
ignores anything else in the digital images [11, 12]. 
Moreover, many face detection techniques have been 
presented such as; Viola and Jones face detection [13], face 
detection based Adaboost [14], semi-supervised learning for 
facial expression recognition [15], and etc. 

 

 

Figure 10: Face detection [11]. 
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Furthermore, face recognition technology is a natural 
biological authentication process according to the cognitive 
rule of human beings. This technology is  used  to  identify  
any  given  face  image  using  the  main features  of  this  
face [16]. Normally, face recognition process works after 
face detection process to identify the detected face by 
comparing the detected faces with the stored faces images. 
In general, different artificial neural network algorithms 
have been proposed such as; feed  forward  back 
propagation  neural network  (FFBPNN),  cascade  forward  
back propagation neural network (CFBPNN), function 
fitting neural network (FitNet), and pattern  recognition  
neural  network  (PatternNet) algorithms [16]. Since, Soon 
and Seiichi [17], While Volkan [18], Weihua and WeiFu  
[19] are recognition systems applied on neural algorithms. 
 

4) Iris Authentication  
Actually, iris and fingerprints are parallel in their 

uniqueness technology. Worldly, the statistical result of the 
iris usage in authentication is presents that iris is one of the 
best ways of meeting high risk situations. Iris recognition 
software is currently in wide use at airport borders. As well 
as, it is also widely used at many other industries for doing 
authentication. 

V. DISCUSSION  

As discussed earlier, password authentication system is 
the most common used method in authentication protocols. 
In the meantime, password works with very low cos, since it 
just needs keyboard system or mouse system in best cases. 
In term of security, the use of password authentication is 
considered very weak, this is because of the software 
attacks. However, password software attack is embedded 
and activated by visiting a fake site that looks like the 
normal commercial site (phishing attack). As well as, some 
fake web site has developed keyboard logging software to 
copy the user ID and password. On other hand, this study 
shows that the password authentication system is highly 
secure if the password is computed between the 
communication parties over insecure medium by using 
public-key cryptographic system such as DH protocol. 
However, the comparison talks about the security token 
which is more closely with the users. It reduces the risk on 
the user password, since the password can be sometime 
encrypted by the embedded public key cryptosystem. 
Moreover, the standard token system is only useful for low 
to medium risk type authentication situations. Whereby, 
High risk authentications should implement multi-factor 
authentication. 
 

In biometric systems, iris biometric authentication should 
be provided for high risk conditions. Whereby, voice 
authentication is efficiently the fast wide deployed form of 
biometric authentication. As well as, face recognition 
algorisms are considered more complex and secure than 
other authentication algorithms such as fingerprint, iris and 
voice authentication algorithms. Comparing face 
recognition to other techniques, face recognition is featured 
as: accurate and fast Identification, and high usability and 

security (refer to Table 1). 
 

TABLE 1: 
 PERFORMANCE COMPARISON BETWEEN BIOMETRIC AUTHENTICATION 

METHODS [20] 

 

 

VI. CONCLUSION  

This paper summarizes the difference between 
cryptography based authentication methods. It shows the 
possibility of using public key cryptosystem to provide high 
level of authentication security. The surveyed methods are 
password, public key sharing, symmetric key, token, and 
biometric authentication methods. The performance of these 
methods are actually different according to their tools cost, 
execution time and the security. However, this study 
highlights that the DH public key method provides high 
level of security to distribute the secret key (password) 
between users over insecure communication without any 
extra tool cost. Whereby, most of the biometric methods are 
also secure, professional and provides very accurate 
authentication process, but sometime they need extra tools 
which are required extra cost. Therefore, the surveyed 
public key authentication is good alternative to the 
traditional biometric methods. 
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