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Digital Signature using Biometrics
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Abstract—It is desirable to generate a digital signature using
biometrics but not practicable because of its inaccurate
measuring and complex methodologies, without using specific
hardware devices that hold signature keys or biometric
templates securely. Proposed model resolves the problem in
biometric based digital signature by making it simple and
secure. Proposed model uses the biometric template and
generate the key which uses the AES which is much secure to
make the signature useful.

Index Terms— Authentication, digital signature, biometrics,
symmetric key, hash.

1. INTRODUCTION

Biometric technologies that are capable of identifying
individuals through one-to-many matching across large
shared databases can provide convenient authentication
services for many applications, including information
security, physical access, financial services, etc. without
requiring costly and time-consuming re-enrollment for each
application. But the potential for shared access and multiple
uses of biometric databases raises serious concerns with
respect to personal privacy because biometric templates are
considered by some to constitute personal information that
could be wused for unauthorized purposes. The
standardization of template formats, intended to promote
deployment by enabling sharing of costly enrollments, has
in addition created security vulnerability. An enrollment or
recognition template created for one purpose could be
misappropriated and used for fraudulent purposes. And
unlike a PIN or password, a biometric template cannot be
changed, recovered, or reissued if it is compromised [1]. By
their nature, biometric entities are stable over time;
otherwise their utility would be quite limited. A digital
signature is a term used to describe a data string which
associates a digital message with an assigned person only. It
has various applications in information security such as
authentication, data integrity, and non-repudiation. One
inevitable drawback of the cryptographic schemes is that
the signer must carefully hold and possess a signing key
which is not memorable at all. It is desirable occasionally to
derive the signing key from a human source, say biometrics,
rather than keeping it in an external hardware device.
Biometrics is actually the science of using digital
technologies to identify a human being based on the
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individual’s  unique  measurable  biological (say
physiological or behavioral) characteristic such as
fingerprint, voice pattern, iris pattern, face, retina,

handwriting, thermal image, or hand print.

It is widely recognized that (automatic) identification is the
most suitable application for biometrics [14, 16]. In some
sense, the digital signature can be compared to a biometric
signature that is verified by capturing a real hand-written
signature. However, it is technically hard to apply
biometrics directly to the digital signature because of its
inaccurate measuring and potential hill-climbing attacks
[22].Recently several studies have been done in the subject
of using biometrics for generating a digital signature.

One potential means of protecting stored templates is
encryption, but because the matching algorithms used to
match templates and thereby authenticate an individual
identity cannot, in general, operate on such encrypted
templates, the templates must be decrypted prior to
matching. Thus the decrypted templates are inevitably
exposed to potential hacker attacks when matching is being
performed. The management and protection of private keys
also presents challenges that are well-documented.
Furthermore,  cryptographic  algorithms  can  be
computationally expensive and limit the capacity of large-
scale  biometric systems to provide responsive
authentication services. So the use of the biometric as a key
is a good concept because it cannot be stolen easily but the
major concern is how to generate key from a template so we
proposed a solution to generate key from biometric template
and use it in creating digital signature.

1. PROPOSED METHOD

1) BIOMETRIC TEMPLATE TRANSFORMATIONS

We describe here a means for transforming a biometric
template so that it assumes a new format that is unique to a
particular application. Such a transformed template cannot
be successfully matched to a second template extracted
from the same biologic entity unless the second template is
transformed so that its format is identical to that of the first
template. Thus a template generated in a format
corresponding to a particular application A could not be
misappropriated and used to authenticate a wuser for
application B because the enrollment database for
application B would have a different format than those
enrolled for application A. Consider biometric templates T,

and T, derived from the same biologic entity (hand, finger,
eye, etc.) such that an appropriate matching function M (T,
T,) has a value:

M(T,T)=1 (1)
if the templates are judged to match (i.e. to have come from

the same biologic entity) and
M(T,, T)=0 @
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If the templates are judged to not match. Assume first that
templates T, and T, are generated in exactly the same way
with the same format so that if they do indeed come from
the same biologic entity, M (T, T,) will have a value of 1.

Now we apply a transformation F, to the “root”
templates T, and T, so that the transformed templates F,(T))
and F,(T,) have a unique format specific to a particular use
or application A. We desire that the transformation F, have
the property that the matching process is invariant under the
transformation, that is,

M(F (T,), F,(T,)) =M(T,, T,) 3)
This invariance is important because it means that matching
can be performed on the transformed templates, making it
unnecessary to reverse the transformation, recreating and
exposing the root templates T, T, prior to or during the
matching process.

2) Overall Design of Model

The overall design of the model is shown on fig 1. Our
model uses the matched template and use the templates as a
key in the encryption of message digest to create the digital
signature.

Our model can be explained in following steps:

A. Match the template to authenticate user.
B. Save the template as a string.
C. Create a hash of string created by template.
D. Create message digest by creating hash of message.
E. Encrypt the message digest by created hash of
template.
F. The encrypted digest is the required signature,
attach it with the message and send to receiver.
HASH
Message »| Message Digest > Dig.Sig
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Fi g 1. Overall Design of Proposed Model

III. CONCLUSION

Proposed model resolves the various problem of creating
digital signature with biometric template. It is strong and esy
to implement so can be used at almost every place with any
biometric template. Its future work is to make sure the
correct encryption technique to make it fast and secure. As
proposed model gives the solution to create secure keys from
biometric template so it resolves many problems in
cryptographic and security world.
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