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Nigeria [1]. Indeed, the recognition of this growing

acceptance of cyber-crime, otherwise known as yahoo-
Abstract—Cost benefit analysis (CBA) is a systematic process yahoo in Nigeria, as a way of life among the youths has
for calculating and comparing benefits and costs of a project, compelled the federal government to formulate measures to
decision or policy with the aim of determining if a particular  contain the trend at different points in time. The problem
project or policy is a sound investment or not .In CBA, the a5 however, remained pervasive, despite past efforts put in
Total Expected Cost of each option is compared against the place to curtail it.

total expected benefits, to see the one that outweighs the other. Cvber-security threats evolve as rapidlv as the Internet
This paper aims at carrying out the Cost Benefit Analysis of Y y pidly

Cyber Security System investments. Cost and Benefits were XPands, and the associated risks are becoming increasingly
expressed in monetary terms, and were adjusted for the time global. Staying protected against cyber-security threats
value of money so that all flows of benefits and flows of project requires all users, even the most sophisticated ones, to be
costs overtime are expressed on a common basis. Individualsaware of the threats and improve their security practices on
from the academia, financial institutions and Internet Service an ongoing basis. Cybercrime remains elusive and as it
Providers were interviewed on the effectiveness, advantages strives to hide itself in the face of development [3]. Creating
and disadvantages of the various security strategies they jncentives to motivate all parties in the Internet economy to
deploy. This information gathered, provided the basis for 5.0 anoropriate security investments requires technical

carrying out a proper estimation of the costs and benefits and public policy measures that are carefully balanced to
associated with cyber security systems. Mathematical models P policy y

formulated were implemented; a software was developed to N€ighten —cyber-security ~without creating barriers  to
copy the behavior of the models such that, costs and benefits ofinnovation, ~economic growth, and the free flow of
the cyber security strategies used are estimated by the entry of information. Yet reaching this goal is not an easy task.
the monetary values associated with those security Cyber-security has associated costs and threats such as
mechanisms Hacking, Cracking, Cyber-Terrorism, Cyber -Grooming,
Cyber-Pornography, Cyber-Stalking, Phishing, Piracy,
Malware attack, and so on.

The constantly evolving nature of threats and
vulnerabilities not only affects individual firms and their
customers, but collectively the threats pose a persistent

| INTRODUCTION economic and national security challenge. Sharing

The Internet allows users to gather, store, process, aponsibility to protect cyber security across all relevant
trans_ft_—er vast amounts of d_ata, including proprietary angctors is becoming ever more important. Computing
sensitive business, transactlonal, and personal data. At fi&ices are highly and increasingly interconnected, which
same time those businesses and consumers rely more gfhns security deficiencies in a limited number of systems
more on such capabilities, cyber security threats continue dg, pe exploited to launch cyber intrusions or attacks on
plague the Internet economy. Cybercrime is the crimingkper systems.
activities involving information Technology Infrastructure, CBA is well established in microeconomics and

including illegal access, lllegal In_terception, D?t%anagement accounting theory, and can be used to
Interference, System Interference, misuse of Devicegetermine estimated levels of expenditures appropriate to
Forgery and Fraud [1]. . _ the values of assets requiring protection. CBA is application
. Cyber-crime is one of the dominant forms of crime thahdependent, and it involves identification and measurement
is widely being perpetrated by tertiary institution students igf )| related costs and benefits. CBA techniques provide

very important metrics that could be applied to the
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intermediate 'handlers' over 72 countries, which are infected [l METHODOLOGY
by the host and distributed the infection, and 'agents' which
are a large number of zombie PCs. Along with this chain of An extensive review of related literatures on

command, a hacker could control 130,000 zombie PCs a@dmputer Networks and Communication, Risk Management
ordered them to attack target servers in Korea. This singlgstems as well as Benefits and Costs analysis was carried
crisis involved computers over 75 countries and is one of tioet.
most common types of cyber-attacks, Distributed Denial of
Service (DDos) [5]. The story shows that cyber-crimes a®ontributory factors to cyber-crime were formulated and
becoming complicated and globalized. We are connectgdestionnaires administered to selected institutions of higher
and cyber security problems are border-lI€bs. address |earning, banks, cyber cafés, offices of the Nigeria police,
those types of the emerging cyber problems, we neeffices of the Nigeria Security and Civil Defense Corps,
internationally cooperative solutions. Law chambers, Law courts and several other selected
Cyber-crime is one of the vices that is slowingScenery. Confidential personal information will be supplied
down the wheels of growth of developing countries. It ias respondents would be asked to specify their age,
currently very predominant in university towns and villagessccupation and gender. The respondents were encouraged to
Cybercafés have become cybercrime cafés, the high salepefhonest about their claims while items in the questionnaire
Modem in the market is basically for this purposeinvolving some other internet technicalities were explained
Pornography is now a common site on IT gadgef®r clarity on the part of the respondents. Information gotten
notwithstanding gender or age. Aside the availability and theom the questionnaires was then analyzed using Statistical
usage of Internet based tools in Cyber Cafés for scam maiackage for Social Sciences (SPSS).
and other cyber-crimes, the growth of fixed wireless
facilities in the Nigeria Scenery has aided cyber-crimes. A, Background of the Research Area
With concentrated cost and diffuse benefit, no

entity will volunteer to solve the problems associated withndo, a state in Nigeria chosen as our case research area has
cyber-security systems. With the traditional cost-benef§n Area of about 15,500 Kng6,000 sq mi). It was created
analysis, the benefits of international activities in cybefon 3rd February 1976 from the former Western State with
security have been overlooked. More players and mopkure as the state capital. It has a Population of a total of
activities will strengthen IT infrastructure and improve3 440,000 (2011 estimate, Federal Office of Statistics), and
cyber security, thereby creating greater shared values gllensity of about 220/kn(570/sq mi). The state contains
over the world. eighteen Local Government Areas, the major ones being
Cyber-crime could be worst due to the subtlety of\koko, Akure, Okitipupa, Ondo, and Owo. The majority of
its operations and most especially the perceived heape state's citizens live in urban centers. The big government
presence of the youths (the productive age group) {Universities in Ondo state are the Federal University of
cybercrime perpetration in Nigeria. The growth of fixedrechnology Akure (FUTA), Akure and the Adekunle Ajasin
wireless facilities in the Nigerian network scenery has aidegniversity, ~Akungba/Akoko (AAUA). The ethnic
cybercrimes. Fraudsters who can afford to pay for thé&mposition of Ondo State is largely from the Yoruba
internet connection via fixed wireless lines can nowubgroups of the Akoko, Akure, Ikale, llaje, Ondo, and Owo
perpetrate their evil acts within the comfort of their homegeoples. Iljaw minority (such as Apoi and Arogbo) and llaje
In some cyber cafes, a number of systems/cables g@pulations inhabit the coastal areas; while a sizable number
dedicated to cyber criminals (called “yahoo boys”) whilgyf the Ondo State people who speak a variant of the Yoruba
others share their bandwidth in order to perpetrate their eihguage similar to Ife dialect reside in Oke-lgbo. These
from home. people are also Yorubas. Ondo State contains the largest

This study recognizes the lack of institutionalizechumber of public schools in Nigeria, over 880 primary
solutions, and aims to provide a novel framework witBchools and 190 secondary schools.

which to evaluate emerging solutions to cybercrime

globally. This work also reveals overlooked benefits and. Sampling Population
shared value for public agents and private companies to

The extended cost-benefit framework to be presented by tiig the students in higher institutions of learning, Internet

project will aid the verification of the effectiveness of cyberseryice Providers, that is, managers of cybercafés as well as
security investment and encourage more organizations ffgancial organizations, such as the united Bank for

participate in cyber-security. Africa(UBA), Guarantee trust bank(GTB), Diamond bank,
N o _ Access bank, First bank, Enterprise bank, Fidelity bank and
The specific objectives of this work therefore are to: Eco bank. At least seventy (70) questionnaires were

_ _ _ administered to these financial organizations, hundred (100)
. carry out a cost benefit analysis (CBA) ofto higher institutions of learning, and about eighty (80) to
cyber security systems. internet service providers (i.e cyber cafés) making a total of

i formulate a mathematical model for CBA oftwo hundred and fifty questionnaires administered.
cyber security systems.

iil. simulate the formulated mathematical modet Method of Collecting Data for the Proposed
of cyber security systems wusing Java Framework
programming language. A survey method was considered appropriate in

helping to describe the patterns and the dispositional attitude
of respondents to cyber-security. The choice of respondents
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the collection of information, Interviews were conducted fof® = gzg Joon either of the two approaches could be taken. @)
. ) A , gy is a better approach
selected I.T. personnel in the banking sector, cyber café
managers, regular users of the Internet and students in some
higher institutions of learning. Relevant open and close
guestions were asked so as to compare the cost they inaDtg discussions on cyber security systems are in terms of a
in trying to secure themselves on the Internet, and tiNet Present Value (NPV) or Cost-Benefit Analysis (CBA).
benefits they expect. Responses from these categoriesQufr framework should imply that the costs implication of
people were straight forward enough to help get the actusiber security should be compared to the expected benefits.
cost benefit analysis of cyber-security systems. Analysis of Cost comparison between present and absent
A two section guestionnaire was designed to include allyber security is performed as well as their direct costs and
the information needed for the cost benefit analysis of cyberdirect costs otherwise known as tangible and intangible
security systems. The various questions were designedcissts respectively. Analysis of the Questionnaire used to
reflect the research objectives such as respondent’s bio-dafealuate the cost benefit analysis is being performed using
understanding of cyber rime, strategies employed agair$fatistical Package for Social Sciences (SPSS). Instead of
cyber-crime, direct cost and indirect cost associated withvestigating the probability of a future attack, this project
each of the choice of cyber security strategy. Thwork takes a step back to estimate a mathematical model for
corresponding benefits associated with the choice of cybdgtermining the costs of cyber security attacks both tangible
security strategy such as the average user/ custonagid intangible costs.
convenience for respective choice of strategy used against
cyber-attack, various monthly budget and expenditure om
cyber-crime, impact on IT and Non IT department. The
questionnaire was tested for validity by administering a Several metrics have been proposed in previous
general interpersonal skill questionnaire on 10 bankers aj@rature to calculate and manage cyber security costs in
10 internet service providers and 10 university students. Tb@neral; however, because of the irregularity of computer
aim was to establish a criterion validity rating between thesftware development and the evolving nature of hackers, the
budget and expenditure of financial organizations, interngjture of security attacks is unpredictable. These costs ranges
service providers and university students on cyber securfigm breach containment, crisis management, investigations
respectively. and customer compensation, damaged system replacements,
and other penalties. Therefore, in this work the focus is on
the tangible and the intangible costs of cyber security which
calls for a need to clarify the difference between the
Tangible and Intangible costs associated with cyber security
before.

was random but limited to internet users alone. To enable {B>0r Then, the Reactive strategy is a better approach

V. DATA ANALYSIS AND DISCUSSION

Cost of Cyber Security

IV. FORMALIZATION OF THE COST-BENEFIT
ANALYSIS (cBA) PROCEDURB-ORCYBER-
SECURITYSYSTEMS

Tangible Costs/ Direct Costs

. . . B.

There are several steps involved in carrying out Cost-

Benefit Analysis. In order to enhance the Cost-Benefit
Analysis of Cyber Security Systems, we modeled thﬁna
various stages as follows;

Tangible costs or direct costs are costs such as involve
ncial losses and loss of assets. This represent the
monetary value of all services, hardware, software and other
resources expended in providing cyber security systems. In
this work, the types of tangible cost evaluated are outlined
as follows.

Let the Total Proactive Costpbe given as

Tp = Xi-1Pi ()
Average purchase cost of hardware device before
cyber-attack.

ii. Average repair cost of hardware damage after
cyber-attack.

WhereP denotes individual Proactive Cost and let the
Total Reactive Cosilr, be given as

T, =%t e ) iii. Average cost of software damage after cyber-
attack.
o _ iv. Average cost of software solutions before attack.
Wherer, denotes individual reactive cost v.  Average cost of software update after cyber-attack.

Vi.
Let B and f(B) represent Cost Benefit and Cost Benefit yjj.

Average cost of hardware maintenance.
Average cost of software maintenance.

Decision Function respectively.

Therefore, the Cost Benefit is formalized as

B=T—T, 3)

while, the Cost Benefit Decision Functi@g),
formalized as;
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viii. Average cost of labor (local technical expert or
expatriate).
iX. Average cost of Research & information gathering.

C. Intangible/ Indirect Cost of Cyber Security

Additional labor (wasted labor), downtime and business
interruptions can be described as intangible cost incurred
especially when there are cyber security breaches. Intangible
costs should factor into investment decisions. Most times,
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they are not financial costs. For example, if an organizatidable 1: overview of the costs and benefits of cyber security strategies as
has a widely known breach, it could lose current or futy#gPorted by respondents

customers because of the effects on its reputation. It cpRECUY | IT Impacts Non-IT Impacts
also suffer legal repercussions and further reputation daméagjeategy
if confidential information is compromised, particularly no| T T [ Toor

that various state privacy laws force organizations to relg

. . . - S i hardware and softwar
information on breaches when private information is Ig lCaCE

. . inconvenience.
likely more expensive tha

Cyber security breach losses are becoming a signifi well-established solutions.

component of companies' accounting records W

implications from intangible costs such as reputatio Cost: Information | Benefit: Regulatory and
damage. Cyber Security cost can differ due to company gathering, installation| reputation benefits.

and industry type. In this work, the types of intangible ¢ debugging, and

evaluated are outlined as follows. maintenance costs (labor).

i. The effort or need for reactive labor after bei
proactive.
ii. Amount of resources (labor) required to respo
quickly after a cyber-attack.
iii. Rate of data loss after cyber-attack.
iv. Average user/ customer convenience for respec

Benefit: Decreased need fq Benefit: Fewer business
reactive labor. Interruptions.

Cost: Infrastructure Cost: More events, andg
i V%eactive (mostly labor) resources

needed to respond quickly thus a likely increase i

choice of strategy used against cyber-attack. and effectively. down time
V. Potential damage through cyber-attack [to _
reputation. Cost: Resourcqs (labor| Cost: Potential damagé
Vi. Rate of business interruption during a cyber-attagk. 25;2?35 gondr%[:t‘g CENTER to reputation
D. Cyber Security Strategies Employed Dy In most instances, organizations that were
_Respondents interviewed discussed the effectiveness of the security

Organizations and companies have different cyb&k ateqy they employed, the advantages involved and the

security strategies. Based on research, it was discovered §5dvantages equally. Generally, a larger percentage of

these strategies generally range from proactive to reactiygar, ysed at least one security strategy while some used

where a proactive strategy implies that security compromisg
are anticipated and safeguards are built into the IT system to 'To guide the course of this study it is important to put

prevent them and a reactive strategy implies that qfe assumed impact of cyber security in perspective by
organization responds to known threats with typicallyyempting to find answers to the following research
established technologies so that security compromises cary stions

i .

addressed efficiently and effectively. Fewer securi
compromises resulted when an organization or company
adopted a proactive strategy as opposed to a reactive
strategy. During the interview process, respondents were
asked to characterize their cyber security activities an%
strategies in terms of proactive or reactive. In some cases, an
organization employed a cyber-security strategy with both
proactive and reactive elements. 3

An important component of the implementation
strategy cited by organizations that were interviewed was t
what extent cyber security strategies should focus on’
preventive/proactive solutions versus reactive solutions. Thi
logically raises the question: what is the optimal strategic -
mix of proactive versus reactive cyber security activities for,
an organization? Whereas a proactive strategy, in general,
leads to fewer cyber security breaches, in some instances-a
reactive strategy may be more cost-effective. The adoption of
a proactive versus reactive strategy has an impact on IT
expenditures and overall business operations.

Table 1, provides an overview of the general cyber

Are there gender variations in the interpersonal
disposition of Nigerians who use cyber security
techniques?

Are there factors influencing organizations’ decision
for specific cyber security strategies, if there are, what
are they?

Is there any significant difference in the amount spent
on reactive and proactive strategy?

Are there any organizations or individuals that are not
cyber security conscious in this age?

What percentage of an organization’s budget can be
allotted to cyber security?

What are the factors influencing the share of IT cyber
security expenditures?

What is Comparison between sources of cyber security
investments within IT and Non-IT department of
organization3

Subsequent analysis provides answers to all the above

security costs and benefits as reported by respondents ba(%(jgsti ons
on their choice of cyber security strategy (proactive an '
reactive), IT and Non IT impacts.
ISBN: 978-988-14047-1-8 WCECS 2016
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E. Descriptive Statistics of the Questionnaire
Table 2: Descriptive statistics of questionnaire.
SN Description of Number Percentage
Questionnaire
1. Total Number of 250 100%
Questionnaires Distributed
2. Number of Questionnaires 227 90.80%
Received against (a.)
3. Number of Questionnaire 68 29.95%
Received from Banks
against (b.)
4. Number of Questionnaire 63 27.75%
Received from Cyber Café
against (b.)
5. Number of Questionnaire 96 42.29%
Received from Students
against (b.)
F. Gender Comparison of Respondents

Sex of Respondents

Male
52%

Interviews showed that:

(i) Approximately 21.6% of all the respondents adopted
the proactive strategy against cyber-attack.

(i) Approximately 14.1% of all the respondents adopted
the reactive strategy against cyber-attack.

(iii) Approximately 51.1% of all the respondents adopted
both strategies against cyber-attack.

(iv) Approximately 13.2% of all the respondents adopted
none of the strategies against cyber-attack.

H. Factors Influencing Organizations’ Decision For

Specific Cyber Security Strategies.

The interviews also included a discussion of what factors
influenced organizations’ decisions to adopt a specific
security technology or to invest in the adoption of a new
cyber security strategy. The following factors were most
often cited:

0] Likelihood to improve security: this factor was, not
surprisingly, most often cited. The ability of the
product or policy/procedure change to improve
security, either to meet internal security objectives
or to satisfy a government regulation, was very
important to almost all respondents.

(i) Ability to improve productivity: the second most
important factor, cited by more than one-half of the
interview participants, was the ability of the
procedure to improve the productivity of users
and/or cyber security staffs.

(iii) Ability to improve customer convenience: most
respondents in various organizations have their
customer convenience in high priority.

(iv) Elimination of potential damage through cyber-
attack to reputation: Most organizations in the
interview conducted would not want their
reputation damaged through cyber security breach.

Figure. 1: Gender Comparison of Respondents (V)

The pie chart in figure 1 shows that we discovered
that the use of cyber security systems is not affected by
gender factor, neither is the use of a particular method
affected by it. Therefore, it cannot be concluded that (@i)
particular gender is more proactive in strategy or more

Ability to reduce business interruption caused by
cyber-attack: Most of the organizations interviewed

reported that they would mostly not want any form

of business interruption during their business hours,
especially the financial institutions involved.

Rate of confidential information and data loss

caused by cyber-attack: Private information to most

reactive.

G. Statistical

Analysis

of the Cyber

Strategies Employed among Organizations

Table 3: Statistics of the strateg

employed against cyber attack

Cyber Frequency % Valid Cumulative
Security % %
strategy

49 21.6 21.6 21.6
Proactive
Method Only
Reactive 32 14.1 14.1 35.7
Method only
Both 116 51.1 51.1 86.8
None 30 13.2 13.2 100.0
Total 227 100.0
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organization should not be stolen, destroyed or

exposed to unauthorized access. This therefore is a
drive to ensure sound cyber security techniques are
employed.

Proactive strategies have regulatory and reputational
benefits, and because they are likely to lead to fewer events,
can decrease business interruptions. However, interviews
conducted on respondents said that proactive strategies can
be restrictive. Close to one-third of the organizations
interviewed said that user convenience was equally if not
more important than security, which led them to use reactive
strategies in some instances. In some organizations,
management staff look to leverage a wide range of
information and expertise when assessing cyber security
threats and developing a cyber-security investment strategy.
Such capabilities enable organizations with a more holistic
view of cyber security to determine the appropriate level of
security or due diligence and then have their IT staff develop
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the most cost-effective implementation strategy. In this way, Average Cyber Security Expenditure as a
organizations seek to minimize costs while achieving a Percentage of I.T Budgets by Organizational
desired level of security. This strategy will include a Grouping

combination of proactive and reactive measures. Investments

in cyber security are costly, as are repairs from breache®able 4: average cyber security expenditure as a percentage of T budgets,
Thus, an organization will select a cyber-security strategy by organization grouping
that minimizes what it views as net costs. This can invglve
investing in both cyber security hardware and software and
staff training, as well as modifying organizational operatigns
that could increase day-to-day operating costs by restrics
how IT systems can be deployed or how users
accesslinteract with IT systems.

Industry Percentage of IT budget

Banks (Z Wbanks + Z Xbanks)
(Z Ybanks + Z Zbanks)

*100% = 63.86%

I. Organizations and Individuals with no Cyber

- Universities Not Applicable
Security Strategy.
. ) . Internet Service X Psp + 2 Qisp) R = AL
To answer question 5 of section (V) sub-section| Providers (ISP) SR + 2Sup) % = 64.41%
asked earlier, on whether or not there are organizations e.g. Café
no particular cyber security strategy. Questions were agked
respondents about the factors responsible for organizations Total 64.14%

or individuals not to adopt technologies, more than half of
the respondents especially students in higher institutions It ¥ Wyanks andy Ps, be Proactive Average monthly
learning indicated each of the following factors (listed ifExpenditure of IT department on cyber crime for banks and
order of the number of times each was mentioned, the fiisternet service providers respectively.
being the most frequent):

2 Xoanks andy Q;s, be Reactive Average monthly
(i) disruption of users or cyber security staff productivity, Expenditure of IT department on cyber crime for banks and

(i) expense of the product, internet service providers respectively.
(iii) too complicated and time consuming,
(iv) difficulty convincing management, and Y. Yoanks @and Y Ryg, be Proactive Average monthly budget

(v) anticipated staff resistance. of IT department on cyber crime for banks and internet

) ) _ ) ) service providers respectively.
Of particular interest is that disruption of user and/or

cyber_se<_:ur|ty staff productivity was c_|ted most often byz Zoanks and X, Z;, be Reactive Average monthly budget of
organizations as a reason why a certain technology, pO|IC[¥, department on cyber crime for banks and internet service
or procedure was not adopted. This indicates a major ba”gi[)viders respectively

to the adoption of adequate security processes. Althou '

organizations did not cite cost as an important factor wh

deciding to adopt a new technology, policy, or procedurz,
this factor was cited mostly by students.

On Cyber security expenditure as a percentage of
IT budgets for banks, we have;

. - . . (900600 + 661700)
Finally, organizations assess the effectiveness of their *100% = 63.86%

cyber security investments differently. Many rely on internal (1221200 + 1225350)
and external factors, and vulnerability tests to assess

compliance with regulations and customer requirements, &8 On Cyber security expenditure as a percentage O_f
well as whether the investments satisfy internal security T budgets for Internet Service Providers, we have;
goals.

(590600 + 395800)
(770100 + 761300)

*100% = 64.41%

From the above analysis, it is concluded that organizations
invest an average of 64.14% of their total IT budget on cyber
security. The chart below also could help us decide whether
an increase in the budget of an organization can result to a
corresponding increase in the organizations’ expenditure in
cyber security or not.
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Considering the bivariate correlation above, the null
hypothesis is rejected because there is significant relationship
between the average monthly budget for IT department and
average monthly expenditure of IT department on cyber-
attack as shown by the 0.615 value of the Pearson correlation
coefficient. It can therefore be concluded that an increase in
an organizations’ budget would result in a corresponding
increase in the organizations’ budget for cyber-security.
Consider also Fig. 3.

>=20,000 -

415,000 419,999 ™

#10,000 -#14,999

15,000 -#9,999
Less than #5,000 . .

#15,000 -#19.999

>=20,000 -

.l

#15,000 -#19,399

#10,000 -#14,999 M

T T T T T
Less than #5.000 #10,000-#14,999 >=20.000
#5,000 -#9,999

Average Monthly Budget for |.T. Department on Cyber Crime

) . #5,000 -#9,999
Average Monthly Expenditure of |.T. Department on Cyber Crime

T. Department on Cyber Crime

Figure 2: Average Monthly Budget against Average Monthly Expenditureg Less than #5,000
L
e
. . @
K. Factors Influencing The Share Of I.T. Security¥
Expenditures a ABSENT
=
- . . -E
Based on interviewees' comments to the survey questloﬁg -
discussions with numerous experts on cyber security trers : : : : : : :
and problems, and a review of the past literature, ttg LESS THAN#5000#10,000 - #14 99#20, 000 AND ABOVE
following hypothesis is speculated and was tested by t\g ABSENT  #5000-#9999 15.000-#19,999
correlation coefficient analysis below: < Average Monthly Expenditure of L.T. Department on Cyber Crime
Hypothesis 1: Fig 3: Average Monthly Budget of I.T. Departments against Average

Monthly Expenditure of I.T. Departments on Cyber Crime

Null : Organizations with structured cyber security budgeting

processes will not expend a larger share of their IT budget dhe first (Null) hypothesis reflects a good understanding of
cyber security. what takes place during a structured or systematic annual

cyber security budgeting process. Such activities, within the

Alternate:  Organizations with structured cyber securityPrganizations that we interviewed, are more deliberate and

budgeting processes will expend a larger share of their incorporate reasoned forecasts of security needs. These
budget on cyber security. organizations are also relatively more proactive and

anticipatory in their strategy toward cyber security.

L. Correlation Coefficient Between Monthly _ ) )
Budget And Expenditure For |.T The final (Alternate) hypothesis reflects the understanding
Department In Banks. that many cyber security compromises originate internally

from employees and that more labor-intensive industries

Table 5, shows the correlation co-efficient between monthf§-g-. financial services and universities) may be impacted

budget and expenditure for I.T. Department in banks. more heavily by cyber security problems. Thus, an
organization with value being generated in a more labor-

Table 5: Correlation coefficient between monthly budget and expenditutitensive way will require greater cyber security investments.
for L.T. Department in banks.

S\éEN%EE G\éENF;/:{(EE M. Cyber Security Investments and Implementation
BUDGET EXPENDITURE _Strategy
AVERAGE Pearson 1 .615** .
MONTHLY Correlation This approach analyzes the level or share of resources
BUDGET Sig. (2-tailed) .000 (budget) that an organization should or has available to
N 227 227 invest in cyber security. In this scenario, a certain amount of
AVERAGE boarson -615(*%) 1 money comes out of the organization’s budget, apd cyber
MONTHLY Correlation security activities and purchases are determined by
EXPENDITUR 000 maximizing the use of available resources. This is the best
Sig. (2-tailed) approach in that it may not explicitly identify cyber security
N 227 227 needs and thus could result in either an underinvestment or

an overinvestment in cyber security.
** Correlation is significant at the 0.01 level (2- tailed).
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0] Source of Cyber Security Investment Strategy in Null: Organizations that have larger cost value of asset and
Financial Services (i.e. Banks) information will not invest a larger share of their IT budget
on cyber security.
Table 6: Source of Cyber Security Investment Strategy for financial sectors Alternate: Organizations that have larger cost value of

PROACTIVE REACTIVE asset and information will invest a larger share of their IT
METHOD METHOD budget on cyber security.
SIN I.T NON I.T 1T SIN 1T ) o
The null hypothesis above postulates that Organizations
L N32,700 | ¥17,400 | ¥19,500 | 1. ¥32,700 | that have larger cost value of asset and information will not
invest a larger share of their IT budget on security. This is
2. N82,500 | 48,000 |0 2. %82,500 | tested using statistical analysis in table 5 and table 6
comparatively. The financial organizations invested a total IT
3. N12,500 [ 46,000 | O 3. ¥12,500 [ pudget and Non-IT budget &f4,317,200 on cyber security
while internet service providers invested a lesser amount IT
budget and Non-IT budget &2,612,450 on cyber security.
Therefore, the null hypothesis is rejected using the above
statistical analysis because financial organizations have
larger cost value of asset and information and as a result
68. ¥12,000 | %14,000 | %4,500 68. ¥12,000 1 invest a larger share of their IT budget on cyber security
compared to internet service providers (i.e banks).
TOTA | #1,221,20 | %1,048,50 | %1,225,35 | TOTA | #1,221,20
L 0 0 0 L 0 (i) Sources of Cyber Security Investment Strategy for
Internet Service Providers
Table 7: Sources of Cyber Security Investment Strategy for internet service
providers
(a). Now, The average cyber security investment as a PROACTIVE REACTIVE
percentage of I.T budget is computed as: METHOD METHOD
SIN I.T NON LT | IT SIN I.T
1. N64,200 | 827,600 | M7,500 1. §64,200
Z PBITbanks + Z REITbanks
= x 100%
Y. IT Budget for Banks 2. N94,200 | %38,200 | M9,000 | 2. §94,200
Which is, 3. 0 0 0 3. 0
1,221,200 + ¥1,225,350 100%
= X
N43,172,00 °
63. §17,500 | N3,800 #10,800 | 63. §17,500
that is
TOTAL | %770,100 | %620,500 | %761,300 [ TOTAL | %770,100
=56.67%
While (@) Using values from Table 7, Average cyber security
’ budget as a percentage of I.T budget can be computed as:
(b) the Average cyber security investment as a (SR + ¥ Qien)
percentage of Non I.T budget = > o . X 100%
Total I. T. Budget for Internet Service Providers (ISP)
_ (Z Mbanks + ZNbanks) WhICh |S
"~ Total Banks'Non — I. T. Budget * 100% '
o ¥770,100 + ¥761,300 .
Whichis, = N2,612,450 < 100%
¥1,048,500 + ¥822,150 i
_ NL,048, , that is,
N43,172,00 x 100%
= 0
that is, 58.61%
— 43.33% (b) the Average cyber security budget as a percentage
T 99970 of Non I.T budget
Where, Y My, denote the Proactive Average monthly (S Ay, + ¥Biy)
Budget of Non-IT department on cyber-crime for banks, and = TNon— I;Budgetior sp < 100%
' Nuanks Stands for Reactive Average monthly Expenditure of
Non-IT department on cyber-crime for banks. _ ¥620,500 + N460,550 1000
= T wzeizaso  100%
Hypothesis 2:
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= 41.38% Te=YI,p; =N 3,339,200 10,831,133 8,280,062 =
N22,450,395

Let Y A;s, be Proactive Average monthly Budget of Non-IT

Department on cyber-crime for internet service providers. While, the Total Reactive Co3t, given as YL, r; would
now be given as

Y. Bisp be Reactive Average monthly Expenditure of Non-IT

department on cyber-crime for internet service providers. Tr=2}3,125,050 #%4,746,400 #+7,466,655 =

¥15,338,105
(i) Comparison Between Sources Of Cyber Security
Investments In Organizations. Now, our cost benefit in this case is the difference between

the Total Proactive Cost minus The Total Reactive Cost.

Table 4.8: Comparison between sources of cyber security investmentlat is;
within IT and non-IT Departments of Organizations

B=Te—Tr
SIN | INDUSTRY GROUP [ WITHIN L.T. | WITHIN NON-I.T.
Which is;
1. Banking 56.67% 43.33%
_ N22,450,395 15,338,105 ¥7112290
2. Internet Service 58.61% 41.38%
Providers . . . . . .
This cost benefit value is quite high, and that, according to
AVERAGE TOTAL 57.64% 42.34% equation 4 means the Reactive strategy for cyber security

systems is more beneficial and is a better approach.

The sources of cyber security investments strategies for most ) _ ) )
organizations emanate from both of their informatiod he Models in this work were implemented into a Cost
technology and non-information technology department@.ene‘c't Analysis apphc_:atlon. T_hls application provides for
But in most cases, the I.T department invests the largaytomated Cost Benefit Analysis.

amount into cyber security systems. Compare the industr

group in table 8, IT and Non IT budget for cyber securit
systems respectively.

e CBA application allow us to automatically compare the
amount expended on cyber security while using a particular
strategy model with the amount budgeted while using the
Mathematica/S@me strategy. Reports can be generated which will help
users verify whether their current cyber security strategy
(Proactive or Reactive strategy) is better or not.

Our mathematical models for Total Reactive Cost and Total
Proactive Cost, as well as those for decision making based
on the Cost Benefit Function, as shown in equations (1), (2), . ) ) o
(3) and (4), were simulated using Java programmi this work, cyber-security strategies were epr|C|tIy_
language, into a software application, that will automaticall§'Scussed. A survey and analysis of cyber security strategies
carry out Cost-Benefit Analysis if the appropriate®S well as the various factqrs influencing the ch9|ce/use of
parameters (or values) are provided. Three major sectdrgy Of them was also carried out. A mathematical model
which includes, the Educational Institutions, The Financid¥@s formulated for Cost Benefit Analysis (CBA) of Cyber
Institutions as well as the Internet Service Providers werECUrity Strategies. The Model was also simulated using
considered for information gathering on “the cyber securitydv@ Programming language majorly for the purpose of
strategies” and “amount of costs incurred” while trying t@ssisting users in carrying out the Cost and Benefit Analysis

protect their systems against cyber-attacks. From 1194 their particu_la_\r choice of cyber sec_urity srategy. The quk
information gathered, the following were deduced: can help decision makers to detrmine which of Proactive

and Reactive strategy against cyber attack is a better

< Total Cost of Proactive Strategy for university2PProach, —or if both = Strategies can be deployed
simultaneously.

N. Simulation Of The
Model

Formulated

VIIIl.  CONCLUSION

Students ¥ 3,339,200
<> Total Cost of Reactive Strategy for university REEERENCES
students 3,125,050

Total cost of Proactive Strategy for internet service!
Providers =%¥10,831,133
Total cost of Reactive Strategy for internet servicé]
providers =N4,746,400
Total cost of Proactive Strategy for financialt®!
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