
 

Abstract — Enterprise Level Security (ELS) is a web-based 
security architecture designed using standard commercially 
available technology to build a cohesive set of policies and rules 
for an enterprise information system. This paper discusses the 
key components of the Enterprise Attribute Ecosystem (EAE), 
which is the access and privilege management infrastructure (or 
back-office) for ELS. The EAE collects attributes about all 
entities from trusted sources, maintains access and privilege 
rules for all enterprise resources, and provides access and 
privilege claims to enterprise users for enterprise resources. The 
EAE provides validated claims for appropriate access and 
privileges on a per-request basis. The techniques employed have 
been shown to be resilient, secure, extensible, and scalable. This 
paper describes the minimal set of EAE capabilities needed to 
stand up an initial ELS capability.  
 
Index Terms: Access privilege, authentication, authorization, 
digital signatures, identity claims, public key infrastructure. 

I. INTRODUCTION 
Enterprise Level Security (ELS) is a security architecture 

for web-based information systems. Its development is 
guided by basic tenets that stress high security. Two 
important features of ELS are end-to-end transport layer 
security (TLS) connections with mutual authentication and a 
claims-based system for access and privilege [1].  The ELS 
design addresses five security principles that are derived from 
the basic tenets: 

• Know the Players – enforce bi-lateral end-to-end 
authentication using Public Key Infrastructure (PKI) 
certificates issued by an enterprise approved Certificate 
Authority (CA). [2]; 

• Maintain Confidentiality – use unbroken end-to-end 
encryption (no in-transit decryption/payload 
inspection) using TLS [3]; 

• Separate Access and Privilege from Identity – use a 
Security Assertion Markup Language (SAML) 
authorization credential issued by the Security Token 
Server (STS) in addition to the PKI authentication 
credential [4]; 

• Maintain Integrity – validate the integrity of all received 
content through end-to-end TLS integrity measures [5];  

• Require Explicit Accountability – log, aggregate, and 
centrally monitor activity of all endpoints [6, 7]. 
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In this paper, we primarily focus on the infrastructure to 
support the generation of authorization and privilege claims. 
It is assumed that all communication is conducted through 
end-to-end TLS with mutual authentication using PKI 
credentials. This ensures that both sides of the 
communication know who they are communicating with, the 
communication is confidential, and the content maintains 
end-to-end integrity. The authorization claims process builds 
on this secure connection to provide access and privilege 
information for requesters to services [1].  

This paper covers the core EAE functions required to 
generate authorization claims in an ELS system. Such an 
instantiation will provide the following: 

a. a core capability that meets the ELS security model, 
b. a claims-based access and privilege system that is 

mostly automated and is dynamic, resilient, secure, and 
extensible, and 

c. an ecosystem that can be enhanced for many of the 
additional capabilities that are part of the overall ELS 
architecture. 

More technical details of ELS, which extend beyond the 
core instantiation, are covered in [8].  

II. NEEDED CAPABILITIES FOR A MINIMAL INSTANTIATION 
In order to provide a minimal instantiation of the EAE, the 

following functionalities are required: 
1. an attribute store with sufficient user information for 

data owners to define access and privilege rules, 
2. a registration service for enterprise resources and their 

access and privilege rules, 
3. a service to generate claims and store them when a 

match between the information available for an 
individual in the attribute store matches rules for access 
and privilege, and 

4. a set of user convenience services that allow for 
corrections and adjustments and make the authorization 
requirements user-friendly. 

 At the initial establishment of the EAE, all servers and 
users are provisioned with PKI certificates. The private keys 
are stored in Hardware Storage Modules (HSMs).  All servers 
are configured to require TLS mutual authentication and strict 
rules about cipher suites and protocol versions. If the 
handshake does not match, no communication takes place [9, 
10]. Within the EAE, all entities and communication paths 
are known, so the interfaces, protocols, and authorizations 
can be strictly controlled.  
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Figure 1 Enterprise Legend and Nomenclature 

Figure 1 provides a general legend for the objects in the 
figures that follow. There are three classes of human entities. 
Users send browser requests to web applications to request 
data or services. Administrators conduct similar requests but 
also perform configuration and receive privileged access. 
Data owners host web applications and services and set the 
rules for access for both users and administrators.   

There are two types of non-human entities. Web 
applications and web services provide services and data to 
requesters according to the rules set by the data owner. Data 
stores maintain data pertaining to attributes and access rules. 

There are four types of interfaces, each with one or more 
communication types. Legacy interfaces use legacy requests 
and replies and are secured to the extent possible. Database 
interfaces are used to access data stores, and they may be full 
access or read only depending on the sensitivity of the data 
and the requesting entity. Browser requests typically use 
SAML authorization, but in cases where security is strict and 
requesters are known and limited, the identity may be used 
instead. Web service interfaces are similar to web application 
interfaces, but they use web service clients instead of 
browsers. 

III. CREATING AN ATTRIBUTE STORE 
The Enterprise Attribute Store (EAS) consists of a 

collection of current information about registered enterprise 
personnel and entities as shown in Figure 2. It is a logical 
construct and may be a single store or a collection of stores. 
It is independent of the other stores in the EAE and has its 
own set of access controls. 

Many Authoritative Content Stores (ACSs) may be used to 
populate the EAS. These ACSs may have different access 
methods and data formats, and each has its own associated 
exposure service that communicates with the ACS and 
extracts data into a standard format. These data are gathered 
and placed in an interim store awaiting a periodic update from 
the EAS Data Import Aggregation & Mediation service.  

 

 
Figure 2 Creating an Attribute Store 

This service sanitizes input data, tags Distinguished Names 
(DNs) for changes, and uploads the data to the EAS. This 
upload interface is the only write interface to the EAS. The 
tagging is for use by the claims engine, so it can update the 
claims for any DN that has changed values. The ACSs may 
be legacy systems, so the exposure services and sanitization 
serve to keep the aggregated data in the EAS consistent, 
clean, and properly correlated. Each service and requester has 
a small store indicated for monitoring files as required by the 
security model. 

IV. REGISTERING A SERVICE 
The data owner is responsible for registering their 

enterprise applications and services through an auto 
registration application (as shown in Figure 3). This 
application provides the EAS attribute list, and the data owner 
defines access control rules (ACRs) as logical combinations 
of these attributes and other dynamic information, such as 
time of day. The service and/or application details may be 
provided as documentation to an administrator for entry into 
the system.  

 

Figure 3 Registering a Service 
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The write attribute list service is only needed when 
frequent changes to the schema of the enterprise attribute 
store occur.  They are a convenience for the data owner to 
register and when schema changes are not frequent they may 
be entered manually into the service registry. 

V. COMPUTING CLAIMS 
With attributes and access rules based on these attributes, 

there is now enough information in the system to compute 
access claims [11–13]. The process is shown in Figure 4. The 
claims engine is triggered periodically or on demand by the 
Data Import, Aggregation, and Mediation Service. For each 
DN that has a change in attributes, the claims are recomputed 
by reading the ACR for each service and gathering the data 
to fulfill the ACR from among the stores in the EAE. The new 
or modified claims are written into the claims repository. 

 
 

Figure 4 Computing Claims 

The claims repository is a precomputed set of access rights 
for all combinations of requesters and providers. After claims 
have been computed, the operational system relies on the 
claims repository instead of the attribute store. This provides 
some benefits: 

• the EAS has fewer access points and, hence, fewer 
points of vulnerability, 

• a copy of the claims repository provides all the needed 
information to determine access, and it can be used for 
remote locations with limited connectivity back to the 
EAE, and 

• claims need not be repeatedly computed from scratch, 
because they are computed as a background process 
when attributes or access rules are changed. 

VI. USER CONVENIENCE SERVICES 
A user may need to know what claims the EAE has in its 

data bases. For privacy reasons, an individual user is only 
allowed to see his own information. Because all users should 
be able to access such a service regardless of their attributes, 
access and privilege is identity based, and the service returns 
a summary of claims for the individual, as shown in Figure 5. 
Such applications and services with identity-based access 

control and simple request/response data flows do not 
establish application layer sessions. This reduces the attack 
surface by eliminating session cookies and their associated 
vulnerabilities.  

The claims query service may be used to advise superiors 
or data owners when sufficient claims are not granted to 
complete work assignments. The data owner may consider 
revisions. Additionally, the claims query service provides a 
link to each service that the user has claims to access.  

 

 
Figure 5 User Convenience Services 

Similarly, the attribute query returns a summary of 
attributes with contact information for correcting 
discrepancies. The user may initiate a request for such a 
correction, but the owners of the ACSs must actually make 
the corrections. Such corrections propagate first to the EAS 
and then to the claims repository by the normal update 
process. Claims can be viewed to troubleshoot application 
access difficulties, and problems are best discussed with a 
supervisor for modification of the ACRs. Such access 
problems will decrease as the system gets refined over time.  

VII. THE ENTERPRISE ATTRIBUTE ECOSYSTEM 
Figure 6 pulls it all together and shows the back office 

infrastructure for ELS. The figure includes those applications 
and services described above as well as administrative and 
other function. 

There are multiple ways that the user may invoke a web 
application session. In all cases, the STS will go to the 
provide claims web service for claims that the user can assert 
for the application target. The STS then packages these 
claims in a SAML token. The invocation methods are as 
follows: 

1. the user sends a request to the STS, indicating the target 
application, and the STS provides a token and a redirect 
to the application, 

2. the user clicks a link obtained in the claims query 
service, which initiates a request to the STS as above,  

3. the user sends a request to the web application, which 
redirects the user to the STS as above.  

SAML handlers need to be integrated into each of the 
applications.  These handlers exist in both .NET and JAVA 
applications and may be made available upon request to the 
authors.  The handlers solve many of the XML vulnerability 
issues and are the subject of separate documentation [18]. 
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Figure 6 Minimal Instantiation Attribute Ecosystem 

The third method is the most complicated because the 
application must detect that no SAML is provided after 
authentication and send back the redirect to the STS.   

The minimal instantiation of the EAE consists of the 
following fourteen information services: 

1. Authoritative Content Exposure Service(s). One is 
required for each ACS, and they depend on the 
legacy interfaces available.  At such time an 
authoritative content store becomes ELS 
compatible, and satisfies the ELS integrity 
requirements, the exposure service may be dropped 
and the data may be imported directly by the EAS 
Data Import, Aggregation, and Mediation Service. 

2. EAS Data Import, Aggregation, and Mediation 
Service. There are three tasks accomplished by this 
service:  

a. Mediation of different import formats (not needed 
for ELS compatible authoritative content 
stores. 

b. Common sense checks on data (e.g., a receptionist 
does not normally get promoted to CIO).  This 
check is not needed when the authoritative content 
store is ELS compatible and meets the ELS 
integrity requirements. 

c. Periodic updates to the EAS. 
3. Manage Import, Aggregation, and Mediation 

Service. This service configures the service above 
(may be integrated into the EAS Data Import, 
Aggregation, and Mediation Service). 

4. Manual Entry Web Application for Attributes. This 
service corrects shortcomings in the automated 
services (should be used less and less over time as 
configurations are improved).  This web 

application may be integrated with the Auto 
Registration Service. 

5. Enterprise Service Registry Management Web 
Application. This service allows configuration and 
management of the service registry system.  This 
web application may be integrated with the Auto 
Registration Service. 

6. Auto Registration Service. This service permits the 
data owner to input the ACRs associated with a 
service.  This service will ideally present a user 
friendly interface for building logical requirements 
for individual entity attributes. 

7. Claims Engine. This service gathers the data for 
each individual to make a comparison to the ACR.  
When a match is found, claims are generated.  The 
new or modified claims are written into the claims 
repository. 

8. Manage Claims Engine Service. This service 
manages the rule sets and configuration of the 
claims engine. This service may be built into the 
Claims Engine. 

9. Manage Claims Web Application. This service 
corrects shortcomings in the automated services 
(should be used less and less over time as 
configurations are improved). 

10. Provide Claims Web Service. This service extracts 
the claims appropriate to the requester and provide 
for use by the STS.  This service has read only 
interface with the claims repository. 

11. Attribute List. This service provides a menu of 
alternatives to the auto registration service to assist 
the data owners in formulating ACRs.  This service 
has a read only interface to the EAS.  This service is 
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needed as a check against access and privilege 
requirements, to assure that values are in the 
attribute store.    This service may be included in 
the Enterprise Service Registry Management 
Web Application and/or the Auto Registration 
Service. 

12. Attribute Query. This service returns a summary of 
attributes with contact information for correcting 
discrepancies.  This service has a read only interface 
with the EAS.  This service may be implemented 
jointly with the Claims Query. 

13. Claims Query. This service returns a summary of 
claims for the individual making the request.  This 
service has a read only interface with the claims 
repository.  This service may be implemented 
jointly with the Attribute Query. 

14. STS. This provides signed SAML tokens and is a 
trusted element of the EAE. There are commercial 
products available to perform this service. 

This list may be reduced to as little as eight services if the  
services are combined as listed above.  One of the services 
(STS) will likely be purchased as commercial off-the-shelf 
reducing the service development to seven services. 

The minimal instantiation of the EAE consists of five data 
modules as follows: 

1. Interim Store. This holds changed data from 
authoritative content stores and manual inputs 
for updating the Enterprise Attribute Store. It 
may also include new attributes and identities.  
This store should be held separately from the 
Enterprise Attribute Store for security and 
integrity reasons.  

2. Service Registry. This holds information provided 
about each web service at registration, such as 
name, web address, security information, and 
owner contact information. This store must 
have a read-only interface for the Claims 
Engine. 

3. Enterprise Attribute Store. This holds attributes 
from authoritative content stores and manual 
inputs for each identity in the enterprise.  This 
store must have read-only interfaces for the 
Attribute Query Service and the Claims Engine. 

4. Claims Repository. This holds computed claims 
based on web service ACRs and delegated 
claims for each identity in the enterprise.  This 
store must have a read-only interface for the 
Provide Claims Web Service. 

5. Monitor Records. This holds records in accordance 
with ELS requirement for attribution. Each 
service, application, and requester has such a 
store with appropriate access and integrity 
provisions.  

VIII. CONCLUSIONS  
We have presented the core EAE requirements for an ELS 

system. This initial build is useful for first adoption of the 

ELS model and allows for full instantiation of the ELS 
security model and claims-based access control. Additional 
capabilities of an intermediate EAE build include an agent-
based architecture, access claim delegation, multi-factor 
authentication, and end-point device management. A larger 
enterprise may require an advanced build, with additional 
capabilities including a certificate authority for temporary 
certificates and active entity veracity measures. This work is 
part of a body of work for high-assurance enterprise 
computing using web services. Elements of this work are 
described in [14–33]. 
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