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Residue Number System Based S-box
Generation and its Applications in AES for
Image Encryption
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Abstract- It is now more crucial than ever to provide data
security, as the goals and capabilities of eavesdroppers are
constantly changing. Therefore, different developers are
creating cipher systems that employ various innovative
techniques. Standard ciphers, such as DES and AES, use
substitution boxes to ensure secure encryption and decryption
of data. The substitution box (S-box) is a core module used in
modern ciphers to secure data. This study introduces an
efficient and straightforward method that leverages a Residue
Number System (RNS) to construct an S-box. Furthermore, the
AES algorithm uses the generated S-box to encrypt digital
images. Parameters such as entropy, NPCR, and UACI
effectively measure the security of the proposed method. The
results of the performance and comparison study confirm that
the proposed S-box outperforms existing methods, establishing
it as a strong candidate for cryptographic use in various image
security applications.

Index terms-RNS, S-box, AES, Image encryption, Security
analysis.

1. INTRODUCTION

ODAY, data, and information transmission play

vital roles in everyday activities and in businesses

that need to communicate online. Currently, secure
communication via public networks is a top priority for any
organization. The need to protect data and information
resources from unwanted access has significantly increased.
Recently, there has been a notable increase in network
security incidents [1]. When data is stored in shared
networks, the necessity of safeguarding systems, data, and
information increases [2]. To protect this data, it is
necessary to employ cryptographic techniques that can
safeguard sensitive data and information shared via
networks. Since hackers attempted to breach security,
several standard cryptographic methods have been
developed and used to safeguard data and information [3].
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Users can safely share their data across an insecure network
using encryption.

Block ciphers have emerged as the most efficient means
of safeguarding sensitive data in  contemporary
cryptography. [4]. Distinct block ciphers include the
Advanced Encryption Standard (AES), RC5, and Data
Encryption Standard (DES). Permutation and substitution
are the two important steps that these ciphers use to convert
data into an unrecognizable form. The permutation
operation replaces one set of bits or bytes in plaintext with
another set. The substitution process, on the other hand,
replaces one nonlinear data block with another. The
substitution table, often referred to as the substitution box
(S-box), replaces the data [5] with a new set of values,
enhancing the security and confidentiality of the
information. In modern block ciphers, an S-box is an
essential component that helps generate a scrambled
ciphertext for a given plaintext. To provide attackers with
more confusion, an S-box creates a nonlinear relationship
between the plaintext and ciphertext [6] - [8].

As confusion increases in the ciphertext, the strength of
the cipher also increases. This means that a block cipher that
uses an S-box has a cryptographic strength determined by
the strength of the S-box. Researchers have conducted
numerous studies on high-quality S-boxes, and the
Advanced Encryption Standard (AES) is one of the most
popular symmetric block ciphers that utilize the S-box. To
construct AES S-box values, one must compute the
multiplicative inverse of each value between 0 and 255
using the Galois Field [9]. The use of the Galois Field
makes the calculation of the multiplicative inverse quite
complicated and requires more time. Consequently, the S-
box design is complex and computationally inefficient.
Researchers in [10]-[11] enhanced the security offered by
AES in several ways, while also improving the original AES
S-box. The new cipher proposed by Sahmoud et al. [12] is
faster and more complex than AES and uses multiple
subkeys for the encryption of distinct plaintext blocks.
Linear fractional transformation (LFT) is a popular algebraic
concept used to build robust and dynamic S-boxes. The LFT
approach was the foundation employed by the authors in
[13] to create a reliable and efficient S-box. The majority of
S-boxes created with LFT use Galois Field (GF) arithmetic,
greatly improving the S-box production process. The
authors proposed effective ways to construct S-boxes in
addition to the LFT techniques. For example, the authors of
[14] developed a method that employs the concept of cubic
fractional transformation (CFT) to generate good S-boxes.
This transformation vyields robust S-boxes and is both
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straightforward and highly effective. Chaotic maps have
recently gained significant practicality in the creation of
innovative S-boxes for secure communication [15]-[18].
Using a chaotic map-based logistic sine system (LSS)-based
S-box, Qing et al. [19] presented a secure and effective
image encryption technique. This chaotic map offers better
features and a greater variety of chaos. S-box design
techniques depend substantially on chaotic maps, yet these
maps have significant drawbacks [20]. This paper describes
an effective approach for building an S-box using the RNS
method to address the aforementioned issues. Compared
with alternative approaches, the RNS method has the
following advantages: 1) low computational complexity for
generating the S-box and 2) enhanced security parameters.
This study provides a detailed analysis of the RNS
dynamics. The results of the experiments and simulations
demonstrate that the proposed method performs fairly well
in terms of security.

The structure of the rest of the paper is as follows: Section
2 presents the RNS algorithm. Section 3 illustrates the
construction of the proposed S-box design. Section 4
presents the implementation of the S-box in the AES
algorithm. Section 5 illustrates the experimental findings,
performance analysis, and specifics of the proposed AES
image encryption technique using the proposed S-box and
standard S-box. Section 5 presents the conclusion.

I1. MATHEMATICAL BACKGROUND TO RESIDUE NUMBER
SYSTEM

Unweighted number systems such as RNS offer
advantages such as low power consumption, secure
communications, cryptography, and parallel computations
for tasks encompassing addition, subtraction, and
multiplication across a spectrum of integers. High speed,
power savings, reduced complexity, error detection, and
corrections are some of the benefits of using RNS [21-22].
To represent a large integer more efficiently and quickly,
RNS [23] uses a set of smaller integers. Sun Tsu Suan-
Ching [24] introduced the mathematical concepts of the
modular roots, which forms the basis for the functioning of
the Chinese remainder theorem (CRT). The residue number
system considers independent moduli. Each modulus residue
represents an integer and, performs arithmetic operations
based on the individual residue values. The residue number
system  enables performing arithmetic  operations
independently on different moduli, thus avoiding time
consuming carry propagation in addition, subtraction, and
multiplication.

This study addresses the implementation of building
blocks for applications in cryptography based on the residue
number system. A set of relatively prime moduli with N
integer constants defines the residue number system

my} @)

i.e. GCD (m;, m;) = 1 for i # j. Let M represent the least
common multiple of all m;. The stated residue number
system allows the representation of every arbitrary integer X
lower than M as a set of N smaller integers.

{m,,my,ms, ... ...

{x1, %5, X3, v e XN } 2

With each x;
x; = X mod my (3)
represents the residue class of X in that modulus.

For unsigned numbers, the residue number system may
represent any number between [0, M].

Where
M= HIL‘V=1 m; (4)

and is known as the dynamic range. All moduli must be
co-primed to achieve the highest dynamic range; no
modulus may have a common factor with any other
modulus.

TABLE |
RESIDUE REPRESENTATION OF INTEGERS WITH TWO MODULI
SETS

X Moduli {1, 3, 5} Moduli {1, 3, 6}

1 3 5 1 3 6
0 0 0 0 0 0 0
1 0 1 1 0 1 1
2 0 2 2 0 2 2
3 0 0 3 0 0 3
4 0 1 4 0 1 4
5 0 2 0 0 2 5
6 0 0 1 0 0 0
7 0 1 2 0 1 1
8 0 2 3 0 2 2
9 0 0 4 0 0 3
10 0 1 0 0 1 4
11 0 2 1 0 2 5
12 0 0 2 0 0 0
13 0 1 3 0 1 1
14 0 2 4 0 2 2

Table | illustrates the representation of integers in the
residue format with two distinct residue systems. Let us
consider two alternative modulus sets, {1, 3, 5} and {1, 3,
6}, as an example. Assuming that the moduli set {1, 3, 5} is
relatively prime, the dynamic range of the system in the first
example spans from 0 to 14. This range contains a unique
representation of the integer residues. On the other hand, the
moduli set {1, 3, 6} in example 2 is not relatively prime
because {3} is the common divisor of 3 and 6. As a result,
the range from 0 to 5 is the only range in which the integer
representation of residues is unique. Thus, to obtain a higher
dynamic range, the modulus values in the moduli set must
be a relatively prime.

Consider a co-prime modulus set (m, m,) with a dynamic
range (m;xm,=M). Let (x;, x,) is the RNS representation of
the integers in this range where 0 < x; <m;and 0 < x, <
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m,. RNS represents numbers between 0 and M-1
uniformly across ranges, where

x; = X mod m, (5)
and
x, = X mod m, (6)

For example, let us consider that M = 255. The number
255 can be represented in terms of its moduli as (15, 17), (3,
5, 17), (51, 5) and so on. Let X = 146 and the moduli be (15,
17). We can represent this number in the RNS as

%1 = 146 mod 15 = 11, in addition,
x, = 146 mod 17 =10
Hence, the residue represents 146 as 146 = {11, 10}.

I11. CONSTRUCTION OF AN S-BoX FOR AES USING THE RNS
METHOD

The AES algorithm requires an 16x16 S-box with
integers 0-255 arranged in random order according to the
proposed method, M = 255 produces 255 numbers. The
coprime moduli set for 255 are {17, 15}, {17, 3, 5}, and
{51, 5}, or permutations of these moduli. The proposed
method obtains the S-box by generating all residues of
numbers ranging from 0 to 255 with moduli of {51, 5}.
Equation 7 obtains the equivalent decimal number on the
basis of residue value.

Y =[(x; x 10 + x; X 10%)]mod 255 )

Modulus {51, 5} specifically generates the numbers 0 to
255 required for the AES S-box uniquely, unlike the other
moduli. The generated decimal values Y consist of only 0 to
254 unique numbers with a repetition of 0. To restrict the
numbers to within 255, consider modulo 255, this will
generate all the numbers except 255. This is because, for X =

0 and 255, the residues obtained are the same that is. {0, 0}.
These residues yield a result of 0 when used in equation 7.
Fig. 1 illustrates an example of the operation in moduli {51,
5}. The residues obtained in the RNS format are X = {32,
4%}, assuming input X = 134. Equation 7 transforms the RNS
digits, treating them as decimal digits, into an equivalent
decimal integer. This produces an S-box value of 69.

Fig.2 illustrates the systematic procedure for actively
generating the proposed S-box using coprime moduli. Table
Il shows the generated S-box for the prime moduli {51, 5}.
The proposed method inserts 255 as the final value as shown
in Table 1. The sequence obtained is also random and has
the required nonlinearity for the S-box.

IV. IMPLEMENTATION OF THE S-BOX IN AES BASED ON THE
RESIDUE NUMBER SYSTEM

This study uses two distinct approaches for image
encryption. The first method generates the S-box using

RNS, while the second method utilizes the rows of both the
standard S-box and the ones obtained from the RNS to
derive the S-box. In the first case, the AES algorithm in the
SubByte round uses the generated RNS S-box, which is a
16 x 16 square matrix, as shown in Table II.

The experiment in the second case uses AES with the
hybrid S-box, which combines the 8 x 16 matrix of the
standard S-box and selects another 8 x 16 matrix from the
RNS method. The obtained result is compared with the
encryption performed using the standard S-box employed in
the AES algorithm. The next section presents a discussion of
the results obtained using these methods.

(134)s, = 32

Y= 32x10'+4x10°
= 324 mod 255 = 69

Input conversion
Binary to RNS

Output conversion
RNS to equivalent
Decimal

Fig. 1. RNS operations for m = {51, 5}.
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Inifialize X =0
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xy = mod(X, my)

Residue

Y

Decimal Number
Y = [(xy X 10771, 42, x 101 + 2, x 10%)]

M= m;xm;X....iny Yes
Decimal Number
Y =YmodM
No
X=X+1
v
No
Yes
Fig. 2. Flowchart of the preliminary S-box generation.
TABLE II
GENERATED S-BOX USING RNS FOR AES ALGORITHM

0 161 | 67 | 228 | 134 | 35 | 196 | 102 8 169 | 70 | 231 | 137 | 43 | 204 | 105
11 | 172 | 78 | 239 | 140 | 46 | 207 | 113 | 19 | 175 | 81 | 242 | 148 | 54 | 210 | 116
22 | 183 | 89 | 245 | 151 | 57 | 218 | 124 | 25 | 186 | 92 | 263 | 159 | 60 | 221 | 127
33 | 194 | 95 1 |162 | 68 | 229 | 130 | 36 | 197 | 103 | 9 | 165 | 71 | 232 | 138
44 | 200 | 106 | 12 | 173 | 79 | 235 | 141 | 47 | 208 | 114 | 15 | 176 | 82 | 243 | 149
50 | 211 | 117 | 23 | 184 | 85 | 246 | 152 | 58 | 219 | 120 | 26 | 187 | 93 | 254 | 155
61 | 222 | 128 | 34 | 190 | 96 2 163 | 69 | 225 | 131 | 37 | 198 | 104 5 166
72 | 233|139 | 40 | 201 | 107 | 13 | 174 | 75 | 236 | 142 | 48 | 209 | 110 | 16 | 177
83 | 244 | 145 | 51 | 212 | 118 | 24 | 180 | 86 | 247 | 153 | 59 | 215 | 121 | 27 | 188
94 | 250 | 156 | 62 | 223 | 129 | 30 | 191 | 97 3 164 | 65 | 226 | 132 | 38 | 199
100 6 167 | 73 | 234 | 135 | 41 | 202 | 108 | 14 | 170 | 76 | 237 | 143 | 49 | 205
111 | 17 | 178 | 84 | 240 | 146 | 52 | 213 | 119 | 20 | 181 | 87 | 248 | 154 | 55 | 216
122 | 28 | 189 | 90 | 251 | 157 | 63 | 224 | 125 | 31 | 192 | 98 4 160 | 66 | 227
133 | 39 | 195 | 101 7 168 | 74 | 230 | 136 | 42 | 203 | 109 | 10 | 171 | 77 | 238
144 | 45 | 206 | 112 | 18 | 179 | 80 | 241 | 147 | 53 | 214 | 115 | 21 | 182 | 88 | 249
150 | 56 | 217 | 123 | 29 | 185 | 91 | 252 | 158 | 64 | 220 | 126 | 32 | 193 | 99 | 255
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V. SECURITY ANALYSIS

An efficient encryption method has desirable qualities
that are resistant to known attacks using cryptographic
procedures. Researchers can use a wide range of security
parameters to conduct thorough security assessments. This
includes a histogram of the number of occurrences of a
pixel, entropy, number of pixel change rate (NPCR), and
unified average changing rates (UACI), mean square error
(MSE), mean absolute difference (MAD), and peak signal-
to-noise ratio (PSNR). The next section explains the use of
256 x 256 standard colour images of Barbara, Baboon and,
Pepper for this analysis.

A. Visual Analysis

Fig. 3 shows the results obtained using the AES
algorithm. Fig. 3(a) shows the plain images and, Fig. 3(b)
shows the encrypted images generated using the standard S-
box for the AES algorithm. Fig. 3 (c) and 3(d) shows the
results for the RNS S-box and, the hybrid S-box,
respectively. The pixels in all these images scatter randomly
without leaving any traces of the plane image.

B. Histogram Analysis

The image histogram displays the frequency of the
occurrence of pixel values in both the plain and encrypted
images. If this distribution of the encrypted image is
uniform, it is more resistant to statistical attacks [25].

Fig. 4(a) shows the number of occurrences of a pixel in
the plain image of Barbara. Fig. 4(b), 4(c), and 4(d) are the
histograms of occurrences of the number of pixels of the
plain images encrypted using the standard, RNS and the
hybrid S-box for Barbara image, respectively.

Consequently, RNS S-box encryption demonstrates equal
strength against statistical attacks. The analysis indicates
that the distribution of pixels in the histograms of encrypted
images is uniform, thereby resisting statistical attacks.

Fig. 4(d) illustrates the histogram of encrypted images
using the hybrid S-box derived from a combination of the S-
box from standard AES and RNS. Here, the repetition of
integers in the S-box causes the distribution to be
nonuniform. Fig. 5 and Fig. 6 demonstrate similar results for
the Baboon and Peppers images.

C. Entropy Analysis

Entropy, as defined in [26], evaluates the randomness or
uncertainty of encrypted data by quantifying the level of
unpredictability in the information. This is stated as

H(x) = —3¥3%° P(x)log,P (x;) ®)

where X is a set of pixel values of the image; x; € X;
The probability of x; occurring in the image is expressed as
P(x;). If a grayscale image has 8 bits with values ranging
from 0 to 255, then the image's bit count is eight, and its
maximum entropy is H(x) = 8 [27]. This method converts
the color image to grayscale and then computes the entropy.
Table 1Il presents a comparison between the proposed
method’s entropy and that of the conventional approach and
several recent studies. It is evident from the table that both
approaches are close to achieving maximum entropy, which
shows that the proposed method is robust.

D. NPCR and UACI

NPCR and UACI are two cryptanalysis techniques used
to assess the resistance of encryption techniques against
differential attacks. Researchers use differential analysis to
assess the resilience of the proposed encryption method by
actively altering one bit in the encryption key and analyzing
its impact on the security of the system [28]. A comparison
of the cipher image generated by changing one bit of the key
with the image obtained with the original key can indicate
significant differences in the pixel values. Let us denote the
resulting equivalent ciphertext images as I, and I,
respectively. We can compute the above parameters [29]
using equations (9) and (11).

1
NPCR = m2ﬁ127=1 D(x, y) X 100% (9)
where
0,lf Il(xly) = IZ(x'y)
D(x, ={ . 10
CoN) =14, if 1,Gr, ) # L(x,y) (10)
1 11 (x3) =L (X))
UACI = mzﬁlzyﬂ% X 100% (11)

The pixel value of point (x,y) is represented in the two
ciphertext images as I;(x,y) and IL(x,y)and M X
N indicates the size of the image. The NPCR method
identifies the relationship between the original and
encrypted images. UACI defines the average density
between the two images. Obtain the D(x,y) matrix from
(10) and use it in (9) to compute the NPCR. When
comparing pixel values at the same position in the two
matrices, if they are equal, the corresponding entry is 0;
otherwise, it is 1. This process determines the NPCR value.
The optimal value of NPCR is 99.61% and, that of UACI is
33.46% [30]. Table IV and Table V compares the
parameters produced by the proposed technique with those
obtained by the standard method, along with a few
references. The table demonstrates that the proposed
technique has strong robustness against differential attacks
and is rather close to the ideal values.
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(d) Encrypted images using the hybrid S-box

Fig. 3. Encrypted images using the AES algorithm
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Fig. 5. Histogram of Baboon image and encrypted images
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Fig. 6. Histogram of Peppers image and encrypted images
TABLE Il
. COMPARISON OF INFORMATION ENTROPY BETWEEN DIFFERENT ENCRYPTION ALGORITHMS
Sr. Test
No Image Entropy
Plain Original RNS Hybrid Ref. Ref. Ref. Ref. Ref. Ref.
image S-box S-box S-box [7] [18] [38] [41] [42] [43]
1 Barbara 7.4023 7.9344 7.9889 7.9662 7.9967 7.994 7.99964 - - 7.9996
2 Baboon 7.67 7.9377 7.98892 7.9654 7.9973 7.995 7.99943  7.999238 7.9965 7.9994
3 Peppers 7.73 7.9368 7.98916 7.9649 7.9975 7.993 7.99945  7.999283 7.9966 7.9994
TABLE IV
NPCR WITH ONLY A ONE-BIT CHANGE IN THE KEY
Sr. Test o
No Image NPCR (%)
Original RNS . Ref. Ref. Ref. Ref.
Sbox  S-box  Hivbrid S-box [18] 138] [41] [43]
1 Barbara 99.42 99.62 99.53 99.6 99.62 - 99.622
2 Baboon 99.44 99.63 99.56 99.6 99.59 99.617 99.598
3 Peppers 99.43 99.61 99.49 99.2 99.602 99.606 99.602
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TABLE V
UACI WITH ONLY A ONE-BIT CHANGE IN THE KEY

Sr. Test

0,
No Image UACI (%)
Original RNS Hybrid Ref. Ref. Ref. Ref.
S-box S-box S-box [18] [38] [41] [43]
1 Barbara 29.4438 33.4999 33.75 33.6 33.45 - 33.45
2 Baboon 29.3745 33.3676 33.7473 33.6 33.35 33.492 33.354
3 Peppers 29.3111 33.3703 33.4793 333 33.453 .33452 33.453

E. Correlation analysis of the two adjacent pixels

In a plain image, adjacent pixels exhibit strong
correlations in the horizontal (H), vertical (V), and diagonal
(D) directions. To enhance resistance to statistical attacks, it
is crucial to minimize the correlation between adjacent
pixels in a ciphered image. Calculation of the correlation
between plain and ciphered images involves the following
steps. First, choose 3000 adjacent pairs of pixels at random
from the image. Use the following equations to determine
the correlation coefficient [31] — [34]:

_ _cov(xy)

Ty = Toesets (12)
in this case, x and y re adjacent pixels

E(x) = = %390 x, (13)

D(x) = == NI (x; — E(x))? (14)

cov(x,y) = == T300°(x; — E(0)) (v — E()) (15)

3000

Table VI presents the calculated correlation coefficients
of the plain images Barbara, Baboon, and Pepper and their
ciphered images using the proposed encryption algorithm. In
all three directions, the correlation coefficients of the plain
image are approximately 1, whereas those of the ciphered
image are approximately 0. Thus, the proposed encryption
scheme has excellent confusion and diffusion properties
because the correlation between adjacent pixels is extremely
low. Correlation quantifies the degree of connection
between adjacent pixel values in an encrypted image,
allowing us to determine the extent of the relationship
between them. This provides information on how closely
related the pixel values are to each other. In general, a plain
image has pixel values distributed linearly. However, the
encrypted image should have a nonlinear distribution.

Fig. 7(a) demonstrates that the pixel values in the original
plain image of Barbara, exhibits a linear distribution in the
three directions and inclines toward straight lines, providing
strong evidence of their correlation.

Fig. 7(b) shows the pixel correlation of the standard AES
method in all three directions. Fig. 7(c) shows the

correlation for the proposed method using RNS, and Fig.
7(d) shows the correlation for the hybrid S-box for the
Barbara plain image. As seen in the figure, the distribution
of pixels in the three directions is uniform, which shows a
weak correlation between pixels and can be effectively
resistant to statistical attacks. Fig. 8 and Fig. 9 show similar
results for Baboon and Pepper images, respectively.

Finally, Fig. 10(a) and 10(b) provide 3D plots for the
correlation coefficient matrices of the plain Baboon image
and encrypted image, respectively. While Fig. 10(a) displays
values concentrated in a diagonal fashion, it is clear that Fig.
10(b) shows total random distribution of the values.

F. Frequency analysis

Another intriguing approach to assess the correlation
between adjacent pixels involves examining the Fourier
transform of both a plain image and its encrypted
counterpart. The mathematical expression for the Fourier
transform of a square image f (i ,j) can be written as [42]

. ki li
Fk,)) = ZNZASNA £ (i ) e PPN W (16)

f(a,b) represents the image in the spatial domain, while
the exponential term represents the basis function
corresponding to each point F(k,I) in the Fourier space.
Here, the basis functions are sine and cosine waves with
increasing frequencies. This means that F(0,0) corresponds
to the DC-component of the image, representing the average
brightness, while F(N-1,N-1) would represent the highest
frequency component. Fig. 11(b) displays the plain image
with applied Fourier transform. The center of the image
clearly illustrates pixels with high correlation, as indicated
by the plus-sign shape at the center.

This pattern emerges because the plain image contains
distinct features such as edges. Conversely, Fig. 11(c)
displays the Fourier transform applied to encrypted images,
presenting a relatively uniform distribution of values. This
uniformity arises from the absence of any distinctive
features, indicating a lack of correlation between adjacent
pixels.
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Fig. 7. Correlation analysis of Barbara and encrypted images using the AES algorithm in horizontal, vertical, and diagonal directions. x-axis — pixel gray
value on location (x,y); y-axis - pixel gray value on location (x+1, y+1)
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(a) Correlation of original Baboon image (b) Correlation of pixels in encrypted image using original S-box

300 300 300 00 300 300

300 100 200 300 0 00 200 300

10 20 0 0 100 20 30 o 10 200 30
(c) Correlation of pixels in encrypted image using RNS S-box (d) Correlation of pixels using the hybrid S-box

Fig. 8. Correlation analysis of Baboon and encrypted images using the AES algorithm in horizontal, vertical, and diagonal directions. x-axis — pixel gray
value on location (x,y); y-axis - pixel gray value on location (x+1, y+1)
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(a) Correlation of original Peppers image
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(d) Correlation of pixels using the hybrid S-box

Fig. 9. Correlation analysis of Peppers and encrypted images using the AES algorithm in horizontal, vertical, and diagonal directions. x-axis — pixel gray value
on location (x,y); y-axis - pixel gray value on location (x+1, y+1)

TABLE VI
CORRELATION COMPARISON OF DIFFERENT ENCRYPTION ALGORITHMS

Sr. No Ir1T1ZSgte Direction Plain image Cipher Image
“Choc  sho MRSt pe Ey p
(H) 0.99351 0.00647 0.02205 -0.0012 - - -
1 Barbara V) 0.99038 -0.00414 0.00894 0.0308 - - -
(D) 0.9853 -0.03323 0.01793 0.0232 - - -
(H) 0.93909 0.16981 -0.01826 0.0071 0.0015 0.01035 —0.01599
2 Baboon V) 0.94105 -0.05557 0.026006 -0.0333 —-0.0021 0.005657  0.000646
(D) 0.90732 0.00053 0.007305 0.0310 —-0.0018 0.014383  0.032847
(H) 0.95106 0.13096 -0.010297 -0.0191 —0.0055 —0.01533  0.010863
3 Peppers V) 0.95559 -0.04056 0.005346 -0.0029 0.0025 —0.00081  0.005096
(D) 0.92375 -0.02812 -0.028076 -0.0003 0.0011 0.002182  0.010197

G. PSNR, MSE, and MAD

To assess the pixel value errors between two images, one
can actively use MAD and MSE. It is necessary for a secure
encryption scheme to have MAD and MSE values that are
sufficiently large between plain and ciphered images. PSNR
of an image is a measure of the peak error between a plain
image and a ciphered image. The PSNR should be low

because of the significant disparity. Calculate the values of
MAD, MSE, and PSNR according to equations (17) to (19)
[35] - [37].

P(x,y)-1(x,

MAD = y¥, yy_, el (7)
Pxy)=1(xy)1?

MSE = g, sy Pl (18)
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PSNR = 20 log,, 22225 4B (19)  standard AES. Table VI also compares the parameters with
VMSE those of recent studies.

where P(x,y) and I(x,y) represents the pixel values of
the plain image and the cipher image at location (x,y). Table
VII presents a comparison of MAD, MSE, and PSNR with

0.8
0.6
0.4

0.2

Correlation Coefficient

300

100

Pixel Index 0 0 Pixel Index

(a) for plain image

0.8 <

0.4 ~

0.2

0

Correlation Coefficient

Pixel Index (UN ] Pixel Index

(b) for encrypted image
Fig. 10. 3D plot of the correlation coefficient matrix
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TABLE VII
RESULTS OF MAD, MSE, AND PSNR FOR PLAIN AND CIPHERED IMAGES

Sr. No Test Image S-box MSE PSNR MAD
Original S-box 2743.17 13.78 75.0939
RNS S-box 27242 13.81 74.4603
1 Barbara Hybrid S-box 2766.96 13.74 75.115
Ref. [7] 8508.56 28.13 75.82
Ref. [38] - - -
Ref. [42] - - -
Original S-box 6913.15 9.77 69.32
RNS S-box 6900.99 9.78 69.6585
2 Baboon Hybrid S-box 6975.32 9.73 69.841
Ref. [7] 7038.2 27.61 70.26
Ref. [38] 8619.66 8.9865 81.53
Ref. [42] 10033.016 8.9283 75.46
Original S-box 8092.93 9.08 74.12
RNS S-box 8394.05 8.93 75.391
3 Peppers Hybrid S-box 8442.08 8.9 75.675
Ref. [7] 8251.72 28.51 74.78
Ref. [38] 8992.82 8.8917 85.48
Ref. [42] 8349.55 8.1624 81.837

(a) Barbara, Baboon, and Pepper plain images

(b) Magnitude spectrum of plain images

(c) Magnitude spectrum of encrypted images
Fig. 11. Frequency analysis using the RNS S-box
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V. CONCLUSION

This study introduces an efficient construction scheme for
an S-box based on a residue-number system. We leveraged
the obtained S-box in an image-encryption scheme
employing the AES algorithm. The simulations and
experiments conducted provide evidence that the encryption
scheme proposed in this study exhibits favourable security
parameters. The proximity of the NPCR and UACI values to
the ideal range indicates that the proposed method is
resilient against differential attacks. However, it is worth
noting that the method tends to have an entropy level closer
to eight. In comparison with recent methods, the PSNR
values are lower. However, security studies indicate that this
approach is new and effective for ensuring cryptographic
security. Hence, the proposed RNS-based S-box generation
method offers significant advantages in terms of its ability to
withstand common cryptanalytic attacks.
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