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Abstract—Hash function has a fundamental role in modern
cryptography as a tool to ensure integrity services in the
exchange of digital information. The hash function allows one
to easily verify whether or not an input data is mapped to
a given or stored hash value. One type of hash function is
one that uses only messages as input values called Modifi-
cation Detection Codes (MDCs). Good MDCs must meet the
preimage resistance, second-preimage resistance, and collision
resistance properties. One type of MDCs hash function is the
Preneel-Govaerts-Vandewalle (PGV) scheme, which is one of
the most common iterative MDCs utilizing block cipher as its
compression function. PGV has 64 schemes for building hash
functions that have the property of collision resistance, which
is the difficulty of finding two different inputs that have the
same hash value. Of the 64 schemes, it is claimed that there
are 12 secure schemes, even though there are no formal proofs
of the claim. In this study, we showed that iterative differential
characteristics can be utilized for finding collision on the 12
claimed-to-be-secure schemes of PGV hash function.

Index Terms—block cipher, hash function, iterative differen-
tial, MDC, PGV.

I. INTRODUCTION

THE hash function is a function h having at least two
properties i.e., compression function and ease to com-

pute. The hash function h maps any arbitrary length of string
to a fixed length string. The hash function has an important
role in the world of modern information technology. The
hash functions are often used in hash table, a data structure
that is commonly used on computer devices for fast data
retrieval. In addition, hash functions are also very useful in
the field of cryptography. The hash function allows an entity
to easily verify whether or not an input data is mapped to
a given or stored hash value. However, if the input data are
unknown, it will be very difficult to reconstruct the input data
or look for alternative input data that has the same hash value.
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These characteristics can be used to ensure the integrity
of the data that has been sent. Some of the uses of hash
functions are modification detection, message authentication,
digital signatures, universal functions, entropy extraction and
key derivation, password hashing, data identification, key
updates, proof-of-work systems, and timestamping [1].

The hash function is divided into two types based on key
usage [9], [7], i.e., Modification Detection Codes (MDCs),
or unkeyed hash functions, which require only messages
as input values to generate hash values and Message Au-
thentication Codes (MACs), or keyed hash functions, which
require messages and keys as input to produce a hash value.
In [9], Menezes et al. categorized iterative hash functions
based on the property of the operation which consists of
internal functions. The three most common categories of
iterative hash functions are block cipher-based hash func-
tions, dedicated hash functions (specifically designed for
hashing), and modular arithmetic hash functions. Focusing
on hash functions based on keyless block ciphers (MDCs),
Preneel, Govaerts, and Vandewalle (PGV) introduced 64
ways to construct single-block-length hash functions from
a block cipher. Of the 64 schemes proposed, 12 schemes
were claimed to be secure (fulfilling the collision-resistance
property), but these claims have not been formally proven
[10]. For the ease of further writing, these 12 claimed-to-
be-secure schemes of PGV are called 12 secure schemes of
PGV.

Ideally, a hash function must be resistant to all cryptan-
alytic attacks. In theoretical cryptography, the security level
of a hash function is determined using preimage resistance,
second preimage resistance, and collision resistance proper-
ties [1]. Collision resistance is a condition where it is very
difficult to find two different input messages m and m′ with
the same hash value, h(m) = h(m′) [1]. Menezes et al. [9]
has stated that the hash function is a many-to-one function,
where the existence of collisions is unavoidable. A collision
attack against a hash function is an attempt to find two
different message inputs that produce the same hash value
[12]. We took 12 secure schemes of the PGV hash function
to be analyzed in this study considering that the PGV hash
function scheme is the most common iterative hash function
scheme. We tested whether the 12 PGV schemes really
fulfilled the collision resistance property by carrying out
collision attacks utilizing the iterative differential charac-
teristic information of the block cipher which is used as
its compression function. A block cipher is a symmetric
cryptosystem in which a block of plaintext is treated as a
whole and used to produce a ciphertext block of equal length
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[12]. Advanced Encryption Standard (AES) is a block cipher
algorithm that is intended to replace DES as the approved
standard for a wide range of applications both in software
[3] and hardware implementation [5], [14].

In the differential cryptanalysis of the block cipher, itera-
tive differential is often found, that is, the condition with the
value of the input difference repeating in a certain round,
so that the output difference value in the round is equal
to the value of the input difference [8]. In this research,
we used theoretical and empirical methods. The empirical
method was done by applying the PRESENT block cipher
as a compression function. PRESENT was designed by
Bogdanov et al. (2007) which later became a lightweight
standard algorithm established by the International Standard
Organization (ISO) based on ISO / IEC 29192 in 2012 [4].
PRESENT is an algorithm that has an SPN structure with a
64-bit block size. Differential cryptanalysis on PRESENT-80
was introduced by Wang [13], who found 4 input differences
that formed 4-round iterative differential on PRESENT-80
with probability of 2−18. Information about 4-round iterative
characteristics on PRESENT-80 can be used to find collisions
of hash functions that use a 4-round PRESENT-80 PGV
scheme.

In this research, we focused only on the unkeyed hash
function, MDCs. We generalized to test the property of
collision resistance of block cipher-based iterative hash
function scheme by utilizing the iterative characteristics of
the block cipher used. We tested it using theoretical and
empirical methods. Theoretical method was carried out by
mathematically proving 12 PGV hash function schemes to
prove whether or not they still fulfil the collision resistance
character if the block cipher used has an iterative differential.
The empirical method was carried out by attempting collision
attacks using a C programming language. We showed that the
use of block ciphers that have iterative differentials such as
PRESENT can provide clear indication for finding collisions.
We used sample pairs of different messages m and m′ as
many as 218. ∆m = m ⊕ m′ is the input difference that
match the iterative characteristics of PRESENT as described
by Wang. In this study, we assumed that ∆m is already
known by the attackers.

II. THEORETICAL BACKGROUND

A. Modification Detection Codes (MDC)
Modification Detection Codes (MDCs) are also called

manipulation detection codes. The purpose of MDCs is to
provide representative images or hash values of a message.
Secure MDCs should meet the following characteristics [1]:

1) Preimage resistance (one-wayness) – given an output z,
it is difficult to find input message x so that z = h(x).

2) Second preimage resistance (weak collision resistance)
– given an input message x1, it is difficult to find
another input message x2 where x1 6= x2 having the
same hash value, z1 = h(x1) = h(x2) = z2.

3) Collision resistance (strong collision resistance) – it
is difficult to find two different inputs x1 6= x2 with
h(x1) = h(x2).

B. PRESENT
PRESENT, designed by Bogdanov et al. in 2007 [4],

is an ultra-lightweight block cipher with 64-bit block size

and having iteration of 31-round. PRESENT can support
the use of two key lengths, 80-bit and 120-bit. PRESENT
only uses one 4-bit S-Box that is applied 16 times in each
round. PRESENT has three components, i.e., AddroundKey,
substitution, and permutation. For more detailed discussion
about PRESENT, refer to [8].

C. PGV Hash Function Schemes

In 1993, Preneel, Govaerts, and Vandewalle (PGV) pro-
posed synthetic approach to design a single block length
hash function based on block cipher [10]. They found how to
establish hash function H : {0, 1}∗ → {0, 1}n using a com-
pression function f : {0, 1}n×{0, 1}n → {0, 1}n, which was
derived from block cipher E : {0, 1}n × {0, 1}n → {0, 1}n.
They proposed 64 basic ways to establish hash function based
on a block cipher. They claimed that 12 of 64 schemes
were secure schemes. Detailed description of the PGV hash
function can be found in [10]. The function expression of
the 12 secure schemes of PGV is listed in Table I.

TABLE I
FUNCTION EXPRESSIONS OF 12 SECURE PGV SCHEMES

No Function expressions
1 E(Hi−1, Xi)⊕Xi

2 E(Hi−1, Xi ⊕Hi−1)⊕Xi ⊕Hi−1

3 E(Hi−1, Xi)⊕Xi ⊕Hi−1

4 E(Hi−1, Xi ⊕Hi−1)⊕Xi

5 E(Xi, Hi−1)⊕Hi−1

6 E(Xi, Xi ⊕Hi−1)⊕Xi ⊕Hi−1

7 E(Xi, Hi−1)⊕Xi ⊕Hi−1

8 E(Xi, Xi ⊕Hi−1)⊕Hi−1

9 E(Xi ⊕Hi−1, Xi)⊕Xi

10 E(Xi ⊕Hi−1, Hi−1)⊕Hi−1

11 E(Xi ⊕Hi−1, Xi)⊕Hi−1

12 E(Xi ⊕Hi−1, Hi−1)⊕Xi

D. Iterative Differential of PRESENT-80

In the differential cryptanalysis of the block cipher, a
characteristic is called iterative if the value of input difference
is equal to the value of output difference. In 1991, Biham
and Shamir gave a formal definition of iterative charac-
teristics to DES, a block cipher with a Feistel structure
[2]. In 1994, Knudsen provided a general formal definition
of iterative characteristics for block ciphers. A clearer dis-
cussion of the iterative characteristics of the block cipher,
can refer to [8]. Information about iterative characteristics
contains input difference ∆m = m ⊕m′, output difference
∆Ek(m) = Ek(m) ⊕ Ek(m′), probability p where m
and m′ are different messages, and Ek is a block cipher.
This information can be used to find collisions on block
cipher-based PGV schemes that have iterative differential. A
collision attack on hash function H of 4-round PRESENT-
80-based PGV schemes requires input difference that satisfies
∆H = H(m) ⊕ H(m′) = 0. The collision attack in this
study utilized iterative characteristics found by Wang for
iterative differential 4-round PRESENT so that we can find
H(m) = H(m′) with probability 2−18.

III. RESEARCH METHOD

This experiment was conducted by implementing 4-round
PRESENT-80 block cipher into 12 secure schemes of PGV
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using C programming language and Dev C++ Compiler.
Then, we conducted collision-resistance tests on the 12
secure schemes of PGV hash function using chosen messages
m and m′ that satisfied Wangs iterative characteristics [8].
The number of chosen message pairs needed in this attack
was 218. The simulation attack was conducted through the
following steps:

1) Create simulations of 12 secure schemes of PGV hash
function based on 4-round PRESENT-80.

2) Generate 218 chosen message pairs m and m′

with hash difference value ∆m = m ⊕ m′ as
Wang explained, i. e., 0000 0000 0000 400416,
0000 0101 0000 000016, 0000 0009 0000 000916, and
0500 0000 0000 050016. The method of generating
samples in this study was the same as the method by
Ilahi et al. [6] but the generated samples was different.
Using our own samples, we can find collisions in full
for the four input differences, whereas using Ilahi et
al.’s samples, we cannot find collisions for all four
input differences in the same way.

3) Calculate the hash value of those 218 chosen message
pairs with 12 secure PGV schemes.

4) Do XOR operation for all the hash value pairs.
5) Check if the XOR result is 0000 0000 0000 000016.

This means that we have found a collision from that
message pair.

IV. RESULTS AND DISCUSSION

In this section, we describe two methods used for con-
ducting collision attacks.

A. Theoretical method

This subsection describes the mathematical proof of col-
lision attacks on 12 variants of PGV hash function schemes
based on any block cipher algorithm having iterative char-
acteristics. The following is a formal definition of iterative
characteristics for block ciphers introduced by Knudsen [8].

Definition IV.1. [8] For an iterative block cipher, an s-round
iterative characteristics is an s-tuple (∆Ci, . . . ,∆Ci+s) with
∆Ci = ∆Ci+s.

In Definition IV.1, ∆C is the difference value and i is the
round state. Based on the definition, Knudsen explained that
if a block cipher has an s-round iterative characteristic, then
the difference value of the output will repeat with period s.
In other words, the input difference (difference value before
entering the 1st round) will be equal to the output difference
in the round s. Biham and Shamir have provided a definition
of iterative characteristics, but is limited to block ciphers
with Feistel structures [2]. Not only for Feistel structure,
Knudsen also provided a more general definition of iterative
differential or iterative characteristics (see Definition IV.1).

In fact, an iterative characteristic is found using sev-
eral ways. Wang found four iterative characteristics for
PRESENT-80 (SPN) but without giving an explanation of
how he found it. In general, the search for iterative character-
istics in a block cipher is done by trying all possible input dif-
ferences and seeing whether the input difference value recurs
in a certain round. However, Setianingsih explained that to
find the iterative characteristics of 1- to 5-round PRESENT,

she used inputs that caused one active s-box and two active
s-boxes. Then, look for the input difference in the active s-
box where those that can cause repetition of the difference
value according to the Differential Distribution Table (DDT)
is called iterative characteristics [11]. In general, if a block
cipher algorithm has an iterative differential, a differential
cryptanalysis can be performed against the block cipher
algorithm, similar to the differential cryptanalysis conducted
by Wang against PRESENT. Collision on an iterative hash
function based on a block cipher with a certain structure can
be searched by utilizing the iterative differential of the block
cipher. Theorem IV.2 explains the relationship between the
iterative characteristics of the block cipher and the search for
collisions in a block cipher-based hash function scheme.

Theorem IV.2. Let Ek be a block cipher algorithm, k
be an encryption key, and x be an input of block cipher
algorithm derived from m or m⊕ initial value (IV ) where
m is a message. Let feedforward be a value of one of the
m or m ⊕ IV . Given a block cipher-based hash function
f(x) = Ek(x) ⊕ feedforward. If there is an s-round
iterative differential in Ek with probability p and input
difference ∆x = x ⊕ x′ is an iterative characteristic of Ek

where x 6= x′, then f(x) = f(x′).

Proof: It will be proven that f(x) = f(x′) with
probability p if there is an s-round iterative differential in Ek.
Based on Definition IV.1, an s-round iterative differentials
in Ek have a condition of (Ek(x) ⊕ Ek(x′)) = (x ⊕ x′)
with probability p. The condition of f(x) = f(x′) is
equivalent to f(x) ⊕ f(x′) = 0. So, it will be proven that
f(x) ⊕ f(x′) = 0 with probability p. Block cipher and
feedforward of f(x) are mutually independent, where the
variation of feedforward will not affect the block cipher
operations. Thus, the probability of the collision occurrence
equals to that of the iterative differential occurrence, that is,
p.
Based on Definition IV.1, we have the following result.
f(x) ⊕ f(x′) = Ek(x) ⊕ feedforward ⊕ Ek(x′) ⊕
feedforward = (Ek(x) ⊕ Ek(x′)) ⊕ (feedforward ⊕
feedforward) = (Ek(x)⊕ Ek(x′)).
We consider two feedforward cases to prove the occurrence
of collision, as the following:

1) feedforward = m
f(x)⊕ f(x′) = ((Ek(x)⊕Ek(x′))⊕ (m⊕m′) based
on Definition IV.1, we get f(x) ⊕ f(x′) = 0 with
probability p.

2) feedforward = m⊕ IV
f(x)⊕f(x′) = ((Ek(x)⊕Ek(x′))⊕((m⊕IV )⊕(m′⊕
IV )) based on Definition IV.1, we get f(x)⊕f(x′) = 0
with probability p.

Thus, there is a collision, f(x) = f(x′) with probability p.

B. Classification of 12 secure schemes of PGV hash function

Based on Theorem IV.2, if the block cipher used as a
compression function in 12 PGV schemes has iterative differ-
ential with probability p, it is expected to find collisions for
message pairs that have a difference value according to the
iterative characteristics of the block cipher with probability
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p or with the number of chosen message pairs as many as
1
p . Actually, there are three feedforward possibilities, i.e.,
m, IV , or m ⊕ IV . According to the hypothesis stated in
Theorem IV.2, collisions will not be found if the PGV hash
function scheme uses feedforward IV because the absence
of the element m will cause the input difference not suitable
for forming iterative differential.

We formed 4 groups in classifying the 12 secure schemes
of PGV hash function i.e., General-Scheme1, General-
Scheme2, General-Scheme3, and General-Scheme4. The
classification is based on structural analysis in each scheme.
If we look carefully, there is a structural pattern in the 12
PGV schemes that can distinguish the schemes based on the
plaintext input and encryption keys for Ek as well as the
feedforward form that builds the scheme.

The following are the detailed description of the 4 groups
of the classification of 12 secure schemes of PGV hash
functions based on plaintext input and encryption keys for
Ek. Please note that in each of the schemes, Hi is the ith

PGV hash function, m and m′ are different pair of messages,
message is the input for the hash function, and the plaintext
is the input for the block cipher (the value before entering
the compression function, E).

a. General-Scheme1 is given in Figure 1 with m as
a plaintext input and IV as the fixed encryption key
for Ek.

Fig. 1. a. PGV-1 scheme, b. PGV-2 scheme, c. PGV-3 scheme, d. PGV-4
scheme, and e. General-Scheme1.

H1(m) = EIV (m)⊕m (1)

The PGV-1 scheme uses m as the plaintext and
IV as an encryption key of block cipher E (see
Figure 1.a.). In the PGV-1 scheme, m is encrypted
with EIV so that it becomes EIV (m). After that,
EIV (m) is XORed with m. Function expressions
for the PGV-1 scheme can be seen in Equation
(1). Furthermore, it will be proven that there is a
collision in the PGV-1 hash function scheme based

on the s-round block cipher Ek, if Ek used has an
s-round iterative differential.
Remember that the requirement to carry out
collision attacks using an iterative differential
approach is that there is the difference in input
m corresponds to the iterative characteristics of
Ek. Collision is found when with two different
messages m and m′, the hash value is equal
to H1(m) = H1(m′). In other words, the
difference in the hash value of both messages
is ∆H1 = H1(m) ⊕ H1(m′) = 0. In the first
iteration, all PGV schemes require initial value
IV . In this scheme, IV is used as the encryption
key for the block cipher E, so that
∆H1 = H1(m)⊕H1(m′)

= EIV (m)⊕m⊕ EIV (m′)⊕m′

= (EIV (m)⊕ EIV (m′))⊕ (m⊕m′).
If the input difference ∆m = m ⊕ m′

satisfies the criteria according to the iterative
characteristics of the block cipher EIV , then
EIV (m)⊕ EIV (m′) = (m⊕m′) with probability
p, we get ∆H1 = 0. Thus, it can be concluded that
using an iterative differential approach, collision
can be found in the PGV-1 hash function scheme
with the number of chosen message pairs as many
as 1

p .

The structure of the PGV-2 scheme is shown in
Figure 1.b., it appears that the feedforward used by
this scheme is different from the PGV-1 scheme.

H2(m) = EIV (m⊕ IV )⊕m⊕ IV (2)

IV is used as an encryption key and (m ⊕ IV )
is used as a plaintext input for Ek=IV to produce
a ciphertext EIV (m ⊕ IV ). Equation (2) is the
function expression for the PGV-2 scheme. The
proof for the PGV-2 scheme is similar to the
proof for the PGV-1 scheme. Collision is found
when different messages m and m′ have the same
hash value H2(m) = H2(m′). In other words,
the difference between the two hash values is
∆H2 = H2(m)⊕H2(m′) = 0. Thus,
∆H2 = H2(m)⊕H2(m′)
= EIV (m ⊕ IV ) ⊕m ⊕ IV ⊕ EIV (m′ ⊕ IV ) ⊕
m′ ⊕ IV
= (EIV (m⊕IV )⊕EIV (m′⊕IV ))⊕ (m⊕IV )⊕
(m′ ⊕ IV ).
Although the message input m is XORed with
IV , if the input difference ∆m = m ⊕ m′

satisfies the criteria according to iterative
characteristics with probability p, then there
is still EIV (m ⊕ IV ) ⊕ EIV (m′ ⊕ IV ) =
(m⊕ IV )⊕ (m′ ⊕ IV ) with probability p. This is
because the difference value will not change even
though each m and m′ is XORed with IV , so
∆H2 = 0. Thus, it can be concluded that using an
iterative differential approach, a collision can be
found in the PGV-2 hash function scheme with the
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number of chosen message pairs as many as 1
p .

Figure 1.c. shows the structure of the PGV-3
scheme. It can be seen that IV is used as the
encryption key and m is used as a plaintext in-
put for Ek=IV , to produce a ciphertext EIV (m).
Thereafter, to produce the hash value, EIV (m) is
XORed with m and IV as expressed in Equation
(3). It will be proven that there is a collision in the
PGV-3 block cipher-based hash function scheme,
s-round EIV , if EIV which is used has an s-round
iterative differential.

H3(m) = EIV (m)⊕m⊕ IV (3)

Similar to the proof of PGV-1 and PGV-2, collision
is found when different messages m and m′ have
the same hash value H3(m) = H3(m′). In other
words, the difference between the hash values is
∆H3 = H3(m)⊕H3(m′) = 0.
The PGV-3 scheme has a similar structure to PGV-
1 but the difference is that there is an additional
XOR with IV after the encryption process using
EIV . In the PGV-3 scheme, IV is used as a key,
so that
∆H3 = H3(m)⊕H3(m′)

= EIV (m)⊕m⊕ IV ⊕ EIV (m′)⊕m′ ⊕ IV
= (EIV (m)⊕EIV (m′))⊕(m⊕m′)⊕(IV ⊕IV ).

If the input difference ∆m = m ⊕ m′

satisfies the iterative characteristics of Ek,
then EIV (m) ⊕ EIV (m′) = (m ⊕ m′) with
probability p. Consequently, with the probability
p, there exists ∆H3 = 0⊕ (IV ⊕ IV ) = 0.
This showed that using an iterative differential
approach, a collision can be found in the PGV-3
hash function scheme with the number of chosen
message pairs as many as 1

p .

Figure 1.d. shows that the PGV-4 scheme uses
(m ⊕ IV ) as a plaintext input and IV is used as
the encryption key of E. In the PGV-4 scheme,
(m⊕ IV ) is encrypted with Ek=IV so it becomes
EIV (m ⊕ IV ). Next, to produce the hash value,
EIV (m⊕ IV ) is XORed with m. The function of
the PGV-4 is given in Equation (4). The structure
of the PGV-4 scheme is similar to the PGV-2
scheme, but the difference is that to produce the
hash value of the PGV-4 scheme, we did not XOR
EIV (m⊕ IV ) with m⊕ IV instead we use m.

H4(m) = EIV (m⊕ IV )⊕m (4)

Proving a collision in the PGV-4 hash function
scheme based on the s-round block cipher Ek=IV

is similar to that of the PGV-2 scheme. If EIV

used has an s-round iterative differential, it is
expected that the PGV-4 s-round-based scheme has

collisions. Input difference ∆m must be known so
that collision attacks using an iterative differential
approach can be carried out. Collision is found
when using different messages m and m′, we
obtain the same hash value H4(m) = H4(m′). In
other words, the difference in both hash values is
∆H4 = H4(m)⊕H4(m′) = 0.
∆H4 = H4(m)⊕H4(m′)

= EIV (m⊕ IV )⊕m⊕ EIV (m′ ⊕ IV )⊕m′

= (EIV (m⊕ IV )⊕EIV (m′⊕ IV ))⊕ (m⊕m′).
If the input difference ∆m = m⊕m′ satisfies the
iterative characteristic criteria of Ek=IV with prob-
ability p, then there is EIV (m⊕ IV )⊕EIV (m′⊕
IV ) = (m ⊕ m′) with probability p. This is
because the difference value will not change even
though each m and m′ is XORed with IV , so that
∆H4 = 0. Thus, it can be concluded that using
an iterative differential approach, a collision can be
found in the PGV-4 hash function scheme with the
number of chosen message pairs as many as 1

p .
b. General-Scheme2 is given in Figure 2 where IV

as a plaintext input and m as the fixed encryption
key for Ek.
In Figure 2.e., General-Scheme2 is given based
on the plaintext input and encryption key for Ek.
In this general scheme, no chosen message pairs
are collided because although it looks similar to
General-Scheme1, General-Scheme2 uses IV as
a plaintext input for Ek. In addition, m and m′

which are two different messages are used as
keys for the block cipher Ek, giving rise to an
unbalanced comparison. The PGV scheme that has
a common form like this is the PGV-5, 6, 7, and 8
schemes.
This scheme uses IV as an input for Ek

encryption, so that it can be ascertained to have
an input difference ∆IV = IV ⊕ IV ′ = 0.
In other words, the two plaintext inputs for Ek

have the same value, IV , so that the PGV hash
function having this general structure will not
find collisions using collision attacks through an
iterative differential approach. Even though Ek

used has an iterative differential, the use of the
input difference ∆m = m ⊕ m′ that matches the
iterative characteristics of Ek is not used properly.
Actually, m and m′ are used as an encryption key
for Ek.
The structure of the PGV-5 scheme is shown in

Figure 2.a.

H5(m) = Em(IV )⊕ IV (5)

The PGV-5 scheme is similar to the PGV-1
scheme, but the inputs used in the two schemes are
different. PGV-5 scheme uses IV as a plaintext
input and m as an encryption key of E. After
encrypted using the m and key, then the ciphertext
is formed Em(IV ). To generate a hash value,
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Fig. 2. a. PGV-5 scheme, b. PGV-6 scheme, c. PGV-7 scheme, d. PGV-8
scheme, and e. General-Scheme2.

Em(IV ) was XORed with IV . Equation (5) shows
the function expression of the PGV-5 scheme.
Next, it will be proven that there is no collision
in the PGV-5 hash function scheme based on the
s-round block cipher Ek if the Ek used has an
s-round iterative differential. Collisions are found
if with different messages m and m′, we get the
same hash value, H5(m) = H5(m′). In other
words, the difference in the hash value of both
messages is ∆H5 = H5(m)⊕H5(m′) = 0.
∆H5 = H5(m)⊕H5(m′)

= Em(IV )⊕ IV ⊕ Em′(IV )⊕ IV
= (Em(IV )⊕ Em′(IV ))⊕ (IV ⊕ IV ).

The use of the input difference that has an iterative
characteristic ∆m = m⊕m′ has no effect because
the chosen message pair for an s-round block cipher
Ek is equal to IV , so it has an input difference
value ∆IV = IV ⊕ IV = 0. The message input is
the same, namely IV , but the encryption key pair
used in Ek is different,i.e., m and m′. The use of
a different encryption key for the same message
clearly results in a different hash value. This
results in (Em(IV )⊕Em′(IV )) 6= (IV ⊕ IV ), so
that ∆H5 6= 0. Thus, it can be concluded that with
the number of chosen message pairs sample of
1
p using an s-round iterative differential of block
cipher Ek, no collisions found in the PGV-5 hash
function scheme based on the s-round block cipher
Ek.

The structure of the PGV-6 scheme is shown in
Figure 2.b. It will be proven that there is no
collision in the PGV-6 hash function scheme based
on the s-round block cipher Ek=m if Ek has an
iterative differential s-round. The PGV-6 scheme
has a similar structure to PGV-2 scheme (see Figure
1.b). Similar to the case of the PGV-1 and PGV-
5 schemes, the difference between the PGV-2 and
PGV-6 schemes is that in the PGV-2 scheme, m is

used as message input and IV as the encryption key
of Ek=IV , the PGV-6 scheme uses IV as message
input while m is used as the encryption key. The
function expression of the PGV-6 scheme is shown
in Equation (6).

H6(m) = Em(m⊕ IV )⊕m⊕ IV (6)

The requirement to carry out a collision attack
using an iterative differential approach is to
know the difference input, ∆m according to the
iterative characteristics of Em. Collisions are
found if with different messages m and m′, we
obtain the same hash value, H6(m) = H6(m′).
In other words, the difference between the two
hash values is ∆H6 = H6(m) ⊕ H6(m′) = 0.
∆H6 = H6(m)⊕H6(m′)

= Em(m ⊕ IV ) ⊕m ⊕ IV ⊕ Em′(m′ ⊕ IV ) ⊕
m′ ⊕ IV

= (Em(m ⊕ IV ) ⊕ Em′(m′ ⊕ IV )) ⊕ (m ⊕
IV )⊕ (m′ ⊕ IV ).
∆m = m ⊕ m′ is the input difference which
corresponds to the iterative characteristics of
Ek=m with probability p. The message input in
the PGV-6 scheme is (m⊕ IV ) and (m′⊕ IV ) so
that both have a difference value according to the
iterative characteristics of Em, namely
∆m = (m⊕ IV )⊕ (m′ ⊕ IV )

= (m⊕m′)⊕ (IV ⊕ IV )
= (m⊕m′)⊕ 0
= m⊕m′.

Even though, it has a difference value according to
the iterative characteristics of Em, the encryption
keys used are different, namely m and m′,
so that the parameters to form an iterative
differential in the s-round Em is not fulfilled. This
results in (Em(m ⊕ IV ) ⊕ Em′(m′ ⊕ IV )) 6=
(m ⊕ IV ) ⊕ (m′ ⊕ IV ), so that ∆H6 6= 0.
Thus, it can be concluded that using an iterative
differential approach on the s-round block cipher
Ek=m, collisions are not found in the PGV-6 based
s-round hash function scheme with the number of
chosen message pairs as many as 1

p .

The structure of the PGV-7 scheme is shown in
Figure 2.c., it can be seen that the PGV-7 scheme
looks similar to the PGV-3 scheme but the use of
IV and m as the input between the two is reversed.
This case is the same as the difference between the
PGV-1 with PGV-5 schemes and the PGV-2 with
PGV-6 schemes. In the PGV-7 scheme, to produce
a hash value, Em(IV ) is XORed with (m⊕ IV ).
The function expression of the PGV-7 scheme is
shown in Equation (7).

H7(m) = Em(IV )⊕m⊕ IV (7)
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It will be proven that there is no collision in
the PGV-7 hash function scheme based on the
s-round block cipher Ek=m if Ek has an iterative
differential s-round. The input difference, ∆m
which corresponds to the iterative characteristics
of s-round block cipher Em must be known so
that collision attacks using an iterative differential
approach can be carried out. Collisions are found
when with different messages m and m′, the same
hash value is obtained H7(m) = H7(m′). In other
words, the difference between the two hash values
is ∆H7 = H7(m) ⊕ H7(m′) = 0. The PGV-7
scheme uses IV as message input and m is used
as the encryption key, so that
∆H7 = H7(m)⊕H7(m′)

= Em(IV )⊕m⊕ IV ⊕ Em′(IV )⊕m′ ⊕ IV
= (Em(IV )⊕Em′(IV ))⊕(m⊕m′)⊕(IV ⊕IV ).

The use of input difference, according to the
iterative characteristics, ∆m = m ⊕ m′ has no
effect because the chosen message pair used is
the same, namely IV so that the difference value
does not match ∆m. The chosen message pairs
that have a difference value according to the
iterative characteristics, i.e., m and m′ which
should be used as plaintext input are used as
encryption keys so that an iterative differential
is not formed. Also, using different encryption
keys for the same message will obviously
result in different hash values, this results in
(Em(IV ) ⊕ Em′(IV )) 6= (IV ⊕ IV ), so that
∆H7 6= 0. Thus, it can be concluded that using
an iterative differential approach on the s-round
block cipher Ek=m, collisions are not found in the
PGV-7 hash function scheme based s-round Em

with the number of chosen message pairs as many
as 1

p .

The structure of the PGV-8 scheme is shown in
Figure 2.c. It can be seen in Figure 2.c, after
(m⊕IV ) is encrypted using Ek=m, it will produce
ciphertext Em(m ⊕ IV ). To generate hash values
using the PGV-8 scheme, Em(m⊕ IV ) is XORed
with IV . The function expression for the PGV-8
scheme can be seen in Equation (8). Next, it will
be proven that there is no collision in the PGV-8
hash function scheme based on the s-round block
cipher Ek=m if Em used has an iterative differential
s-round.

H8(m) = Em(m⊕ IV )⊕ IV (8)

The PGV-8 scheme has a schematic structure simi-
lar to that of the PGV-4. Similar to the case of the
PGV-2 and PGV-6 schemes, the difference between
the PGV-4 and PGV-8 schemes is that in the PGV-
4 scheme m is used as message input and IV as
the encryption key, while in the PGV-8 scheme IV
is used as message input while m is used as an
encryption key. Actually, the PGV-8 scheme has

similarities with the PGV-2, PGV-4, and PGV-6
schemes, namely the message input for encryption
is m⊕IV so that there is a similarity in the method
of proof. The requirement to carry out a collision
attack using an iterative differential approach is that
the input difference input is known according to
the iterative characteristics of Ek=m. Collisions are
found when from different messages m and m′, the
same hash value is obtained H8(m) = H8(m′), in
other words, the difference between the two hash
values is ∆H8 = H8(m)⊕H8(m′) = 0.
∆H8 = H8(m)⊕H8(m′)

= Em(m⊕ IV )⊕ IV ⊕ Em′(m′ ⊕ IV )⊕ IV
= (Em(m⊕IV )⊕Em′(m′⊕IV ))⊕(IV ⊕IV )

Similar to the PGV-6 proof, ∆m = m⊕m′ is the
input difference which corresponds to the iterative
characteristics of Em with probability p. The mes-
sage input in the PGV-8 scheme is (m⊕ IV ) and
(m′ ⊕ IV ) so that both have a difference value
in accordance with the iterative characteristics of
Ek=m, namely ∆m = (m ⊕ IV ) ⊕ (m′ ⊕ IV ) =
(m⊕m′)⊕ (IV ⊕ IV ) = (m⊕m′)⊕0 = m⊕m′.
Even though it has a difference value according
to the iterative characteristics of Ek=m, the use
of different encryption keys m and m′ causes
the parameters to form an iterative differential of
s-round block cipher Em are not fulfilled. The
encryption key used must be the same because if
the keys are different, it will create an unbalanced
ratio between H8(m) and H8(m′), this results in
(Em(m⊕ IV )⊕Em′(m′⊕ IV )) 6= (IV ⊕ IV ), so
∆H8 6= 0. Thus, it can be concluded that using an
iterative differential approach on the s-round block
cipher Ek=m, collisions are not found in the PGV-
8 hash function scheme with the number of chosen
message pairs as many as 1

p .
c. General-Scheme3 is given in Figure 3 where m as

a plaintext input and m⊕IV as the fixed encryption
key for Ek.
In General-Scheme3, there cannot be found pairs

Fig. 3. a. PGV-9 scheme, b. PGV-11 scheme, and c. General-Scheme3.

of collided chosen messages. The PGV schemes
that have a common form like this are the
PGV-9 and PGV-11. Unlike General-Scheme1 and
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General-Scheme2, General-Scheme3 has feedfor-
ward which causes the encryption key of Ek not to
be fixed. The input for encryption key of Ek comes
from the value of XORing the IV and the message,
so the encryption key of Ek will always change
depending on the message, m ⊕ IV . This scheme
uses m as a plaintext input for Ek encryption, so
that it can be ascertained that iterative differential
can be used properly. However, because the key
of Ek is not fixed, different messages m and
m′, of course, will be processed with a different
encryption key of Ek. Thus, H(m) 6= H(m′).
Figure 3.a. shows the scheme of the PGV-9 scheme.
It can be seen that in general, the structure of the
PGV-9 scheme differs from the PGV-1 to PGV-8.
There is an XOR function before the encryption
key is used, i.e., IV is XORed with m so that the
encryption key is (m⊕ IV ). In this scheme, m is
used as a plaintext input for E(m⊕IV ) to produce
a ciphertext Em⊕IV (m). Equation (9) shows the
function expression of the PGV-9 scheme.

H9(m) = Em⊕IV (m)⊕m (9)

Next, it will be proven that there is no collision
in the PGV-9 hash function scheme if Ek used
has an s-round iterative differential. In order for
the attack to succeed, the input difference ∆m
corresponding to the iterative characteristics of
Ek must be known. Collisions are found if with
different messages m and m′, the same hash value
is obtained H9(m) = H9(m′). In other words,
the difference in the hash value of both messages
is ∆H9 = H9(m) ⊕ H9(m′) = 0. In addition
to the existence of feedforward to form the key
for encryption, the PGV-9 scheme also has other
similarities to the PGV-1 scheme, that is after m is
encrypted into ciphertext, to produce a hash value,
the ciphertext is XORed again with m.
∆H9 = H9(m)⊕H9(m′)

= Em⊕IV (m)⊕m⊕ Em′⊕IV (m′)⊕m′

= (Em⊕IV (m)⊕Em′⊕IV (m′))⊕ (m⊕m′).
Although the message input for s-round Ek,
i.e., m and m′ has a different value according
to the iterative characteristics of Ek, the two
encryption keys used (m ⊕ IV ) and (m′ ⊕ IV )
are different, so the parameters for forming
an iterative differential at s-round Ek is not
fulfilled. Remember that the encryption key
used must be the same, if the key is different
then there will be an unbalanced comparison
between H9(m) and H9(m′), and this results in
(E(m⊕IV )(m) ⊕ E(m′⊕IV )(m

′)) 6= (m ⊕ m′),
so that ∆H9 6= 0. Thus, it can be concluded
that using an iterative differential approach in the
s-round block cipher Ek, collision is not found
in the PGV-9 hash function scheme based on
the s-round block cipher Ek with the number of

chosen message pairs as many as 1
p .

The PGV-11 scheme is slightly different from the
previous PGV scheme (PGV-1 to PGV-10). In the
PGV-1 to PGV-10 schemes, to generate a hash
value, there is a plaintext input or a message that
will be XORed with ciphertext while in the PGV-
11 scheme there is no such thing. The structure of
the PGV-11 scheme is shown in Figure 3.b.

H11(m) = Em⊕IV (m)⊕ IV (10)

To generate a hash value in the PGV-11 scheme,
IV is XORed with Em⊕IV (m), the function ex-
pression is shown in Equation 11. Next, it will
be proven that there is no collision in the block
cipher-based PGV-11 hash function scheme s-round
Ek=m⊕IV if Em⊕IV is used which has an s-round
iterative differential. For the attack to be successful,
the input difference ∆m according to the iterative
characteristics of Ek=m⊕IV must be known. If
there is H11(m) = H11(m′) then collision occurs
for the message pairs m and m′, in other words,
the difference between the hash values of both
messages is ∆H11 = H11(m) ⊕ H11(m′) = 0.
We used (m⊕ IV ) as the encryption key, so that
∆H11 = H11(m)⊕H11(m′)

= Em⊕IV (m)⊕ IV ⊕ Em′⊕IV (m′)⊕ IV
= (Em⊕IV (m)⊕Em′⊕IV (m′))⊕ (IV ⊕ IV )

Even though the message input for s-round
Em⊕IV , namely m and m′ has a difference value
according to the iterative characteristics of Ek, the
two encryption keys used (m⊕IV ) and (m′⊕IV )
are different so that the parameters to form an
iterative differential in the s-round Em⊕IV are not
fulfilled. The encryption key used must be the same,
because if the key is different, it will create an un-
balanced ratio between H11(m) and H11(m′), this
results in (Em⊕IV (m) ⊕ Em′⊕IV (m′)) 6= (IV ⊕
IV ), so that ∆H11 6= 0. Thus, it can be concluded
that using an iterative differential approach on the
s-round block cipher Ek=m⊕IV , collisions are not
found in the PGV-11 hash function scheme based
on s-round Em⊕IV with the number of chosen
message pairs as many as 1

p .
d. General-Scheme4 is given in Figure 4 where IV as

a plaintext input and m⊕IV as the fixed encryption
key for Ek.
The PGV-10 scheme has a similar structure with
the PGV-9 scheme (see Figure 4.a.), only the use
of inputs is different between the two. Equation (7)
is a function expression to produce a hash value
using the PGV-10 scheme.

H10(m) = Em⊕IV (IV )⊕ IV (11)
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Next, it will be proven that there is no collision
in the PGV-10 hash function scheme based on
s-round block cipher if the Ek used has an s-round
iterative differential. Attack on collisions using
an iterative differential approach requires the
input difference ∆m according to the iterative
characteristics of Ek. By definition, the collision
is found if with different messages m and m′, the
same hash value is obtained H10(m) = H10(m′),
or in other words, the difference in both hash
values is ∆H10 = H10(m) ⊕ H10(m′) = 0 as in
the following equations.
∆H10 = H10(m)⊕H10(m′)

= Em⊕IV (IV )⊕ IV ⊕ Em′⊕IV (IV )⊕ IV
= (Em⊕IV (IV )⊕ Em′⊕IV (IV ))⊕ (IV ⊕ IV ).

Actually, the PGV-10 scheme has many similarities

Fig. 4. a. PGV-10 scheme, b. PGV-12 scheme, and c. General-Scheme4.

with the PGV-5 scheme as well as the PGV-1
and PGV-9 schemes. The PGV-10 scheme has
an addition from PGV-5, namely that the PGV-5
scheme uses IV as an encryption key for Ek while
the PGV-9 scheme uses (m⊕IV ) as an encryption
key for Ek. The use of input difference which
has an iterative characteristic ∆m = m ⊕m′ has
no effect because the message input for s-round
block cipher Ek is the same, namely IV , so that
it has an input difference ∆IV = IV ⊕ IV = 0.
The message input is the same, namely IV , but
the encryption key pair used in Ek is different,
(m ⊕ IV ) and (m′ ⊕ IV ). The use of a different
encryption key for the same message will result
in a different hash value, and this results in
(Em⊕IV (IV ) ⊕ Em′⊕IV (IV )) 6= (IV ⊕ IV ), so
∆H10 6= 0. Thus, it can be concluded that using
an iterative differential approach on the s-round
block cipher Ek, collisions are not found in the
PGV-10 hash function based on the s-round block
cipher Ek with the number of chosen message
pairs as many as 1

p .

The schematic structure of PGV-12 is shown in
Figure 4.b. and Equation (12) shows a function
expression for generating hash values using the
PGV-12 scheme. It will be proven that there is no

collision in the PGV-12 hash function scheme based
on the s-round block cipher Ek=m⊕IV if Em⊕IV
is used which has an s-round iterative differential.

H12(m) = Em⊕IV (IV )⊕m (12)

Collision attack using an iterative differential ap-
proach requires a difference input ∆m according to
the iterative characteristics of Em⊕IV . Collisions
are found when with different messages m and
m′, the same hash value is obtained H12(m) =
H12(m′), in other words the difference between the
two hash values is ∆H12 = H12(m)⊕H12(m′) =
0. Similar to the PGV-11 scheme, the PGV-12
scheme uses (m ⊕ IV ) as the encryption key, so
that it is obtained
∆H12 = H12(m)⊕H12(m′)

= Em⊕IV (IV )⊕m⊕ Em′⊕IV (IV )⊕m′

= (Em⊕IV (IV )⊕Em′⊕IV (IV ))⊕ (m⊕m′).
The use of input difference which has iterative
characteristics ∆m = m⊕m′ has no effect because
the message input for the s-round block cipher
Em⊕IV is the same, namely IV so that it has a
difference input ∆IV = IV ⊕ IV = 0. Both
input messages are the same, namely IV but the
encryption key pair used is different, (m ⊕ IV )
and (m′ ⊕ IV ). Using different encryption keys
for the same message will obviously result in
different hash values, this results in (Em⊕IV (IV )⊕
Em′⊕IV (IV )) 6= (m ⊕ m), so that ∆H12 6= 0.
Thus, it can be concluded that using an iterative
differential approach on the s-round block cipher
Ek=m⊕IV , collisions are not found in the PGV-12
based on the s-round block cipher Em⊕IV with the
number of chosen message pairs as many as 1

p .

C. Empirical method

Wang found four input differences to form 4-round
iterative differential in PRESENT [13]. The four val-
ues of the input difference are 0000 0000 0000 400416,
0000 0101 0000 000016, 0000 0009 0000 000916, and
0500 0000 0000 050016. Wang explained that iterative dif-
ferential can be formed with probability 2−18. However,
Wang did not explain how to get probabilities of 2−18. The
following is the probability search process.

Figure 5 shows the 4-round iterative differential path on
PRESENT for the input difference 0000 0000 0000 400416.
The active bit position is indicated by a thick line. Based on
the iterative differential path in Figure 5, it can be seen that
the input difference is 0000 0000 0000 400416 repeated in the
4th round. There are three components that make up a round
of PRESENT algorithm, i.e., XOR subkeys, substitution
boxes (s-boxes), and permutations. Because the XOR subkey
does not affect the formation of iterative differential, this
component can be ignored.

There are only two influential components, i.e. substi-
tution and permutation. The difference value can change
after going through these two components. After passing

IAENG International Journal of Computer Science, 48:3, IJCS_48_3_21

Volume 48, Issue 3: September 2021

 
______________________________________________________________________________________ 



Fig. 5. Flow of iterative differential of 4-round PRESENT for input difference 0000 0000 0000 400416.

the s-box in the 1st round, based on the Differential Dis-
tribution Table (DDT) in Table II the input difference is
0000 0000 0000 400416 changing to 0000 0000 0000 500516
with a probability of 4

16 ×
4
16 = 1

4 ×
1
4 = 1

24 . Furthermore,
after passing permutation, the difference value changes to
0000 0009 0000 000916 with probability 1. After passing the
1st round, the input difference is 0000 0000 0000 400416
will change to 0000 0009 0000 000916 with a probability
of 1 × 1

24 = 1
24 . After passing the 2nd s-box round,

based on DDT in Table II, the difference value changes
to 0000 0004 0000 000416 with a probability of 4

16 ×
4
16 = 1

4 ×
1
4 = 1

24 . Then, after passing permutation, the
difference value changes to 0000 0101 0000 000016 with
probability 1, so that after passing the 1st round and the

2nd round, the input difference 0000 0000 0000 400416
will change to 0000 0101 0000 000016 with a total prob-
ability of 1

24 ×
1
24 × 1 = 1

28 . After passing the 3rd s-
box round, based on DDT in Table II the difference value
0000 0101 0000 000016 changes to 0000 0909 0000 000016
with a probability of 4

16 ×
4
16 = 1

4 ×
1
4 = 1

24 . Further-
more, after passing permutation the value of the difference
changes to 0500 0000 0000 050016 with probability 1 so
that after passing the 1st, 2nd, and 3rd round the input
difference value is 0000 0000 0000 400416 changing to
0500 0000 0000 050016 with probability 1

28 ×
1
24 × 1 = 1

212 .

After passing the s-box in the 4th round, the difference
value changes to 0100 0000 0000 010016 with a probability
of 2

16×
2
16 = 1

8×
1
8 = 1

26 . Furthermore, after passing permuta-
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TABLE II
DIFFERENTIAL DISTRIBUTION TABLE (DDT) OF S-BOX PRESENT [13]

0 1 2 3 4 5 6 7 8 9 A B C D E F
0 16 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
1 0 0 0 4 0 0 0 4 0 4 0 0 0 4 0 0
2 0 0 0 2 0 4 2 0 0 0 2 0 2 2 2 0
3 0 2 0 2 2 0 4 2 0 0 2 2 0 0 0 0
4 0 0 0 0 0 4 2 2 0 2 2 0 2 0 2 0
5 0 2 0 0 2 0 0 0 0 2 2 2 4 2 0 0
6 0 0 2 0 0 0 2 0 2 0 0 4 2 0 0 4
7 0 4 2 0 0 0 2 0 2 0 0 0 2 0 0 4
8 0 0 0 2 0 0 0 2 0 2 0 4 0 2 0 4
9 0 0 2 0 4 0 2 0 2 0 0 0 2 0 4 0
A 0 0 2 2 0 4 0 0 2 0 2 0 0 2 2 0
B 0 2 0 0 2 0 0 0 4 2 2 2 0 2 0 0
C 0 0 2 0 0 4 0 2 2 2 2 0 0 0 2 0
D 0 2 4 2 2 0 0 2 0 0 2 2 0 0 0 0
E 0 0 2 2 0 0 2 2 2 2 0 0 2 2 0 0
F 0 4 0 0 4 0 0 0 0 0 0 0 0 0 4 4

tion, the difference value changes to 0000 0000 0000 400416
with probability 1. Remember that the value of the difference
after passing the 4th round is the same as the input difference
value. In the 4th round, there is a repetition of the value of
difference, the 4th difference round value is equal to the value
of the input difference so it forms an iterative differential 4-
round with a total probability is 1

212 ×
1
26 × 1 = 1

218 .

In summary, looking for collisions requires four steps.
First, generating chosen message pairs whose difference
value is the same as the four difference values explained
by Wang. Second, calculate the hash value of the two
chosen messages. Third, XOR the second hash value.
Fourth, check the results of XOR, if the XOR result is
0000 0000 0000 000016 then a collision occurs for the chosen
message pair.

From the collision attack simulations, collisions were
found only in schemes of PGV 1, PGV 2, PGV 3, and PGV 4.
The results of these collisions can be seen in Table III. The
column ”Differences (Hex)” shows 4 input differences (in
hexadecimal) for 4-round iterative differential PRESENT-80
as explained by Wang. Columns ”m (Hex)” and ”m′ (Hex)”
respectively show the first message and the second message.
The column ”H(m) (Hex)” and column ”H(m′) (Hex)”
respectively show the hash value for m and m′. The under-
lined digits show the position of active difference. Using the
sample that we generated (our sample), we found collisions
for the four input differences, whereas using the sample
generated by Ilahi et al. (Ilahi’s sample), there could be no
collisions for the input difference 0000 0101 0000 000016 (in
PGV-1 and PGV-3) and 0500 0000 0000 050016 (in PGV-1,
PGV-2, PGV-3, and PGV-4). The total number of collided
messages pairs between what we found and those found by
Ilahi et al. are shown in Table IV. The column ”sample”
shows sample ownership with two subjects compared. The
column ”Differences (Hex)” shows the 4 input differences
for 4-round iterative differential PRESENT-80. The column
”Number of collisions” shows the number of collisions found
using this attack.

It can be seen in Table IV that using samples from Ilahi et
al. [6], the total number of collisions found was 20 (twenty)
pairs of messages. However, the distribution of collisions was
found to be uneven. Using samples of Ilahi et al.’s [6], no

TABLE IV
COMPARISON OF THE NUMBER OF COLLISIONS FOUND USING OUR

SAMPLE AND ILAHI et al.’S SAMPLE

Sample used Differences(Hex) ] of collisions
Our sample 0000 0000 0000 4004 2

0000 0101 0000 0000 2
0000 0009 0000 0009 6
0500 0000 0000 0500 6

Ilahi et al.’s sample [6] 0000 0000 0000 4004 10
0000 0101 0000 0000 2
0000 0009 0000 0009 8
0500 0000 0000 0500 -

collisions can be found in schemes of PGV-1, 2, 3, and 4
for input differences of 0500 0000 0000 050016. Using our
sample, we found collisions for the four input differences in
the PGV-1 and PGV-3 schemes. Overall, we found 2 (two)
pairs of chosen messages in the PGV-1 and PGV-2 and 6
(six) pairs of chosen message collisions in the PGV-3 and
PGV-4 schemes.

V. CONCLUSION

In this paper, we showed a different approach to finding
collisions in 12 secure schemes of PGV hash functions. The
use of block ciphers that have iterative differentials such as
PRESENT can lead us to find collisions. The results of the
attacks showed that out of 12 PRESENT-80 4-round PGV
hash function schemes, there were 4 (four) schemes having
collided message pairs so that the four schemes did not
meet the collision resistance property. This means that the
selection of a good block cipher to build a secure scheme
of PGV hash function is very important. The use of block
ciphers that have an iterative differential is vulnerable to
collision attacks. Therefore, a block cipher without iterative
differential is a good indication of good block ciphers.
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