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Abstract—Blockchain is poised to advance the cause of
product innovation and technology evolution as a novel de-
centralized infrastructure and distributed computing model.
However, there are serious security risks in the blockchain
itself, which will restrict the development of blockchain and
related applications. To better grasp the current status of
blockchain security research and explore the research hotspots
and frontier, this study used Citespace as a bibliometric analysis
tool to collect 3993 research papers between 2014 and 2020
from the WoS Core Collection as a data sample. We conduct
a comprehensive overview of blockchain security research in
terms of authors, research institutions, publications, countries,
citations and keywords in a visual graph. This paper shows
that the literature record continues to be refreshed, and it
peaked in 2019. China and the USA are the main regions for
collaborative research. They have established partnerships with
many countries whose research institutions and authors play an
important role in the collaborative network. Blockchain security
research hotspots are mainly related to “cryptocurrency”,
“supply chain”, “smart contract”, “healthcare”, “consensus
mechanism”, “fog computing”, “cyber attack” and “Internet
of Thing (IoT)”. The lineage of blockchain development has
evolved from an early focus on cryptocurrency and blockchain
security risk analysis to securing other areas, such as financial
systems, the IoT and healthcare through blockchain. In the
future, blockchain security research will be combined with
much newer technologies to form diverse developments.

Index Terms—Blockchain Security, Bibliometric Analysis,
Research Hotspots.

I. INTRODUCTION

THE blockchain system is a special kind of distributed
database consisting of various technologies, such as

cryptography, peer-to-peer (P2P) network, consensus mech-
anism and smart contract. Cryptographic techniques include
hashing algorithms, asymmetric encryption algorithms, digi-
tal certificates, digital signatures, and other encryption tech-
niques, which guarantee confidentiality, integrity, authentica-
tion and non-repudiation of data. Unlike the central network
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system that has a central server, P2P network is an internet
system without a central node which means each node in it
can be either a client or a server. The consensus mechanism
is the core value of blockchain technology, that is, there is no
central node, and each node jointly maintains a distributed
ledger. There are several commonly used consensus mecha-
nism, such as proof-of-work, proof-of-stake, and Byzantine
consensus algorithms. The smart contract is an immutable
script stored on the blockchain. The content of a smart
contract is encoded, and the contract program is executed
automatically when the conditions for the trigger agreement
are met.

Blockchain’s value is increasing as the theoretical research
progresses. However, the blockchain continues to reveal
security issues, such as scalability, anonymity, and security
threats. Blockchain has become an obvious target for attacks
[1]. In 2010, hackers launched an attack against Bitcoin,
exploiting a significant integer overflow vulnerability to
create 184,467 million Bitcoins [2] out of thin air. In 2016,
the attackers managed to steal 12 million Ether [3] from 30%
of decentralized autonomous organizations (DAOs) contracts.
In June 2018, two South Korean exchanges suffered attacks
on their hot wallets, with financial losses of up to 71 million
USD [4]. Researchers and developers have begun to conduct
research and development related to blockchain security.

A large body of relevant literature has emerged to provide
a specific and systematic overview of blockchain security
research. Zhu et al. [5] provided a comprehensive classifica-
tion and summary of blockchain data security. Bonneau et
al. [6] focused on investigating the security and privacy of
cryptocurrency and Bitcoin. Atzei et al. [7] demonstrated and
analyzed the vulnerabilities in a smart contract, and provided
a taxonomy of common programming pitfalls that lead to
vulnerabilities.

Bibliometrics [8] is a cross-cutting discipline that uses
mathematical and statistical methods to quantitatively an-
alyze all carriers of knowledge. Statistical analysis of the
year, country, and institution of publication can be used to
determine the spatial and temporal distribution of the lit-
erature, and collaborative network analysis can demonstrate
institutional and author collaborations, while co-citation anal-
ysis can be performed to obtain high-impact authors and
literature. Keyword analysis can identify research hotspots
and frontiers. Bibliometrics scientifically demonstrates the
structure and trends of academic fields. It is necessary to
conduct an insight analysis of blockchain security, discover
its knowledge structure, research hotspots and frontiers,
provide valuable references for subsequent related research.

This study used bibliometric software (Citespace) to con-
duct spatio-temporal analysis, highly-citation literature anal-
ysis, collaborative network analysis, co-citation analysis,
cluster analysis and co-occurrence analysis of the literature
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on blockchain security research in the Web of Science (WoS)
core collection over the past seven years.

II. DATA AND METHODS

A. Data Sources

With its strict selection mechanism, the Web of Science
is an essential database for accessing global academic in-
formation. It covers more than 15,000 authoritative and
influential academic journals worldwide in natural sciences,
engineering and technology, biomedicine, social sciences,
arts and humanities. Based on Garfield’s Law of Concen-
tration in bibliometrics, it includes only the most essential
scholarly papers in each discipline and research field. The
WoS core collection was selected as the target database for
searching source literature. The search formula was set to
TS = (Blockchain) AND TS = (safety OR security OR risk).
And our search was conducted for selection from 2014 to
2020 (as of December 31st, 2020), a total of 3993 search
records were obtained.

B. Methods and Tools

Collaborative network analysis, co-citation analysis, co-
occurrence analysis and cluster analysis were conducted on
3993 documents through the visualization software, Cites-
pace [9]. When performing co-citation and co-occurrence
analysis, the strength of the connections between network
nodes must be calculated based on the number of co-citations
or co-occurrences of the generated network. In general,
there are three methods used to calculate the strength of
connections in a network, and they are Cosine, Jaccard and
Dice, as given in equations (1), (2) and (3), respectively.

Cosine(cij , si, sj) =
cij√
si, sj

(1)

Jaccard(X,Y ) =
X

⋂
Y

X
⋃
Y

(2)

Dice(cij , si, sj) =
cij

si + sj
(3)

Cluster analysis is a technique used to group sets of
objects with similar characteristics. It takes an unsupervised
learning mode, and the document data can be analyzed by
setting certain distances, similarity formulae, and clustering
iteration thresholds. The construction of two text vectors
to be compared is the core of document clustering anal-
ysis. The classical algorithms are Term frequency-inverse
document frequency (TF-IDF) and its various improvements
and weighting algorithms. In these algorithms, TF indicates
the frequency of specific words or phrases appearing in the
document, as shown in equation (4), while IDF can filter
some generic words, as shown in equation (5).

tf i,j =
ni,j∑j

k=1 nk,j

. (4)

idf j = log
ni,j

1 + |j : ti ⊆ dj |
(5)
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Fig. 1. Trends in the growth of the literature

TABLE I
DISTRIBUTION OF PUBLICATION TYPES

Type of Document Count Proportion %
Article 2038 51.04

Proceedings Paper 1724 43.18
Review 203 5.08

Early Access 158 3.96
Book Chapter 36 0.9

III. RESULTS AND DISCUSSION

A. Literature Distribution

1) Time Distribution of the Literature: A total of 3993
papers related to blockchain security research were retrieved
from the Web of Science core collection database, covering
the years from 2014 to December 2020. The annual distri-
bution of literature is shown in Fig.1. The development of
blockchain security research can be divided into two phases.

Initial phase (2014-2015): Blockchain security research
started to take off in 2014 and it was not until 2015 that
research literature reached 5 articles. During this stage, the
main topic was the security of digital cryptocurrency. Eyal
et al. [10] pointed out that incompatible Bitcoin mining
protocols can lead to insecure mining. It can be seen that
early research focused on Bitcoin security and privacy.

Development phase (2016-2020): During the period from
2016 to 2020, the amount of literature increased rapidly.
Scholars paid considerable attention to the safety of
blockchain, and relevant studies in this field increased.
Blockchain security research entered the development stage.

2) Type Distribution of the Literature: There are five
publication types in the 3993 papers, along with their cor-
responding numbers and proportions. As shown in Table I,
the articles are the largest proportion, which contains 2038
papers. There are also 1724 conference papers, 203 reviews,
158 early access and 36 book chapters.

3) Disciplinary Distribution of the Literature: The disci-
plinary distribution of research literature helps in understand-
ing the disciplinary structure of the research field. The top 8
disciplinary field categories for blockchain security research
are shown in Fig.2. These categories included Computer
Science (2465), Engineering (1571), Telecommunications
(1137), Business Economics (265), Chemistry (116), Science
Technology Other Topics (97), Automation Control Systems
(87) and Medical Informatics (73). Blockchain security re-
search covers several different fields, among which Computer
Science, Engineering, and Telecommunications are the criti-
cal fields of research. In short, blockchain security research
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is multidisciplinary and interdisciplinary.
4) Distribution of Publications in the Literature: Aca-

demic journals promote the exchange, dissemination and
inheritance of scientific research. The top 5 publications
in terms of the number of journals were obtained through
Citespace’s analysis of primary source publications in the
research field, as shown in Fig.3. These journals were IEEE
Access (342), Lecture Notes in Computer Science (92),
Sensors (88), IEEE Internet of Things (IoT) (75) and Future
Generation Computer Systems (57). All five publications are
related to computer science.

5) Growth Trends in the Number of Institutions, Countries,
Authors, Publications: The growth trend of the total number
of publications, authors, institutions and countries from 2014
to 2020 is shown in Fig.4. The figure shows that the number
of countries, authors, scientific institutions and publications
related to blockchain security research grew in recent years
and reached its peak in 2019.

B. Cooperation Network Analysis

1) Author cooperation analysis: Citespace was used to
analyze the data for collaboration networks. Some author
nodes that did not have a collaboration network were re-
moved. A total of 576 authors had established collabora-
tions. The nodes represent the authors, the connecting lines

 

3 5 34 171
455

614
339

7 14
119

648

2376

4431

3742

4 8 61
333

961

1641 1510

3 5 18 48 79 92 84

0

500

1000

1500

2000

2500

3000

3500

4000

4500

5000

2014 2015 2016 2017 2018 2019 2020

Publication Author Institution Country

Fig. 4. Growth trends in growth in the number of Institutions, Countries,
Authors, and Publications

TABLE II
LITERATURE PRODUCTION AND CENTRALITY OF THE TOP 10 AUTHORS

Authors Year Count Centrality
Kimkwang Raymond Choo 2018 37 0.20
Mohsen Guizani 2017 30 0.21
Neeraj Kumar 2018 30 0.21
Xiaojiang Du 2017 29 0.03
Jong Hyuk Park 2017 27 0.00
Khaled Salah 2018 23 0.04
Sudeep Tanwar 2018 20 0.00
Debiao He 2018 18 0.07
Yan Zhang 2017 18 0.10
Hui Li 2017 16 0.03

represent the collaboration between the authors, the width of
the connection represents the strength of the collaboration,
and the clustering yielded 7 color blocks, namely, 7 clus-
ters(shown in Fig.5). For example, Bodkhe et al. [11], He et
al. [12] and Alladi et al. [13] were the most frequent col-
laborators whose research interests were IoT security. Xia et
al. [14] and Li et al. [15] were collaborators whose research
interests were cryptographic technology game theory. Xia et
al. [16] and Khan et al. [17] focused on blockchain privacy
protection research.

The top 10 authors who had the most published papers
along with their country, research institution, frequency, and
centrality are shown in Table II. In the development stage of
blockchain security research, Choo was the most published
author with a centrality of 0.20. Guizani had a centrality
of 0.21, indicating that his publications were related to
multiple papers and act as a “traffic hub”. Choo collaborated
with others on research related to the privacy protection
of blockchain healthcare data [18] and on the security of
blockchain IoT [19].

2) Institutions Cooperation Analysis: A collaborative net-
work analysis of 185 research institutions was conducted
through Citespace and clustered to obtain 7 color blocks,
namely, 7 clusters. The nodes represent research institutions,
the size of the nodes represents the number of publica-
tions, and the connecting lines represent the collaboration
between institutions (shown in Fig.6). For example, King
Saud University [20] and Comsats University Islamabad in
Pakistan [21], had frequent cooperation, and their research
focused on consensus mechanism security. Beijing University
of Posts and Telecommunications [22] and Beijing University
of Aeronautics and Astronautics (Beihang Univ) [23] led
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Fig. 5. Author Collaboration Network Analysis.

research collaboration with a bias toward blockchain cyber-
security. The collaboration of Xian University of Electronic
Science and Technology [24] and Wuhan University [25] was
focused on Bitcoin security. Shanghai Jiaotong University
[26] was a primary research institution with a research
bias toward blockchain key management. The collaboration
between the institutions led by Asia University [27] and the
Thapar Institute of Engineering and Technology [28] was rel-
atively weak and focused on blockchain smart grids. Table III
shows the frequency and centrality of the top 20 institutions.
Of the 20 research institutions, there were 18 universities
and 2 national institutes. This indicates that universities were
the mainstay of blockchain security research. Among the 18
universities, 12 were from China, 2 from North America, 2
from West Asia, 1 from Australia and 1 from South Asia.
Of the 2 national research institutes, one was from China
and the other from Australia. Beijing University of Posts
and Telecommunications (76), the University of Electronic
Science and Technology of China (62) and the Chinese
Academy of Sciences (61) ranked in the top three in terms of
literature, and all of them had high centrality. This indicates
that Chinese research institutions published a high volume
of literature and collaborated relatively frequently with other
institutions.

3) Analysis of National Cooperation Networks: A collab-
orative network with 102 nodes and 642 links is shown in
Fig.7, where the size of the nodes indicates the number of
articles published in different countries and the number of
links indicates the frequency of collaboration in each country.
The larger the node, the more articles are published, and a
high centricity of nodes implies their significance. China and
the USA are at the center of the graph and are important
nodes.

The order of centrality in Table IV is as follows: South
Korea < India < Italy = Germany = Saudi Arabia < China
= Canada < Australia < England < USA. The maximum
value of centrality for the USA is 0.21. This indicates that
many countries such as the USA, England and Australia
maintained extensive academic collaboration, while China
had the highest number of publications and less collaboration
with other countries. Most of these are developed countries,
mainly in Europe and North America.

TABLE III
LITERATURE PRODUCTION AND CENTRALITY OF THE TOP 20 AUTHORS

Institution Count Centrality
Beijing Univ Posts & Telecommun 76 0.08
Univ Elect Sci & Technol China 62 0.08
Chinese ACAD Sci 61 0.07
Xidian Univ 58 0.07
Univ TEXAS SAN ANTONIO 46 0.08
King SAUD Univ 41 0.08
Shanghai Jiao Tong Univ 38 0.07
CSIRO 37 0.06
Beihang Univ 36 0.06
Beijing Inst Technol Univ 35 0.02
Nanyang Technol Univ 32 0.04
Temple Univ 32 0.02
Qatar Univ 32 0.04
Univ Technol Sydney 31 0.05
Wuhan Univ 31 0.07
Chinese ACAD Sci Univ 30 0.01
Tsinghua Univ 29 0.06
Guangdong Univ Technol 29 0.03
Hong Kong Polytech Univ 29 0.04
Huazhong Univ Sci & Technol 28 0.04

TABLE IV
LITERATURE PRODUCTION AND CENTRALITY IN THE TOP 9 COUNTRIES

Countries Count Centrality
China 1187 0.08
USA 782 0.21
India 346 0.04
England 262 0.20
South Korea 251 0.02
Australia 240 0.13
Canada 186 0.08
Italy 143 0.06
Germany 142 0.06

C. Co-Citation Analysis and High-Citation Literature Anal-
ysis

1) Co-citation Analysis of the Literature: Two (or more)
papers are said to be co-cited if they are both cited by a
later paper [29]. The higher co-citation frequency of two
authors, the closer their scholarly relationship is. Co-citation
analysis of literature was conducted using Citespace. As
shown in Fig.8, there are 417 nodes and 1983 edges in
the citation network. The largest connected branch accounts
for 92% of the total nodes. Therefore, most literature had
established citation relationships, which were then analyzed
by clustering, resulting in 7 clusters, namely, 7 color blocks.
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Fig. 6. Institutional cooperation network analysis.

Fig. 7. Analysis of country cooperation networks

For example, Swan [30] described the concepts, features and
functions of Bitcoin and blockchain in detail. Hawk [31] is
a programming language for creating a privacy-preserving
smart contract that allows for safe privacy transactions.
Azaria et al. [32] used blockchain to address the protection
of e-health systems.

2) Total Co-Citation Analysis of Publications: Publica-
tion co-citation analysis is widely used in multidisciplinary
research fields. As shown in Fig.9, the nodes represent
publications and the lines between the nodes represent the
relationships between publications. Co-citation analysis is
performed on publications. There were 365 publications with
co-citation relationships, and seven clusters were obtained
through cluster analysis. The red section is about Bitcoin
and consists mainly of publications such as Lecture Notes
in Computer Science [33, 34]. The yellow section is about
fog computing and consists mainly of publications such
as, Future Generation Computer System [35–37]and IEEE
Access [38–40]. The purple section is about microgrids and
consists mainly of publications such as, Applied Energy
[41, 42] and IEEE Transactions on Smart Grid [43, 44].

3) Analysis of High-Citation Literature: Highly-citation
literature is innovative and important and has some research
significance. Table V lists the top 10 highly-citation ref-
erences, along with the citation frequency and percentage.
One study [1],which is the originator of blockchain research,
first introduced the concept of Bitcoin and gave its complete

architecture. Zyskind et al. [45] first transformed blockchain
into an automated access control manager that does not
require trusting third parties to store, query and share data.
Zheng [46] gave an overview of blockchain and then com-
pared some typical consensus used in different blockchain
algorithms. Wood [47] presented a novel blockchain system,
the Ethernet platform, which used smart contract to make
blockchain integration with other domains a reality. Azaria
et al. [32] were the first to propose a programmable and
privacy-preserving smart contract model, where traditional
blockchain transactions were public, however, Hawk hid the
details of user transactions. Khan and Salah [48] analyzed
and classified the major IoT security problems,and explained
how blockchain might help solve many of these issues.

IV. RESEARCH HOTSPOTS AND FRONTIER
ANALYSIS

A. Research Hotspots Analysis

In general, keywords represent the main research direc-
tions of the literature, which reflect important information
such as the core ideas and themes of the literature. Citespace
was used to perform cluster analysis of keywords. A total
of 6529 keywords were selected. Table VI shows the top 20
keywords, frequency and centrality. Among them, blockchain
and security are in an absolute position. To improve the
security of blockchain systems, the most closely involved
parts of blockchain security research are IoT, smart contract,
networks, and Bitcoin. Figure 10 shows the hot topics of this
period categorized into 8 areas based on the objective statis-
tical results of the cluster analysis and eliminates irrelevant
and repetitive clustered words.

Cryptocurrency: Cryptocurrency is usually based on
blockchain as the underlying technology, and in the case of
Bitcoin, [49] pseudonyms are used to achieve anonymity for
transactions.To improve Bitcoin anonymity, Saxena et al. [50]
proposed a method using a composite signature that removes
all links between the sending and receiving addresses of a
transaction. Bitcoin-NG [51] has Byzantine fault tolerance
for optimal scalability. Karame [52] analyzed Bitcoin attacks
and threats and described and evaluated counter-measures
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Fig. 8. literature co-citation analysis.

Fig. 9. Total co-citation analysis of publications.

to better design and analyze the next generation of secure
blockchain currencies.

Supply chain: The use of blockchain technology helps to
deal with exceptions and quickly trace items back through
each link in the supply chain. Blockchain systems allow mul-
tiple agencies and organisations to share information about
the supply chain. In the supply chain, the radio-frequency
identification technology is widely used, but it can also be
easily copied. Toyoda et al. [53] proposed a blockchain-based
supply chain application platform that makes it difficult to
clone authentic tags. In comparison to the traditional supply
chain systems, Tse et al. [54] proposed an application of
blockchain for information security in the food supply chain
with tamper-evident and traceable properties.

Smart contract: The stability of smart contract is vital
to Ethereum’s operation. Luu et al. [55] created Oyente,
a symbolic execution notation tool, to record smart con-

tract vulnerabilities and address the seriousness of attacks.
Bhargavan et al. [56] developed a system for monitoring
and verifying the security and usefulness of smart contracts
when they are in use. By detecting odd token sequences and
optimizing current deep analyzers, Liu et al. [57] proposed S-
gram, a novel semantic-aware security auditing methodology
that can predict future smart contract vulnerabilities.

Healthcare: By overcoming information silos in healthcare
data between organizations and improving the efficiency of
healthcare management while protecting patients, blockchain
technology can address the shortcomings of the traditional
healthcare industry. The MedRec system [32] offered users a
novel, decentralized blockchain medical records management
system in which all the logs were detailed and permanent.
Ancile [58] addressed privacy and security issues in the
healthcare sector by providing interoperable access to med-
ical information, patients, data vendors, and third parties.
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TABLE V
TOP 10 HIGH-CITATION REFERENCES.

Title Author Year Journal Count

Bitcoin: A peer-to-peer electronic cash system Nakamoto 2008
Dectentralized Business
Review 1173

Blockchains and smart contract for the internet of things Christidis et al 2016 IEEE Access 462
Decentralizing Privacy: Using blockchain to protect personal
data Zyskind et al 2015

IEEE Security and Privacy
Workshops 285

Blockchain: Blueprint for a new economy Swan 2015 Blockchain Blueprint 276
Ethereum: A secure decentralised generalised transaction
ledger Wood 2014

Ethereum Project Yellow
Paper 246

An overview of blockchain technology: Architecture,
consensus, and future trends Zheng et al 2017

International Conference
on Open and Big Data 237

Practical byzantine fault tolerance Castro et al 1999
Usenix Symposium on
Operating System Design
and Implementation

222

Medrec: Using blockchain for medical data access and
permission management Azaria et al 2016

International Conference
on Open and Big Data 206

Hawk: The blockchain model of cryptography and
Privacy-preserving smart contracts Kosba et al 2016

IEEE Symposium on Security
and Privacy 206

Blockchain challenges and opportunties:A survey Zheng et al 2018
International Journal of
Web and Grid Services 204

Fig. 10. Keyword co-occurrence analysis.

TABLE VI
TOP 20 KEYWORDS OF THE BLOCKCHAIN SECURITY STUDIES.

Rank Keywords Occurrences Centrality
1 Blockchain 2703 0.05
2 Security 896 0.03
3 Internet of Thing 837 0.03
4 Smart contract 597 0.04
5 Internet 512 0.03
6 Privacy protection 464 0.05
7 Bitcoin 286 0.06
8 Consensus mechanism 246 0.04
9 Cloud 214 0.05

10 Authentication 187 0.03
11 Distributed ledger 184 0.02
12 Cryptocurrency 178 0.04
13 Ethereum 178 0.01
14 Computer architecture 169 0.02
15 Technology 164 0.04
16 Challenge 163 0.03
17 Trust 156 0.04
18 Access control 142 0.05
29 Supply chain 123 0.03
20 Healthcare 117 0.03

Healthchain [59] combined the IoT, medical devices, and
blockchain electronic medical records to secure the privacy

of data on IoT devices.

Consensus mechanism: The performance and reliability of
the consensus structures extracted from Bitcoin and Ether
are no longer adequate for evolving federated blockchain.
By crowd-sourced polling, Li et al. [60] proposed a new
accuracy algorithm, Proof of Voting, with managed protec-
tion and low latency. The CapserFFG consensus mechanism,
proposed by Xian et al. [61] , detectes attackers by comparing
the dubious scores of all verifiers. De et al. [62] proposed
a blockchain-driven trust system based on the blockchain’s
credibility. A miner’s credibility worth must be greater than a
certain level for him to begin mining, or he will be kicked off
the blockchain system. Bou et al. [63] proposed PL-PoRX, a
permissionless proof-of-reputation algorithm that reduces the
number of blocks created by malicious miners while assisting
benevolent miners.

Fog computing: By providing localized computing, stor-
age, and networking for IoT devices, fog computing increases
resource management constraints and security. Almadhoun
et al. [64] proposed a user authorization system in which
fog nodes communicate with Ethereum smart contracts to
verify users’ identities while using IoT computers. Tu et
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Fig. 11. Timeline view of blockchain security keywords.

TABLE VII
TOP 15 KEYWORDS WITH THE STRONGEST CITATION BURSTS.

Keywords Year Strength Begin End 2014 - 2020
Bitcoin 2014 14.45 2014 2017
Cryptocurrency 2014 4.1 2014 2018
Digital currency 2014 5.13 2016 2017
Cryptography 2014 3.07 2016 2017
E-Commerce 2014 2.98 2016 2018
Food safety 2014 1.48 2016 2017
Distributed ledger 2014 4.95 2017 2018
Data provenance 2014 3.56 2017 2018
Identity 2014 2.36 2018 2020
Solidity 2014 2.19 2018 2020
Rfid 2014 2.02 2018 2020
Rigital economy 2014 1.69 2018 2020
Internet of Thing 2014 1.52 2018 2020
Fog 2014 1.52 2018 2020
Efficienty 2014 1.52 2018 2020

al. [65] introduced a FogBus architecture that incorporated
various IoT systems into fog and cloud infrastructures. Edge
and remote tools can be used to deploy, track, and control
IoT applications. Ho et al. [66] proposed a blockchain-based
mobile cloud system that could perform cloud computing
and other functions through mobile terminals, and it could
also be interconnected with virtual terminals.

Cyber attack: Blockchain technology can help organiza-
tions prevent single points of failure, mitigate cyber attack,
and make it impossible for malicious attackers to steal or
tamper with business data. Toapanta et al. [67] proposed a
database security model test prototype that mitigated cyber
attack with security effectiveness of 99.5 percent. Raban
et al. [68] assessed the usefulness of emerging technolo-
gies for cyber security defense, stating that blockchain and
cryptographic primitives would aid in improving defense
capabilities and classifying emerging technologies for evalua-

tion. The possibilities of blockchain technology in enhancing
cyber security were discussed in prior work [69].

Internet of Thing: Blockchain technology has been widely
applied to IoT [70] to provide infrastructure support and help
solve the widespread security problems of IoT. Huh et al.
[71] used Ethereum smart contract to manage the IoT system
in a more granular manner. Sharma et al. [72] proposed
a new blockchain-based distributed cloud architecture that
provides low-cost, secure and on-demand access to the most
competitive computing infrastructure in IoT. Petcon [73] used
incentives to perform electric vehicle purchases, ensuring the
confidentiality of transactions without the use of third parties.
Sharma et al. [74] proposed a distributed vehicle network
architecture that runs in a distributed manner to build a new
distributed transmission management system. Yang et al. [75]
proposed a system to verify the management of information
generated from nearby vehicles.
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In summary, the hotspots of blockchain security research
include the basic knowledge of blockchain and other fields
of science and technology. The initial focus was on cryp-
tocurrency security research, which later shifted to using
blockchain technology to ensure the security of other tech-
nologies.

B. Frontier Analysis

The timeline view focuses primarily on sketching the
relationships between clusters and the historical span of
literature in a given cluster. Fig.11 shows a timeline diagram
that approximately illustrates the analysis of hot topics in
blockchain security from 2014 to 2020. Time is the hor-
izontal axis, the nodes are keywords, and the connecting
lines between the nodes show the relationships between the
keywords. The bigger the nodes, the more common the
keywords are.

In the initial stage (2014 to 2015), the research was mainly
focused on “bitcoin”, “smart contract”, “cryptocrrency” and
“privacy protection”. These started to become the hotspots
of blockchain security research. Since entering the growth
stage (2016 to 2020), clusters like “smart contract”, “health-
care”, “consensus process”, “fog computing”, “IoT” and
others have begun to gain attention. Each cluster’s nodes
are connected, indicating that the eight research hotspots are
associated. The research hotspots were initially the security
of cryptocurrencies like Bitcoin and Ether, while later the
focus shifted to the application of blockchain technology in
other domains to protect their security.

The top 15 keywords with the strongest citation bursts
are shown in Table VII, with “bitcoin” (14.45) having the
highest outbreak rate, followed by “digital currency” (5.13).
The increased number of Bitcoin-related research hotspots
from 2014 to 2017 has contributed to the high severity of the
Bitcoin and digital currency outbreak. In blockchain security
analysis, emerging technologies such as “solidity”, “digital
economy” , “IoT” and “fog” are at the forefront.

V. CONCLUSION

Using the visualization software Citespace, this paper con-
ducts an econometric analysis of the literature on blockchain
security research from 2014 to 2020. Literature distribution,
author contributions, research hotspots, and research frontiers
are among the main contents. The knowledge structure,
research hotspots and frontiers of blockchain security in the
period are identified through plotted collaborative network
analysis, co-citation analysis, and co-occurrence and timeline
graphs.

The main conclusions can be summarized as follows.
Blockchain security research can be divided into two phases
according to the temporal distribution: the initial phase (2014
to 2015) and the development phase (2016 to 2020). China
had the largest number of publications in blockchain security
research, while the USA was the second largest. The main
research disciplines in blockchain security research were
computer science, engineering applications and communi-
cations and other engineering fields. A complete system of
cooperation had been formed between research institutions
and authors in each country, and Chinese research institutions

and authors were the mainstays of research. The direc-
tion of cooperation among research institutions was mainly
the consensus mechanism, network, key, data traceability
and computer system. Moreover, the collaborative research
among authors tended to be in the direction of IoT, game
theory, privacy protection, and artificial intelligence.

The co-citation literature can be divided into 7 clusters:
Bitcoin, fog computing, IoT, healthcare, cryptocurrency, re-
liability, and networking. Journals with high citations were
extracted from the categories of core journals in the field,
namely, IEEE Access, IT Professional, and Applied Energy.
The most cited literature was Satoshi Nakamoto’s Bitcoin,
which became the first successful application of blockchain
technology. Ethereum laid the groundwork for the devel-
opment of blockchain and made its commercial application
possible.

By analyzing the high-frequency keywords, blockchain
security research hotspots were cryptocurrency, supply chain,
smart contract, healthcare, consensus mechanism, fog com-
puting, cyber attack and IoT. In the initial stage, the research
hotspots were biased toward the security of cryptocurrency,
vulnerability attacks, and blockchain security. In the de-
velopment stage, with the continuous maturity of smart
contract technology, blockchain was combined with other
technologies to secure the supply chain, healthcare, and IoT.
With the emergence of technologies, such as 5G and quantum
computers, the future of blockchain security will accelerate.

Focusing on the knowledge structure and research progress
of blockchain security research, this paper proposes a sys-
tematic analysis method, obtains knowledge architecture, and
research hotspots and frontier. However, there are still some
shortcomings in this study. For example, some emerging
frontier research is difficult to be shown in the mapping
knowledge domain. The database of this study is limited to
the core collection of WoS, and there were no other data
sources, such as PubMed and Scopus. It should be noted that
Citespace also has its limitations, although these techniques
have been used in many bibliometric studies. In summary,
the results of the analysis are stable, reliable, and virtually
unaffected by subjective experience.
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