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Abstract—Healthcare is the most crucial sector in people’s
life. Many applications and systems have been proposed to
improve the healthcare area. The outbreak of the novel coron-
avirus Covid19 turns more focus on healthcare applications.

To manage medical data, healthcare professionals in de-
veloped countries have adopted several electronic healthcare
information systems and technologies in recent years. However,
these technologies show serious privacy risks and security
issues, especially in the transfer of data and the recording
of data transactions. Furthermore, the high cost of these
technologies acquisition, as well as the complexity of their
management, make their application in underdeveloped nations
extremely problematic.

This article proposes a solution based on a decentralized
Blockchain architecture to reinforce the security of health infor-
mation systems. This solution is particularly recommended for
developing countries which lack high-tech infrastructures and
suffer from poor interoperability between existing information
systems.

Various researches and works that implement blockchain-
based solutions in the security of electronic health information
systems (eHIS) are discussed in this article. A new approach
based on a hyperledger fabric, implementing smart contracts
and several other components is proposed. The suggested
architecture involves many actors who can interact with medical
records such as patients, doctors, pharmacists, laboratories and
insurance companies. Data privacy is guaranteed because there
is minimal risk of unauthorized access entities, and by design,
the smart contract is the sole way to manipulate participant
data. Various optimization and measurement experiments were
carried on. The results covering various key parameters of
system performance such as throughput, latency, CPU usage,
memory consumption and network usage are presented.

Index Terms—blockchain, electronic healthcare information
system, eHIS, EHR, EMR, PHR, e-Healthcare, Developing
Countries, LMIC

I. INTRODUCTION

ELECTRONIC HEALTH INFORMATION SYSTEMS
(eHIS) are computerized systems that facilitate the

management of patient data to improve health services.
They ensure the exchange of information between healthcare
practitioners and patients.

These systems are generally centralised systems, which
take the form of Electronic Health Records (EHR), Electronic
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Medical Records (EMR), Patient Health Record (PHR) [1]
or other types [2]. The stored information includes medical
history, lab test results, demographic data, and billing infor-
mation [3]. The healthcare system is made up of all formal
and informal public and private institutions to promote,
restore or maintain people’s health [4].

eHIS aims to improve the quality of healthcare services
by enabling optimal access to information and improving
real-time communication, as well as reducing working time,
human errors, and increasing procedure accuracy. As a
result, healthcare organizations will be able to improve the
efficiency and effectiveness of administrative tasks related to
the management of patient records. Consequently, patients
receive more care.

The first e-healthcare system was introduced in 1991. It
consisted of a digital tracking system for monitoring and
recording patient data, as well as handling papers and in-
voices for administration [5]. After that, healthcare providers
started sharing these information and put it on the Internet
on cloud servers and grant access to documents and patient
records via mobile devices to help clinicians gain secure,
accurate and faster access to patient data, and for research
purposes too [5].

These systems are continuously evolving thanks to the
inclusion of new technologies such as Artificial Intelligence,
Big Data, IoT and Cloud Computing, to provide cooperative
health services to enable more personal healthcare [5].

Therefore, storing, communicating and analysing patients’
records over public network raises major concerns about
privacy and security of patients’ sensitive data such as
authentication credentials, personal information and medical
records.

Nowadays, more and more private and sensitive informa-
tion is stored and managed electronically. These information
are personal data and must be properly protected against
unauthorized access as indicated by the General Data Pro-
tection Regulation (GDPR) EU 2016/679 [6].

Due to the legal component of medical information pro-
tection and the confidentiality of patient data, we must keep
in mind that the healthcare system has special security and
confidentiality standards. This forces us to be aware of its
technical aspects and requirements during the preparation
phase of the technical specifications of any healthcare so-
lution.

A. Security issues and challenges

Health records require strict control of access mechanisms
to prevent data healthcare recipients from being tampered
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or viewed by unauthorized parties. Especially since health
service providers store records in a central database. Despite
the implementation of numerous protection systems, eHIS
remain ineffective at the required level [7]. Despite the use
of cryptographic mechanisms, which are among the most
efficient and widely used solutions, the use of different
cryptographic standards in different systems can become a
problem and will not allow interoperability.

Actually, sharing health records is an unavoidable require-
ment. Healthcare recipients move from one place to another,
a patient may need some of his medical records stored at the
hospital where he has his medical follow-up for a specialized
treatment in another hospital. It is a difficult task when using
independent systems, as it is difficult for people involved in
health systems or healthcare recipients to be aware of data
scattered among these systems [8], due to the correlation of
records based on dispersed entities which may or may not
share a common identifier [9].

B. Healthcare security requirements

Each medical examination produces valuable sensitive data
belonging to the patient that must be properly shared with
physicians, analytical labs, pharmacies, insurance companies
or other actors in the healthcare scenario. At the same time,
it must be protected against other access.

All of these personal medical data is usually stored in
a single electronic medical record, usually managed by
medical institutions and practitioners who are not technically
informed or well-appointed to guarantee the appropriate level
of security.

Health data requires a high level of security. This requires
consensus between healthcare providers and regulators, as
well as the creation of agreed policies and procedures. This
includes managing access control to patient information,
securing patient data from unauthorized users, as well as
modifying and destroying stored data, etc. As the size of
health data increases, strong security mechanisms are needed
to protect these data.

General rules of data security are almost the same across
all areas, but each of them has its own specific security
requirements. In healthcare, any system or application should
consider the following security points [10]:

• Confidentiality: the electronic healthcare information
system must ensure that health data is preserved and
cannot be accessed by unauthorized entities. Patient data
and information must not be provided to any third party
without his permission.

• Integrity: the state of health data must not undergo any
deliberate or accidental alteration or destruction during
processing, storage or transmission, and must retain a
format allowing their use by authorized entities.

• Availability: it helps maintain the proper functioning
of the information system so that health data must be
available when required, without delay.

• Authentication: it consists in assuring the identity of
a user, and guaranteeing to each of the correspondents
that the healthcare provider or the healthcare recipient is
indeed who he believes to be. Access control is required
to guarantee that only the authentic party has the right
to access or modify health data.

• Non-repudiation: it is used to ensure that a transaction
cannot be denied. Neither the healthcare provider nor
the healthcare recipient can refuse or deny the data
provided.

• Audit: it refers to the veracity of the requesting entity,
which means that only the authentic party can access or
modify the health data [11].

• Access control: the system must subject access to data
to full control and ensure the identity and the right of
the person or the entity to access such data, whether
public or private [12].

• Data refresh (freshness): it makes sure the data is fresh
and consistent. Any asynchronous update between the
different entities or delay in providing the necessary data
for a diagnosis could lead to a disaster affecting the life
of the patient and the quality of his treatment.

• Property: specifically for health data, regardless of the
creator and generator of this data, it belongs to the
patient with all rights.

• Anonymity: it refers to the confidentiality of patient
identity, withheld from public and unauthorized entities.
It ensures that the data thus stored guarantees the
anonymity of patient identification [13].

• Secure Data Transit: it ensures that data in transit is also
secure and is not changed or observed. It guarantees that
the adversary will not have access to the data in transit,
nor will it be able to inspect or modify it [14].

Electronic healthcare information systems must be reliable
and secure. However, several studies have concluded that
these systems lack effective management of health records
shared between several organizations [15]. These systems
present problems of interoperability, confidentiality and data
integrity [16]. Developed countries have managed to solve a
lot of problems by proposing a set of standards and solutions
to protect their health information such as the Health Level
Seven (HL7) [17] and HIPAA [18] standards.

These solutions focus on existing systems that are based
on a centralized architecture, while they run the risk of a
single point of failure and insider threats such as untrusted
administrators. Also, these solutions do not take into account
the implementation constraints in developing countries that
suffer from several problems and which will be detailed in
the following section.

C. E-healthcare in developing countries

In developing countries, particularly in sub-Saharan
Africa, several efforts have been made to develop e-health
systems. Improved Internet access increased collaborations
between health facilities and international partners, which
increased the use of Information and Communication Tech-
nologies (ICT) in healthcare practice [19]. Unfortunately, the
adoption of healthcare information systems is limited in these
countries, despite the enormous benefits derived from its use.
Unfortunately, implementation still very weak [20], [21].

Many factors hinder widespread adoption of an electronic
healthcare information system in developing countries. Main
reasons identified as the high purchase and maintenance costs
of such systems, unstable Internet connectivity, limited IT
skills of primary users, lack of health and IT professionals,
high cost of telecommunications, etc [22]. Adoption of such
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systems is very slow and varies from country to another [23],
[24]. Even within the same country, there is a huge difference
between urban and rural areas, between public and private
institutions, and between a health sector and another [25].

However, Covid19 pandemic has made the provision of
similar systems a necessity and an urgent need rather than
a luxury. About half of the world’s population have been
urged to stay at home to prevent the spread of the deadly
Covid19 virus [26]. Mobility restrictions have emerged as
an obstacle for patients who suffer from various acute and
chronic illnesses and need to see a doctor regularly. Not being
able to get medical help for a long time can increase their
health risk. With the lockdown, people who were far from
their home and who follow a doctor or a healthcare center
far from where they were confined, found themselves without
documents and without a history of their medical follow-up
[27]. It makes thing more complicated since it is necessary to
redo tests and analyzes, a waste of time for doctors who are
busy caring for patients infected with the virus and whose
staff lack human resources.

Countries which have adapted a connected electronic
healthcare information system have been able to quickly
manage the situation and the patients have been able to ben-
efit from healthcare services even remotely, unlike patients
in developing countries who found themselves without any
follow-up and they were forced to go to hospitals despite the
risk, or to stay at home as their condition worsens day by
day [28], [29].

One of major health problems around the world is the high
cost of care, especially in Low-to-Middle-Income Countries
(LMIC). For this, health insurance systems have been put in
place to ensure access to healthcare services for everyone.
Developing countries face particular challenges in scaling up
health insurance due to particularly limited public resources
for health care, inefficient allocation, overdependence on
out-of-pocket payments and a large population [30]. Even
with insurance, the different conceptions of insurance models
make support difficult and the delay in processing files leads
to a delay in reimbursement. These present obstacles to the
use of their services and generate enormous social problems
such as non-access to care despite the presence of a care
offer [31]. There is a huge difference between coverage in
developed and developing countries. Insurance schemes in
LMIC exclude populations from the informal sector because
of difficulties in traceability, and the larger the informal
sector, the greater the coverage gap, due to the lack of clear
data [32].

Following these several problems linked to health insur-
ance, which is a very important component for facilitating
access to care, new mechanisms in electronic healthcare
information systems must be put in place, making the insurer
a key stakeholder in the overall system.

D. Organization

This paper deals with problems presented above in two
parts: the first part concerns the study and the definition of
the needs for the security of a health information system
in general and the case in developing countries in partic-
ular. The second part focuses on proposing a suitable and
optimized solution for developing countries and for any

organization that lacks resources to deploy a sophisticated
IT solution. The study conducted in this paper propose a
blockchain-based system. A solution that should be able to
solve both the security and management issues of current
centralized systems, and also a technology that can be
adopted by countries which lack the resources but which
have a minimum to deploy a computerized and Internet-based
information system.

The choice of blockchain technology as a solution will
be defended in the next section, where also the requisite
background knowledge regarding blockchain is presented.
In the other sections, the paper is organized as follows:
Section 3 examines related works; the paper presents related
research in blockchain applications in healthcare. A detailed
overview of the proposed system network and architecture is
described in Section 4. The paper presents an overview of
the blockchain solution network and the system architecture,
followed by the proposed algorithms. To further illustrate the
feasibility of the proposed solution, a test of the performance
and the optimization of the proposed framework is performed
and presented in Section 5. This section also includes a
description and discussion of the results obtained using
various optimization metrics. Finally, Section 6 concludes
this study.

II. BLOCKCHAIN AS A SOLUTION

A. Solution requirements

According to the studies of [24], there is a strong possibil-
ity of introducing healthcare services based on Information
and Communication Technologies (ICT) in developing coun-
tries. Despite the large difference recorded between urban
and rural areas in some of the countries concerned by the
study. The majority between African and Asian countries
experience a high penetration of the use of mobile telephony,
that reaches 100%, and a high rate of internet use, that
exceeds 30%, but it varies from a country to another [24].
Especially since these countries suffer from a low rate of the
number of doctors and health services.

However, it should be noted that several challenges hinder
the use of healthcare information systems. A traditional sys-
tem will not be sufficient because of the problems mentioned
below.

To meet these challenges, the proposed system must offer
new functionalities and meet the majority of constraints:

1) a decentralized system to avoid single point of failure
problem;

2) a secure system respecting the security and privacy
requirements of any healthcare information system;

3) a system accessible to everyone;
4) an interoperable system between the different HIS,

since traditional HIS were never designed to manage
multi-institutional medical records. As patients move
from one healthcare provider to another, their data is
scattered across different organizations, losing access
to past records;

5) a mobile system where the patient’s data belongs to
him and he has access whatever the conditions that
prevent him from directly consulting his doctor;

6) a low-cost system, easy to deploy by LMIC.
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One of the technologies showing promise for meeting
these general and specific needs for developing countries
is Blockchain technology [32]. Blockchain provides many
services, including traceability, integrity, security and non-
repudiation, while storing all information in a decentralized
manner to maintain confidentiality, removing the need for a
trusted central authority [32]. Blockchain is rapidly gaining
its place by integrating with other technologies such as
cloud [33], IoT [34] and others. However, in developing
countries, very little attention has been given to the issues
of interoperability, privacy and data integrity for healthcare
information systems using blockchain technology.

B. Blockchain

Most medical institutions store and create patient medical
records in different formats that are often incompatible
between different organizations, sometimes even between
different laboratories in the same hospital. The need for a
unified system to securely manage and store medical records
has led to many proposals for the use of a blockchain in this
field [10], [32], [35].

The characteristics of the blockchain are :
• Distributed ledger: transactions are added to a dis-

tributed system over the network, which creates system
recovery by eliminating a single point of failure or cen-
tralized entity. All transactions in a blockchain network
are recorded, while the shared distributed ledger cannot
be altered or tampered with.

• Smart contracts: smart contracts are a major implemen-
tation of blockchain technology and allow a user or
agent to create a legal document through the use of
the blockchain system. Smart contracts are autonomous
agents that are stored in blockchain technology that
encodes and transforms transactions into a contract or
legal documents to provide legal services.

• Authentication: it is accomplished by requiring a spe-
cific private key linked to a public key to initiate the
creation, modification or viewing of information stored
in the blockchain.

• Consensus mechanism: the consensus of a blockchain is
defined from its creation by its founders. Transactions
are only updated when all verified users on the network
accept the condition of the transaction. This depends
on the type of blockchain used, public, private or
consortium.

• Hash cryptography: a blockchain uses the SHA256 hash
to add transactions. This is developed by the NSA and
is 64 characters long. Hash algorithms include features
such as unidirectional cryptography, deterministic and
faster computation, avalanche effect and must resist
collisions.

These properties make blockchain technology attractive
to certain communities of health IT researchers and prac-
titioners as means to improve clinical communications while
protecting the privacy of healthcare participants. The remain-
der of this article examines how to effectively leverage an
optimized blockchain-based system to securely share clinical
data that enables collaborative decision support.

Blockchain system is not without limitations. As a rel-
atively new and immature technology, there is a lack of

standardization and this hinders its wide acceptance and
slows down development [33]. This can be an advantage
for organizations and countries that do not yet have laws
or standards in this direction and suddenly they remain
more flexible compared to others for the adoption of this
technology according to their needs.

C. Research Contribution

To address issues above, this paper offers an alternative: a
distributed healthcare information system using blockchain.
Which can function as a full-fledged solution, standalone
solution, an alternative to or an annex to existing centralized
healthcare information systems.

This article proposes a blockchain-based framework for ef-
ficient storage and maintenance of health records. It provides
secure and efficient access to medical data by healthcare
recipients, healthcare providers and other entities such as
pharmacists, laboratories and Insurance companies, while
preserving the patient’s private information. This article aims
to analyze how the proposed framework meets the needs of
patients, providers, and third parties, and to understand how
the framework parameters can be optimized to offer better
performances.

III. RELATED WORK

Blockchain Health data is a valuable source of health
information. Sharing health data is an essential step in
making the health system smarter and improving the quality
of health services. Health data should be owned by the
patient to prevent endangering patient privacy, instead of
being dispersed across different healthcare systems.

In today’s age of smart cities and smart homes, patients’
private information such as name, address and illness are
routinely breached, which is indirectly related to the security
of healthcare information systems. For security purposes,
existing electronic healthcare information systems have made
data generally inaccessible to patients. These systems strug-
gle to provide an effective balance between data privacy and
the need for patients and healthcare providers to interact with
data on a regular basis. Blockchain technology solves the
aforementioned problem because it shares data securely in a
decentralized and transactional way.

Relying on the use of a blockchain platform to develop
a health data management solution in developing countries,
lacking financial and human capacity, is justified given that
this technology reduces development costs. The blockchain
network is inexpensive and efficient due to its ability to
eliminate duplication and reduce the need for middlemen, re-
sulting in low cost of operation compared to non-blockchain
network. It is also less vulnerable to attacks because it uses
proven models to verify information; therefore, transactions
are secure, authenticated and verifiable. Healthcare organi-
zations will have the opportunity to reduce the need for
manual intervention for data aggregation, modification and
sharing. Regulatory reporting and audit documents could
become easier, requiring less manual processing. As a result,
employees could focus exclusively on value-added activities
[36].

Due to the growing interest in using distribute ledger
technologies for electronic healthcare information systems,
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related work has explored various blockchain-based design
considerations and prototypes. This paper pulls some of
the main motivation of this work to explore blockchain in
healthcare. This section summarizes these related works.

Estonia is one of the most digitally advanced countries and
one of the first to use blockchain to protect citizens’ data
[37]. In 2011, Estonia collaborated with Guardtime which
operates a healthcare platform based on Blockchain technol-
ogy. Since then, Estonian citizens, healthcare providers or
health insurance companies have been able to retrieve all the
information about medical treatments performed in Estonia
using the Guardtime Blockchain. Estonia has thus proven
that a complete public health infrastructure can be operated
using Blockchain.

MedRec is a solution supported by the MIT Media Lab
Consortium [38]. It is a decentralized case management
system to manage EHR, using blockchain technology. The
system design gives patients a complete and unchanging log
and access to their medical information across providers and
treatment sites. The validation goes through the actors of
the health sector (researchers funded by the government,
public health authorities, etc.) to participate in the network
as “miners” of the blockchain. This gives them access to
aggregated and anonymized data as mining rewards, in
exchange for the sustainability and security of the MedRec
network via proof of work.

Medicalchain allows the user to give healthcare pro-
fessionals access to their personal healthcare data [39].
Medicalchain then records interactions with this data in an
auditable, transparent and secure manner in Medicalchain’s
distributed ledger. Also, Medicalchain is a platform that
others can use to build applications that complement and
enhance the user experience.

FHIRChain contributes to the use of blockchain technolo-
gies in sharing clinical data to improve collaborative decision
support by using HL7’s Fast Healthcare Interoperability Re-
sources (FHIR) data elements in conjunction with a Token-
based design to exchange data resources in a decentralized
and verifiable manner, without uploading data to a centralized
repository [40].

MEDIBCHAIN is a platform that gives the control of
the private data of the patients to themselves [41]. The
main idea of this solution is to keep sensitive health data
on the Blockchain. Patients will have overall control over
the blocks where their data will be stored, offering patients
pseudonymity.

BHEEM offers a blockchain-based framework for efficient
storage and maintenance of EHRs [42]. By offering the
patient sole control and ownership of his records, he can
monitor the transactions that take place there. Unauthorized
access by various actors is further minimized and a sense
of decentralization while consisting of certain nodes with
improvised authority is achieved.

SimplyVital Health provides an ecosystem to create a
health market and the opportunity to share health data [43],
with the aim of reducing friction and increasing financial
benefits for providers participating in effective coordination.
Also, offering terms for token-based insurance payments and
reimbursements.

Robomed is a network of clinical organizations that is
controlled and administered by smart contracts based on

the Ethereum blockchain [44]. It allows healthcare organi-
zations to register, connect and manage themselves within
the Robomed network using Ethereum smart contracts [45].

Gem, an American startup, launched the Gem Health
Network based on Ethereum Blockchain technology [46].
Through this shared network infrastructure, different health-
care professionals can access the same information. Gem
Health Network represents a healthcare ecosystem that com-
bines businesses, individuals and experts, and which, at
the same time, improve patient-centered care while solving
operational efficiency issues.

MedShare is a model for sharing data between cloud
service providers using blockchain [47]. The design uses
smart contracts and access control mechanisms to effectively
trace data behavior and revoke access to violated rules and
data permissions.

Healthureum is a gateway to secure blockchain-based
healthcare operations [48]. It provides users with a secure
and transparent method of purchasing and paying for medical
services worldwide. It provides instant access to historical
and real-time medical data that a patient can share with his
doctor. Healthureum operates on the Ethereum blockchain to
deploy smart contracts for health-related services.

Hashed Health is a healthcare innovation company focused
on accelerating the design, development and meaningful use
of blockchain technologies and networks [49]. Hashed Health
develops distributed and decentralized solutions that solve
health problems.

Patientory, a digital health company, has developed a
distributed application solution that provides individual con-
sumers with secure access to their health data [50]. Patien-
tory’s distibuted applications (DApp) leverages blockchain
technology, an open and secure technology that captures
transaction records on connected blocks and stores them in a
distributed, encoded database that acts as a ledger. However,
users can only access blocks to which they are authorized.

OmniPHR is a distributed model, which targets the inte-
gration of PHRs. The solution offers an architecture model to
support a distributed PHR, where patients can maintain their
health history from anywhere [8]. Model evaluation demon-
strates that is able to promote PHR divided into datablocks
and proportional distribution in a routing overlay network.
The results showed that even by increasing the number of
nodes the latency remains stable. This demonstrates that
OmniPHR is able to support an increasing number of nodes
and requests without significantly increasing the delivery
time.

Healthcare Data Gateway (HGD) proposes a blockchain-
based application architecture that allows patients own, con-
trol and share their own data easily and securely without
violating privacy [51]. Their access model is centered on
Secure Multi-Party Computing (MPC) which is a solution
to allow untrusted third parties to perform calculations on
patient data without violating confidentiality.

In one of the few solution offered for developing countries,
authors of [52] proposed two blockchain-based systems,
an autonomous identity system for already existing health
informations systems, that aims protecting data in these
existing infrastructures. In addition to a secure and decen-
tralized system for sharing health data between healthcare
establishments.
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In the pharmaceutical sector, MediLedger project has
developed a blockchain ecosystem application that prevents
counterfeit pharmaceuticals from entering the pharmaceutical
supply chain in the United States [53].

Centralized healthcare information systems suffer from
many problems, including managing the mobility of patient
files and the security of his data. For this, the blockchain
has been proposed as a complement or an alternative to
existing systems. However, the literature lacks solutions for
organizations with low resources. Especially, blockchain so-
lutions that require mining or very high network bandwidths.
The most of studies focus on the technology aspect of the
blockchain without taking user experience into consideration
as a parameter. For a good management of health data in
developing countries, a decentralized information system is
seen as a relevant solution, being based on a technology
that has its own security mechanisms such as blockchain
will avoid many deployment problems. With a management
method adapted to users in these countries. As a conclusion,
these studies fail to address the deployment of the solution
in an environment with low resources, or fail to address the
user experience aspect, or both. This is the challenge that the
paper will address in the following sections.

IV. PROPOSED SOLUTION
A. Blockchain Network Overview

The proposed systems will use a blockchain network based
on hyperledger fabric (HLF). HLF is an implementation of
the blockchain as part of the Hyperledger project of Linux
foundation. It is an enterprise-grade permissioned distributed
ledger platform that offers modularity and versatility for a
broad set of industry use cases.

The following are the blockchain components that are
required to build the proposed solution:

• Ledger: it stores the blockchain and patients data. It is
maintained by each peer on the channel.

• Smart contract: it is the software that runs on the ledger
and defines the rules and the access rights to patients’
data.

• Peer network: a network of nodes that is distributed
among the participants. The nodes work with each other
to reach consensus on the order and correctness of
transaction sets, and then complete the transactions that
were initiated through the smart contract.

• Membership: membership services authenticate and
manage identities on a permissioned blockchain network
by using ecerts. An ecert is an enrollment certificate
that is the long-term identity of the participant on the
blockchain network.

• Events: they are used to integrate with outside systems
by creating notifications when smart contract and certain
blockchain operations are completed.

• Systems management: it is used to create, change, and
monitor blockchain components.

• Client application: client applications always connect
to peers when they must access ledgers and smart
contracts. Transactions must be endorsed, and only
endorsed transactions can be committed and their output
stored in the database.

• Ordering service: they order the transactions, group
them into a block, and send them to the peers. This
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Fig. 1. System architecture

action determines the order in which transactions will be
committed to the shared ledger. The order is important
to ensure that updates of patient’s data that are made to
the database are valid.

• Membership Services Provider (MSP): it is a compo-
nent that offers an abstraction of membership opera-
tion architecture. MSP abstracts all the cryptographic
mechanisms and protocols behind issuing and validating
certificates and user authentication.

B. Architecture

The pillars of the proposed system; as shown in figure
1; are: SysAdmin, Patient, Doctor, Pharmacist, Laboratory
and insurance company. In the current system a number
of smart contracts are defined, including: MedicalRecord,
InsuranceRecord and AccessControl.

The workflow of the system can be summarized as: Partic-
ipant uses client app to create personal wallet by requesting
a certificate from the certificate authority through the Mem-
bership Service Provider (MSP). As a result, the participant
receives a certificate and a private key. Transactions are
distributed over the Blockchain network and each participant
can only access records if he has granted access to. The
proposed system will use Hyperldger fabric but it can be
easily implemented in other Blockchain systems such as
Ethereum.

The participants use client app to interact with the sys-
tem by invoking smart contracts to commit transactions
to the Blockchain network. By design, once a transaction
is committed to the network all participants peer receive
updates and transactions become immutable, verifiable and
cannot be denied by the issuer thanks to cryptography.
Records are available to all the users of the network but only
authorized participants can view and update records thanks
to AccessControl smart contract.

C. System Actors Roles

The system has in total six actors: SysAdmin, Patient,
Doctor, Pharmacist, Laboratory and Insurance Company.
Each actor has a specific role in the system. Basically, a
SysAdmin is responsible for the whole system, such as
checking the validity and integrity of participants, adding
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Fig. 2. Medical record lifecycle (creation phase)

and removing users and peers, and granting access to the
Blockchain network. A Patient can grant and revoke access
to a specific section in his records for a specific participant.
A Doctor interacts with Patient by creating medical records,
filling his part in the insurance record if applicable. Labora-
tory and Pharmacist update patient records, fill their part in
insurance records if relevant. Insurance companies process
insurance records of patients and seal it by marking its state
as ”close”.

Each record type (Medical record or Insurance record)
has a number of states: “open”: record is open and can be
updated, it is the default state upon creation. “close”: record
is sealed and cannot be updated.

1) Medical record lifecycle, Creation part:
Basically, the first interaction with the medical record

(MR) is made by a doctor, he fills the relevant information,
based on diagnostic results.

Other participants may interact with the medical record.
The whole lifecycle of the medical record is presented in
figures 2 and 3 :

• “MC”: Medical Record
• “P”: Patient
• “PH”: Pharmacy
2) Insurance record lifecycle:
The first interaction with the insurance record (IR) is made

by the patient, he fills the relevant information, after that he
submits it to the relevant contributor (Doctor, Pharmacy, Lab-
oratory) and finally to the Insurance Company for processing.
Other participants may interact with the medical record. The
whole lifecycle of the insurance record is presented in figure
4 :

• “IR”: Insurance Record
• “P”: Patient
• “IC”: Insurance Company
• “NP”: The Next Participant
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Fig. 3. Medical record lifecycle (Pharmacy and Laboratory access)

3) System security:
For Identities, the solution provides:
• A membership service provider (MSP), which maintains

the identities of users, admins, peers, and orderers.
• A built-in certificate authority (CA) to issue certificates.

The CA can be replaced by an external one.
• MSP manages the user enrollment process, which re-

sults in a user identity being issued and delivered to a
participant.

For data privacy, by design, the participant data can be
manipulated only via smart contract and there is a minimal
risk to be accessed by non-authorized entities. To prevent any
unauthorized access to participants’ data we can implement
strong data encryption using AES-256 to encrypt data at rest.
To implement encryption, we have two options: encrypt data
at client side in this case the overload of the blockchain peers
will be decreased but the management of encryption keys
will be challenging. The second option is to encrypt data
in the network peer side, this option makes the encryption
management key easier and can be centralized but the
transaction throughput may decrease significantly. This is
what the paper will try to verify through experiments and
performance tests.

To secure the data in transit, SSL/TLS communication
between clients and blockchain network can be implemented.
In this case, all data transfer will be encrypted before exiting
the client application.

D. Off-Chain Solution

The patient interaction with Blockchain network requires
a smart phone or computer with Internet connection, but in
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developing countries with limited resources this requirement
may limit the use of this system. To address the situation,
this solution proposes to use Short Messages (SMS) to
interact with the system at least for granting access to other
participants and retrieving basic information about records.
Using this solution, users having a just simple phone can
use services offered by the healthcare system based on
Blockchain.

This proposition work as follow: The patient sends an
SMS using a specific format to a secured central server, then
the server identifies the patient using the phone number and
associate him with his personal account, after that the server
parses the SMS and instructs the Blockchain on behalf of the
patient. This solution is an option but it is not fully secure
and patient data privacy may compromised but it still more
secure than using traditional medical records.

V. PERFORMANCE EVALUATION

A. Implementation & simulation settings

Performance evaluation consists of measuring different
configurations of a system by changing different dependent
variables. Results help to understand the performance of the
system under test.

The solution was implemented through the Hyperledger
Fabric framework made up of peers, customers and cer-
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Fig. 5. Experiment system network

tification authorities. The measurements of the different
experiments were carried out on Hyperledger Caliper. Caliper
is used to test the performance of the system with respect to
several parameters such as throughput, latency, CPU usage
and memory.

Experiments carried out in this work aim to evaluate the
different configurations of components of the proposed solu-
tion to analyze the impact of each component in order to find
the optimal value that can improve the performance of this
solution for its deployment in a low resources environment.

Several measurements related to the number of transac-
tions were taken to assess the capacity of the system, based
on the data from the report generated by Caliper at the end
of each test. This data covers the following metrics: send
rate, throughput, maximum, minimum and average latencies.
Regarding resource usage, the report presents information
on CPU usage and memory consumption. Thus, data on
the incoming and outgoing traffic was given. The whole
experiment network is illustrated in figure 5.

The simulation configuration is as follow :
• Intel Core i7 (4 cores, 8th generation, 1.8Ghz)
• 8GB of RAM
• 1Gbit/s of network link
For each scenario, the host who took on the role of the

Ordering organization was tasked with creating the blocks.
The host in charge of Caliper was tasked with executing
the charges. Each node of the network carried out the
measurements for each experiment. For each of the test
scenarios, the same metrics were evaluated based on the
number of transactions.

To measure the performance of the solution, experiments
were conducted to analyze the effects of varying the number
of transactions from 200 to 2000.

The Blockchain basic network in these experiments con-
tains: One ordering organization, 2 Organizations, 2 Cer-
tificate authority and 2 peers in each organization. Some
network components may change depending the test.

B. Initial optimization experiments

1) Transaction send rate:
The transaction sends rate defines the rate at which trans-

actions are input to the blockchain network system, which is
a key factor for stress testing.
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The sending rate of transactions gives the performance
of the blockchain network. As shown in figure 6, when
increasing the transaction send rate, the average transaction
latency will also increase significantly. This behavior is due
to the throughput which represents the amount of completed
transactions per second. The number of peers and the pro-
cessing resources available on the network have a direct
impact on this metric.

The results showed that by going from 200 to 2000
transactions in each of the tests, the success rate reached
100% since all the transactions were successful.

2) Transaction latency:
Transaction Latency is a network-wide view of the time

it takes for the effect of a transaction to be usable on the
network. The measurement includes the time between when
it is submitted and when the result is widely available in the
network. This includes propagation time and any stabilization
time due to the consensus mechanism in place.

The measurements are made according to the formula (1)
:

LT = (Ct ∗Nt)− St (1)

were :
LT : Transaction Latency
Ct : Confirmation time
Nt : Network Threshold
St : Submission time

To take into account these two factors and provide a
network-wide view, the latency was measured using all nodes
in the system. This metric is calculated per transaction, with
reports to provide various statistics on all transactions such
as medium, high, low, and standard deviations.

In the blockchain, among the parameters that impact
system performance are the block size and the block time.

For the block size test, evaluation was carried out on the
blocks of size 5, 10 and 30 in two groups of experiments
according to the send rate. The first whose results are
displayed at the level of figure 7 consider send rate lower
than 1000 transactions per second, so that the second where
the results are displayed at the level of figure 8 consider the
send rate more than 1000 transactions per second. Note that
the latency rate increases linearly with increasing send rate.
The results clearly show that under the same conditions, the
more the block size is lower, the more the performance is
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Fig. 7. Average latency with varying block size for lower than 1000 TPS
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Fig. 8. Average latency with varying block size for more than 1000 TPS

better. For example, for 200 TPS, it was recorded 0.29s for
the block size 5, 1.49s for the block size 10 and 3.21s for
the block size 30, in the same order of block sizes, it was
recorded 2.16s, 4.74s and 13.69s for 400 TPS, 11.81s, 26.42s
and 52.85s for 1000 TPS, and 24.1s, 53.21s and 96.35s for
2000 TPS. It is noticed that configuring the block size with a
lower transaction rate gives more optimized results. Through
this experiment, we also notice that as the transaction rate
increases, the latency between a large block size becomes
greater than that of a smaller block size.

The second parameter that was tested is the block time.
In this experiment, the impact of block time on performance
was evaluated by varying it between 500ms, 1s and 2s over
the two groups of transaction send rates, less than 1000 and
more than 1000.

Figures 9 and 10 plots the experimental results of trans-
action latency. We note that transaction latency increased
linearly with increasing send rate in the first experiment of
lower than 1000 TPS. When the send rate increased from
more than 1000, the latency was increased modestly. For
example, the average latency of 2s block time for 200 TPS
was 1,49s but 4s for 1s block time and 10.18s for 500ms
block time, and records went up for 1000 TPS to 26,42s for
2s block time, 30.07s for 1s block time and 34.14s for 500ms
block time. But from 1000 to 2000 TPS, the rise on records
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Fig. 9. Average latency with varying block time for lower than 1000 TPS
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Fig. 10. Average latency with varying block time for more than 1000 TPS

hasn’t changed much as for 2000 TPS it was recorded 53.2s
for 2s block time, 57,6s for 1s block time and 64.83 s for
500ms block time. The results of this experiment indicate
that block time settings have a slight effect on performance.
A lower block time shows the worst performance in terms
of latency.

3) Transaction throughput:
The Transaction Throughput measures the flow rate of

processed transactions through the blockchain network, in
units of transactions per second, during the test cycle.

The measurements are made according to the formula (2)
:

TPT =
VT

(Tt ∗ Vn)
(2)

were :
TPT : Transaction throughput
VT : Total validated transactions
Tt : Total time in seconds
Vn : Validates nodes

Transaction throughput is the rate at which valid transac-
tions are validated by the blockchain within a defined period
of time. In this experiment, the throughput was calculated by
engaging all the nodes of the network. This rate is expressed
in transactions per second (TPS).
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Fig. 11. Transaction throughput with varying block size for lower than
1000 TPS
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Fig. 12. Transaction throughput with varying block size for more than
1000 TPS

The various results of the experiments on the transaction
throughput are plotted at the level of the figures 11 and 12
for block size variations tests and 13 and 14 for block time
variations tests, over the two groups of transaction send rates,
less than 1000 and more than 1000 TPS.

According to the results of the same experiments con-
ducted to test the latency, we notice that the results are the
same for the throughput. The more the block size is lower
or more the block time is higher the more the performances
are improved. Yet for the throughput, we notice that the
difference by increasing the bock size or time is modest and
the throughput remains more or less stable even by increasing
the transaction sending rate.

C. Encryption impact on performance

Three scenarios were implemented and tested:
• Scenario 1: No data encryption neither client side nor

blockchain network side (Without enc).
• Scenario 2: Data encryption in client side (Enc C side).
• Scenario 3: Data encryption in blockchain network side

(Enc B side).
1) Average latency:
The average latency for the first test without encryption

recorded: 1.43 seconds for 200 TPS, with a minimum latency
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Fig. 13. Transaction throughput with varying block time for less than 1000
TPS
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Fig. 14. Transaction throughput with varying block time for more than
1000 TPS

of 0.66 seconds and a maximum latency of 3.33s; 12.93s for
600 TPS, with a minimum latency of 0.78s and a maximum
of 26.49s; 22.7s for 1000 TPS, with a minimum latency of
0.72s and a maximum of 56.75 s; 34.67s for 1400 TPS,
with a minimum latency of 0.66s and a maximum of 70.53s
and 46.33s for 1800 TPS, with a minimum latency of 0.86s
and a maximum latency of 96s. Therefore, for the latency,
despite the increase in the number of TPS, the minimum has
a good record that does not exceed 0.78 seconds, and for
the maximum for the greatest number of transactions is 96
seconds which is good too.

The same can be seen in the results of the average latency
for the second test with encryption in client side were it
was recorded 1.84 seconds for 200 TPS, 13.18s for 600
TPS, 24.79s for 1000 TPS, 35.55s for 1400 TPS and 47.36s
for 1800 TPS, with a minimum latency that varies between
0.45 and 0.86 seconds, and a maximum latency that varies
between 2.98 and 100.7 seconds.

Succeeding in having optimized results for our blockchain
solution is very important since the solution is intended for
developing countries which lack the means and resources
to implement and set up sophisticated solutions, especially
for this application which will be deployed at the national
level and it is necessary to take into account the difficulties
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Fig. 15. Transactions average latency with and without encryption
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Fig. 16. Transactions throughputs with and without encryption

of access to the internet as well as the average quality
experienced by the networks in these countries.

The latency recorded in the tests is correct and shows that
the system will show good results.

2) Transaction throughput:
The following average throughput was obtained in the

five tests, without encryption it was recorded between 15.7
and 18.3 TPS; with client side encryption it was recorded
between 15.4 and 17.3 TPS and with blockchain side en-
cryption it was recorded between 14.1 and 17 TPS.

The same can be said for the throughput recorded during
the tests. Since the blockchain is based on networks, succeed-
ing in recording correct and acceptable throughput during
transactions remains an essential thing which will decide on
the implementation or not of the solution.

3) Resource consumption:
For resource consumption, when performing caliber tests

for the network, various parameters are measured such as
average CPU consumption, memory, inbound traffic, out-
bound traffic, etc., while CPU consumption of the customer
is displayed. Different traffic and memory and processor con-
sumption are shown in figures 17, 18, 19 and 20 considering
the orderer, smart contracts (SC) .

The orderer obtains in tests without encryption records
of CPU or memory consumption, as well as traffic, less
than tests performed using cryptography. We also notice by
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comparing the two tests with cryptography that the records
of experiments with cryptography on the blockchain side
are higher than the experiences with cryptography on the
client side. The latter are almost similar to the recordings
for CPU and memory made without cryptography, except
traffic, which is quite logical since the results are obtained
on the blockchain node side.

That said, for an implementation in developing countries,
where the majority of users have low-resource machines, the
best solution if we want to add a layer of cryptographic
security, to better support it and execute it on the blockchain
side.

The system evaluation for the three scenarios shows clearly
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Fig. 20. Output network traffic (MB)

that adding an encryption layer to the system impact the
performances such as latency, throughput, memory and CPU
usage. It is clear that the latency is slightly higher when
using encryption compared with the average latency when
there is no encryption. In the same manner, we remark
that throughput is better when there is no encryption and
it decreases slightly when encryption is deployed. Also, the
memory and CPU load add an extra overhead.

D. Scalability

To assess the scalability of the proposed solution, the
assessment of the scenario when there are multiple organiza-
tions or peers in the network is required. The first experiment
assessed the impact of the number of peer endorsers on
performance. Figures 21 and 22 plot the average latency
and transaction throughput of different endorsing peers over
different transaction send rates. For transaction latency, as
shown in figure 21, the network with 4 endorsing peers has
more latency than the network with 2 endorsing peers. But
for the throughput in figure 22, the network with 2 endorsing
peers has better throughput than the other network with 2
peers.

The second experiment assessed the impact of the number
of organizations on performance. Figures 23 and 24 plot
the average transaction latency and throughput of different
organizations over different transaction sending rates. For
transaction latency, as shown in figure 23, the network with
more organizations generates more latency than the network
with fewer organizations, and the variation in latency is huge.
But for throughput as shown in figure 24, even it increased
linearly with the increase of send rates. However, transaction
throughput in the case of 3 organizations is better than the
others, and increased modestly. This experiment indicates
that increasing the number of organizations can decrease
throughput and increase latency as the network becomes
complicated.

The results of the scalability experiments indicate that the
number of peer endorsers and organizations has a significant
effect on performance. Increasing the number of peers and
organizations can have better throughput, but it will increase
latency as the volume of network traffic increase.
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Fig. 23. Average latency with varying number of organizations

VI. RESULTS EVALUATION

Testing blockchain performance is a complicated exercise
because several factors can affect the performance of the
blockchain network. Especially for the case of our study
where the proposed solution must operate in good standards
in an environment with low resources, the case of developing
countries. For that, a comprehensive assessment is studied to
analyze every configurable network component that impacts
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Fig. 24. Average throughput with varying number of organizations

blockchain performance.
Observing the results of the experiments, we find that for

a solution based on the blockchain, several parameters can
be optimized to obtain good results. Thus, the scalability of
the system will not present a limit. In the case if resources
are not a matter the solution can be deployed on cloud so
that resources scale automatically as needed

Also, using encryption increase the data privacy and
decrease the system performance, this degradation can be
significant in production system with thousands of users and
transactions. For limited budget organizations, encryption can
be omitted.

It is observed that the basic network generates more
transaction latency than the network with optimizations,
transaction latency and transaction throughput increases lin-
early with increasing send rate in both cases but the network
with one or several optimized parameters show better results
than the basic network. These results clearly show that
network performance using the optimized configuration can
be significantly improved.

VII. CONCLUSION

The objective of this study was to design an interoperable
and secure information sharing system for health systems in
developing countries based on blockchain technology.

The proposed system makes it possible to solve the
problems of interoperability, confidentiality and integrity of
patient data by offering an alternative or an annex to existing
health systems, by offering strict and automatic management
of access control.

To achieve this objective, these various works were carried
out: an analysis of the challenges of existing electronic
information systems and in particular for deployment in de-
veloping countries; a study of blockchain-based applications
currently available for health information systems; a needs
analysis for an application to be adapted to the environment
of developing countries; development of a blockchain-based
system for healthcare providers comprising the different ac-
tors of the healthcare system, including doctors, pharmacies
and insurers; an immutable and tamper-proof system that pro-
vides secure data, with a reduced likelihood of cybercrime.

A comprehensive assessment is studied through a series
of experimentation to analyze every configurable network
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component that impacts blockchain performance. The eval-
uation results showed that the proposed optimizations can
significantly improve the performance of the blockchain
solution.
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