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Secure Electronic Healthcare Record Using
Robust Authentication Scheme

Ageel A. Yaseen, Kalyani Patel, Ali A. Yassin, Abdulla J. Aldarwish, Haitham A. Hussein

Abstract— Electronic Healthcare Record (EHR) has been
actively promoted recently. Healthcare records and paper-
based medical prescriptions are scattered and unorganized in
medical institutions and clinics, thereby prompting many efforts
to advance the EHR from traditional clinical settings to an
efficient electronic medical model to regulate health records
appropriately and accurately. With the development of
technology and data exchange over the Internet or local
networks, protecting transmitted data in healthcare records is
necessary. This paper presents a secure EHR system utilizing
robust authentication and RSA digital signature. We performed
formal and informal security analyses utilizing the Scyther tool
and the Canetti-Krawczyk (CK) model. Therefore, the
proposed scheme has a higher level of security than the previous
relevant work by resisting the dangers of well-known
cyberattacks, such as impersonation, DoS, replay, man-in-the-
middle (MITM), and insider attacks. Our work balances the
security complexity and the communication cost, and the
comparison tables show that the proposed scheme has the lowest
communication cost. Moreover, we presented a secure
prescription through a QR code generated using the
prescription and the physician’s RSA digital signature.

Index Terms—Keywords: Healthcare System,
Authentication, Secure Prescription, RSA Signature, QR code

I. INTRODUCTION

INCE the digital mutation in many fields and the

revolution of information technology, the transition from
paper to electronic healthcare record (EHR) has become
urgent and necessary. Healthcare institutions strive to collect
a vast number of patients’ medical information. Moreover,
the unorganized notes of hospitals, clinics, laboratories, and
other health institutions concerning patients’ cases and their
sensitive data lead to arbitrary management. This condition is
also time-consuming for physicians when reviewing a
patient’s case. EHR is considered a perfect solution to
organize medical information [1-3].
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EHR entities, such as patients, physicians, and pharmacies,
share the medical information of patients, and EHR
environment is portioned into a collaborative partner
(hospital and physician), the entities which exchange data,
and the requester (clinical laboratories, pharmacists, and
physicians). At the same time, the data users are the patients
and their families or friends [1, 4, 5]. EHR must ensure access
and data sharing securely. Fig. 1 shows the data exchange
securely utilizing authentication among different EHR
entities.
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Fig. 1 Secure Connections among EHR Entities

Many secure and trusted techniques have been proposed
recently in accordance with the sensitivity of healthcare data
and the exchange of information via healthcare systems and
applications. The integration and reinforcement of such
security techniques improve the accuracy and quality of EHR
systems. Accordingly, EHR systems/ applications are built
with a high level of caution and precision for secure
registration and login to the system, whether for the patient,
the doctor, or any other system entities. However,
unauthorized  individuals  (intruders/attackers)  seize
appropriate opportunities to find a system vulnerable to attack
[5, 6]. Thus, login authentication is considered the backbone
of any security design to prevent unauthorized individuals or
robots using passwords, biometrics, and tokens. Regardless,
the authentication type, the use of authentication is very
important for each security system. Initially, a password or
smart card PIN operates one factor, commonly known as
single-factor authentication (SFA), which is the simplest type
of authentication used to confirm the user’s identity. Sharing
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the password itself makes the account vulnerable. In addition,
an unauthorized user may attempt to acquire access using
social engineering methods, the rainbow table, or dictionary
attacks [7-9]. Two-factor authentication (2FA) is adopted as
an enhancement and reinforcement that combines the user
name and password with a factor of personal ownership, such
as a smartcard or a phone [10]. Then, and a step forward,
multi-factor authentication (MFA) was suggested to provide
a greater level of security and continuously secure computer
equipment and other essential services from illegal access by
utilizing more than two factors [8, 11]. Currently, three
crucial sorts of MFA are available, as follows:
¢ Something the individuals know (e.g., password, PIN, or
KBAS).
e Something the individuals have (e.g., smart phone, debit
card, or any other smart card)
¢ Something the individuals are, literally a unique identifier
biometric (e.g., fingerprint, speech patterns, or facial
structure)

Existing applications are implemented to balance
convenience and security by utilizing  multiple
authentications, which could be the best case for modern
MFA [8, 10-12].

The proposed scheme presents a secure EHR model and
modern facilities (e.g., QR) that can facilitate work between
the system entities. The proposed scheme of EHR entities
distinguishes the distribution of permissions and privileges as
a contribution to our research. The authentication of
information is exchanged among EHR system entities, data
integrity, entity verification as mutual authentication, and
digital signature. These security techniques were considered
in the proposed work scheme, as follows:

1. Secure registration for doctors and patients by specifying
an anonymous health center (AHC). AHC is responsible
for the registration and distribution of secret keys, as well
as the permissions and privileges granted.

2. MFA upon EHR system login. The proposed scheme
preserves the system entities’ privacy and resists malicious
attacks, such as man-in-the-middle (MITM), insider
attacks, and reply attacks. In addition, mutual
authentication uses the RSA signature between the doctor
and hospital healthcare server (HHS) to verify each other.
Moreover, a biometric has been employed with the MFA
to increase the immunity of the proposed scheme.

3. The doctor must prepare a prescription treatment. It is
provided securely and exchanged safely among the system
entities to prevent harm by intruders. It must be signed by
the doctor through RSA signature and sent to the specified
entity (e.g., pharmacist).

4. Security analysis has been conducted using informal and
formal tools (Scyther Verification Tool) to improve the
sobriety of the proposed scheme.

The remainder of the paper is organized as per follows:
Section 2 reviews the related work. Section 3 presents the
proposed healthcare secure schemes and justified by security
analysis in Section 4. Finally, Section 5 presents the
conclusion.

Il. RELATED WORK

The privacy of user data is ensured by preventing sensitive
information from being harmed by intruders and
unauthorized persons. Such security challenges currently
receive increased attention from researchers and specialists,
and appropriate solutions are developed to protect users’
privacy and data from threats posed by malicious attacks.
Consequently, EHR and their diverse data demand the highest
level of security [1, 6]. In this regard, numerous approaches
and studies were presented, including classical techniques,
such as steganography and cryptography [13]. At the same
time, the requirements of the developing environment for
health care records cannot be satisfied by the traditional
methods outlined. As an inference, some modern features and
techniques have been combined to extend the conventional
mechanisms to satisfy the EHR requirements and ensure easy
usage and flexibility in handling the EHR [1, 6, 13]. Some
examples of extended techniques are multi-factor
authentication (MFA), role-based access control (RBAC),
digital signatures, and QR code.

Authentication is confirmed as a vital technique for
modern security aspects. Some presented schemes enjoyed
robust authentication. Even though Saeed Ullah Jan et al. [14]
presented a scheme of certificateless signatures for wireless
body area networks that maintain the same signature size and
is lightweight and secure, security and performance must be
balanced. In addition, Jayabalan et al. [15] proposed a robust
model utilizing blockchain technology to protect healthcare
data administration. However, the computation time cost
according to symmetric cryptography (AES-128) must be
considered to achieve compatibility among security, cost, and
performance.

B. Maciej et al. [16] presented MFA with one-time
passwords (OTP), and biometric approaches are often
recommended in mobile applications because MFA is more
common in mobile and smart contexts, according to
mentioned studies. Similarly, T. Abayomi—Zannu et al. [17]
worked with blockchain-based e-voting on mobile devices
using VIN, PIN, and OTP.

Wahsheh and Al-Zahrani [18] utilized QR codes to scan
the healthcare information instead of memorizing these data
using a smartphone or any other preferred device. In context,
Fauzi et al. [19] utilized QR codes in secure data for the
admin or authorized persons to provide a door lock system.
QR technology and Raspberry Pi processor were used to
access doors securely.

Numerous studies on biometrics were presented in
different fields. Lui et al. [20] introduced a scheme for
wireless body area networks (WABN), healthcare, and
authentication by integrating biometrics with a password and
using it with the symmetric encryption key. In addition, A.
Alhayajneh et al. [21] presented a sufficiently suitable
physiological-based scheme depending on the patients’
bodily features for authentication dedicated to WABN.
However, the major weakness is that it does not resist DoS
attacks, and assessing identical physiological signals for all
devices placed on different sections of a patient's body is
challenging. In summary, this study contributes to (1)
designing a secure MFA that enjoys flexibility and scalability
for patient usage, (2) providing a secure communication
channel through an AHC, (3) distributing privileges and
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permissions among system entities to distinguish the
registration phase and the distribution of keys (shared key,
secret key, and public key), (4) conducting formal and
informal security analyses to verify the proposed scheme’s
high-level security and resistance to the well-known
malicious attacks. Eventually, the presented scheme
addressed the problems in the previous related works.

I11.  OUR PROPOSED WORK

In this section, we propose a secure healthcare system that
depends on three main elements: requesters (doctors and
pharmacist), collaborators (doctors and hospitals), and data
users (patients and family). We focus on the authentication
side of the two entities (requester: physicians and data user:
patients). Moreover, the proposed authentication scheme
consists of four phases: registration, login and authentication,
secure exchange data, and data integrity. Table I shows the
definition of the parameters used in the presented scheme.

TABLE |
DEFINITION OF PARAMETERS USED.
Symbol Description
EHR Electronic Healthcare Record
FNamePi Patient’s full name
Addpi Patient’s address
P; Patient in the system.
Dr; Physician
HHS Hospital Healthcare Server
Un P, Patient’s username
PW P, Patient’s password
Un’Pi Hashed patient’s username
PW;’i Hashed Patient’s password
Ky KPi Shared key generated by AHC
FName, Physician’s full name
AddDrl Physician’s address
Un Dr; Physician’s username
AHC Anonymous Health Center (Trusted Third
Party)
PW Dry Physician’s password
PWhp,, Hashed (PWp,, )
Unyp,, Hashed (Unp,,)
RSA RSA signature
FX br; File of biometric features
BDrl Biometric
{n, e} Public key in RSA signature
{n,d}c Private key in RSA signature
R Request of system entities
&) Exclusive or
[| Concatenation
Tpr; Doctor’s random no.
hp.; Hashed (1)
Spr; Doctor’s signature

Table II lists the primitive tools used to reinforce our
proposed scheme.

TABLE II:
PRIMITIVE TOOL DESCRIPTION
Tool Description Using
Hash SHA-256 System phases
Function
RSA RSA Digital signature Doctor Login phase

Scyther Security Tool Analysis Formal Security analysis
CK Canetti-Krawczyk Informal security
Security Tool Analysis analysis

A. Registration phase
This section is divided into two folds as follows:

1. Patient Registration

The patient wishes to register his personal information
(Full name (FName,,), Address (Addp,), Username (Unp,),
and Password (PWp,)) in the healthcare system via the HHS
using an AHC to generate keys between entities. Then, this
information is crucial for creating the patient’s EHR (EHRp,).
HHS verifies the availability of the patient in his database if
the existing registration request is canceled; otherwise, HHS
computes the anonymous identity of the patient based on the
crypto-hash (SHA-256) function as follows:

Unp, = h(Unp)
PWp, = h(PWp, || Unp,)

Subsequently, HHS sends the request (R) to AHC to
generate a shared key SKp to perform secure exchange of
information in the next phases. The patient registration
dialogue is as follows:

P; - HHS:R = {Req, FNamep, Addp, Un, ,PWp, }
HHS — AHC:R = {Req,Unp, PWp, }

AHC — HHS: R = {SK;}

HHS P;:R = {SK;}

Patient

ﬂ R = {Req,
@fm FNamep,, Addp,,
'S Un,,,, PWp, }
ek
# AHC
. = {SKE} T m
R = (PWp, Unp}

PWp, = h (PWp, || Unp,)
Unp, = h(Unp))

Fig. 2. Patient Registration Phase

2. Doctor registration

The doctor should register his personal information (Full
name (FNamep,,), Address (Addp,,), Username (Unp,,),
Biometric (Bp,,), and Password (PW),,)) in the healthcare
system via the HHS using an AHC to generate public/private
keys using RSA signature between entities. The doctor can
apply many operations on EHRp,, such as read, add, write,
and update. The HHS verifies the availability of the doctor
in his database if the existing registration request is canceled;
otherwise, HHS computes the anonymous identity of the
doctor based on the crypto-hash function as follows:
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FXpy, = FEXBio(Bpy,)

Unbri =h ( UnDrL-” FXDTL-)

PWjy, = h (PWpy, || FXpy,)

where FEXBio represents the feature extraction function,
which responds to save the feature extraction of a doctor’s
biometric inside the file FX, saved in an external device,
such as a mobile phone or memory stick. Subsequently, HHS
sends the request (R) to AHC to generate the Public {n, e}
[Private {n, d} key to perform exchange of information in the
next phases securely. The doctor’s registration dialogue is as
follows:

Dr; - HHS: R = {Req, FNamey,,, Addp,, Unp;,, Bpy; }
HHS — AHC:R = {Req,Unj,., PWj,., Bp,, }

AHC - HHS R =

{ public key{n, e}, private key{n, d}, FXp,, }

HHS — Dr;: R = {private key{n,d}, FXp,, }

Typically, n and d must be selected as large integers (e.g.,
3072 bits), whereas e should be a small value. By definition,
the RSA key-pair property is as follows:

(m®)? = (m%)® = m (mod n), where the rang of all
min[0..n)
B. Login and strong authentication phase

In this section, we focus on the permission provided to the
doctors and patients to secure login to the system. The current
phase is divided into two parts, as follows:

1. Patient side:
P; should follow the steps below to verify his login request:

e Generate an integer random number 7; € Z,

e Compute Unp, = h(Unp,) and PW',, =
h (PWp, || Unp,) @ r;. We notice the significance of the
current step by generating a password for each patient’s
login request.

e Compute 17 = ;D SK; and send query
{Rp, =<Un},i, PW’},i, r/>} to HHS.

e Upon receipt of the patient’s query (Rp,), HHS seeks
Uny, with his DB; if it does not exist, then the login
process is terminated. Otherwise, HHS computes 1;" =
r;® SK; and PW[S;’ =PW,§l. ® . PW’},i is
compared with PW''p ; if the result matches, then the
patient is granted the privilege to login the system.
Otherwise, access is denied.

o After completing the preceding procedures, the key session
between the HHS and the patient is managed by (7;&
SK;). Eventually, the patient may access his EHR

2. Doctor side:

Dr; can access the system when he does not change his
device. This method is called smart factor authentication,
indicating that the doctor applied the following steps once for
each device:

e Dr; enters his username (Unpy, ), FXp,,, and password
(PWpy,). Then, he generates a random integer number
Tpr, € Z and computes Unp,, = h(Unp, || FXpy,)
PWLSIri =h (PWDrL- Il FXDrl-) S Tpr; » and Tll)ri =

Tpr; @ FXpr, , Where FXp, is stored in the doctor
preferred device.

o Dr; sends his request Rp,, <Unp,, PW'p,. Ty, > t0

HHS.

Upon receipt of R, the HHS checks Unp,. in DB; if it
does not exist, then the current process is terminated.
Otherwise, he restores 15, = 7y, € FXp,,, and then
compares PW'p,. with (PWp,., @ 1py,). If they match,
then he computes hpy, = h(rpy,), signs sp,, =

a .
h(rpy,)” mod n,and replies Ryys < Rpy,, Spy;, > 10
D

1;.
e Dr; verifies sp,. to ensure the validity of the HHS based
on hp,.= Spy,® (Mmod n). He compares hp,., with hp,..
If they match, then the HHS is considered reliable.

Otherwise, the doctor discovers that the HHS is an
unsecured server.

C.Treatment phase

Usually, the doctors in the healthcare institutions prepare
a prescription carefully. Such a prescription should be
exchanged between doctors or any other important entity in
the system. In a similar context, it is added to the patients’
EHR. Therefore, the exchange of prescriptions must be
performed securely. In other words, unauthorized
individuals, such as intruders or attackers, could intercept
the sensitive information contained in a prescription. To
protect the accuracy and integrity of prescription
information during transmission between entities in the
EHR system and to prevent unauthorized parties from
modifying the prescriptions, the following steps are
necessary for the current phase:

« Dr; writes the prescription (P7py,), Ay, = h(Prpy,),

signs spr,, = ( hprDri)d modn
QR codes are generated including (Prpy;, Sprp, ), and
L

Rpr, < QR >issentto HHS.

HHS auto-scans the received QR to extract the contents
. ;L

of the QR, verifies SPrpy, based on hPTDrL-_

sprDrie (modn) to ensure the validity of the

prescription, then sends it to the pharmacists. He compares
h(Prpy,) with hpr,,. - If they match, then he sends it to

the pharmacists and updates the EHR of the patient using
the added prescription. Otherwise, the prescription is
invalid and is not sent to the pharmacists.

If the pharmacist receives a printed prescription from
an outpatient, then it should bear a QR code,
including the doctor’s signature. Then, the
pharmacist scans and makes a copy of the QR code
and then sends it to the HHS to ensure the validity of
the doctor’s signature. Once the validity is confirmed,
the pharmacist can dispense the treatment to the
patient. Fig. 4 shows the treatment phase steps.
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HHS

Auto-scan_|fery,, = h(Prpy,)
Autoscan, [ ;
hp,m‘=s_n,.yn (mod n)

Compare

Write a prescription

Fig. 4. Treatment phase

IV. SECURITY ANALYSIS

This section examines the security of the proposed protocol
using formal and informal security analyses. The formal
analysis utilized a tool called Scyther tool.

A. Formal security analyzing

Scyther is a tool for officially analyzing security protocols,
their security needs, and potential flaws. It is a new checking
and verification model compared with SPIN and PRISM
models [22, 23]. The protocol analysis depends on Scyther
called informal analysis. The traditional system that does not
use the security techniques in the Scyther tool is rejected. Fig.
5 shows the weakness of the conventional system when the
proposed protocol is performed without using the security
functions.

Result of Security
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Fig. 5. Weakness of the traditional system

The results in Fig. 6 verify the security of the proposed
system. The results clarify that the proposed system is
unreachable and is resistant to well-known attacks. This
figure represents the algorithmic steps for patient login.

Fig. 7 shows the result of the proposed Scyther analysis for
doctor login in the EHR system.

B. Informal security analysis
In this section, to prove the security of our proposed

scheme, the informal security analysis was conducted using

the Canetti-Krawczyk (CK) threat security model [24]. The
security challenges could be summarized as follows:

- Anonymity: well-known malicious attackers that attempt
to expose secret information by detecting any system
vulnerability. The anonymity is addressed as follows:

1. AHC is allocated within a health institution and is
responsible for key distribution among the system
entities. This step increases the complexity of malicious
attacks.

2. To complicate the intruder’s task of exposing system
entities’ crucial information (username/password), the
login information preserved anomaly to the HHS using
hash function SHA-256, as follows:

Patient:

Unp, = h(Unp),

PWI;i =h (PWp, || Unp,)
Doctor:

Unbri =h( UnDri” FXDri)’

PWL;ri =h (PWDri Il FXDri)

- Session key management: the session key has been
preserved securely. Especially after validating the patient
identity during the login phase, the agreement on a session
key ;@ SK;is ensured. The patient information are
saved from adversaries using r.

- Unlinkability: the proposed scheme prevents the attackers
from linking the multiple actions of the doctor/patient,
such as a previous login to the system, by changing the
values (SK; , PWp, ,1;) for each login process. Therefore,
the patient can login to the system multiple times with
unlinkability by the attackers.

- Mutual Authentication: a mutual authentication feature
was achieved through the doctor’s login phase (Dr; to
HHS < HHS to Dr;). Through the parameters (r[,ri)

already sent by the user, the HHS must ensure the validity
of the doctor in his DB. Subsequently, Rpyps <
hpry Spr; >, h(rpy,), and the RSA signature of
h(rpy,) are sent.

The doctor ensures the reliability of the HHS. Thus, the
doctor uses his private key to verify the validity of HHS
through RSA verification. When hy,,.. matches with h,’)rl.,

the validity of Dr; and HHS is ensured. Eventually, after
completing the preceding procedures, the doctor and the
HHS become trusted parties.

- Attack resistance: the proposed scheme is designed to
resist well-known malicious attacks, such as MITM,
replay, impersonation, DoS, and insider.

- MITM and impersonation attacks: This method is
closely related to mutual authentication, thereby ensuring
security even when attackers attempt to know one of the
factors, such as the password or biometric. Obtaining both
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authentication factors becomes difficult to the attackers;
for example, the biometric is stored in a doctor’s external
device and the password is generated once at a time in
addition to the anonymity for each independent login.
Thus, the presented system confirmed the resistance of
such attacks, as shown in Figs. 6 and 7 respectively.

- Phishing attack: an intruder (li) attempts to send a phish
URL using an email to the patient (P;) to obtain the
sensitive information. When P; clicks on the link and visits
the | instead of the HHS server, P; would be required
encrypted credentials from the HHS. Thus, I; has no option
but to open a session with the actual HHS. Then, the HHS
extracts the URLI to compare its parameters and sends
OTP to P;. Lastly, P; inputs the OTP, and then the
HHS verifies; if they match, then the URLI is safe;
otherwise, the HHS decides that the URLI is an
unauthorized server, and the phishing attack is prevented
successfully.

- Other types of attacks include the security presented in
our work according to r;, the anonymity of
username/password for the patient and the doctor, and the
use of biometrics as an additional factor to increase the
complexity of attacking process. Thus, the adversaries that
perform negative attacks, failed to harm our system.
Suppose that an adversary obtains some secret factors, he
still cannot access the random number 7, which is
considered a prime factor in our security process.
Therefore, our proposed system resists replay, DoS, and
eavesdropping attacks because an adversary cannot access
any exchanged parameter between the main system entities
and the HHS.

V. COMPASSION OF PREVIOUS WORK

Table III compares the proposed scheme with related
works depending on security metrics: P1 mutual
authentication, P2 anonymity, P3 key agreement, P4 MITM
attack, P5 impersonation attack, P6 replay attack, P7 DoS
attack, P8 healthcare, P9 QR code, P10 signatures, P11
prescription, P12 data integrity, P13 forward/backward
secrecy, and P14 phishing attack. Table IV shows the
comparison of our scheme and the relevance based on
taxonomy of the authentication scheme.

In addition, Table V provides a comparison of the
computational cost between the most significant prior
approaches and the present study, depending on the following
scales:

T,: Crypto hash function processing time.

Tr: Time of the fuzzy extractor operation’s processing.

T,4: Processing time for signatures.

The estimated processing time for the essential functions
are as follows: 0.0023 ms for Ty, , 0.442 ms for Ty, and 0.085
ms for T, [25, 26]. However, Tg and T}, are neglected owing
to their tiny time [27]. We suppose that the value (128 bit) of
the communication cost of the login authentication phase is
associated with the username, password, and crypto hash
function. The value of the random number is (8 bit).
Evidently, our work achieved the balance between the
complexity and effective performance of the security.

TABLEV
COMPUTATIONAL COST COMPARISON

Computation

Protocol Scheme Total Cost (ms)

Cost
T. Wu et al. [24] 18T, + 4Ty 181
Z. Xuetal. [28] 10Ty, 0.023
Ryu and Kim [25] 14T, 0.0322
Dhillon and Kalra [29] 14Ty, + 1T, 0.11
Proposed protocol 5T, + 2T, 0.16

In communication cost comparison, seven length variants
were utilized as follows: (1) random numbers (128 bits), (2)
identification (128 bits), (3) hash function (160 bits), (4)
timestamp (32 bits), (5) symmetric key encryption (256 bits),
(6) RSA digital signature (512 bits), and (7) Schnorr digital
signature (512 bits). Table VI shows the communication costs
of the relevant protocols.

TABLE VI
COMMUNICATION COSTS OF THE RELEVANT PROTOCOLS

Protocol Message length Number of messages
T. Wu et al. [24] 3520 bits 5
Z. Xu et al. [28] 3136 bits 4
Ryu and Kim [25] 3872 bits 4
Dhillon and Kalra
[29] 1248 2
Proposed protocol 1020 2

Our proposed system uses two exchanged messages during
the communication process, including Rp,, data to HHS

and Rypys data to Dr; and vice versa. As shown in Table 5,
our total cost is 1020 bits. Accordingly, the proposed scheme
is the lowest among the related works.

VI. CONCLUSIONS

In recent years, electronic health records have been widely
promoted. Amidst these efforts, promoting safe EHR systems
to maintain user and data protection is crucial. Therefore, this
paper presented security countermeasures for healthcare
systems. We have included several security measures,
including user anonymization, mutual authentication,
efficient smart login, and a secure data exchange channel to
achieve a secure and robust login. One of the services
provided is the safe release of the prescription prepared by
doctors. The QR code was utilized during the transfer or
request of the treatment from the pharmacy. Data integrity is
achieved by ensuring the safety of the prescription when it
reaches the pharmacist given that the prescription is signed
by the doctor using RSA signature, and the treatment cannot
be provided until the doctor’s signature is verified. In
addition, a higher level of security was obtained compared
with other related works, and the proposed scheme balances
the complexity of security and the communication cost.
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TABLE Il
COMPARISON BASED ON SECURITY METRICS AND SCHEME’S FEATURES
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COMPARISON BASED ON TAXONOMY OF AUTHENTICATION SCHEME
Cryptograp Key-based Security
Reference Year Aim Method hy Evaluation
Approach
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Authentication Protocol Hash .
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Cloud Computing
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A lightweight
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Z. Xu et al. [28] 2019 authentication and key Two-FA function Symmetric Informal
agreement scheme for
WBAN
Privacy-Preserving
Authentication Protocol
Ryu and Kim [25] 2021 for Wireless Body Area Tilw:r:\e- fuﬂgtsi?) n Symmetric Ii?;?]nilaﬂ
Networks in Healthcare
Applications
Multi-factor user
. authentication scheme Three- Hash . Formal/
Dhillon and Kalra [29] 2018 for loT-based healthcare FA function Symmetric Informal
services
Secure Electronic Hash
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Proposed Scheme i Robust Authentication LY RSA SYmmetric | tormal
Scheme Signature
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