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Abstract—Strong cybersecurity protocols must be put in 

place to protect against possible cyber breaches, especially with 

the proliferation of autonomous vehicles. The purpose of this 

research is to determine whether it is possible to develop an 

intelligent vehicle-specific autonomous intrusion response sys-

tem (IRS). In order to determine the best course of action in the 

event of an intrusion, the IRS's suggested system can do so in 

real time and in a dynamic manner. Some of the important con-

tributions include a comprehensive review of different response 

methods, a framework for evaluating costs and impacts dynam-

ically, and the use of selection algorithms such as Simple Addi-

tive Weighting (SAW), Linear Programming (LP), game theo-

ry, and AI-driven applications. Extensive testing has proven 

that the system works well in terms of reaction speed, resource 

usage, and overall effectiveness. This demonstrates how the 

technology may greatly improve car safety. The results of this 

study lay the groundwork for the IRS to build better and more 

adaptable frameworks in the future. 

 
Index Terms—Autonomous vehicles, Intrusion response sys-

tem, Cybersecurity, Intelligent vehicles, Linear Programming, 

Game theory, AI-based mechanisms 

 

I. INTRODUCTION 

HE Intelligent vehicles, made possible by lightning-fast 

technological development, enhance safety, efficiency, 

and the user experience with the integration of sophisticated 

software, sensors, and communication systems. These vehi-

cles represent the mobility of the future; they often have 

autonomous driving capabilities, advanced driver assistance 

systems (ADAS), and seamless communication. Nonethe-

less, the growing intricacy and interconnectivity of intelli-
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gent vehicles render them vulnerable to various cybersecuri-

ty threats, positioning them as prime targets for malicious 

attacks [1]. Cyber intrusions in intelligent vehicles can lead 

to severe outcomes, including unauthorized access to vehicle 

systems and the total takeover of vehicle functions.  Such 

intrusions pose a significant risk to passenger safety, can 

disrupt traffic flow, and may be leveraged for unlawful ac-

tivities. The critical nature of these threats demands the crea-

tion of strong security measures capable of detecting, as-

sessing, and responding to intrusions in real-time [2]. Con-

ventional security measures, including firewalls and intru-

sion detection systems (IDS), have become inadequate in the 

realm of intelligent vehicles, given their dynamic and real-

time operational contexts. An autonomous intrusion re-

sponse system (IRS) is essential, capable of not only detect-

ing intrusions but also autonomously determining and im-

plementing suitable responses to lessen the effects of these 

threats. An effective IRS for intelligent vehicles should 

evaluate the nature and severity of the intrusion, taking into 

account the potential impact on vehicle safety and perfor-

mance, and choose the most appropriate response strategy 

from various options [3]. Many individuals are increasingly 

recognizing the potential security vulnerabilities associated 

with smart vehicles. Consequently, vehicles need to possess 

the ability to respond swiftly to cyber threats. To achieve 

that capability, it is essential to address three fundamental 

questions. Refer to Figure 1 for Q1: In this scenario, what 

are the possible courses of action?  Question 2: What criteria 

should be applied when evaluating these responses Question 

3: In what ways can the assessment of these responses in-

form the selection of one or more during runtime?  This arti-

cle aims to explore and categorize potential responses to 

these issues by analyzing the impacts of various cyber-

attacks. The investigation further encompasses a cost-benefit 

evaluation of assaults and responses, alongside a dynamic 

risk assessment, utilizing data including attack specifics and 

vehicle status. This evaluation facilitates the selection of 

appropriate responses. The study also examines various 

methods of response selection, highlighting the most effec-

tive ones for automobile systems [4]. This study investigates 

the design and implementation of an IRS specifically tai-

lored for intelligent vehicles. The IRS operates on a frame-

work of dynamic cost and impact evaluation, enabling it to 

evaluate the outcomes of different response strategies in 

real-time. The system utilizes a range of algorithms to en-

sure, such as Simple Additive Weighting (SAW), Linear 

Programming (LP), and AI-based mechanisms [5]. 
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Fig. 1. Existing system delays patching via VSOC. 

 

 

 
 

Fig. 2. Reference vehicle design with potential assault surfaces. 

 

 

The selection of these algorithms is based on their capaci-

ty to address the distinct challenges presented by the auto-

motive environment, including limitations in resources, the 

necessity for real-time decision-making, and the demand for 

exceptional reliability. This study aims to enhance the secu-

rity and resilience of intelligent vehicle systems by establish-

ing a solid framework for autonomous intrusion response. 

This paper seeks to tackle the distinct challenges presented 

by the automotive environment, with the goal of advancing 

the development of next-generation vehicle security systems 

that can effectively protect the intricate, interconnected sys-

tems that characterize contemporary transportation [6]. 

 To understand the incorporation of IRS into contempo-

rary vehicles and the possible responses they provide, it is 

essential to first examine their system architecture. Figure 2 

presents a typical, practical, and thorough reference architec-

ture frequently found in modern vehicles. A contemporary 

automobile consists of intricately linked subsystems.  The 

figure demonstrates that modern vehicles are equipped with 

a multitude of embedded devices, known as ECUs, which 

are strategically placed throughout the vehicle and interact 

with each other via different network types, such as CAN, 

Flexray, and Ethernet. ECUs are classified into different 

domains or zones based on their functionalities, including 

IAENG International Journal of Computer Science

Volume 52, Issue 10, October 2025, Pages 3905-3914

 
______________________________________________________________________________________ 



 

infotainment, Advanced Driver Assistance Systems (ADAS), 

and powertrains.  Alongside ECUs, modern vehicles feature 

a variety of sensors (including cameras and LiDAR), ad-

vanced communication technologies for external connectivi-

ty, and diagnostic ports (such as OBD-II). These elements 

collectively establish a significant attack surface for a range 

of potential threats and attacks. 

 

II. EFFECTIVE APPROACHES FOR ADDRESSING SCENARIOS 

In the realm of intelligent vehicles, addressing a cyber-

intrusion requires a prompt and efficient response, given that 

the implications frequently pertain to passenger safety, the 

integrity of vehicle systems, and the protection of sensitive 

data. An autonomous intrusion response system (IRS) must 

be equipped with a variety of response strategies that can be 

dynamically selected according to the nature and severity of 

the intrusion, the operational state of the vehicle, and the 

potential impact on its functionality.  When developing re-

sponse strategies, the initial factor to consider is the timing 

of the response [7]. Immediate responses are initiated 

promptly upon detection of an intrusion, with the objective 

of neutralizing the threat before it can inflict substantial 

harm. Instances encompass the prevention of harmful data 

packets, the segregation of affected systems, or the activa-

tion of a secure mode in essential vehicle components.  

These responses are generally utilized in scenarios where the 

intrusion presents an urgent risk to safety or the operation of 

the vehicle. Delayed responses entail observing the intrusion 

over a period before determining the most suitable course of 

action. This methodology proves beneficial in scenarios 

where the intrusion does not pose an immediate danger or 

when additional data is required to comprehend the complete 

extent of the threat. Delayed responses could entail the col-

lection of further forensic data, notifying the driver or a re-

mote security team, or getting the vehicle ready for a more 

thorough countermeasure [8]. Response strategies may be 

classified into two distinct categories: passive and active.  

Passive responses consist of unobtrusive actions that do not 

directly disrupt vehicle operations. These may encompass 

documenting the intrusion for subsequent examination, re-

vising security protocols, or modifying the vehicle's threat 

detection settings [9]. Passive responses are generally em-

ployed when the intrusion is considered low-risk or when an 

active response might lead to unnecessary disruption.  Ac-

tive responses, on the other hand, entail direct intervention 

in the vehicle's systems to mitigate the intrusion.  This may 

entail disabling specific vehicle functions, redirecting data 

streams, or implementing intricate countermeasures such as 

system reboots or software rollbacks. Proactive measures are 

essential when the intrusion presents a considerable risk to 

the vehicle’s safety or operational integrity [10].  Proactive 

strategies encompass anticipatory measures implemented to 

avert intrusions from happening initially or to mitigate their 

effects should they arise. These strategies encompass con-

sistent security updates, ongoing surveillance of system vul-

nerabilities, and the application of adaptive security mecha-

nisms that progress in reaction to new threats.  Proactive 

responses are crucial for sustaining a strong security posture 

in intelligent vehicles, as they diminish the chances of suc-

cessful intrusions [11]. 

 Reactive strategies are implemented following the detec-

tion of an intrusion, concentrating on alleviating its impacts 

and reinstating standard vehicle operations. Reactive re-

sponses generally demand more resources, as they involve 

real-time decision-making and prompt actions to mitigate 

threats.  An effective IRS must integrate both proactive and 

reactive strategies to provide thorough protection against 

various cyber threats. Another important aspect to consider 

is the extent of the response. System-level responses encom-

pass actions that influence the whole vehicle, including initi-

ating a global reset, activating a safe mode, or disabling 

communication interfaces [12]. Such responses are generally 

designated for critical intrusions that jeopardize the vehicle's 

overall safety or integrity. Responses at the component level 

specifically address systems or components that have expe-

rienced compromise. For instance, an IRS could identify a 

faulty sensor, sever communication with a compromised 

external device, or deactivate a particular software module.  

Responses at the component level offer greater precision and 

can effectively uphold the overall functionality of the vehicle 

while tackling the specific intrusion. Although the objective 

of an IRS in intelligent vehicles is to function independently, 

there are situations where human involvement may be re-

quired. Automated responses are carried out without any 

human intervention, depending solely on the IRS’s algo-

rithms to evaluate the circumstances and determine the most 

appropriate course of action. These responses are essential 

in situations that demand swift decision-making, particularly 

when the vehicle is in motion and immediate threats need to 

be addressed. Human-in-the-loop responses entail notifying 

a human operator—like the vehicle's driver or a remote se-

curity team—who can subsequently make decisions or over-

ride the automated system. This method proves beneficial in 

intricate or unclear scenarios where human discernment is 

essential to reconcile security requirements with operational 

factors [13]. The IRS ought to be structured to work harmo-

niously with human operators, equipping them with the es-

sential information needed for informed decision-making.  

Ultimately, the IRS faces the decision of choosing between 

customized and standard responses. Responses are tailored 

to fit the specific nature of the intrusion and the operational 

context of the vehicle. For example, if an intrusion aims at a 

vehicle's navigation system, the response team might con-

centrate on isolating and securing that system while ensuring 

that other functions remain unaffected. Customized respons-

es tend to yield better results, though they necessitate more 

intricate decision-making processes [14]. In contrast, generic 

responses are established actions that can be utilized across a 

broad spectrum of intrusions. These could encompass fun-

damental actions such as initiating a safe mode or severing 

connections with external networks. Although they may lack 

the precision of customized replies, generic responses are 

easier to implement and can serve as a swift and dependable 

method for mitigating threats. The effectiveness of an IRS in 

intelligent vehicles hinges on its capacity to choose the most 

suitable response strategy for a specific situation. By inte-

grating a variety of response strategies—spanning immediate 

and proactive measures to delayed and reactive actions—the 
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IRS can establish a strong defense against cyber intrusions, 

safeguarding the safety and integrity of intelligent vehicles in 

a progressively connected world [15]. 

 

III. EVALUATION OF COSTS AND IMPACTS THAT ARE 

DYNAMIC 

In the realm of intelligent vehicles, a robust intrusion re-

sponse system (IRS) needs to dynamically assess the costs 

and impacts linked to intrusions and their respective re-

sponses. This assessment is essential for guiding decisions 

that harmonize security needs with the operational demands 

of the vehicle. By analyzing the different elements that affect 

the cost and consequences of both intrusions and responses, 

the IRS can enhance its strategies to reduce potential harm 

while maintaining vehicle performance. Intrusions in intelli-

gent vehicles can differ significantly in their characteristics, 

intensity, and possible outcomes [16]. To effectively evalu-

ate the consequences of an intrusion, the IRS needs to take 

into account various factors: 

 The intensity of an intrusion plays a crucial role in as-

sessing its possible effects on the vehicle. Severe intrusions 

that affect essential systems, including braking, steering, or 

communication networks, present urgent risks to passenger 

safety and the overall integrity of the vehicle. Conversely, 

low-severity intrusions, like minor data breaches or efforts to 

access non-critical systems, might not have an immediate 

impact but still deserve scrutiny. The particular systems that 

are the focus of an intrusion significantly affect its overall 

consequences. For instance, a breach impacting the vehicle's 

autonomous driving system could lead to severe repercus-

sions, whereas a breach aimed at the infotainment system 

may cause inconvenience without posing any immediate 

threat. The IRS should prioritize responses according to the 

importance of the impacted systems [17]. 

 Certain intrusions possess the capability to spread 

throughout the vehicle's network, impacting various systems 

or extending to other connected vehicles or infrastructure. 

The IRS needs to assess the probability of such propagation 

and implement measures to mitigate the intrusion before it 

leads to extensive harm. The duration required to identify an 

intrusion is a significant consideration. Timely identification 

facilitates more efficient interventions, possibly averting the 

escalation of the intrusion. Nevertheless, late identification 

can elevate the intricacy and expense of the necessary re-

sponse, as the breach may have already inflicted considera-

ble harm or jeopardized several systems. The context sur-

rounding an intrusion can greatly affect its consequences.  

For example, an intrusion identified when the vehicle is sta-

tionary may be considered less critical than one identified 

while the vehicle is in motion. In a similar vein, intrusions 

that take place in high-risk settings, like crowded urban lo-

cales or adverse weather conditions, may necessitate more 

immediate and comprehensive responses [18]. Upon detect-

ing an intrusion, it is essential for the IRS to assess the po-

tential costs and impacts associated with the various re-

sponse strategies available. This assessment guarantees that 

the chosen response effectively addresses the threat while 

also reducing any adverse effects on the vehicle and its pas-

sengers. The duration needed to execute a response is a vital 

consideration, especially in situations where the vehicle is in 

transit. Quick reactions are crucial for addressing severe 

threats, yet they can entail compromises regarding precision 

or resource usage [19]. The IRS is tasked with finding a bal-

ance between the urgency of action and the possible effects 

on vehicle operations.  Various responses might necessitate 

distinct degrees of computational, memory, or energy re-

sources. In environments with limited resources, like those 

encountered in intelligent vehicles, it is crucial for the IRS to 

guarantee that the chosen response does not significantly 

drain these resources, as this could affect the vehicle's over-

all performance. 

 Certain responses might require adjustments to vehicle 

operations, which could involve disabling specific functions 

or activating a safe mode. The IRS needs to assess the pos-

sible disruptions resulting from these responses, taking into 

account elements like passenger safety, vehicle performance, 

and the capacity to maintain driving capabilities. Certain 

responses may have enduring consequences for the vehicle’s 

systems, including software rollbacks, system resets, or 

hardware isolation. Although these measures might be essen-

tial for countering the intrusion, they can also lead to vulner-

abilities, diminish system performance, or necessitate further 

maintenance. The IRS needs to carefully consider these 

long-term costs in relation to the immediate benefits of the 

response. In certain instances, the reaction to an intrusion 

might be shaped by legal and regulatory obligations [20]. 

For example, some jurisdictions may require particular ac-

tions in the case of a cybersecurity breach, including report-

ing the incident to authorities or informing those affected. 

The IRS is required to ensure that its responses adhere to 

these stipulations while effectively tackling the pressing 

threat at hand. The ongoing assessment of expenses and ef-

fects is an essential element of a successful IRS for smart 

vehicles. By meticulously evaluating both intrusion-related 

and response-related factors, the IRS can arrive at well-

informed decisions that safeguard the vehicle’s systems, 

guarantee passenger safety, and uphold operational integrity. 

This strategy enables the IRS to respond to the changing 

threat environment, ensuring a versatile and robust defense 

against cyber intrusions. 

 

IV. OPTIMAL SELECTION ALGORITHMS 

Choosing the most effective response strategy is essential 

for an autonomous intrusion response system (IRS) in intel-

ligent vehicles. The process of making a decision entails 

assessing various factors associated with the intrusion and 

the possible responses, followed by selecting the strategy 

that provides the optimal balance between addressing the 

threat and preserving vehicle functionality. A variety of al-

gorithms can be utilized to reach this objective, each pos-

sessing distinct advantages and drawbacks. To enhance the 

selection process, the IRS can utilize a range of algorithms, 

each specifically designed to tackle distinct elements of the 

decision-making process [21]. 

A. Simple Additive Weighting (SAW) 

Simple Additive Weighting (SAW) is a multi-criterion 
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decision-making (MCDM) method that is both intuitive and 

effective for selecting optimal responses in an IRS. SAW 

works by assigning weights to different criteria, which could 

include factors like response time, resource consumption, 

disruption level, and intrusion severity. Each potential re-

sponse is then scored based on these criteria, with the final 

decision being the response that achieves the highest 

weighted sum [22]. 

 

B. Linear Programming (LP) 

Linear Programming (LP) is a mathematical optimization 

technique that is particularly useful when the decision-

making process involves constraints. In the context of an 

IRS, LP can be used to find the optimal response strategy 

that minimizes or maximizes a particular objective function, 

such as minimizing response time or maximizing system 

security, while adhering to constraints like limited resources 

or safety requirements [23]. 

 

C. Game-Theoretic Algorithm 

Game-theoretic algorithms are based on the principles of 

game theory, which studies the strategic interactions be-

tween decision-makers. In the context of an IRS, these algo-

rithms can model the interaction between the vehicle (as the 

defender) and potential attackers. By anticipating the possi-

ble moves of the attacker, the IRS can choose a response 

strategy that minimizes the potential damage while maximiz-

ing the vehicle's security posture [24]. 

 

D. AI-Based Mechanisms 

AI-based mechanisms** involve the use of machine learn-

ing (ML) and artificial intelligence (AI) to dynamically se-

lect optimal response strategies. These mechanisms can 

learn from historical data and adapt to new threats in real-

time. Techniques such as reinforcement learning, neural 

networks, and decision trees can be used to continuously 

improve the IRS's decision-making capabilities [25]. 

 

E. Adoption of SAW and LP 

The autonomous intrusion response system (IRS) in intel-

ligent vehicles can benefit greatly from a hybrid method that 

combines Simple Additive Weighting (SAW) and Linear 

Programming (LP). The initial decision-making is facilitated 

by the simplicity and flexibility of SAW, while the response 

plan is refined and finalized by the optimization power of 

LP. 

The integration of SAW and LP can be achieved through 

a two-step process: 

In the first step, the IRS uses the SAW method to quickly 

evaluate and score potential response strategies based on 

predefined criteria such as response time, disruption level, 

and resource consumption. This step allows the IRS to nar-

row down the list of possible responses to those that are 

most promising given the current intrusion scenario. Once a 

subset of high-scoring responses has been identified, the IRS 

applies Linear Programming to optimize the final selection. 

The LP model can be designed to minimize an objective 

function, such as the overall cost or time required for the 

response, while considering the constraints of the vehicle’s 

operational environment (e.g., available computational re-

sources, safety requirements). This step ensures that the se-

lected response is not only effective but also optimal in 

terms of resource usage and impact on vehicle operations. 

By adopting a hybrid approach that combines SAW and LP, 

an autonomous IRS can achieve a balance between rapid 

decision-making and optimized response selection. This 

method enhances the overall resilience of intelligent vehicles 

against cyber intrusions, ensuring that they remain safe, 

functional, and secure in a dynamic and potentially hostile 

environment. 

 

V. PROPOSED AUTOMOTIVE INTRUSION RESPONSE SYSTEMS  

An effective Intrusion Response System (IRS) for intelli-

gent vehicles must be carefully designed to handle the 

unique challenges posed by the automotive environment. 

This section outlines the proposed architecture and deploy-

ment strategy for such a system, focusing on the critical 

components and how they work together to ensure vehicle 

security. The deployment of an IRS within an intelligent 

vehicle requires a well-coordinated integration with the ve-

hicle’s existing systems. The IRS should be distributed 

across various subsystems to provide comprehensive cover-

age and timely responses to intrusions [26]. Key vehicle 

components like the powertrain, infotainment system, com-

munication networks, and autonomous driving modules 

should have sensors and reaction mechanisms to create a 

distributed IRS. That way, the IRS can keep an eye out for 

dangers no matter where they come from and react to them 

instantly. The IRS should take advantage of edge computing 

capabilities since intrusion detection and response are laten-

cy-sensitive. Reduce dependence on slow or unreliable ex-

ternal networks and maximize response times with IRS data 

processing and decision-making inside the vehicle [27]. 

For the purpose of exchanging information amongst its 

many components, the Internal Revenue Service is required 

to utilize encrypted communication methods. This involves 

the use of secure protocols and the encryption of data while 

it is in transit in order to prevent the data from being inter-

cepted or altered by malicious actors. When it comes to pre-

serving the system's overall security, it is essential to make 

certain that the integrity and confidentiality of communica-

tions are protected. There should be processes in place at the 

IRS that allow for regular updates and adjustments. In order 

for the system to be able to update its detection and response 

algorithms without requiring a significant amount of down-

time, it must be able to be updated when new threats surface. 

The deployment of new threat signatures, response methods, 

and software fixes can all be accomplished through the use 

of over-the-air (OTA) updates. The Internal Revenue Ser-

vice (IRS) is made up of a number of essential components 

that collaborate with one another to identify intrusions, as-

sess replies, and put into action the most effective strategy. 

The incursion Detection Module (IDM) is accountable for 

continuously monitoring the systems of the vehicle for indi-

cations of an incursion. The identification of potential dan-
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gers is accomplished by the utilization of a combination of 

signature-based detection, anomaly detection, and behavior-

al analysis. The Intrusion Detection System (IDM) is de-

signed to function with low latency, which guarantees that its 

detection of intrusions occurs as rapidly as possible. Once an 

intrusion has been discovered, it is the responsibility of the 

DE, which is the main component of the IRS, to choose the 

proper response approach [28]. It makes use of the algo-

rithms that have been presented, such as SAW and LP, in 

order to evaluate alternative reactions taken into considera-

tion the severity of the intrusion, the resources that are avail-

able, and the operational context of the vehicle at the mo-

ment. 

VI. RESULTS AND DISCUSSIONS 

A thorough evaluation of the planned IRS's efficacy is 

necessary to guarantee it satisfies the performance and secu-

rity standards of intelligent cars. Details about the evalua-

tion's execution, testbed configuration, use cases, and out-

comes are detailed in this section.  Python was the language 

of choice for developing the planned IRS. To build Linear 

Programming and its basicx technique, we utilized the wide-

ly-used PuLP library and the GNU Linear Programming Kit 

as solvers.  The improved SAW method remains unaffected 

by this decision since it employs only standard Python math-

ematical operators. The IRS evaluation testbed employs an 

embedded system configuration to faithfully replicate the 

automotive infrastructure. Our solution's precision was en-

sured by utilizing a Raspberry Pi 4 Model B Rev 1.2, specif-

ically selected for its 1.5 GHz ARM-based quad-core CPU. 

These are quite comparable in power to the high-

performance CPUs commonly used in cars.  There are two 

major aspects of the proposed IRS that will be reviewed 

here. Before comparing it to modified SAW, LP with maxi-

mum benefit, and LP with least cost, we will examine its 

performance in optimal response selection. We will also 

look at how each algorithm uses memory and how long it 

takes to obtain optimal responses. 

 

 
 

Fig. 3. Cost-benefit outcomes in Scenario. 
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Fig. 4. Time consumption in both cases during answer selection 

 

 

 
 

 

Fig. 5. Parameter adaptation under successful response using three selection methods. 

 

 
 

 

Fig. 6. Parameter adaptation in Scenario using three selection algorithms under consistent response failure. 
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Fig. 7. Comparative performance of IRS selection algorithms based on selection time, benefit score, and response cost 

 

TABLE 1 

IMPACT OF THE VELOCITY FOR THE EVALUATED SCENARIOS 

 0 km/h 50 km/h 100 km/h 

Situation-a 150 160 210 

Situation-b 110 120 210 

 

TABLE 2 

IMPACT OF VEHICLE VELOCITY ON INTRUSION SEVERITY ACROSS EVALUATED SCENARIOS 

Scenario Velocity Algorithm 
Selected Re-

sponse 
Cost Benefit 

Selection 

Time (ms) 

A 0 km/h SAW Response 1 35 210 5.3 

A 50 km/h LP-Min Response 3 20 180 6.7 

B 100 km/h LP-Max Response 5 50 250 9.1 

 

TABLE 3 

COMPARATIVE ANALYSIS OF SELECTION ALGORITHMS FOR INTRUSION RESPONSE SYSTEM IN INTELLIGENT VEHICLES 

Algorithm Strength Weakness Best Use Case 

LP-Max Benefit High effectiveness, optimal security Higher time and resource cost Emergency/high-risk scenarios 

LP-Min Cost Resource conservative Less adaptive, low impact coverage Embedded low-power systems 

Adapted SAW Fast, balanced, lightweight May overlook edge-case optimizations General-purpose scenarios 

 

 

Here we will provide the outcomes of our IRS testing with 

two well-known instances. For each of the three selection 

algorithms—LP with maximum benefit, LP with minimal 

cost, and the adapted SAW—we will assess the following: 

response quality, response selection time, memory consump-

tion, and the adaptation of response parameters. The IRS 

demonstrated a high level of response quality across all use 

cases. It was able to effectively mitigate threats without 

causing significant disruption to vehicle operations. 

The use of SAW and LP in the decision-making process 

ensured that the selected responses were both effective and 

efficient. Finding out how various optimal selection algo-

rithms rank responses and how useful they are in the grand 

scheme of things is what the response quality evaluation is 

all about. That can be accomplished by setting the precondi-

tion of every response to "rejected" for every response that 

is proposed. This will keep the IRS from running out of op-

tions when it comes to suggesting answers. Because every 
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action has potential good and bad consequences on the sys-

tem, we show you the benefit and cost of each option. To 

maintain consistency in the algorithm evaluation across dif-

ferent measures, default parameters are used for each new 

test in this evaluation. 

The cost and benefit of each proposed response, in the se-

quence in which the respective algorithms apply them, are 

shown in Figure 3 for both cases. Figure 3 indicates that for 

the same scenario, our suggested IRS proposes a different 

number of responses in a different order depending on the 

scenario and the selection algorithm used. Some answers 

were chosen twice, as you can see in the figure. As an exam-

ple, the option to restart the system that was acting up was 

chosen twice. Nevertheless, it must be emphasized that the 

answer was chosen for various systems. To rephrase, the 

first restart pertains to the camera, whilst the second is asso-

ciated with the acceleration control. Figure 3 shows that the 

LP approach that starts at very high benefits is the most ben-

eficial, which is expected. The LP that prioritizes minimiz-

ing response costs also begins with a very low cost and saves 

the selection of more expensive solutions for later stages. It 

is worth mentioning that the LP that maximizes benefit does 

not care about cost. Nevertheless, it guarantees that the re-

sponse cost will never exceed the impact of the breach. 

The time required to select an answer by each of the three 

selection methods is displayed in Figure 4. The figure clear-

ly shows that the LP approaches are slower than the tailored 

SAW method. Because of the need for iterations and the 

possibility that its offensive responses will fail to meet nec-

essary preconditions, the optimal LP technique typically 

takes more time. The fastest, least expensive LP method uses 

a little less time, but it is less careful when choosing its con-

servative solutions. Every algorithm works fine on an em-

bedded system with limited resources.  

 Each scenario was run twice, with five iterations of the 

outer loop each, to evaluate the effect of parameter changes.  

We found that the responses were consistently successful in 

one set of five iterations for each situation, but unsuccessful 

in the other set.  On the premise that the solutions were al-

ways effective, Figure 5 displays the pros and cons of the 

five best answers for each scenario, as assessed by the three 

selection algorithms.  Concurrently, Figure 6 displays the 

outcomes assuming that the responses were continuously 

unsuccessful. 

Figure 7 illustrates a comparative performance analysis of 

the three selection algorithms—LP-Max Benefit, LP-Min 

Cost, and Adapted SAW—used within the proposed Intru-

sion Response System (IRS). The graph compares three crit-

ical metrics: selection time, benefit score, and response cost. 

The Adapted SAW algorithm demonstrates the lowest selec-

tion time (\~5.3 ms), indicating its efficiency for real-time 

decision-making. LP-Min Cost performs moderately in terms 

of time (\~6.7 ms) and excels in minimizing resource con-

sumption, recording the lowest response cost (20). In con-

trast, LP-Max Benefit achieves the highest benefit score 

(250), showcasing its strength in maximizing intrusion miti-

gation effectiveness, although it requires the most time (~9.1 

ms) and incurs the highest operational cost (50). This figure 

clearly highlights the trade-offs between speed, efficiency, 

and effectiveness, supporting context-aware algorithm selec-

tion in intelligent vehicular environments. 

Since this assessment of dynamic parameter adaptation 

demonstrates that the optimized SAW methods and LP func-

tion effectively with modified parameters, the findings are 

applicable to both test situations. The LP method with min-

imal cost optimization, however, is inadequate for dealing 

with variations in response benefit values brought about by 

parameter alterations. Consequently, it appears that this 

technique is less interesting for discovering optimal answers 

in autonomous IRS. All evaluation indicators showed that 

the IRS performed well. Intelligent vehicle cybersecurity can 

be improved with the help of this system because of its re-

sponsiveness to various attacks. 

 Although all algorithms choose the same reaction in all 

circumstances, regardless of velocity, the incursion impact 

calculation in Table 1 works as expected. The two situations 

that were evaluated had significant impact values, which is 

why this behavior occurred. Where the HEAVENS parame-

ters produce smaller values, like in less violent intrusions or 

the early stages of a stepping-stone attack, the relative im-

portance of velocity becomes more apparent, leading to dif-

ferent results. Importantly, the suggested IRS design is flexi-

ble, allowing users to alter the weights of the HEAVENS 

parameters as needed. This modification lessens the promi-

nence of fixed HEAVENS parameters, making way for ve-

locity to exert a stronger influence on the selected response. 

Table 2 presents the effect of varying vehicle velocities (0 

km/h, 50 km/h, and 100 km/h) on the severity of intrusions 

observed in two distinct scenarios (Situation-a and Situation-

b). The results reveal a clear trend: as vehicle velocity in-

creases, the impact values rise accordingly, indicating that 

intrusions become more severe or consequential at higher 

speeds. For instance, in Situation-a, the impact increases 

from 150 at rest to 210 at 100 km/h. A similar pattern is seen 

in Situation-b, where the impact jumps from 110 at 0 km/h 

to 210 at 100 km/h. These findings underscore the critical 

importance of dynamic intrusion response strategies that 

adapt not only to the nature of the threat but also to the real-

time operational state of the vehicle. It also highlights the 

need for an Intrusion Response System (IRS) that can priori-

tize and select mitigation actions based on contextual pa-

rameters like speed, which significantly influence the overall 

threat impact. 

Table 3 presents a comparative analysis of the three selec-

tion algorithms—LP-Max Benefit, LP-Min Cost, and 

Adapted SAW—used in the proposed Intrusion Response 

System (IRS) for intelligent vehicles. Each algorithm is 

evaluated based on its key strengths, limitations, and the 

most suitable deployment scenarios. The LP-Max Benefit 

algorithm demonstrates high effectiveness in selecting re-

sponses with the maximum possible security benefit, making 

it ideal for high-risk or emergency scenarios. However, this 

advantage comes at the cost of increased response time and 

resource consumption. On the other hand, LP-Min Cost pri-

oritizes minimal resource usage, making it highly efficient in 

low-power embedded environments, but it lacks flexibility 

and adaptability in high-impact situations. The Adapted 

SAW method offers a balanced solution by providing fast 

response selection with reasonable benefit and cost values, 

making it well-suited for general-purpose automotive appli-
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cations. This comparative analysis helps in selecting the 

appropriate algorithm based on the vehicle’s operational 

context and threat environment. 

 

VII. CONCLUSION AND OUTLOOK 

The urgent requirement for strong cyber-security proto-

cols in the automobile sector is met by the suggested Intru-

sion Response System (IRS) for intelligent vehicles. The 

IRS offers a versatile and efficient method of reducing cyber 

risks by integrating sophisticated algorithms with a distribut-

ed, edge-based design, such as Simple Additive Weighting 

(SAW) and Linear Programming (LP). The findings of the 

evaluation prove that the system can identify intrusions, 

choose the best response, and keep the vehicle secure and 

functional. Looking ahead, more research is needed to make 

the IRS more adaptable to new threats, especially with more 

autonomous and connected vehicles on the road.  Possible 

directions for future research include creating industry 

standards for automobile cybersecurity and incorporating 

more complex AI-based methods. There needs to be more 

research into the IRS's performance in real-world deploy-

ments and its capacity to handle large-scale attacks. An en-

couraging step toward protecting smart cars from the in-

creasing danger of cyber breaches, the proposed IRS is a 

major step forward in automotive cybersecurity. 
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