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Abstract—In the Internet of Things (IoT) environment,
mobile nodes are typically distributed across different domains
and managed by one or more fog nodes. With the rapid
increase in the number of devices and the diversification of
application scenarios, the demand for cross-domain access by
mobile nodes is continuously growing. Identity authentication
is a crucial step to ensure the security of cross-domain access
in IoT. However, existing authentication schemes are mostly
based on traditional bilinear pairing, which is computationally
intensive, and often do not consider the trustworthiness
of fog nodes. To address the problem of untrustworthy
fog nodes in different domains, a blockchain-assisted cross-
domain mutual authentication scheme is proposed to solve
the above problems. First, the scheme introduces a trust
management mechanism to ensure the trustworthiness of
fog nodes. Second, the scheme uses symmetric polynomials
instead of traditional bilinear pairing to improve computational
efficiency, while utilizing blockchain technology to ensure data
security and traceability. The scheme is designed with two
phases of pre-authentication and cross-domain authentication
to avoid complex duplicate authentication. The final security
performance analysis indicates that this scheme offers more
comprehensive security features and higher efficiency compared
to existing schemes.

Index Terms—Internet of Things, Blockchain, Cross-domain
authentication, Trust management, Symmetric polynomial.

I. INTRODUCTION

HE rapid development of the Internet of Things (IoT)

[1] is changing the way we live, and IoT applications
have become ubiquitous, from smart homes to smart cities
[2]. However, the widespread use of IoT [3] also brings
unprecedented security and privacy challenges [4]. The IoT
environment is highly heterogeneous and distributed, with
a large number and variety of devices, including sensors,
actuators, and smart devices. These devices interact through
different communication protocols and data formats, forming
a complex network ecosystem. In addition, IoT devices
are often resource-constrained, such as computing power,
storage space and battery life, making it necessary to
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consider their efficiency and low resource consumption when
designing security solutions. To address the computational
and storage demands in the [oT environment, Fog Computing
has emerged. Fog Computing brings computing and storage
resources closer to the network edge, offering lower latency
and higher bandwidth utilization. In IoT applications, fog
nodes [5] can perform data processing and analysis in
close proximity to the data source, thus improving the
responsiveness and efficiency of the system. The introduction
of fog nodes not only eases the load on the cloud computing
centers but also provides new opportunities to achieve
distributed security management.

In an IoT environment, devices and users are typically
distributed across different domains, with each domain
managed by one or more fog nodes that oversee the
mobile nodes within the domain. In such cases, mobile
nodes and fog nodes need to securely access and
communicate across different domains. Therefore, ensuring
secure communication and reliable authentication between
nodes is crucial, making cross-domain access authentication
a key component in ensuring the security of IoT systems [6].

Traditional IoT authentication schemes [7], [8], [9]
often rely on bilinear pairing to achieve security functions
[10]. While bilinear pairing can provide robust encryption
capabilities, its high computational complexity makes
it unsuitable for resource-constrained IoT devices.
Additionally, traditional authentication schemes face
multiple challenges in cross-domain access, including
the transmission of authentication information, privacy
protection, and dependence on centralized trust authorities.
Additionally, in a distributed IoT environment, fog nodes
serving as domain administrators may become untrustworthy
due to certain circumstances, which makes it difficult to
ensure the trustworthiness of some fog nodes. Untrustworthy
fog nodes may engage in malicious activities, such as stealing
sensitive information, tampering with data, or providing
denial of service. Therefore, a decentralized cross-domain
access authentication scheme is needed to meet the security
requirements in an IoT environment [11].

To address the aforementioned issues, this paper
introduces symmetric polynomials [12] as a replacement
for bilinear pairings. Symmetric polynomials not only
provide similar security functionalities but also offer
higher computational efficiency, making them more
suitable for resource-constrained IoT devices. Blockchain
technology [13], [14], [15], as a decentralized distributed
ledger technology, features transparency, immutability,
and traceability, and has been widely adopted in fields
such as finance and supply chain management. In the IoT
environment, blockchain can be used to store and manage
device identity and authentication information, ensuring data
integrity and security. By leveraging blockchain technology,
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a secure, reliable, and efficient solution for cross-domain
access authentication can be provided. Additionally, to tackle
the issue of untrustworthy fog nodes, a trust management
mechanism for fog nodes is designed to ensure the reliability
of fog nodes within the system.

The main contributions of this paper are as follows:

1. A blockchain-assisted mutual authentication scheme
called BAMA is proposed, in which a binary symmetric
polynomial is used instead of the traditional bilinear
pairing, which significantly reduces the demand for
computational resources and improves efficiency. In addition,
in BAMA, a blockchain network is introduced as an
auxiliary mechanism to store node registration information,
authentication information, and trust scores of fog nodes into
the blockchain, which ensures the integrity and authenticity
of the data.

2. The proposed BAMA authentication scheme is
divided into two phases: pre-authentication and cross-domain
authentication. In the pre-authentication phase, mutual
authentication between cross-domain mobile nodes and local
fog nodes is achieved, ensuring the trustworthiness of cross-
domain nodes. Upon successful authentication, the local fog
node provides the mobile node with a ticket and a cross-
domain Authentication Key (IAK), offering flexibility for
subsequent cross-domain authentication without the need for
repetitive and cumbersome authentication processes.

3. In BAMA, a trust management mechanism is designed
to ensure the credibility of fog nodes within each domain.
This mechanism employs the BLS aggregate signature
algorithm, which significantly reduces the number of
signatures while ensuring the accuracy of the trust score
calculation for fog nodes.

The remainder of this paper is organized as follows:

Section II discusses the related work, Section III provides a
detailed introduction to the proposed BAMA scheme, Section
IV presents the theoretical proof and security analysis of
BAMA, and Section V compares its performance with other
existing schemes. Finally, Section VI concludes the paper.

II. RELATED WORK

Many related literatures on authentication have emerged in
recent years. For fog computing environment, Lin et al. [16]
proposed a key negotiation and user authentication scheme
in fog computing environment, which can establish a secure
session between different entities, and users can achieve
cross-domain access to other fog servers, and satisfy perfect
forward security and anonymity. However, its computational
process is overly complex and does not consider the
trustworthiness of fog nodes. Guo et al. [17] proposed an
anonymous handover authentication scheme called FogHA,
which achieves mutual authentication and key agreement
between adjacent fog nodes and mobile devices. FogHA uses
lightweight cryptographic primitives to eliminate redundant
authentication messages with the cooperation of fog nodes.
However, it similarly does not consider the trustworthiness
of fog nodes.

He et al. [18] proposed a cross-domain authentication
scheme for mobile healthcare, which allows mutual
authentication and session key generation between patients
registered at different medical centers. Zhou et al. [19]
proposed a provably secure cross-domain authentication

protocol for IoT mobile nodes, which completes the
verification of the mobile node’s identity legitimacy
by the remote domain authentication server through a
single round of message interaction. Shashidhara, R. et
al. [20] proposed an authentication scheme for mobile
environments using lightweight cryptographic primitives,
ensuring user anonymity, privacy, and security. Meng et al.
[21] proposed a secure anonymous key agreement protocol
for cloud computing that addresses poor randomness,
binding public keys to entity identities without the need
for certificates, thereby solving the certificate management
problem. However, these schemes all utilize bilinear pairing,
public key encryption, and symmetric encryption, which
require substantial computation. Jegadeesan S et al. [22]
proposed an anonymous mutual authentication technique for
mobile cloud computing in smart cities, allowing mobile
users to access services from different service providers using
a single private key without relying on a trusted third party.
However, this scheme lacks an effective key management
mechanism and does not address secure communication
between multiple groups of users. Ali R et al. [23] proposed
a three-factor authentication scheme for smart agriculture
based on fuzzy biometric extraction, smart cards, and
password credentials. The scheme supports user device
revocation and dynamic node addition but is vulnerable to
user impersonation, smart card theft, and denial-of-service
(DoS) attacks.

With the rise of blockchain technology, Shen M et al.
[24] proposed a blockchain-based cross-domain industrial
IoT security authentication and key agreement mechanism.
This scheme introduces a consortium blockchain as a
trusted platform for sharing specific domain information,
supporting identity revocation mechanisms, and protecting
entity privacy. However, the need for frequent data exchanges
increases communication overhead. Feng C et al. [25]
proposed a blockchain-based cross-domain authentication
scheme for smart 5G UAV internet that enables reliable
communication between entities from different domains
by creating multi-signature smart contracts, but the high
transaction failure rate of this scheme may cause the device to
initiate multiple transactions to complete the authentication,
and the use of smart contracts to read and write data on the
blockchain introduces delays. Gauhar et al. [26] proposed
a blockchain-based IoT permission authorization and access
control framework. This framework protects the privacy of
external users by allowing them to obtain authentication
within their parent [oT domain, with authentication based
on authorization policies stored on the blockchain. While the
scheme supports cross-domain authentication, it is inefficient
and lacks flexibility. Zhang S et al. [27] proposed a group
signature scheme aimed at verifying blockchain blocks
to address attacks on consensus algorithms, while also
providing a mobile device authentication solution. However,
if one member of the group crashes or goes offline, it
can significantly disrupt the consensus process, leading to
a decline in system performance.

In summary, when designing a cross-domain security
authentication scheme suitable for the IoT environment, we
should focus on the following key aspects: First, it is crucial
to ensure that the privacy of device information is effectively
protected to prevent the leakage or misuse of sensitive
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data. Secondly, the cross-domain authentication scheme
should enable effective mutual authentication between
the communicating parties, ensuring the legitimacy of
identities, thereby enhancing the security of cross-domain
communication. In addition, the trustworthiness of the intra-
domain authentication server is also crucial, as it directly
impacts the overall security defense capability of the system.
Our research will comprehensively consider these factors,
aiming to design an authentication mechanism that not only
meets the complex cross-domain security requirements of the
IoT but also enhances the robustness and practicality of the
system.

III. DETAILS OF BAMA

In this subsection, we first introduce the network model of
BAMA and then describe the details of the BAMA scheme.
The symbols used in the BAMA scheme are listed in Table
I

TABLE I
SYMBOLS USED IN THE BAMA SCHEME
Symbol Description
TC 10T Trust Center
MD Mobile Device
Fog Fog Node
FID Pseudonym of Fog Node and Mobile Device
G Cyclic additive group
g Generator of G
q Large prime numbers
h Hash Function
Ttog Trust Score of Fog Nodes
pkro Public Key of Trust Center
skro Private Key of Trust Center
pkvMD Public Key of Mobile Device MD
skyip Private Key of Mobile Device MD
Pkfog Public Key of Fog Node
skrog Private Key of Fog Node
1D Real Identity of Node
F(z,y) Binary t-degree Symmetric Polynomial
TS Timestamp

A. Network Model

The system model of the BAMA scheme is shown in
Figure 1. It includes the following entities: Trust Center (TC),
Fog Node (Fog), Mobile Device (MD), and Blockchain (BC).

Fog Node: Fog nodes typically possess strong
computational and storage capabilities. They are responsible
for data processing and storage near end-user locations to
reduce latency and provide faster service response. Before
joining the system, fog nodes need to register with the
TC. They manage mobile devices within their domain
and generate tickets for mobile devices for cross-domain
authentication and store this ticket on the blockchain.

Mobile Device: Mobile devices include smartphones, cars,
drones, etc. Before joining the system, they need to register
with the TC to obtain a ticket for pre-authentication. They
establish secure communication with trusted fog nodes by
querying the trust value of fog nodes in the blockchain. Only
after completing pre-authentication can they perform cross-
domain authentication. These mobile devices have certain

storage and computational units, which can be used to store
information such as tickets.

Blockchain: The blockchain provides a decentralized and
tamper-proof ledger used to record all authentication-related
transactions and data, such as the hash values of tickets
used for mobile device authentication, the trust scores of fog
nodes, and the identity information of nodes.

Trust Center: As a trusted center, it is responsible for
generating pseudonyms for nodes and tickets for mobile
nodes used for intra-domain authentication. It also removes
fog nodes that fall below the trust threshold from the system
and stores the identity information of the nodes on the
blockchain to ensure system traceability. In addition, we
encrypt the communication between the trusted center and
the fog nodes and mobile devices through the TLS protocol
in our model, and establish a secure channel through the
handshake process to ensure the confidentiality, integrity of
the data and the authenticity of the identities of the two
parties, which can effectively resist potential attacks and

threats.
%
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Fig. 1. Network model.

B. System Initialization

The TC selects a cyclic additive group G of order ¢ defined
on an elliptic curve E over a finite field F'p, where p is a
large prime number, and chooses a generator g.

The TC selects a random number skpc as its private

key and computes the public key pkrc = skrc - g. The
TC selects three hash functions h; : {0,1}" — Zi,

hy ¢ {0,1}° — {0,1}, A3 : {0,1}" — {0,1}".
Additionally, it randomly selects a binary ¢-order symmetric
polynomial F(z,y) = (Zfrmzo am,nx™y™) mod p over the
finite field.

The TC then publicly discloses the system parameters
param = (p, q, g, G, h), but keeps skrc and F(x,y)
confidential.

C. Fog Node Registration

The registration process of fog nodes is shown in Figure
2 and is detailed as follows:

Firstly the fog node generates a timestamp 7'S; and sends
its real identity /Dy, and T'S; to the TC over a secure
channel.

Upon receipt, the TC first verifies whether |T'S; —T'ST| <
At holds to determine the freshness of the message. If it
holds, it verifies whether IDfogj is registered or not in
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Fig. 2. Fog Node Registration Flowchart.

the blockchain, and if it has been registered, the request
is rejected. Otherwise, it will select a random number
§fog; € 4, and compute the pseudonym for IDyg,
as FIDyfog, = hl(IDfogj | &fog; | TS1) - skrc,
and generate a unique binary symmetric polynomial for
the fog node FIDy,, according to F(FIDjo,,y) =
(Xm0 @m.n FIDT, y™) mod p.

Subsequently the TC sets the trust score of the newly
registered fog node F'IDy.,, to Tyoq, = 0, when the score
of the subsequent FIDy,,, is lower than the threshold
thr, then FIDy,y, is set to be a malicious node, and the
communication interaction function cannot be performed in
the case that FIDfogj becomes a malicious node. The
computation of the trust score of the fog node is updated
by the trust management mechanism proposed in subsection
3.7.

The TC returns the pseudonym F'IDy,,. and the binary
symmetric polynomial F'(FIDy,,,,y) to the fog node. The
TC also packages and stores the identity information of the
registered F'IDy,4, in the blockchain, including the fog
node’s real identity IDy,y,, pseudonym FIDg,,,, binary
symmetric polynomial F'(FIDy,,,y), and the fog node’s
trust score Tyog; .

Finally, the fog node generates a random number &7,4, €
Z; and computes its own private key skfog;, = ha(&fog.
FIDy,4,) and public key pkyog, = skyog; - 9.

D. Mobile Device Registration

The registration process for mobile devices is shown in
Figure 3 and is detailed as follows:

The mobile device M D; first selects a timestamp 7'So and
sends a registration request to the TC, including 7'S> and its
real identity I D/ p,.

m,n=0

of FID,,, toO.

fog; fog;

FIDFogj ,TFOgj : F(FIDfogjj . Y))

Fog ;’

locally.

Upon receipt, the TC first verifies the freshness of the
timestamp T'Ss, i.e., verifies whether |T'Se — T'S5| < At
is valid, and if it is valid, it checks whether the device has
been registered, and if it has been registered, it rejects the
request. If the device is not registered, the TC selects a
random number Ty p, € Z; and computes the pseudonym
for the mobile device as FIDyp, = h1(7up, || IDubp, |
TS5) - skrc. After that the pseudonym FIDj;p, of the
mobile node is sent to the mobile device M D; over a secure
channel.

After receiving the message, the mobile device M D;
generates a random number Ty/p, € Z:I" and computes its
private key skyp, = ho(Tmp, || FIDyp,) and the public
key as pkarp, = skmp, - g. It then searches the blockchain
for the identity information of the fog node F'IDy,,, it wants
to connect to. If the trust score of F'IDy,,, exceeds the trust
threshold thr, M D; generates a timestamp 7'S5 and sends the
fog node’s pseudonym F'I Dy, along with T'S3 to the TC,
indicating its intention to connect to that fog node. If the
trust score of F'IDy,,, is below the threshold, M D; will
search for another fog node whose trust score exceeds the
trust threshold to connect to.

After receiving it, the TC computes an authentication key
ITAK;j = F(FIDyp,, FIDj,g,) based on the pseudonym
FIDyp, of the MD; and the pseudonym FIDngj of
the fog node received. It then generates a ticket ticket;
and sends it to FID),p, for initial authentication with
the fog node F'I Dy, .. This ticket includes the pseudonym
of the fog node FIDy,,,, the pseudonym of the mobile
device F'IDyrp,, and the public key of the mobile device
pkayp,. The ticket is signed with the TC’s private key,
and n; ; = hs(IAK;;||ticket,) is calculated. Subsequently,
the TC sends the authentication key IAK;; and the ticket

Volume 52, Issue 10, October 2025, Pages 3956-3971



TAENG International Journal of Computer Science

MD, BC

TC

Generate a timestamp TS,.p 75 )

Verify if |TS, -TS, |< At is valid.

Check if 1D, is registered

" If valid, check in the blockchain if IDp, is registered.

(FIDy5 )

Generate a random number z,,, € z,,

Generate a random number Twp, € z,,
Calculate the private key sky,, =h, (7o, || FIDyp,),
Public key pkyg = skyp, -9

Query the trust score T, of the fog node FID

fog; fog;

In the blockchain,
query the trust score T

of the fog node FID

want to connect to,

fog;

oo (FID,, ,TS,)

fog;?

Calculate the pseudo —identity of Dy, :
FIDMDi = hl(TMDi I IDMDI ITS,) - Skec-

Verify if |TS,-TS, |< At is valid.

» Calculate the authentication key IAK; = F(FID,, , FID, ).

and verify whether T, - exceeds thr.
(n FIDIVIDi ,FID

i,j?

Generate ticket, = (FID,, , FID,; ,TS;).

fog;

fogj) Calculate ni,j = |'13(|AKij ”tICketl)

(IAK,, ticket,)

ij*

Registratioﬁ successful and ready for
identity authentication with local fog nodes.

Fig. 3. Mobile Node Registration Flowchart.

ticket; to the mobile node. It also stores the authentication
information (n; j, FIDyp,, FIDy.g,) in the blockchain,
which will be used for initial verification of the mobile node’s
legitimacy during authentication with the local fog node. This
completes the registration process for the mobile node.

E. Pre-Authentication

This subsection will detail the mutual authentication
process between mobile nodes and local fog nodes, which
serves as a pre-authentication step before the mobile nodes
perform cross-domain authentication. As shown in Figure 4,
the specific process is as follows:

The mobile node MD,; first generates two random
numbers rny and kpp,, and a timestamp 7'S,. It then
computes m; = hg(rny || TAK,; || TSs), Kup, =
kup, - g, ma = m1 & hs(Kup, || [AK,;), ms =
kMD,; + hg(KMDi | IAKZ] || mi || mg) . SkMD,;- Then,
it sends (Knsp,, ma2, ms,T'Sy) along with the ticket ticket,
to the local fog node FIDy,g,.

Upon receiving the message, the fog node FIDy,g,
first verifies the freshness of the message by checking
whether |T'Sy — T'S;| < At holds. After passing this
verification, the fog node FIDy,,, searches the blockchain
for the authentication information regarding the mobile
node (n;;, FIDyp,, FI1Dfo4,) and computes TAK;; =
F(FIDyog;, FIDNp,) and n; ; = h3(IAKj; || tickety).

It verifies whether n; ; is equal to n; ;. If they are equal, it
indicates that the mobile node is legitimate and that the data
has not been tampered with or forged. Then, it continues to
compute m; = ma®hs(Knp, || TAK;;). It verifies whether
mg - g = Kup, + ha(Kup, | TAK; || my || ma) - pkao,
holds. If this is true, it indicates that the message has not
been tampered with during transmission, thus completing the

one-way authentication of the mobile node F'IDy,p, by the
local fog node FIDy,g;.

Next, F'IDy,,, generates two random numbers rng and
k'fogj, as well as a timestamp 7S5, and computes ms =
hs(rng || TAK ;i || T'S5), Kfog; = kfog; 9. Ki—j = Kmp, -
kfog, and mg = hs(Ki—; || IAKji || Ko, || ms || T'S5) -
kfog,. Then, it sends (ms, Kyoq;,me,TS5) to the mobile
node FIDyp,.

Upon receiving the message, the mobile node verifies the
validity of the timestamp 7'S5. It then computes K;_j =
Kfog, - knmp, and verifies whether mg - g = hg(KZLj I
TAK:j || Kfog, || ms || T'S5) - Kyoq; holds. If this holds
true, mutual authentication is successfully completed.

After completing the authentication, the mobile node
FIDysp, queries the blockchain for the trust score T'fqq,
of the fog node FIDy,, it intends to access cross-
domain. If the trust score exceeds the threshold thr, it
generates a timestamp 7'Sg and sends a cross-domain access
request to the local fog node F'IDy,,,, which includes
(FIDyog,,TSs).

Upon receiving the request, the fog node F'I Dy, verifies
the validity of the message by checking whether |T'Sg —
TS%| < At holds. Then, it calculates an authentication key
ITAKjx = F(FIDjoq,, FI1Dj,g,) between itself and the
receiving domain fog node F' 1Dy, . A ticket tickety =
(FIDyoq,, FID\p,,

Timethr‘) is generated, where Timethr is the validity
period of the ticket. The fog node signs the ticket
contents using its private key skj,,, and computes
Nfog;—, = h3(IAKjy || tickety). Subsequently, it sends
the authentication key [AKj;; and the ticket tickety to
the mobile node FIDysp,. The authentication information
(Nfog; s FIDn D, FID o) is stored on the blockchain
for preliminary verification by the receiving domain fog node
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Fig. 4. Flowchart for mutual authentication within domain.

during cross-domain authentication, thus completing mutual
authentication between the mobile node and the local fog
node.

E. Cross-Domain Identity Authentication for Mobile Nodes

After completing local domain authentication, the mobile
node can proceed with cross-domain authentication with a
remote domain. As shown in Figure 5, the specific process
is as follows:

The mobile node FID,/p, first generates a random
number k. € Z; and a timestamp 7'S7. Then, it computes
K. ke - g, s1 = pkog, - ke and @1 = hg(K. ||
IAK]k || FIDfogk || FIDMD || S1 || TS7) Then, it
sends the (tickets, p1, s1,T.S7) to the new regional fog node
FIDy,qg, .

Upon receiving the message the fog node F'IDy,,,
first verifies the freshness of the message by checking
if |TS7 — T'S¥| < At holds. If the verification is
successful, it further verifies the validity period timethr
of the ticket to ensure that it remains fresh. /Then, it
computes [AKy; = F(FIDjog,, F1Djo4,) and nyp,,
hs(IAKy;j || tickets). After the computation, it queries the
blockchain for the authentication information of the mobile
node (Nfog;_1» FIDND,, FI1Djog,) and verifies whether
n Fogs is equal to nyog,_, . If the verification is successful,
it indicates that the mobile node has completed authentication
with the local fog node and has received authorization from
the local fog node. Then, it computes K ; skfolgk
1 = ha(K, | IAKy; | FID o, || FID b, || s1 || T'S7).
Verifies whether ¢; is equal to ;. If the verification is
successful, it indicates that the message is secure during
transmission, thereby completing one-way authentication.

Subsequently, the fog node F'1Dy,g, generates a random
number kg € Z; and a timestamp 7'Sg, and then computes
Kq=ka-g,s2 = pknup, -ka, Ke = h3(Kq || IAKkJ | K.),
generates the session key SK,ﬂ = h3(Ky || K, || Ke |
TAKy;), and then computes po = h3(SKg; | IAK;W I
T'Ss). Afterwards, it sends (s2, Re, ¢2,TSs) to the mobile
node FIDyp,.

Upon receiving the message, the mobile node F'IDy/p,
first verifies the validity of the message by checking 1f |TSg —
T88| < At holds. If valid, it then computes K, 4 = S2-
skMD, L= hy(K, || IAK]k || K.) and computes the
session key SKi. = h(K, || K. | K, || TAK;) and

0y = h3(SK;i || IAK; || T'Sg), and verifies whether ©y
is equal to @q. If they are equal, it indicates that mutual
authentication is successful and the correct session key has
been generated, enabling secure cross-domain access.

G. Trust Management Mechanism for Fog Nodes

Since not all fog nodes in the network are trustworthy, we
propose a trust management mechanism in this subsection to
calculate and evaluate the trust scores of fog nodes within
each domain. This ensures that the fog nodes in the system
are secure and reliable. As shown in Figure 6, the details are
as follows:

If the fog node is not registered, the TC will set the initial
trust score of the fog node to 0 after the new registration
of the fog node. Subsequently, based on the historical trust
score of the fog node as well as the recommendation scores
of the mobile node and the nearby fog nodes, the trust score
of the fog node is computed and updated at regular intervals.
When the trust score is below the threshold value thr, the fog
node is defined as a malicious node and is removed from the
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FID,, FIDyy,
Generate a random number k, e Z; and timestamp TS,. Verify if |TS,-TS; [<At is valid.
Then compute: K, =k, g , s, = pky, K. Compute:: IAK,; = F(FIDy,, , FIDy, )

@ =hy (K, | AKG, || FID g, [ FIDyp, [1'5,11TSe) Mg, , =ML (IAK, [|ticket,).
(ticket,, ¢,,s,,TS.) Query the authentication information

> about FID,;, in the blockchain to obtain ny,, .

fogy

Verify if n'fogi _equals Niog,,? If they are equal, then compute:
K =5, SKigg @, =y (K, [ 1AK,; | FID, [ FID,g 15, [ITS,).
(s,,R..0,,TS,) Verify if ¢ equals .

Verify if | TS, - TS, |< At is valid. D Generate a random number k, € Z; and timestamp TS,.
Compute K, =, -skys» K, =h, (K, [| 1AK, [| K,). Then compute :

And generate the session key SK, =h,(K; || K, || K. || IAKJ.k),Kd =ki-9 > 8= Pkyg, Ky

¢, = hs(SK [[NAK;, | TS;) K, =hy(Kc HAK; T K,).

Verify if ¢, equals g,,if they are equal, And generate the session key SK,; = h,(K, || K¢ || K, |l IAK),
the cross —domain mutual authentication is completed. @, =y (SK; | 1AK; [ TS,).

Fig. 5. Cross Domain Authentication Flowchart.

signmp, (SmD;,m) to the blockchain network, and all the fog
nodes can access this data.

T BC ((.)) All fog nodes in the blockchain network collect the
(R) m A recommendation scores sigasp, (Smp;,m) from all mobile

nodes within the same domain as fog node m. The fog nodes

fog then verify the signatures collected from the mobile nodes.
fog To significantly reduce the number of signatures, the BLS
L aggregate signature algorithm is used to aggregate multiple
signatures into a single signature:
a o ,
((.’) f0g2.m ((.’) &M(K) S1"YM D, ,MD>,..., M D, =f(signmp, (SMDhm)?

$iG0M D, (SMDaym),

6‘!\0%'5“0 gm % ngi+1 ey S’ng\/[D7 ESMD77m§,)
[ ) -y SUYM D\ SM Dy,
(( Py )) S‘m . (( ’) . . t,m . .
A At the same time, the public key PK,, used for verification
fogi is also aggregated:

MD, MD, oz MD, PK,, = f(pkmp,PkMD,, - - - s PEMD,» - - - s PRMD,)

Lo '_- The BLS signature algorithm allows multiple signatures to be
mMD, MD; aggregated into a single signature, thereby greatly reducing

: the storage space and transmission bandwidth required for
Domain m signatures. This is suitable for large-scale distributed systems
and can improve the scalability and performance of the
system.

If the fog node successfully verifies the signatures, it
system. calculates the final recommendation score S,,, of the mobile

For already registered fog nodes, the process to calculate nodes for fog node m according to the following formula:
and update the trust score is as follows:
Assuming that there are ¢ mobile nodes in the same 7
domain as fog node m, the recommendation score of mobile 2im1 Wi
node 7 to fog node m is denoted as sysp, . After generating Where sprp, . is the recommendation score of the i-th
the recommendation score for fog node m, each mobile mobile node for fog node m, w; is the weight of the ¢-th
node will sign it with its private key skj;p,, denoted mobile node. Additionally, ¢ is the total number of mobile
as sigmp;(Smp;,m). to ensure that the recommendation nodes within the domain of fog node m.
score cannot be tampered with by malicious nodes. Finally, Similarly, we assume that all fog nodes can obtain the
the mobile device sends the signed recommendation score final recommendation score A, for fog node m from z other

Fig. 6. Trust Management Model.

t
Z‘— Wi SMD;,m
Sm — =1 is
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nearby fog nodes:

Z;:l 197’ angjvm

Where ajo4,m is the recommendation score of the j-th
nearby fog node for fog node m, ¥; is the weight of the j-th
fog node, and z is the total number of nearby fog nodes.
Subsequently, the fog node queries the historical trust
score of fog node m from the blockchain and calculates the
new trust score for fog node m using the following formula:

Ay =

Ttog,, =0 - Tge + B+ Spm+7-Am

Where T}, represents the new trust score of the fog node,
«, B, and v are the weights, and o + 8 + v = 1. These
weights are dynamically adjusted based on the system’s
operational status and historical data to more accurately
reflect the current network environment. Additionally, Tj?ffém
represents the historical trust score of fog node m stored on
the blockchain; S, is the final recommendation score from
all mobile devices managed by fog node m; and A,, is the
final recommendation score from other nearby fog nodes.

To avoid relying on a single node to store the new
trust score, the PBFT consensus algorithm is employed to
determine the final trust score and write it to the blockchain.
The PBFT algorithm can tolerate a certain number of
malicious or faulty nodes in a distributed network and
ensures that all fog nodes reach a consensus through its
consensus mechanism.

In the proposal phase, at the beginning of each consensus
round, the system selects the fog node with the highest trust
score as the leader (primary node), while other fog nodes
act as ordinary nodes. The leader is responsible for initiating
the proposal for the new trust score. The leader calculates
the new trust score T, ., signs it using its private key, and
then sends this signed proposal to all ordinary nodes.

In the preparation phase, after all ordinary nodes receive
the proposal from the leader, they first verify the validity of
the proposal and the leader’s signature. If the verification
is successful, each node signs the proposal with its own
private key and broadcasts a ’prepare” message to all nodes,
indicating its approval of the proposal.

In the commit phase, once a node receives a sufficient
number of prepare messages (usually 2f + 1, where f
is the maximum number of malicious nodes the system
can tolerate), it enters the commit phase. The node then
broadcasts a commit message to the network.

In the final completion phase, once a node receives
a sufficient number of commit messages, consensus is
considered achieved. The trust score T'q,. is then written
to the blockchain, and all nodes confirm and record this trust
score.

Subsequently, mobile nodes use these trust scores to select
trustworthy fog nodes for connection, thereby enhancing the
overall reliability and security of the system.

IV. SECURITY ANALYSIS

In this subsection, we conduct a comprehensive formal and
informal security analysis of the proposed BAMA scheme.

A. Formal Security Using ROR Model

To verify the security of the session key SKj;; generated
between the mobile device MD; and the remote fog
node fog, during the cross-domain authentication phase
in our proposed BAMA authentication scheme, we adopt
the widely used Real-or-Random (RoR) security model[29].
This model evaluates the semantic security of the session
key from a theoretical perspective by formulating a game-
based framework. The adversary’s capabilities are based
on the standard Dolev-Yao (DY) attack model[30], which
assumes full control over the communication channel,
including eavesdropping, modification, forgery, and replay of
messages. In the RoR model, the hash function h is modeled
as a random oracle, accessible to all parties including the
adversary. The queries that the adversary A can perform,
following the Dolev-Yao model, are summarized in Table 2.

Entities: mobile node F'ID),p,, and remote domain fog
node F'IDy¢.q, as participants. Each entity is considered
as a separate instance in each round of protocol run.
For example, IT},,, denotes the instance of mobile node
FIDyp, executing the protocol at the t-th time; Hﬁogk
denotes the instance of remote fog node FIDy,,, executing
the protocol at the ¢-th time. These instances interact with
each other for information and try to accomplish two-way
authentication and session key negotiation.

Accepted State: When an instance receives the final
message of the protocol, it is considered to be in the
“Accepted State”.

Partnering: There are three conditions for two instances
to be partners with each other: 1) Both are in the accepted
state. 2) Authenticate each other and share the same session
key. 3) Be the communication counterpart of each other.

Freshness: an instance is fresh for Test queries if the
adversary has not called Reveal or Corrupt queries on it or
its partners.

Semantic security of session keys: in the RoR model,
we define the semantic security of session keys through a
challenge game. adversary A distinguishes the real session
key from the pseudo-random number by multiple Test
queries. Eventually, for the guess value ¢’ returned by the
Test queries, if ¢/ = ¢, it means A wins the game, otherwise
A loses the game. Thus, the advantage of the adversary
in breaking the semantic security of the session key in
polynomial time ¢ is defined as:

AdvBAMA () = |2 Pr[Succ] — 1| = |2- Prld’ = ¢] — 1|

where Pr[Succ] denotes the success probability that A wins
the game. Pr[¢’ = ¢] denotes the probability that A guesses
c correctly. If the value is sufficiently small, it means that the
protocol satisfies semantic security, i.e., the adversary cannot
effectively distinguish the real key from the pseudo-random
number.

Random Oracle: in the RoR model, we assume that
the hash function h() is a publicly available randomized
prediction machine, which can be accessed by all participants
(including the adversary A). When the adversary or any
participant queries h(x), if x has not been queried before, the
random oracle generates a random output value %k and stores
the pair (x,k) in a hash table. For any subsequent query
of the same input z, the oracle returns the same output £k,
thereby ensuring consistency in the query results.
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TABLE II
QUERIES AND THEIR PURPOSES

Query Purpose
Execute(IT*!, TI*?) | Eavesdrop on the communication between two protocol instances
Send(IT%) Send a forged message to a protocol instance and receive the response
Reveal(IT) Query the session key established by a protocol instance
CorruptFog(IT%) Simulate the compromise of a fog node and extract stored sensitive data.
Test whether the returned session key is the real key or a random value: return
Test(IT?) the real session key if ¢ = 1 and a random key if ¢ = 0, enabling the adversary
to distinguish between the two.

Theorem 1: Suppose that an adversary A attempts to
break the semantic security of the proposed BAMA protocol
within polynomial time t. Then, the following equation holds:

BAMA @ + Gona
Advi )= |Hash|
where ¢, denotes the number of times the adversary executes
a hash query, |Hash| denotes the size of the output space of
the hash function, gse,q denotes the number of times the call
sends a query, and Adv$?!(t) denotes the adversary’s ability
to find a hash collision in polynomial time ¢.

Proof: We construct a sequence of games G, to analyze
the advantage of the adversary A, where n € [0,3]. Let
Suce denote the event that A successfully guesses the correct
bit ¢ and wins the game G,,. The details of each game are
described as follows.

Game 0: At the beginning of the game, the adversary A
is restricted to passively observing the protocol execution. It
is allowed to perform the query T'est(II},, ) in an attempt
to guess the system’s random bit ¢ and determine whether
the session key is real or a random value. The adversary’s
advantage in this game is equivalent to the semantic security
of the session key:

AdvBAMA(t) = |2 PrSucco] — 1|

+2- AdvS"(t)

Game 1: In this game, the Execute query is introduced,
allowing the adversary A to passively eavesdrop on
communication transcripts. By analyzing the session key
SKi, which is derived as SK;, = WK, | K. | K, |
TAKji), we note that it is determined by two ephemeral
secrets k. and kg, where K., = k. - g, Kqg = kg - g,
and K, = h3(Ky | TAK;;, | K.). To compromise the
session key SKji, the adversary must solve the ECDHP
and obtain the authentication key IAKjj, both of which
are infeasible within polynomial time. However, under a
passive attack model, A can only access messages such
as (ticketa, 1,81, TS7) and (s2, R, p2,TSs), which are
insufficient for key recovery. Therefore, the adversary’s
advantage in Game 1 remains unchanged compared to Game
0:

|Adv B A — AdvB P4 | = Pr{Sucei] — Pr[Succo) = 0

Game 2: The Send and Hash queries are introduced in
this game, allowing the adversary to actively forge messages
to deceive participants. After intercepting the messages
(ticketa, p1,51,TS7) and (s2, Re, w2, TSs), the adversary
A attempts to modify some of the messages in order to forge
a legitimate message that can pass verification. However, the

adversary must know the authentication key I AK ;, which is
protected by a collision-resistant one-way hash function and
verified between F'IDyp, and FIDy,g, . Therefore, to find
a collision in the message digest, the adversary .4 can only
attempt multiple hash queries. The hash collision probability
is analyzed based on the birthday paradox:

|Advﬁ_“éf§“ - Advf{fgﬁlﬂ = Pr[Succa] — Pr[Succi]

— q}ZL + qs2end
~ 2-|Hash|

Game 3: The CorruptFog attack is introduced in
this game, where the adversary performs power analysis
attacks to extract keys, pseudo-identities, and other sensitive
information. If A attempts to compromise the session key
SKix = h(K, || K. || K. | IAK;;) of an uncompromised
fog node, it must break the hash function A(-) by finding
a collision, solve the ECDHP Problem , and obtain the
authentication key IAKj;, all within polynomial time.
Therefore, we assume that the advantage of a hash collision
attack Adv$!!(t) is negligible, and thus we calculate the
advantage difference between Game 3 and Game 2 as
follows:

|Advﬁ_g¥‘4 - Advﬁ%ﬂfﬂ = Pr[Succs] — Pr[Succs]
= Adv'(t)

The final Game 3 simulates all the query operations
available to the adversary. If the adversary still fails to break
the protocol, the only remaining option is to guess the return
value of the Test(II?) query, i.e., to determine whether it
is a real session key or a random value. In this case, the
success probability of the adversary equals the probability
of correctly guessing the random bit c. Therefore:

1
Pr[Succs] = Pric =] = 3

By combining the advantage differences across all games,
we obtain:

AdvBAMA(t) = |2 Pr[Succg) — 1| < |2 - Pr[Sucey] — 1

2 2
qh+qsend
< |2 2= L Pr(Suc —1
_‘ <2~|Hash| + Pr uccz}) '

<|2- G+ Gna + Adv§™(t) 4+ Pr[Succs] | — 1
= 7"\ 2 [Hash| " ’

2 2
qh+qsend coll 1
2. 22— + Ad )+ -] —1
‘ (2-|Hash|+ ”H(”z) '

2 2
< 7%;; gZTd +2- Advig(2)
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Based on the above derivation, under the assumption that
the adversary makes at most g, hash queries and gsend
active message forgeries, and the hash function is collision-
resistant, the resulting advantage function is negligible.
Therefore, we conclude that the proposed cross-domain
authentication protocol BAMA achieves semantic security of
the session key under the RoR model and is secure.

B. Informal Security Analysis

1.Mutual Identity Authentication: In BAMA, there
are two phases: pre-authentication and cross-domain
authentication.

During the pre-authentication phase, the mobile node
FIDyp, completes authentication with the local fog node
FI Dfogj. The mobile node FID)/p, sends the ticket
ticket; and authentication information (Kysp,,ma,
ms,T'S4) obtained during the registration phase to the
local fog node. The local fog node FIDy,, performs the
following computation:

IAKj; = F(FIDjoq,, FIDyp,),n;
= hg(IAKﬂ || ticketl)

And queries m;; from the blockchain to sequentially
verify the authenticity of ticket; and the accuracy of the
authentication information, ensuring that the mobile node
is a legitimate node to complete one-way authentication.
Subsequently, it generates the authentication information
(ms, Kyoq;,m6, TSs) and the ticket tickets, which are
sent back to the mobile node. The ticket tickets is an
important credential for the mobile node to complete cross-
domain authentication. The mobile node verifies whether
me - g = ha(K;_; | TAK; || Kpog, | ms || TS5) - Ko,
holds. If it holds, mutual authentication within the domain
is completed.

During the cross-domain authentication phase, the mobile
node sends the ticket ticket, and authentication information
to FIDyog, . FI1Dyog, verifies the authenticity of the
ticket and the accuracy of the information by computing
and querying related information on the blockchain. This
ensures that the mobile node has obtained authorization
for cross-domain access within its local domain and
that the information has not been tampered with during
transmission. After completing one-way authentication,
FIDy¢,g, generates some authentication information and a
session key and returns them to the mobile node FIDyp,.
The mobile node then verifies the authentication information,
computes the session key, and verifies the accuracy of
the session key, thereby completing cross-domain mutual
authentication.

Therefore, BAMA  achieves
mutual  authentication  and  cross-domain  mutual
authentication. In BAMA, the authentication keys:
TAK;; = F(FIDyp,, FIDyoq,), [AK =
F(FIDyog,, FIDyoq,) are critical parts of mutual
authentication. They are based on a binary t-degree
polynomial: F(x,y) = (an,n:O A n™y"™) mod p. Its
security is based on the number of data points required to
reconstruct a binary ¢-degree polynomial and the randomness
of the coefficients. It requires ¢ + 1 values to reconstruct the
t-degree polynomial. Since the number of nodes within the

both  intra-domain

domain is only ¢, even if an attacker captures all the nodes
in the domain, they still cannot reconstruct the polynomial.

2.Resistance to Malicious Fog Nodes: To prevent some
malicious fog nodes FIDy,, from infiltrating the system,
BAMA proposes a trust management mechanism to address
this issue. The trust score of each fog node is updated
based on its historical trust score Tj?é‘;, the recommendation
values S,, from all mobile nodes within the domain, and
the recommendation values A,, from nearby fog nodes.
The updated trust scores are then stored on the blockchain.
A threshold value thr is set, and when a fog node’s trust
score Tyoq is lower than the threshold, the TC designates
the fog node as malicious, disallowing mobile nodes from
interacting with it. Additionally, before connecting to a
fog node or performing cross-domain authentication access,
mobile nodes can query the fog node’s trust score on the
blockchain to decide whether to connect to or access the fog
node.

3.Resistance to Man-in-the-Middle Attacks: Suppose
an attacker attempts to impersonate a mobile node
MD or tamper with the message sent to the fog
node (tickets,¢1,81,TS7) during the cross-domain
authentication phase. In that case, they need to obtain
the correct tickets. However, the ticket is signed by
the Trusted Center’s private key, making it impossible
for the attacker to forge the ticket. Additionally, since
p1 = hs(Ke | TAKi || FIDjog, || FIDyp; | 51|l T'S7),
the attacker must know the authentication key IAKj; or
TAK; to generate a legitimate ;. Since the authentication
key TAK;, or IAKy; is obtained through a binary t-
degree symmetric polynomial, BAMA can effectively resist
man-in-the-middle attacks.

4.Session Key Protocol: In BAMA, when the mobile
node FIDyp, and the fog node F'IDy,,4, complete mutual
authentication, a session key is generated simultaneously:
SKi = ha(Ka || K, | K. | TAKy) = ha(K) |
K. | K., || TAKj;;) = SK;, Additionally, K. =
ke g, Kg = kg-g, K. = h3(Kg | TAKj || K,).
The session key is primarily determined by two random
numbers k. and ky. Cracking the session key would require
the attacker to solve the Elliptic Curve Computational
Diffie-Hellman Problem (ECCDHP) in polynomial time,
which is impossible. Moreover, the session key includes the
authentication key as a parameter. Since the authentication
key IAKj}; is obtained through a binary ¢-degree symmetric
polynomial, the attacker cannot reconstruct the polynomial.
Therefore, BAMA ensures the security of the session key.

5.Anonymity: In the BAMA scheme, attackers cannot
obtain the real identities of nodes from the pseudonyms
FID of fog nodes and mobile nodes. Taking the mobile
device M D; as an example, the pseudonym: F'IDyp, =
hi(tvp, || IDymp, || TS2) - skre is generated by the
Trusted Center by introducing a random number 7a;p, to
increase unpredictability and using the Trusted Center’s
private key skpc to ensure the security of pseudonym
generation and verification. h; is an encryption hash function
whose output is unpredictable and unique. This ensures that
the input random number 7y/p,, real identity I.Dp/p,, and
timestamp 7'S; are irreversible after hashing. Since the TC
is completely trustworthy, attackers cannot obtain the real
identities of mobile nodes. Therefore, the BAMA scheme
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ensures the anonymity of the nodes.

6.Traceability: Since the TC packages and stores the
identity information of nodes on the blockchain after
completing their registration, if it becomes necessary to
trace a node due to certain events, the TC can retrieve the
real identity information of the node from the blockchain
based on the pseudonym. Therefore, BAMA achieves the
traceability of nodes.

7.Forward/Backward Security: In BAMA, session keys
are generated using random numbers k. and kg, which
have strong freshness properties, ensuring the independence
between session keys. The secure encryption hash function
hs is used to ensure that the session key generation process is
irreversible. Therefore, even if an attacker manages to obtain
the key of a particular session, they cannot infer the keys of
previous or subsequent sessions. Thus, the session keys in
BAMA possess forward and backward security.

8.Resistance to Replay Attacks: In the BAMA scheme,
timestamps (7'S) and random numbers are used during both
the registration and authentication phases. Therefore, BAMA
can resist replay attacks.

9.Scalability: The BAMA scheme enables the
simultaneous authentication and interaction of a large
number of mobile devices with fog nodes in other domains.
It also supports the dynamic addition of new devices and the
removal of malfunctioning devices, ensuring the system’s
flexibility and scalability.

V. PERFORMANCE EVALUATION

In this subsection, the proposed BAMA scheme will be
compared with four existing representative schemes in the
IoT environment in terms of security features and efficiency.
The efficiency comparison will focus on computational
overhead and communication overhead. All the simulation
experiments in this subsection were conducted on a computer

with hardware configuration of AMD Ryzen 7 6800H
processor, 16GB RAM and RTX 3060 graphics card using
MATLAB 2022b software for computational overhead and
communication overhead.

TABLE III
COMPARISON OF SECURITY FEATURES

Feature [91 | (18] | [20] | [28] | BAMA
Cross-domain mutual authentication v v v v v
Intra-domain mutual authentication X X X X v
Session key protocol v v v v v
Forward/Backward security v v v v v
Resistance to man-in-the-middle attacks x v v v v
Resistance to replay attacks v x v X v
Resistance to malicious authentication servers X X X X v
Anonymity v v v v v
Traceability 3 v X X v

A. Security Feature Evaluation

In Table 3, we compare the security features of the
proposed BAMA scheme with those of four other schemes.
As shown in the table, BAMA offers more comprehensive
security features than the other schemes. Specifically,
BAMA excels in resisting malicious authentication servers
(domain administrators), which is crucial for preventing
insider attacks. Moreover, none of the other four schemes
have implemented mutual authentication within the domain.
Compared to [9], [20], and [28], BAMA meets the
requirement for node traceability and additionally provides
protection against replay attacks, which is a common security
threat, unlike [18] and [28]. Furthermore, in BAMA, node
identity information, registration information, and some
authentication information are stored on the blockchain,
ensuring the immutability of the data.

B. Computational Overhead Evaluation

For convenience, we define some basic cryptographic
operation symbols and provide their corresponding execution

300 -
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Fig. 7. Comparison of computational overhead.
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TABLE IV
EXECUTION TIME OF BASIC OPERATIONS (MS)

Symbol Description Execution Time
Teem Execution time of elliptic curve point multiplication 13
Teca Execution time of elliptic curve point addition 5
Tseq Execution time of symmetric encryption decryption 6
Toair Execution time of bilinear pairing 25
Ty Execution time of hash operation 0.6
Texp Execution time of modular exponentiation 16
Thrd Execution time of public key encryption 43
Tske Execution time of private key decryption 9
Ty_sig Execution time of identity-based signature generation 57
Tw—_sig | Execution time of identity-based signature verification 7
TABLE V
COMPUTATIONAL OVERHEAD COMPARISON(MS)
Scheme Mobile Device Local Domain Administrator | Remote Domain Administrator | Total Computational Cost

[9] ATeem + Teca + 2T}, -

6Teccm + Teca + 2T, 10Tecem + 2Teca + 4T},

[18] 5Th + 6Tecm + 2Teca 3

5Th + GTecm + 2Teca 10Th + 12Tecm + 4Teca

[20] T 4Ty, + Tpkd + Tske T + Tpkd + Tske 12Ty, + 2Tpkd + 2T ske
[28] 5Th + 3Tecem 5Ty + 2Tccm 4Th + 3Teem 14Ty, + 8Teem
BAMA 3T, + 4Teem - ATy, + 4Teem T + 8Teem
TABLE VI
COMMUNICATION OVERHEAD COMPARISON(BITS)
Scheme | Registration Phase | Cross-Domain Authentication Phase | Total Communication Overhead
[9] 2208 1184 3392
[18] 992 960 1952
[20] 480 3008 3488
[28] 1120 2240 3360
BAMA 1504 1024 2528

times according to [16], as shown in Table 4. Table 5
summarizes the computational overhead comparison between
the proposed BAMA scheme and four other schemes, with
computational entities divided into mobile nodes, local
domain administrators, and remote domain administrators.
As seen in Table 5, the computational cost of the BAMA
scheme is the lowest. Additionally, Figure 7 compares
the computational overhead of each entity in different
schemes and the total computational overhead of the different
schemes. From Figure 7, it can be seen that BAMA has the
lowest computational overhead. This is because BAMA uses
only a small number of elliptic curve point multiplications
and hash operations, and therefore does not require more
complex cryptographic operations such as bilinear pairing
and public key encryption and decryption.

C. Communication Overhead Evaluation

We assume that the length of identity information is 160
bits, the length of random numbers is 160 bits, the length of
timestamps is 32 bits, and the length of hash digests is 160
bits. The symmetric encryption and decryption algorithm is

the Advanced Encryption Standard (AES) with a key length
of 256 bits (maximum security). The asymmetric encryption
and decryption algorithm uses the 1024-bit RSA (Rivest-
Shamir-Adleman) algorithm, and the private key signature
length is 1024 bits. Furthermore, we assume that the security
of a 160-bit ECC (Elliptic Curve Cryptography) is equivalent
to that of a 1024-bit RSA, and the prime number on the
elliptic curve is 160 bits.

Table 6 summarizes the communication overhead of
each scheme during the registration phase, cross-domain
authentication phase, and the total communication overhead.
In the registration phase, the data transmission length
between the mobile node MD and the TC in the
BAMA scheme is 544 + 960 1504 bits. In the
cross-domain authentication phase, the data transmission
length is 512 + 512 1024 bits. Therefore, the total
communication overhead of BAMA is 2528 bits, while
the total communication overheads of [9], [28], and [20]
are 3392 bits, 3360 bits, and 3488 bits, respectively, all
higher than that of BAMA. For better visualization, we
present the results from Table 6 in Figure 8. As we can
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Fig. 8. Comparison of communication overhead.

see, the communication overhead of the BAMA scheme is
the second lowest, slightly higher than the 1952 bits of
the [18] scheme. However, BAMA provides more security
features than [18]. Specifically, [18] does not offer intra-
domain mutual authentication, cannot resist replay attacks,
and cannot identify malicious authentication servers within
the domain.

D. Blockchain Simulation Experiment

In this subsection, we conducted a simulation experiment
on the blockchain application within the BAMA scheme,
utilizing Hyperledger Fabric 1.4.0 as the development
platform. The aim of the experiment was to store the identity
information of mobile nodes and fog nodes, along with the
trust scores of fog nodes, on the blockchain. The blockchain’s
features were leveraged to enable identity information
querying and verification. To validate the feasibility of this
scheme, we performed tests using drones as mobile nodes.

Firstly, during the registration phase, the fog node Fog;
sends a registration request to the TC. The TC queries
the blockchain to check whether identity information for
Fog; already exists. If no corresponding record is found, it

(20]

[28]

BAMA

confirms that the node has not yet been registered, as shown
in Figure 9. Subsequently, the TC generates a pseudonym
FIDg,y, and a unique binary symmetric polynomial
F(FIDy,qg;,y) for Fog;, while also assigning an initial trust
score T4, . This trust score will be periodically updated and
re-evaluated in the future. Finally, the pseudonym FIDy,,.,
the binary symmetric polynomial F(FIDy.g,,y), and the
trust score Tfog], are stored on the blockchain, as illustrated
in Figure 10. Additionally, during the registration phase, the
mobile node M D; sends a registration request to the TC,
which includes a timestamp and its real identity /Dy p,. The
IDysp, can be the product identification code of the drone,
serving as its unique identifier, which typically contains the
manufacturer’s name code, product model code, and serial
number. After receiving the request, the TC generates a
pseudonym F'IDy;p, for IDyrp,. Subsequently, M D; can
query the identity information of the fog node F'I Dy, it
wishes to communicate with on the blockchain and verify
whether the trust score of the fog node exceeds the threshold,
as shown in Figure 11. Finally, the TC computes the
authentication information n; j, between the drone M D; and
the fog node FIDyg, . The n; 1, along with F'IDy/p, and

root@liu-machine:~/go/src/github.com/hyperledger/fabric/scripts/fabric-samples/test-netwo

rk# peer chaincode query -C mychannel -n basic

fog_Jj)"1}'
Error: endorsement failure during query.

ym FID_(fog_j) does not exist”

-c '"{"Args":["ReadAssetByPseudonym","FID (

response: status:500 message:"asset with pseudon

root@liu-machine:~/go/src/github.com/hyperledger/fabric/scripts/fabric-samples/test-netwo

rk#root@liu-machine:~/go/src/github.com/hyperledger/fabric/scripts/fabric-samples/test-ne

Fig. 9. Failed to find the identity information for F'ID g, .
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root@liu-machine:~/go/src/github.com/hyperledger/fabric/scripts/fabric-samples/test-netwo
rk# peer chaincode invoke -o localhost:7850 --ordererTLSHostnameOverride orderer.example.
com --tls --cafile "S{PWD}/organizations/ordererOrganizations/example.com/orderers/ordere
r.example.com/msp/tlscacerts/tlsca.example.com-cert.pem” \
-C mychannel -n basic --peerAddresses localhost:7851 --tlsRootCertFiles "S${PWD}/organizat
ions/peerOrganizations/orgl.example.com/peers/peer@.orgl.example.com/tls/ca.crt” \
--peerAddresses localhost:9851 --tlsRootCertFiles "S{PWD}/organizations/peerOrganizations
Jorg2.example.com/peers/peer@.org2.example.com/tls/ca.crt” \
-¢ '{"function":"CreateAsset","Args":["Fog node j", "FID (fog j)", "F(FID (feg j),y)", "O©
", "Ts_3"]H

[chaincodeCmd] -> Chaincode

invoke successful. result: status:200
ig. 10.  Storing FIDngi to the Blockchain.

root@liu-machine:~/go/src/github.com/hyperledger/fabric/scripts/fabric-samples/test-netwo
rk# peer chaincode query -C mychannel -n basic -c '{"Args":["ReadAssetByPseudonym","FID (
fog_k)"1}'

{"Identity":"Fog node k","Pseudonym":"FID (fog k)","SymmetricPolynomial":"F(FID (fog k),y
)", "TrustScore":78,"Timestamp":"T5_4"}

root@liu-machine:~/go/src/github.com/hyperledger/fabric/scripts/fabric-samples/test-netwo

rki# I

ig. 11. Successfully queried the identity information for F'/Dy,g, -

root@liu-machine:~/go/src/github.com/hyperledger/fabric/scripts/fabric-samples/test-netwo
rk# peer chaincode invoke -0 localhost:7050 --ordererTLSHostnameOverride orderer.example.
om --tls --cafile "S${PWD}/organizationsfordererOrganizations/example.comforderers/ordere
r.example.com/msp/ftlscacerts/tlsca.example.com-cert.pem" \
-C mychannel -n basic --peerAddresses localhost:7851 --tlsRootCertFiles "S{PWD}/organizat
ions/peerOrganizations/orgl.example.com/peers/peer@.orgl.example.comftls/ca.crt” \
- -peerAddresses localhost:9851 --tlsRootCertFiles "S${PWD}/organizations/peerOrganizations
org2.example.com/peers/peerf.org2.example.comftlsfca.crt" \
-c '{"function":"CreateAsset","Args":["Mobile node_i", "FID_(MD_i)", "n_(i,k)", "FID_(fog
k)", "Ts_s"1}'

[chaincodeCmd] -> Chaincode

invoke successful. result: status:200

ig. 12.  Storing FIDpsp, to the Blockchain.

root@Lliu-machine:~/go/src/github.com/hyperledger/fabric/scripts/fabric-samples/test-netwo
rk# peer chaincode query -C mychannel -n basic -c '{"Args":["ReadAssetByPseudonym","FID (
MD_i)"1}'

{"Identity":"Mobile node_i","Pseudonym":"FID_(MD_1i)","AuthenticationInfo":"n_(1i,k)","Fogh
odePseudonym":"FID_(fog_k)","Timestamp":"TS_5"}

Fig. 13.  Successfully queried the authentication information for F'IDysp, .
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root@liv-machine:~/go/src/github.com/hyperledger/fabric/scripts/fabric-samples/test-netwo

rk# peer chaincode invoke -o localhost:7050 --ordererTLSHostnameOverride orderer.example.

om --tls --cafile "${PWD}/organizations/ordererOrganizations/example.com/orderers/ordere

r.example.com/msp/tlscacerts/tlsca.example.com-cert.pem” \

-C mychannel -n basic --peerAddresses localhost:7851 --tlsRootCertFiles "${PWD}/organizat

ions/peerOrganizations/orgl.example.com/peers/peerd.orgl.example.com/tlsfca.crt” \

- -peerAddresses localhost:9051 --tlsRootCertFiles "${PWD}/organizations/peerOrganizations

org2.example.com/peers/peer@.org2.example.comftls/ca.crt” \

-c '{"function":"CreateAsset","Args":["Fog node k", "FID (fog k)", "n_(fog (k-h))",

(MD_1i)", "TS_6"]}'

[chaincodeCmd]

invoke successful. result: status:200

"FID_

-> Chalncode

Fig. 14. Store the cross-domain authentication information on the blockchain.

FIDyg,q,, is stored on the blockchain, as shown in Figure
12.

In the pre-authentication phase, the local fog node
FIDy,g, verifies the authenticity and legitimacy of
the mobile node MD,; by retrieving the authentication
information from the blockchain and performing the
necessary calculations, as shown in Figure 13. After
successful authentication, the drone M D; will further query
the blockchain for the identity information of the fog node
it intends to access across domains, ensuring that the trust
score of the fog node meets the required threshold. The query
results are the same as shown in Figure 11. Subsequently,
the local fog node generates authentication information
Nfog,_, and stores nyfog, ,, FIDyp,, and FIDy,, on
the blockchain, as shown in Figure 14. In the cross-domain
authentication phase, the remote fog node FIDy,q4, can
perform preliminary authentication with the mobile node
MD; by querying the authentication information stored on
the blockchain. The query results are similar to those shown
in Figure 13.

In summary, this experiment not only validated the
effectiveness of blockchain technology within the BAMA
scheme but also demonstrated its excellent performance
in device identity management, information querying, and
verification. The immutability and traceability of blockchain
provided reliable security guarantees for the entire system,
particularly in dynamic and complex network environments.
By utilizing blockchain to store identity information and
trust scores, the system can better prevent malicious attacks
and identity spoofing issues, thereby enhancing the overall
security and credibility of the system.

VI. CONCLUSION

In this paper, we propose a secure cross-domain
authentication scheme named BAMA to address the cross-
domain access requirements in mobile IoT. Firstly, BAMA
not only achieves intra-domain mutual authentication but also
realizes mutual authentication between mobile nodes and
other domain administrators, generating session keys during
the cross-domain authentication process. BAMA replaces
traditional bilinear pairing with symmetric polynomials,
which simplifies the computation process and improves

system efficiency. Additionally, by storing nodes’ registration
information and some authentication information on the
blockchain, BAMA enhances the system’s traceability and
security.

BAMA also introduces a trust management method
specifically for evaluating and managing the trustworthiness
of fog nodes. This method involves all fog nodes in
the network performing calculations and updates, reaching
consensus through the PBFT consensus algorithm, and
storing the latest trust scores of the fog nodes in the
blockchain. Through this approach, mobile nodes can
query the trust scores of fog nodes on the blockchain
before connecting to them, ensuring the trustworthiness
of each domain administrator (fog node). Finally, through
security and performance analysis, BAMA provides more
comprehensive security features and better performance.

In the future, the scheme could be extended to broader
application domains to comprehensively meet the complex
demands of the Internet of Things (IoT). Additionally,
attention could be given to the development of emerging
technologies, such as quantum secure communication, to
further enhance the security of the scheme.
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