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Abstract— The usage of handheld devices in Internet-of-
Things (IoT) facilitates more connectivity, portable control
features, and an extensive scope of collecting and transmitting
data. It will eventually mean that a handheld device
characterized with constrained resources will encounter
significant challenges as well as impediments towards
implementing a robust security solution. Irrespective of the
presence of massive archives of security solutions, it is quite
cumbersome to realize the core methods. Hence, this challenge
is addressed in the current manuscript by contributing a
discussion towards the effectiveness of prime implementation
methods arranged in a structured and compact taxonomy of
security solutions towards IoT handheld devices. The study has
identified prime methodologies as access control schemes,
encryption schemes, secure device authentication schemes, and
learning based approaches. The outcome of the study further
contributes to a compact and crisp insight into the novel
research gap from existing reviewed methods.

Index  Terms—Internet-of-Things, Handheld Device,
Security, Encryption, Taxonomy.
1. INTRODUCTION
ANDHELD  devices offer various ranges of

applications towards increased connectivity along with

their portability for facilitating interaction, control, and
data collection in real-time [1]. Some of the essential
applications of handheld devices in Internet-of-Things (IoT)
are related to health and fitness monitoring, environmental
monitoring, navigation and location tracking, security and
surveillance, home automation, augmented reality,
communication and connectivity, and industrial applications
[2]-[5]. Different types of handheld devices in IoT are
smartwatches, fitness trackers, handheld medical devices,
portable sensors, mobile Point of Sale systems, handheld
barcode scanners, portable Global Positioning System
(GPS), handheld data loggers, etc [6]. In short, handheld ToT
devices contribute towards improving operational efficiency
by integrating with advanced processing capabilities,
communication, and sensing. As these handheld devices are
connected to the [oT ecosystem, it will eventually mean that
they are exposed to a large network system with a higher
degree of vulnerabilities [7]. There is a greater deal of
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challenges towards safeguarding such resource-constrained
handheld devices in [oT. The first biggest challenge is
related to implementing complex encryption or security
protocols in handheld devices with limited storage, memory
and very low power of processing power. The second
practical constraint is related to the battery life of these
handheld IoT devices, whereas any form of security
approaches will demand a considerable amount of resources.
The current state of handheld devices in IoT doesn't have a
comprehensive user interface in order to facilitate robust
methods of authentication using complex credential-based
passwords or the use of biometrics. Hence, user
authentication of IoT handheld devices is still an unsolved
state of problem. Various forms of confidential and sensitive
information, e.g., location data, health metrics, and personal
information, are aggregated by loT handheld devices.
Hence, one of the critical areas of research is to focus on
offering optimal privacy of such sensitive private data with
equal emphasis towards data transmission as well as local
storage management at the same time. The handheld devices
are well-known for their usage of either Wi-Fi or Bluetooth-
based communication protocols, which are very much
vulnerable to public networks [8]. Such devices are exposed
to unauthorised access, data interception, and eavesdropping
while using conventional inbuilt communication protocols
by manufacturers of devices.

Individuals wearing such handheld devices are not always
exposed to consistent connectivity of their device with the
core network or internet due to various practical reasons.
This leads to the outage of devices, cutting them off from
possible software updates and firmware patches to protect
them from online threats. Apart from this, the updates
encountered challenges towards being forwarded to a large
number of users effectively. There is always a possibility of
theft or physical loss for such handheld devices in IoT,
leading to the disclosure of sensitive data to an attacker. At
present, there is no foolproof solution that is capable of
encrypting the data or erasing the sensitive information from
the stolen handheld device by remote means. There is no
concrete state of a dedicated network between the device
and a certain trusted entity (could be a user or service
provider). Although it is not a bigger and complex task to
connect the handheld user to certain access points; however,
this can be a real challenge when the device is within a
range of a public network where there is a possible presence
of potentially undetected attackers. Hence, access control
and device pairing on public networks is a bigger security
concern that has yet not be up with mitigation measures. It
will eventually mean that it is quite a challenging task to
identify the attacker’s presence, especially if they adopt
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unconventional strategies to intrude on the network system.
Further, it is also noted that there is a demand for integrating
this handheld device with various other parties, e.g., cloud
services, or other handheld devices. Such integration
demands a potentially robust and interoperable security
service, which at present is missing in existing times. It is
also noted that another bigger challenge is to develop a
security solution by a security developer to comply with the
existing standards of General Data Protection Regulation
(GDPR) as well as Health Insurance Portability and
Accountability Act (HIPAA), as different algorithms have
different consequences and impact [9]. Finally, the security
of the IoT handheld device also potentially depends upon
awareness as well as user behaviour [10]. At present, there
are various types of evolution of security approaches,
considering both conventional techniques and advanced
approaches. While going through all the existing studies, it
is observed that they are massive archives of literature,
while it is a very difficult task to realise the precise solution
to address this challenge. Hence, it is necessary to
investigate the large archives of existing solutions and then
narrow them down to only prime methodologies, which
makes it easier to understand the effectiveness of existing
security schemes.

The related work of this study comprises of currently
available surveyed investigations towards IoT device
security. The investigation carried out by Adam et al. [11]
and Bouzidi et al. [12] discusses on various architectural
issues pertaining to security shortcomings in IoT, where the
review concludes a higher number of open-ended issues of
trust that need to be resolved. An interesting study by
Mazhar et al. [13] has presented a discussion connecting loT
security with devices based on usage and respective
identification. According to the study, there is a challenging
issue in device identification using existing security
frameworks in IoT. A similar line of investigation is carried
out by Barua ef al. [14] from the perspective of a wearable
device connected to IoT. The study outcome suggests usage
of Bluetooth in such devices renders them vulnerable to
situations where it is not only challenging to identify threats
but also more challenging to implement protocols to resist
threats. Jmila et al. [15] have presented a machine learning
based scheme for investigating traffic types in order to
classify the IoT devices. The study outcome concluded that
machine learning is a new arena quite productive in feature
extraction and hence can be used in device and its usage
feature identification. This also relates to the possible usage
of machine learning towards device security. Muhammad et
al. [16] have presented a discussion on various types of
potentially evolving attacks that adversely influence the
privacy of smartphones, where the study outcome
highlighted open-ended issues in next-generation devices.
Sensors are one of the common components within new
brands of handheld devices, which are found to be
vulnerable towards privacy-based attacks as seen in the
investigation report of Santos ef al. [17].

However, there are various research issues pertaining to
existing review work being carried out till date, which are as
follows: i) There are extensive research work discussion on
all individual implementation approaches towards securing
10T, but not enough emphasis is towards realizing the actual
taxonomy of some core implementation methodologies, ii)
there is a prominent gap explored in existing review work;

they are either inclined towards IoT security or device
security with less connectivity between them, iii) existing
review work has not yet explored the missing link between
the existing issues in [oT that influences the shortcoming of
handheld device security.

Hence, this study aims to facilitate a single-handed
investigation work reporting on the effectiveness of only
core implementation methods towards influencing IoT
handheld device security. The objectives of the study in
form of value-added contribution of this study is as follows:
i) the research work extracts all current work while adopting
a specific method to arrange all the individual
implementation techniques in orderly and structured form
for clear identification of essential taxonomy of prime
security methods for IoT handheld devices, iii) an
exploration of publication trends is carried out to understand
the more frequently adopted implementation methodology
as well as to identify the methods which has received less
attention, iv) an exclusive highlights of identified research
gap is contributed towards emphasizing essential operations
to be undertaken for future researchers. This is how the
objectives of this paper have been achieved.

II. METHOD

The existing literature consists of various approaches
towards promoting secure features for combating potential
adversaries; however, this current investigation focuses
more on device security. To identify relevant articles, we
searched for phrases such as "IoT device security," "IoT
access control,” "lIoT encryption," "secure IoT devices,"
"device authentication in IoT," "machine learning for IoT
security,” "device management in IoT," "IoT security
schemes" or "IoT handheld device security." We assessed
the studies based on the quality of their methodology, the
clarity of their study objectives, and the significance of their
findings. We preferred articles with obvious experimental
setups or real-world applicability. A deeper investigation
towards the domain of this study shows that both device-
level security and other forms of available security
approaches in IoT are highly connected. The research
challenge is to extract only the approaches which has
potential influences on device-level security; therefore, a
distinct research methodology is adopted to collect the
research papers and carry out the review work. Fig.1
showcases the method adopted for this purpose.

According to Fig.1, the initial step is to accumulate
research papers with an inclusion of manifold security
schemes involved in the IoT environment towards resisting
threats. The second step is towards reviewing the abstract
for identifying if the topic of implementation is linked with
device security in IoT. The next step is to perform
preliminary filtering out certain collected articles based on
inclusion and exclusion criteria. The filtered papers are
subjected to secondary review, where a study is carried out
towards the algorithm, implementation environment, and
accomplished outcome contribution. Based on the
accomplished outcome, the current review makes a
conclusive remark on the research gap. Inclusion criteria
involve selecting only papers where the security schemes
relate either directly or indirectly to device security. Only
the papers published between 2019-2024 in IEEE Xplore,
PCM, arXiv, Springer, and MDPI are selected to review the
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methodology and extract research trends. Exclusion criteria
involve ruling out any papers which has no connection with
Summary of review papers. To increase transparency and
rigour in the review process, the table below indicates how
many articles were included at each step. The numbers
represent the original collection of articles, which were then
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Papers
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Research Gap
Fig. 1. Adopted Method for Proposed Review Study

TABLE 1
SUMMARY OF REVIEW PROCESS.

Stage Number of Papers
Initial Pool (after search) 970
After Preliminary Filtering 187
After Secondary Review 70

III. RESULTS

At present, there are different variants of approaches to
offer security for manifold handheld devices in IoT. It was
seen that there is a stronger correlation among all these
approaches, while some of them are implemented as
standalone, while some are integrated with others. A crisp
discussion on the effectiveness degree of these approaches is
carried out considering the methodology discussed in the
prior section. However, this section will highlight all the
prime methodologies that have been developed in recent
studies targeting securing loT handheld devices.

A. Studies towards an Access Control Scheme

This scheme is meant to offer an interaction between the
IoT devices and only authorized users. The first variant of
this scheme is known as Role-based Access Control
(RBAC), where a definitive role is allocated to a device and
user while permission to access is granted based on these
explicit roles [18]-[20]. There is a discrete permission type
associated with each role. The second variant is known as

/
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device security. No conference papers are selected for
reviewing in the current review study. Table I showcase the
filtered for relevance to the review's focus on device-level
security. Following the second round of assessment, 125
papers were identified as most related to the research
objectives.

Review Algorithm

-8

Review Implementation

Review Outcomes

Attribute-based Access Control (ABAC), where various
attributes, e.g. environmental condition, device attributes,
and user attributes are used for offering an access control
[21]-[23]. The third variant of this scheme is known as
Capability-based Access Control (CBAC), where certain
capabilities or tokens are issued and deployed for granting
access to a device, where a specific set of actions is defined
for a specific token [24]. The fourth variant is known as
Context-based Access Control (CTAC), where the decision
of access control is formed based on contextual information,
e.g. device status, location, time, etc [25][26]. Table II
showcases the summary of the effectiveness of this scheme.

B. Studies towards Encryption Schemes

This is one of the most frequently and widely used
approaches where various data associated with the operation
of an IoT handheld device is encrypted to offer data
integrity and confidentiality. Existing studies have
reportedly used symmetric encryption (e.g. Advanced
Encryption Standard) where the same secret key is used for
both encryption and decryption [27][28]. Existing studies
have also been witnessed to use asymmetric encryption
where encryption is carried out by public key and decryption
is carried out by private key using mainly Elliptical Curve
Cryptography (ECC) and Rivest-Shamir Algorithm (RSA)
[29][30]. It is also noted that the adoption of ECC has been
emphasized in various existing literature [31][32]. ECC
deploys an algebraic structure of finite field cryptography to
form a unique type of asymmetric encryption. Hybrid
encryption is another evolving security approach in
literature that uses both symmetric and asymmetric
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encryption for the exchange of keys in a highly resilient
manner [33][34]. Finally, literature has witnessed the usage
of homomorphic encryption, which eliminates the
dependencies of decryption as the operation can be carried
out on encrypted data while the outcome is the encrypted
form of the result itself [35]. Table III summarizes the
effectiveness of this scheme.

C. Studies towards Secure Device Management

This scheme emphasises understanding and realizing
various applications, attributes, and components present
within the IoT handheld device in order to carry out certain
operation that securely manages the IoT device against
potential threats. The term management is towards its
agenda for maintaining functionality of the IoT device,
security of the device and application within it, and offering
data integrity. Existing literature has witnessed various
studies towards device authentication that aim to connect the
network with only authorized devices [36]-[39]. Usually,
device credentials, pre-shared keys, and certificates are used
for this purpose. It is also found that properly updating the
device also assists in retaining secured devices in IoT, and
one way discussed in literature is Firmware Over-the-Air
Updates (FOAU) [40]-[44]. This scheme is used for
permitting the device firmware to be remotely updated to

improve performance and to fix any possibilities of security
vulnerabilities. Another form of device management
technique is to use Secure Boot, which ensures that an IoT
handheld device should be able to start only when
connected/hosted in a trusted secure environment [45]-[46].
This scheme also supports device lifecycle management that
involves device management with decommissioning,
configuration, and provisioning. However, it involves
operational overhead. Network Access Control (NAC) is
another secure device management scheme that constructs
security postures (e.g., agreement with security standards,
health of handheld device) and policies for controlling
access rights of devices on a specific network [47][48].
Identity and Access Management (IAM) is another device
management scheme where access rights of user as well as
their identities are managed [49]-[53]. It involves managing
roles defined for users, authorisation, and authentication. It
is to be noted that operations related to all the above-
mentioned existing schemes are further made more capable
by the construction Access Control List (ACL). This scheme
of ACL is responsible for configuring the permission for loT
handheld devices to specify the right to use a particular
resource or adopt a particular action [54][55]. Table IV
showcases the effectiveness of existing secure device
management schemes.

TABLE II
SUMMARY OF ACCESS CONTROL SCHEMES
Security Method Literatures Strength Limitation
RBAC [18]-[20] Higher consistency, better scalability, simplified Static nature of roles, unmanageable roles under
management a complex ecosystem
ABAC [21]-[23] Supports dynamic access, supports complex Induce performance overhead
policies of access control
CBAC [24] Supports decentralisation, fine-grained access Recovation complexity, challenging token
control management
CTAC [25][26] Granular control, adaptive security Privacy issues induce complexities
TABLE IIT
SUMMARY OF ENCRYPTION SCHEME
Security Method Literatures Strength Limitation
Symmetric [27][28] Less computational overhead, faster execution, Scalability issues, key distribution problem
Encryption suitable for resource-constrained IoT devices
Asymmetric [29][30] Stronger security for signatures and key exchange Implementation complexity, slower,
Encryption [31][32] simplifies key distribution. computationally intensive
Hybrid [33]1[34] Balanced security strength, suitable for [oT Unbalanced focus on management and securing
Encryption the key increases complexity
Homomorphic [35] Higher data confidentiality during processing, Induce complex management not suitable for
Encryption higher privacy preservation IoT handheld devices, with a highly slow
response
TABLE IV
SUMMARY OF SECURE DEVICE MANAGEMENT
Security Method Literatures Strength Limitation
Device [36]-[39] Trust building between the network and devices, Highly vulnerable to theft, with higher
Authentication and resist unauthorised devices. complexity in managing credentials.
FOAU [40]-[44] Simplifying device maintenance, enabling security Higher feasibility of intrusion by malware,
patching in time possibility of failed updates causing malfunction
of the device
Secure Boot [45][46] Higher root of trust, efficient integrity protection Potential hardware dependencies, complex
verification process
NAC [47][48] Prevents an exploited device from connecting to the ~ Challenging management of device diversity,
network, strict policy enforcement policy complexity
1AM [49]-[53] Effective auditing of access events, granular control ~ Cumbersome user management, complex setup
ACL [541[55] Customizable and flexible for different events, with ~ Highly dependent on maintenance and updates,

precise control of resources based on a defined list

with sub-optimal scalability.
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D. Studies towards Learning-based Approaches

There is an increasing adoption of Machine Learning
(ML) approaches towards solving issues pertaining to
security problem in IoT system. Although encryption
methods can effectively stop intruders but it can only
happen when the system has prior information about
attacker. However, ML approaches adopts proactive
measure by performing predictive calculations towards
generating an outcome for both detection and classification
of unforeseen threats in an IoT environment. However,
practical deployment of ML approach also demands it to be
lightweight. There are various options for this viz. ensemble
methods, Decision Tree (DT), shallow neural networks, etc.
that is known for lower consumption of computational
resources. Apart from this, ML approaches are also known
for their adoption in feature selection methods and Principal
Component Analysis (PCA) to handle large and voluminous
set of high-dimensional sensory data in IoT ecosystem.
There are also various hybrid models where ML is
integrated with signature to offer better adaptability towards
current threats. The currently undertaken proposed review
work focuses on significance of tailoring the ML-based
security models towards threat profiles and specific
constraints of resources of an IoT devices. The notion is to
accomplish a better balance between system efficiency and
detection performance.

With the types of attackers becoming smarter and more
complex, there is an increasing adoption of machine
learning and deep learning approaches towards securing loT
devices. Such learning approaches contribute towards
cumulative system resilience with anomaly detection and
threat detection capabilities in predictive form. Existing
studies have witnessed wider adoption of various types of
supervised learning approaches which approaches including
classification algorithms using Support Vector Machine
(SVM), Random Forest, and DT are deployed for addressing
various security threats in IoT [56][57]. Supervised
algorithm using regression, e.g., Logistic Regression (LoR)
and Linear Regression (LiR), has also been witnessed in
existing literature towards predictive identification of threats
in IoT [58][59]. Clustering algorithms like K-Means have
been witnessed for unsupervised learning methods [60],
while many unsupervised approaches have also used
dimensional reduction algorithms for optimising the training
data [61]. Extensive studies have been carried out towards
anomaly detection using Autoencoders (AE) [62][63] and
Isolation Forest (IF) [64]. Current implementation towards
securing loT devices is also noted by deploying Ensemble
Learning methods using RF and Gradient Boosting Machine
(GBM) [65][66]. It is further noted that machine learning
has been deployed for scenarios with simpler tasks and
smaller datasets. So, when it involves a larger dataset and a
complex form of task, deep learning approaches are used,
especially when dealing with high-dimensional data.
However, it should be noted that machine learning
approaches have lesser resource demands in contrast to deep
learning approaches; while machine learning is found to be
more interpretable in contrast to deep learning approaches.
Apart from this, the machine learning approach is known for
its wider applicability on a variety of tasks, while deep

learning is restricted to a specific form of complex tasks.
Current work towards the adoption of deep learning
algorithms has been carried out by using Convolution
Neural Network (CNN) [67], Recurrent Neural Network
(RNN) / Long Short-Term Memory (LSTM) [68][69] and
Miscellaneous (MSC) variants of deep neural networks [70].
Table V showcases a summary of the effectiveness of the
currently reviewed learning approaches.

E. Research Trend Identification

As stated in previous sections, there are specifically 4
different variants of research implementation approaches
towards ensuring device security within an [oT ecosystem.
This section highlights the trends of research work being
published between 2019-2024 from various reputed
publishers (Table VI). The outcome shows that learning
approaches using secure device management are
exponentially increasing in their publication rate (n=45107),
which is followed by both learning-based approaches, i.e.,
machine learning and deep learning approaches (n=38499).

The access control schemes (n=19787) are found with
half the total publications considered to secure device
management and learning approaches. Interestingly, the
encryption-based approaches, which are considered to be
always a preferred approach for device security, have
received quite less attention in perspective of their
publication (n=9511). It is also to be noted that blockchain
schemes are also increasing their adoption (n=10410), and it
is found to be used in joint implementation with all the other
security schemes. The core findings of the research trends
offers following disclosure: i) there is a higher emphasis
towards secure device management especially considering
network access control (n=22493) which very less emphasis
is given to FOAU scheme (n=183), which is quite unbiased
attention towards problems, ii) core implementation using
encryption has witnessed underrated publications while joint
usage of encryption with access control, secure device
management, and blockchain are quite high stating less
work being carried out towards evolving innovative
individual encryption approach. It has been noted that the
approaches pertaining to the blockchain technology is
emerging in faster pace. Although, it has been mainly sought
towards strengthening data integrity; however, there are
increasing number of studies towards access control
associated with an IoT environments. These approaches are
meant towards supporting decentralization operation of
blockchain as well as to improvise the tamper-resistant
nature of it. However, there are significant level of
operational challenges associated with it when it comes to
access control mechanism. Various issues noted related to
this are latency due to consensus protocol, scalability
bottlenecks, challenges towards managing dynamic threat
level. Reviewing various standard research articles towards
such issues highlights that majority of current form of
security models using blockchain technology doesn’t meet
the constraints associated with practical deployment with
increased security robustness. This fact act as a hurdle
towards real-time applications hosted in IoT ecosystem that
has a demand of increased throughput and reduced latency.

There are various types of approaches as shown in Table
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VI; however, not all approaches receives same attention. A

closer look to the numbers will show that blockchain is just
in nascent stage of security inclusion in [oT and still various

conventional scheme are highly researched upon.

TABLE V
SUMMARY OF LEARNING-BASED APPROACHES
Learning Method Literatures Strength Limitation
Supervised Classification: [56][57] Clear decision boundaries, Opverfitting risk, demands labelled data, and
Regression: [S8][59] effective for known threats limited flexibility
Unsupervised Clustering: [60] Outlier identification doesn’t ~ Lacks interpretability, is sensitive to cluster

Anomaly Detection

Dimensional Reduction: [61]

AE: [62][63]
IF: [64]

need labelled data
Can handle large datasets,
suitable for complex data

initialisation, and loss of information
Training complexity, impractical anomaly
assumption, and overfitting risk

Ensemble Learning RF / GBM: [65][66] Robust to overfitting, higher Computational overhead, slower training
accuracy duration
Deep Learning CNN: [67] Higher accuracy, Higher Computationally intensive, vanishing
RNN/LSTM: [68][69] memory capabilities (LSTM)  gradient problem
MSC: [70]
TABLE VI
IDENTIFIED TREND OF PUBLICATIONS
Approaches Methods IEEE Springer PMC arXiv MDPI
Access RBAC 15 6214 285 6 24
Control ABAC 206 2136 548 15 37
CBAC 0 4213 108 19 33
CTAC 0 5686 201 18 23
Encryption Symmetric 353 1373 907 15 30
Asymmetric 35 907 729 7 17
Hybrid 70 1787 1925 4 19
Homomorphic 119 622 545 17 30
Secure Device Authentication 1176 2783 3052 240 345
device FOAU 2 94 79 3 5
management  Secure Boot 8 174 201 9 5
NAC 2223 8778 11076 208 208
IAM 158 2543 3007 10 17
ACL 76 3944 4667 7 9
Machine RF 87 994 1278 12 40
Learning SVM 238 1841 2540 8 26
DT 95 1499 2077 9 26
LoR 22 566 1002 6 14
LiR 20 908 2870 1 2
K-means 16 2907 633 0 5
IF 18 260 452 4 9
Deep AE 105 622 823 20 23
Learning GBM 226 645 850 8 20
CNN 60 1102 1537 34 68
RNN/LSTM 105 925 1257 4 16
MSC 617 3524 5243 92 88
Blockchain 937 6335 2689 164 285

Apart from this, more information is furnished in Table
VII, where a critical assessment is carried out towards
existing learning approaches concerning detection accuracy,

[71][72].

detection time, and typical applications. The numerical

TABLE VII

scores exhibited in this table are averaged after reviewing
existing research papers as well as additional works, e.g.

PERFORMANCE COMPARISON OF ML AND DL MODELS FOR 10T SECURITY

Learning Approach Model Type Detection Accuracy (%) Detection Time (ms) Typical Applications
Supervised SVM 85-95 50 - 150 Assists in malware detection, Binary classification
Supervised RF 37_96 100 — 200 Towards packet ﬁlte‘:rmg, Il?tru‘smn detection in smart
city applications
Supervised DT 80-90 30-120 Intrusion detection for smart meters, wearables
Supervised LoR 75 -88 25-80 Prediction of attacks in healthcare units
Supervised LiR 70 -85 20-60 Event prediction in sensor networks
Unsupervised KMC 60 — 80 70 —200 Anomaly detection in industrial IoT
Unsupervised / IF 78-92 60— 180 Outlier detection in low-power IoT
Anomaly Detection
Deep Learning AE 9097 200 - 800 Anomaly detection
(Unsupervised)
Ensemble Learning GBM 88 -96 150 - 300 Behaviour and fraud analysis
Deep Learning CNN 91-98 300 - 1000 Multimedia surveillance
Deep Learning RNN)/LSTM 89 -96 250 - 900 Behaviour analysis in smart logistics
Deep Learning Miscellancous 38 _ 97 300 — 1200 multivariate time-series in IoT, sensor fusion tasks,

and Hybrid attacks
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It shows that the applicability of different models varies
from each other, while some of them are found to have a
common range of applications towards a secure [oT system.
The detection of threats is carried out for the considered
adversary models within the cited research work discussed
in these sections, towards IoT.

From the perspective of detection accuracy, it is noted
that CNN and AE in deep learning models, while SVM and
RF in machine learning models, are better performers with
more than 95% accuracy. From the perspective of speed, the
LR and DT model are known for their faster execution,
which makes them more suitable for real-time IoT security
applications. GBM and RF are seen to offer a better trade-
off between performance and accuracy, and hence could be
considered as a balanced model. However, deep learning
models like CNN and other miscellaneous models are found
to be dependent on GPU and TPU, as well as sometimes
edge offloading, which is not found to be resource efficient.

F. Learning Outcomes of the Research Gap

The research gaps we've identified have been prioritised

based on their impact and urgency, and they are as follows:

o Less Dynamic Access Control Schemes (High Impact and
Urgent): While there are various viable access control
techniques, many are based on fixed, predetermined
assumptions about the environment or devices. This is
an issue, particularly in IoT networks, where the danger
landscape can shift swiftly and unexpectedly.

o Research Questions and Directions: i) How can we
make access control models more dynamic, so they
can respond to real-time changes in security
requirements? and ii) Can we add machine learning
to these models to make them more adaptable and
responsive?

e Hardware dependencies (Medium Impact, Urgent): We've
made good progress in secure device management, but
many of these systems still require ongoing monitoring,
maintenance, and updates. Existing research does not
sufficiently address these dependencies.

o Research Questions and Directions: 1) How can we
create lightweight security solutions, hardware-
independent, and that do not require regular updates
or complex maintenance? and ii) Is it conceivable
for low-cost, resource-constrained devices to offer
secure booting and firmware updates while
maintaining performance?

o Unbalanced Evolving Schemes (Medium Impact, High
Urgency): Learning-based approaches are becoming
more widespread, although their application in
resource-constrained handheld IoT devices has not been
thoroughly investigated. Furthermore, prediction
models often neglect the diversity of devices in loT
contexts, limiting their practical utility.

o Research Questions and Directions: 1) What
modifications are required to make machine
learning models function on resource-constrained
portable IoT devices? and ii) How can we
incorporate diverse IoT environments into machine
learning models to increase scalability and overall
effectiveness?

o Blockchain-induced complexity (low impact, medium
urgency): Blockchain has the potential to secure IoT
devices, but it also adds additional issues, such as
vulnerability to attacks (such as the 51% attack) and
high computing needs, making it unsuitable for many
IoT devices.

o Research Questions and Directions: 1) Can we
improve blockchain technology to perform more
effectively in resource-constrained IoT contexts
while maintaining security? and ii) How can
blockchain be combined with other IoT security
technologies to improve performance and security?

o Few studies on handheld device security (high impact,
medium urgency): The majority of present IoT security
research is broad in scope; however, there are few
dedicated studies on handheld IoT devices. These
gadgets possess distinct properties that are not well
addressed in generic security models.

o Research Questions and Directions: 1) What specific
security difficulties do portable IoT devices face,
and how can we tailor existing solutions to address
them? and ii) Can we create new, lightweight
security models designed exclusively for handheld
IoT devices that do not degrade performance or
usability?

From all the above-mentioned gap highlights, the learning
outcomes now reveal increasing demands for a context-
sensitive, resource-aware, and highly adaptable security
framework that is customized for handheld devices in IoT.
Such gaps can be addressed by emphasizing scalable
learning modelling with hardware-agnostic security methods
and real-time access control that could function effectively
on resource-constrained devices. Further, computational
overhead can be minimized by fine-tuning blockchain
implementation, while it is also critical to integrate various
scenarios of IoT for improving both applicability and
accuracy.

G. Discussion

This study examined security options for IoT handheld
devices, emphasizing both device-level security and
integration with larger IoT systems. It was discovered that,
while classic access control models are extensively utilized,
emerging models such as CTAC and CBAC provide greater
flexibility but provide privacy and management difficulties.
Various encryption systems, including symmetric and
hybrid encryption, are widely used, with hybrid being
recommended for balancing security and performance.
Although secure device management solutions such as
authentication and firmware updates are successful, they are
limited by operational and physical constraints. The review
also emphasized the importance of machine learning in
threat detection; however, its implementation is constrained
by resource limits in mobile devices.

Our findings back up prior research on the complexities
of protecting IoT devices, particularly handhelds, due to
their variety and limited resources. Like the previous study,
we discovered that standard solutions such as access control
and encryption frequently fail to handle the unique
difficulties of these devices. Traditional access control
models, such as RBAC, are inflexible in dynamic IoT
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environments, whereas newer techniques, such as ABAC
and CTAC, are more adaptable but raise privacy and context
concerns. Although hybrid encryption provides a fair mix of
security and performance, it adds administrative complexity,
as previous research has shown. Furthermore, the usefulness
of machine learning in detecting anomalies is generally
acknowledged, but its application to resource-constrained
mobile devices necessitates additional modifications.

Our findings indicated that, while IoT security has
improved, major holes remain in securing resource-
constrained mobile devices. We discovered that many
generic IoT security solutions require modification to suit
the special difficulties of portable devices, such as limited
resources and fluctuating connectivity. Access control
techniques such as RBAC are frequently unsuccessful in
dynamic contexts, and while machine learning has potential,
it confronts hurdles when applied to mobile devices.
Contrary to our early assumptions, encryption is no longer
the primary focus; rather, multi-layered techniques that
combine encryption with additional technologies such as
access control and blockchain are gaining popularity.

IV. CONCLUSION

The operational environment of IoT is far more complex
than that of traditional wireless networks, making linked
devices exposed to a variety of security attacks. IoT refers to
a huge network of interconnected devices, protocols,
infrastructure, software, hardware, and middleware. This
intricacy makes it extremely difficult to safeguard each
device from potential threats. This study provides a
comprehensive review of the existing methods used to
protect IoT devices, including the following significant
contributions: i) a summary of essential techniques that
bring together various security approaches for IoT; ii)
recognition of core security methods that have been spread
across different studies; iii) an examination of commonly
used approaches, along with a focus on lesser-explored
methods for researchers to consider; and iv) a detailed
discussion of the strengths, weaknesses, and research gaps
in current strategies.

The future of IoT security is dependent on closing these
gaps, which are critical for increasing the protection of IoT
devices. Some of the significant research gaps identified in
this study include the need for dynamic access control
systems, hardware-independent security solutions, the use of
learning-based models in resource-constrained situations,
and the operational problems associated with blockchain.
These concerns are not only pressing but also crucial for
designing security frameworks capable of keeping up with
the constantly increasing dangers in IoT environments. By
addressing these shortcomings, we may improve the security
of handheld IoT devices and develop more adaptable,
scalable, and efficient security mechanisms that can be used
in a variety of IoT contexts.

As ToT expands and becomes more widely accepted,
solving these security issues will become increasingly more
critical. The research gaps discovered provide great
prospects for future work, ensuring that IoT devices,
particularly those with low resources, can operate securely
in an increasingly complicated and hostile environment.
Future research will focus on closing these gaps, beginning

with the development of novel threat identification and
mitigation mechanisms that use advanced machine learning
techniques. Hence, the future work will be carried out
towards improving the real-time deployment scenarios by
emphasizing more on lightweight security methods which is
capable of fine-tuning itself to a dynamic threat
environment. This should be done without sacrificing any
form of performance associated with a resource-constrained
IoT device. Further, an extension of this study can be
towards integrating adaptive access control with blockchain
and machine learning for a more scalable and resilient
defence system customized specifically for an IoT
environment.

In a nutshell, it can be stated that there are critical
research gap existing in framework of IoT security
especially with respect to demand of adaptive and scalable
access control to be collaborated with threat detection in
real-time. This form of research challenge can be addressed
by developing a novel decentralized access control by
collaborative efforts of blockchain and ML models. The
notion of this architecture will be towards facilitating access
management with inclusion of context-aware and dynamic
attributes.
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