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Abstract— In the healthcare domain, the Internet of Things 

(IoT) plays a crucial role in connecting medical devices to the 
internet, enabling the automatic collection and exchange of 
medical data. However, this increased connectivity also 
introduces cybersecurity risks, including malicious attacks and 
vulnerabilities in sensitive data storage. To address these 
challenges, we propose a blockchain-based model specifically 
designed for secure and scalable healthcare data storage. By 
leveraging a decentralized architecture, our approach enhances 
security, traceability, and operational efficiency, mitigating the 
risks associated with centralized storage systems. The model is 
designed to support high transaction volumes, with storage 
throughput scaling from less than 1 byte/second with a small 
network to over 100 bytes/second as the number of nodes 
increases, ensuring robust performance under high workloads. 
Unlike conventional storage solutions, which experience high 
packet loss rates due to congestion, our system maintains a 
packet loss rate of 0%, even when processing hundreds of 
thousands of transactions. Furthermore, our model achieves a 
100% success rate in transaction validation, ensuring that all 
medical data is securely recorded and accessible without 
failures, unlike existing solutions that suffer from 
inconsistencies in transaction finalization. In addition to 
security, the proposed system ensures seamless compatibility 
with various communication protocols, making it adaptable to 
diverse healthcare environments. While an increase in network 
size results in higher latency, reaching a few seconds in large-
scale deployments, this trade-off remains within acceptable 
limits for secure healthcare applications. Through extensive 
simulations, our study demonstrates that blockchain-based data 
storage not only enhances security and reliability but also 
ensures scalability and efficiency, making it a highly suitable 
solution for managing healthcare data in IoT-driven 
environments. 
 

 
Manuscript received December 13, 2024; revised April 16, 2025.  
Zouhair Elhadari is a Ph.D. student in the Department of Computer 

Science, Faculty of Sciences and Techniques, Moulay Slimane University, 
Beni Mellal, Morocco. (email: zouhair.hdr@gmail.com). 

 Hicham Zougagh is a full Professor in the Department of Computer 
Science, Faculty of Sciences and Techniques, Moulay Slimane University, 
Beni Mellal, Morocco. (email: h.zougagh@usms.ma). 

Noureddine Idboufker is a full Professor in the Department of 
Telecommunications and Computer Sciences, National School of Applied 
Sciences, Cady Ayyad University, Marrakech, Morocco. (email: 
n_idboufker@yahoo.fr). 

Mohamed Ech-chebaby is a Ph.D. student in the Department of 
Computer Science, Faculty of Sciences and Techniques, Moulay Slimane 
University, Beni Mellal, Morocco. (email: med.echchebaby@gmail.com). 

Samir elouaham is a full Professor in the Department of Physics, 
Chouaib Doukkali University, Eljadida, Morocco. (email: 
elouahamsamir@gmail.com). 

 

Index Terms—Blockchain, Internet of Things in healthcare, 
Secure data storage, Wearable medical devices, Blockchain for 
medical IoT applications. 

I. INTRODUCTION 

The rapid adoption of Medical Internet of Things (MIoT) 
technologies is transforming healthcare by enabling real-
time data collection, remote patient monitoring, and 
automated medical processes. MIoT devices offer significant 
advantages, including enhanced efficiency [1] and 
automation [2]. However, their deployment also introduces 
critical cybersecurity challenges, such as vulnerability to 
malicious attacks, weak authentication mechanisms, and 
unauthorized data access [3], [4], [5]. These security 
concerns threaten the integrity, confidentiality, and 
availability of sensitive medical data, making it imperative 
to develop robust protection mechanisms [6], [7]. 

Blockchain technology has emerged as a promising 
solution for securing MIoT ecosystems by leveraging 
decentralization, immutability, and cryptographic security. 
However, traditional blockchain implementations face 
challenges related to scalability, storage efficiency, and 
resource constraints of IoT devices. To address these 
limitations, we propose an optimized blockchain-based data 
storage model tailored for wearable medical IoT devices. 

The main contributions of this work are as follows: 
• A novel blockchain-based framework designed to 

ensure the secure storage of medical data collected from 
wearable MIoT devices. 

• A dual blockchain architecture integrating a local 
blockchain for temporary data buffering and a public 
blockchain for permanent storage. 

• An authentication mechanism using a voting-based 
Proof of Stake (PoS) consensus, enhancing security and 
access control for connected devices. 

• A scalable and adaptable model capable of integrating a 
large number of MIoT devices without compromising 
performance. 

• A hybrid deployment strategy, enabling seamless 
integration of blockchain technology with wearable medical 
IoT sensor networks. 

To validate the effectiveness of our approach, we perform 
extensive performance evaluations, focusing on key metrics 
such as latency, storage throughput, packet loss rate, and 
success rate. Our findings demonstrate that the proposed 
model offers enhanced security, scalability, and efficiency 
compared to existing blockchain-based solutions. 
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The remainder of this article is structured as follows: 
Section 2 reviews related work in MIoT security and 
blockchain integration. Section 3 presents the security 
mechanisms of blockchain technology in the context of 
MIoT. Section 4 details the proposed data storage model and 
its authentication mechanism. Section 5 discusses the 
simulation scenarios, results, and performance evaluation. 
Finally, Section 6 concludes the paper and outlines future 
research directions. 

II. RELATED WORKS 

This section provides a comprehensive and detailed 
review of the related works on the application of blockchain 
technology in healthcare data storage. 

Blockchain technology has gained increasing attention in 
the healthcare industry, particularly in securing and 
managing medical data. Several studies have explored its 
potential applications, ranging from electronic health records 
(EHRs) to supply chain management and drug traceability. 

A report from Allied Market Research [45] states that the 
global blockchain in healthcare market was valued at 
$531.19 million in 2021 and is projected to reach $16.30 
billion by 2031, with a compound annual growth rate 
(CAGR) of 40.8% from 2022 to 2031. This rapid growth is 
driven by the rising demand for secure, interoperable, and 
transparent healthcare data management solutions. 

One of the key applications of blockchain in healthcare is 
the enhancement of security, privacy, and accessibility of 
EHRs. Traditional centralized EHR systems are prone to 
security breaches, unauthorized access, and data tampering. 
Several studies have proposed blockchain-based EHR 
models to mitigate these risks. Study [8] developed a 
blockchain-based method for assessing the sufficiency of 
medical data, ensuring tamper-proof storage and allowing 
patients to retain control over their health records. Similarly, 
Study [9] introduced a patient-centric blockchain 
architecture utilizing BigchainDB, IPFS, and AES 
encryption to enhance access control in EHR management. 
Study [10] further explored blockchain's role in healthcare, 
detailing its architecture, security challenges, and 
interoperability constraints under regulatory frameworks like 
HIPAA. While these studies highlight blockchain’s potential 
in securing EHRs, they mainly focus on permissioned 
blockchain models and do not extensively address 
challenges related to cross-institutional data sharing and 
real-time access. 

Beyond EHRs, blockchain has been widely investigated 
for secure medical data exchange and interoperability 
between healthcare providers. Study [11] analyzed security 
risks across blockchain layers and discussed its applicability 
in healthcare data sharing. Research [12] proposed a 
blockchain-based deep reinforcement learning framework to 
optimize medical data scheduling while ensuring secure data 
transmission. Additionally, Study [13] introduced 
LightMED, a blockchain-enabled access control mechanism 
integrated with fog computing and CP-ABE to secure 
electronic medical records in cloud environments. These 
studies demonstrate blockchain’s ability to enhance data 
sharing security; however, most solutions introduce 
computational overhead due to cryptographic operations, 
limiting their feasibility for resource-constrained IoT-based 
healthcare systems. 

Ensuring drug authenticity and preventing counterfeit 
pharmaceuticals is another critical application of blockchain 
in healthcare. Study [14] presented a blockchain-based 
decentralized patient-centric healthcare data management 
(PCHDM) framework to enhance drug authenticity and 
traceability. Similarly, Study [15] developed a smart 
contract-based verification system for drug authentication, 
while Study [16] explored various smart contract-based 
tracking mechanisms to improve transparency in 
pharmaceutical supply chains. Despite these advancements, 
current solutions often overlook scalability concerns, as 
storing and verifying large volumes of pharmaceutical 
transaction data on the blockchain remains computationally 
expensive. 

Blockchain has also been leveraged to enhance the 
integrity and transparency of clinical trial data and 
laboratory test management. Study [17] proposed a 
blockchain framework for immutable and verifiable clinical 
trial records, preventing data manipulation and fraud. 
Additionally, Study [18] demonstrated the use of smart 
contracts to automate patient consent processes, ensuring 
ethical compliance and secure record management. While 
these studies offer promising solutions, challenges remain in 
integrating blockchain with existing clinical trial 
management systems and ensuring regulatory compliance 
across different jurisdictions. 

Although blockchain presents significant opportunities in 
healthcare, existing research has several limitations. Many 
studies focus on specific applications such as EHR security, 
data exchange, or drug traceability, but few provide a 
comprehensive, integrated solution that addresses multiple 
aspects of secure medical data storage and access control. 
Moreover, issues such as blockchain scalability, high energy 
consumption, and regulatory compliance remain 
underexplored. In this work, we propose a secure and 
scalable blockchain-based data storage model for wearable 
medical IoT devices, addressing these limitations by 
integrating lightweight cryptographic techniques and an 
optimized smart contract mechanism to enhance security, 
privacy, and efficiency. 

III. OVERVIEW OF BLOCKCHAIN TECHNOLOGY FOR 

MEDICAL IOT DATA STORAGE CONCEPT 

In the realm of medical IoT, blockchain technology offers 
a groundbreaking approach to secure data storage [19], [20], 
[21]. By using a distributed ledger system, each data block is 
cryptographically linked, ensuring the system's security [22], 
[23], immutability, and tamper resistance [24]. This ledger 
functions like a database, organizing data chronologically 
and regulating access through permissions. The primary 
objective of this paper is to introduce a blockchain-based 
data storage architecture for medical IoT applications, 
providing a robust and secure solution for managing 
sensitive healthcare data storage. 

Using blockchain technology for data storage offers a 
secure solution, particularly for medical IoT sensor 
networks. Blockchain introduces several key features that 
are highly beneficial for data storage, such as:  

Immutability: Blockchain ensures the immutability of 
stored data [25], meaning that once data is stored in a block, 
it cannot be altered. This feature enhances traceability and 
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auditability, which are critical aspects of healthcare data 
management. 

Decentralization and Distribution: These features are 
fundamental to blockchain technology [26], [27], [28]. 
Decentralization eliminates the need for centralized data 
storage systems that are vulnerable to cyber-attacks. By 
employing a peer-to-peer (P2P) architecture, data transfers 
occur directly between nodes, reducing the risk of system-
wide failures [26]. In addition, data redundancy across 
multiple nodes enhances resilience against cyber-attacks, 
ensuring both data integrity and availability. 

Consensus Mechanism: Consensus mechanisms are 
crucial for ensuring the integrity and security of data in a 
decentralized blockchain network [29], [30]. They establish 
rules that all nodes in the medical network must follow, 
preventing unauthorized modifications or tampering. 
Without a consensus mechanism, the network is vulnerable 
to exploitation by malicious entities, which could undermine 
the validity and integrity of the data. 

Despite these advantages, conventional blockchain 
models often introduce high computational overhead, 
making them impractical for resource-constrained MIoT 
devices. Our approach enhances blockchain-based MIoT 
data storage by addressing key challenges related to security, 
scalability, and efficiency. To mitigate network congestion, 
our adaptive blockchain architecture dynamically adjusts 
block sizes based on demand, ensuring efficient data 
processing with low latency. Additionally, we integrate a 
lightweight consensus mechanism designed for resource-
constrained MIoT devices, reducing computational overhead 
while preserving transaction integrity. By supporting high-
throughput data handling and maintaining reliability under 
varying workloads, our model provides a robust, scalable, 
and efficient solution for secure medical record storage in 
IoT-driven healthcare environments. 

IV. DATA STORAGE MODEL FOR WEARABLE MEDICAL IOT 

DEVICES USING BLOCKCHAIN TECHNOLOGY 

In this section, we present the architecture of our 
proposed data storage model for wearable MIoT devices 
utilizing blockchain technology. We describe the key 
components of the system and outline their roles and 
interactions in managing data storage. 

A. The proposed model 

Blockchain technology revolutionizes MIoT networks by 
reducing the reliance on centralized servers for critical 
functions such as data storage and authentication. It 
enhances data integrity, privacy, and accessibility through 
smart contracts, thereby reducing administrative burdens and 
improving patient outcomes. 

Blockchain introduces a decentralized and distributed 
approach to managing both data and nodes within a P2P 
network. In our system, wearable medical device (WMD) 
nodes retain full control over the network, with any new 
WMD requiring approval from existing nodes via the 
consensus mechanism. The architecture of the WMD 
network utilizing blockchain technology is illustrated in 
Figure 1. 

The proposed model integrates an innovative modular 
approach by utilizing both a public blockchain and a 
lightweight blockchain for the storage of the data collected 
by WMDs. 

A description of the main entities in proposed architecture 
is developed as follows: 

Local Blockchain: This complementary ledger in the 
proposed architecture manages node identities and stores 
hash addresses referencing data packets on the public 
blockchain. It records key information, such as the total 
number of data packets, the ID of the validator node, and the 
address of new blocks added to the public blockchain.  

 
Fig 1: Proposed blockchain WMD architecture
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Public blockchain: Serving as a comprehensive database, 
the public blockchain stores all data received from WMD 
nodes, including node authentication and registration details. 
It operates as a P2P system, where each blockchain storage 
entity maintains a complete copy of the blockchain for 
redundancy. These entities generally possess robust storage 
and computational capabilities, enabling the reconstruction 
of the entire system from a single node in case of data loss 
due to node inaccessibility [31]. 

WMD Nodes: Within the WMD network [32], [33], there 
are two distinct types of nodes: sensor nodes and consensus 
nodes, each serving specific functions. 

 Sensor Nodes: These nodes collect environmental 
data, operate with limited resources, and transmit 
information to the blockchain gateway at specified 
intervals. They receive instructions from WMD 
consensus nodes and are designed to minimize 
power consumption[34]. 

 Consensus Nodes: These nodes collect data and 
execute consensus mechanisms. They are typically 
powered by mains and designed to avoid excessive 
power consumption.  

Both sensor and consensus nodes communicate 
bidirectionally with the blockchain gateway. 

Blockchain gateway: The blockchain gateway plays a 
pivotal role in communicating with WMDs to collect and 
transmit data for storage on the public blockchain[35]. It 
facilitates interactions with consensus WMD nodes during 
node registration and validator selection processes. 
Equipped with higher computational power, the gateway 
supports validator WMD nodes in their network validation 
tasks. Additionally, the blockchain gateway maintains a 

lightweight copy of the public blockchain and oversees the 
implementation of the network consensus mechanism, 
selecting validators through mechanisms such as Proof of 
Stake (PoS) to add new blocks [36],[46]. 

Smart contracts (SCs): SCs automate predefined functions 
within the blockchain [37]. In our architecture, SCs operate 
at the public blockchain level managing tasks within the 
WSN ecosystem such as sensor node registration and 
facilitating communication between the public blockchain 
and the blockchain gateway. These contracts ensure 
automated and secure interactions, delivering predetermined 
results with minimal risk of error. Once deployed on the 
blockchain, SCs are immutable, meaning they cannot be 
updated or have additional features added to their source 
code. 

Application Programming Interface (API): In our 
proposed architecture, blockchain queries are handled 
through an API [38], [39]. The API's sole function is to 
retrieve data from the blockchain, allowing only GET 
requests and prohibiting data addition via POST requests. 
To effectively respond to user queries, the API requires two 
parameters: the blockchain gateway ID and the WMD ID, 
ensuring prompt and accurate data retrieval from the 
blockchain. 

B. WMD authentication process 

As previously mentioned, WMD consensus nodes will 
implement a network consensus mechanism such as PoS, 
when a new WMD node requests to join the network. Figure 
2 illustrates the authentication process and the steps involved 
in integrating a new node into the network.

Fig 2: Node Addition Procedure in a Blockchain-Enabled WMD Network
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Step 1 (Request Initiation): To join the WMD network, 
the new node WMD sends a request to the blockchain 
gateway to establish a communication channel. 

Step 2 (Information Query): Once the communication 
channel is established, the blockchain gateway queries the 
new node for specific information, including its unique 
identifier (ID), MAC address, and other details. 

Step 3 (Response Submission): The new node will 
respond to the blockchain gateway by providing the entire 
list of requested characteristics. 

Step 4 (Data Forwarding): The blockchain gateway 
forwards the details of the new node to a WMD consensus 
node for validation through the consensus mechanism (such 
as PoS). 

Step 5 (Data Verification Request): The WMD consensus 
node validator requests the blockchain gateway to verify 
whether the new node's data not exists in the local 
blockchain database. 

Step 6 (Local Blockchain Query): Upon request from the 
WMD consensus node, the blockchain gateway queries the 
local (lightweight) blockchain to check if the new node’s 
data is already present. 

Step 7 (Data Retrieval): If the node data is found in the 
lightweight blockchain, it is sent to the blockchain gateway; 
otherwise, no data is returned. 

Step 8 (Data Transmission): After retrieving the data, the 
blockchain gateway transmits it to the WMD consensus 
node. 

Step 9 (Data Evaluation): The WMD consensus node 
evaluates the new node's data against existing records in the 
local blockchain to decide whether the new node should be 
allowed to join the WMD network. 

Step 10 (Final Decision): At the end of the process, the 
result of the join request is sent by the blockchain gateway 
and recorded on the public blockchain. 

We can conclude that the WMD authentication process 
ensures new nodes can securely join the WMD network 
through a series of validation steps using a consensus 
mechanism, such as PoS. This approach enhances the 
network’s security and integrity, providing a robust and 
reliable environment for WMDs. 

C.  Performance evaluation methodology 

Performance metrics 

In our proposed solution, the system's performance is 
evaluated using key metrics to assess the efficiency and 
reliability of blockchain integration within wearable MIoT 
environments. The selected metrics include: 

 Average Latency: This measures the time taken for 
a transaction to be confirmed after being sent. It is 
calculated as the difference between the 
transaction's start and end times. It reflects the 
system's responsiveness [40], [41]. 

Latency= ( endtime – starttime ) 

Where starttime presents the time when the transaction is 
sent, and endtime is the time when the transaction is 
confirmed. 

 Storage Throughput: represents the volume of data 
stored per second during the simulation. It provides 
an indication of the system's capacity to manage 

large-scale data generated by wearable MIoT 
devices [40]. 

Storage_Throughput= (Total_data_stored / Sim_duration) 

Where Total_data_stored is total volume of stored data 
(in bytes), and Sim_duration is the total duration of the 
simulation (in seconds). 

 Packet Loss Rate (PLR): Represents the ratio of the 
number of packets that were not successfully 
received to the total number of packets sent. This 
metric shows the percentage of transactions lost 
during transmission. A high PLR could indicate 
network reliability issues or system overload [42]. 

PLR= (total_lost/ total_sent)*100 

Where total_lost is the number of lost transactions, and 
total_sent is the total number of transactions sent during the 
simulation. 

 Success Rate: This measures the percentage of 
successfully stored transactions compared to the 
total number of sent transactions in the blockchain 
network. It is calculated as the ratio of stored 
transactions to sent transactions, expressed as a 
percentage. 

Success_Rate=(stored_transactions/sent_transactions)*100 

Where sent_transactions represents the total number of 
transactions initiated by the blockchain nodes, and 
stored_transactions refers to the number of transactions 
successfully stored and validated within the blockchain. 

By prioritizing the minimizing of latency and packet loss 
while maximizing storage throughput, our proposed solution 
aims to provide fast, secure, and efficient transaction 
processing. This approach is particularly suited for MIoT 
environments characterized by high data volumes and 
stringent real-time requirements. 

Description of simulation algorithm 

In the simulation of the proposed model, five main 
algorithms are integral to the proposed blockchain-IoT 
system. These algorithms include the select_validator 
function, propagation_loss function, lora_gateway function, 
wearable_medical_device function, and run_simulation 
function. Each algorithm plays a critical role in the operation 
and simulation of the model. The following sections provide 
an overview of these algorithms: 

Algorithm 1 : the select_validator function 
Input: Set of stakes for all nodes (stakes) 
Output: Index of the selected validator. 
// Step 1: Calculate the total stake across all nodes 
1.  total_stake = sum(stakes) 
// Step 2: Pick a random value within the total stake 
2.  pick = random(0, total_stake) 
// Step 3: Initialize the current cumulative stake 
3.  current = 0 
// Step 4: Iterate over each node's stake 
4.  for each node's stake in stakes 
// Step 4.1: Update cumulative stake 
5.     current = current + stake 
// Step 4.2: Check if cumulative stake exceeds the random 
pick 
6.      if current exceeds pick 
7.         return the index of the selected validator          
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8.      end if 
9.   end for 

According to Algorithm 1, the select_validator function 
implements the Proof of Stake (PoS) consensus mechanism 
to select a validator node based on the stake held by each 
node. It first calculates the total stake across all nodes and 
then generates a random number within this range. The 
function iterates through the nodes, progressively 
accumulating their stakes, and selects the first node whose 
cumulative stake surpasses the generated random number. 
This ensures a probabilistic yet stake-weighted selection, 
promoting fairness and reducing energy consumption 
compared to traditional Proof of Work (PoW) mechanisms. 
The PoS mechanism is chosen for its efficiency, making it 
particularly suitable for resource-constrained Medical IoT 
environments. 

Algorithm 2 : the propagation_loss function 
Input: distance: Distance between two nodes. 
Output: propagation loss (loss). 
// Step 1: Calculate path loss using a path loss model 
1.   loss = 20 * LOG10(distance / 1000) + 20 * 
LOG10(LORA_FREQUENCY / 10^6) + 92.45 
// Step 2: Return the calculated propagation loss 
2.    return loss 

Algorithm 2 outlines the propagation_loss function, which 
computes the propagation loss of a LoRa signal using a 
specified path loss model. This function uses logarithmic 
calculations to estimate signal attenuation as a function of 
distance and operating frequency. By incorporating these 
parameters, it provides an accurate assessment of the signal 
strength degradation over distance, ensuring reliable 
communication analysis within the LoRa network. 

Algorithm 3 :the lora_gateway function 
Input: gateway_id: ID of the gateway processing the 
transaction. node_queue: Queue of incoming nodes 
waiting for processing. latencies: List of latencies for 
recorded transactions. transaction_count: Number of 
processed transactions. stored_count: Number of 
successfully stored transactions. data_volume: Total 
volume of data stored after transaction processing 
Output: Updated latencies, transaction count, stored 
transaction count, and data volume after transaction 
processing. 
1.   while True  
2.      if node_queue is empty 
3.         wait for 1 time unit  
4.         continue 
5.      end if 
6.  extract node_id, start_time, frequency, bandwidth, 
spreading_factor, and payload from node_queue 
7.  Calculate distance (random value between 1 and 
2000 meters) 
8.  Calculate propagation loss with propagation loss 
function 
9.  Calculate received_power = transmission_power – 
propagation_loss 
10.  if received power is adequate 
11.  Select a validator using select_validator function 
12.   Create the blockchain transaction 
13.   Try to send the transaction: 

14.      Calculate latency 
15.      Add latency to latencies list 
16.      Increment transaction_count 
17.      if validated transaction status 
18.         Increment stored_count 
19.         Add size of payload to data_volume 
20.         Reward the validator 
21.         else 
22.            Penalize the validator                            
23.         end if 
24.      exception 
25.          Penalize the validator          
26.      end try 
27.   else 
28.     Print transmission lost message          
29.   end if 
30     Wait for 1 time unit 
31.   end while 

Algorithm 3 describes the lora_gateway function, which 
models the behavior of a LoRa gateway in the network. The 
function processes data by dequeuing it from a node queue, 
calculates propagation loss using a path loss model based on 
the distance, and simulates signal reception. Upon receiving 
a strong enough signal, it validates and stores transactions on 
the blockchain using a PoS mechanism. Conversely, if the 
signal strength is inadequate, it records transmission failures 
attributed to weak signal reception, ensuring a 
comprehensive simulation of gateway operations. 

Algorithm 4: the wearable_medical_device function 
Input: gateway_id: ID of the gateway processing the 
transaction. node_queue: Queue of incoming nodes waiting 
for processing. latencies: List of latencies for recorded 
transactions. transaction_count: Number of processed 
transactions. stored_count: Number of successfully stored 
transactions. data_volume: Total volume of data stored after 
transaction processing. 
Output: Data packets sent to gateways and updated 
sent_count after each transmission.  
1.  while True  
// Collect medical data 
2.     heart_rate = random(60,100) 
3.     body_temperature = random(36.0,37.5) 
4.     oxygen_level = random(95,100) 
// Create payload from collected data 
5.     data = ( heart_rate, body_temperature, oxygen_level ) 
//Set transmission parameters 
7.      start_time = current_time 
8.      frequency = 868e6    // 868 MHz 
9.      bandwidth = 125e3   // 125 kHz 
10.     spreading_factor = 7 
11.     gateway_id = node_id % 5 
//Append the data packet to the selected gateway 
12.     append(node_id, start_time, frequency, bandwidth, 
spreading_factor, payload) to gateways[gateway_id] 
//Increment the count of sent data packets for the node 
13.     sent_count[node_id] += 1 
//wait  for interval time units  before the next transmission 
14.     Wait(interval) 
15.  end while 

Algorithm 4 defines the wearable_medical_device 
function, which emulates the operation of the wearable 
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medical device by periodically generating medical data such 
as heart rate, body temperature, and oxygen levels. This data 
is encoded into a payload and transmitted to a LoRa 
gateway, replicating real-time health monitoring scenarios. 

Algorithm 5: the run_simulation function 
Input: num_nodes: The number of IoT nodes in the 
simulation. 
Output: Average latency, total sent packets, total stored 
packets, packet loss ratio, and storage throughput.  
// Step 1: Start the processes for each gateway 
8.   for each gateway_id in range(5)  
9.      execute lora_gateway function 
10.  end for 
// Step 3: Start node processes 
11.  for each node_id in range(num_nodes)  
12.      execute wearable_medical_device function 
13.  end for 
// Step 4: Run the simulation (in 1 hour ) 
14.   run(3600) 
// Step 5: Calculate and return metrics 
15.   avg_latency = mean(latencies) 
16.   total_sent = sum(sent_count) 
17.   total_stored = sum(stored_count) 
18.   plr = (total_sent - total_stored) / total_sent if 
total_sent > 0   else 0 
19.   total_data_stored = sum(data_volume) 
20. storage_throughput = total_data_stored / 3600 
// Step 6: Return the calculated metrics 
21.   return avg_latency, total_sent, total_stored, plr, 
storage_throughput 

As per algorithm 5, the run_simulation function 
coordinates the simulation of IoT nodes and LoRa gateways 
over a defined period. It initializes the necessary data 
structures and processes each node and gateway using 
SimPy. The function tracks and aggregates performance 
metrics such as latency, storage throughput, PLR and 
success rate. Upon completion, it computes and displays the 
simulation results, offering insights into system performance. 

These algorithms contribute to creating a robust and 
reliable blockchain-IoT system designed to secure data 
storage and facilitate real-time monitoring in healthcare IoT 
systems. 

V. SIMULATION SCENARIOS, RESULTS AND DISCUSSION 

In this section, we illustrate the performance of the 
proposed model in comparison with existing approaches. 

This section is structured into two sub-sections: simulation 
environment and comparative analysis. 

A. Simulation Environment 

To assess the performance of the proposed architecture, 
we designed two distinct scenarios that focus on key 
performance metrics, including latency, storage throughput, 
packet loss rate (PLR), and success rate. The specific 
parameters used for evaluating the architecture's 
performance across these scenarios are detailed in Table 1. 

The simulation leverages the power of Python, a versatile 
and widely-used programming language known for its 
readability and extensive libraries, to model an IoT medical 
data storage system based on blockchain technology. SimPy 
simulator, a discrete event simulation library in Python, is 
used to manage and coordinate the actions over time of 
entities such as wearable medical devices and LoRa 
gateways. Web3.py facilitates interaction with the Ethereum 
blockchain by connecting to a local Ganache node and 
sending simulated transactions, integrating blockchain 
elements into the simulation. NumPy is used to generate 
random data necessary for the simulation, perform complex 
mathematical calculations, and analyze statistics, providing 
efficient manipulation of data arrays. Matplotlib is employed 
to create graphical visualizations of the simulation results, 
such as average latencies, and other performance metrics, 
making it easier to interpret the simulation outcomes. The 
simulation is conducted in the JupyterLab environment, an 
interactive and flexible interface for Python development. 
All experiments were executed on a computing system with 
an Intel Core i7-8700T CPU @ 2.40 GHz and 8 GB of 
DDR4 RAM running on the Windows 10 operating system, 
simulating the two scenarios specified in Table 1. 

Our proposed model has been compared with other 
existing traditional approaches, such as [39], [43] and [44]. 
The simulation focuses on evaluating the amount of data 
stored in the blockchain. For this purpose, the parameters 
used are characterized by the following specifics: each data 
packet measures 50 bytes (the typical size of an IoT data 
packet), the network consists of 4 to 512 nodes, with each 
node transmitting a data packet every 120 seconds. Over a 
one-hour period, this results in a total data volume of 750 
KB when 512 IoT devices each send 50-byte packets every 
120 seconds.  Each IoT data packet is integrated into the 
blockchain through a separate transaction.

TABLE I 
THE SIMULATION CONFIGURATION FOR THE PROPOSED MODEL 

Parameter Scenario 1 Scenario 2 
Simulator  Simpy Simpy 
Simulation Time 60 min 60 min 
Blockchain platform Ganache(Ethereum) Ganache(Ethereum) 
Transmission range diameter 2 km 2 km 
Number of Lora gateway 5 5 
Number of WMD Nodes 4, 8 , 16 , 32 64, 128, 256, 512 

IoT data sending time 120 second 120 second 

Block size 1 MB 1 MB 

Payload size 50 bytes 50 bytes 
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B. Comparative Analysis  

In this sub-section, the details of the simulation results are 
discussed in detail. The proposed approch is compared with 
the previous works, [39], [42] and [43]. The main sets of 
parameters that are taken into account for comparison are 
latency, storage throughput, PLR, and success rate. 

Average latency 

Our architecture primarily focuses on measuring the 
average latency for each data packet accepted into the 
blockchain, encompassing both validation and inclusion in a 
block, as well as transaction storage throughput. As clearly 
illustrated in Figure 3 and Figure 4, we carefully analyze the 
average latency of data packet acceptance. Each step, from 
initial validation to final block inclusion, impacts this metric. 
The increased duration of the validation process results from 
the sequential handling of data packets sent by WMD nodes 
before they are securely integrated into the blockchain. This 
approach ensures a precise and detailed evaluation of 
performance, which is crucial for managing data flow 
effectively and maintaining high standards of reliability and 
operational efficiency. We can examine the average latency 
associated with each performance test is depicted in Figure 3 
and Figure 4.  

After evaluating the performance, we observed the 
following latency results. In Figure 3, for 4 WMD 
blockchain nodes, the average latency was measured at 54 
ms. This latency increased to 327 ms when 32 WMD 
blockchain nodes were involved. In Figure 4, the average 
latency was found to be 0.65 seconds with 64 WMD 
blockchain nodes and rose to 4.79 seconds with 512 WMD 
blockchain nodes. These results highlight a significant 
increase in latency as the number of WMD nodes in the 
blockchain increases, illustrating the direct impact of 
workload on system performance. According to the results 
presented in Figures 3 and 4, as well as in the existing 
traditional approaches [42] , [39] and [43], which also utilize 
blockchain technology, the proposed model demonstrates a 
better average latency. This is achieved through optimized 
transaction handling and efficient block inclusion processes, 
ensuring scalability and reliability in large-scale IoT 
networks. While traditional approaches exhibit higher 
latency under similar conditions, our model maintains a 
balance between security, performance, and scalability, 
making it particularly suitable for critical applications such 
as healthcare IoT environments 

 

Fig 
3: Average latency metric for scenario1 

 
Fig 4: Average latency metric for scenario2 
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Storage Throughput 

Our proposed architecture also evaluates storage 
throughput by analyzing the capacity of the blockchain to 
handle data storage efficiently as the number of blockchain 
nodes increases. This metric measures the rate at which 
transactions are stored in the blockchain over time, 
reflecting the system’s ability to process and record data 
under varying workloads. 

Figures 5 and 6 illustrate the transaction storage 
throughput, which measures data storage capacity within the 
blockchain architecture for both scenarios. In Figure 5, the 
initial storage throughput is recorded at 0.83 bytes/second. 
This throughput increases to 6.67 bytes/second with 32 
WMD blockchain nodes. Figure 6 further demonstrates that 
the storage throughput reaches 13.33 bytes/second with 64 
WMD blockchain nodes and expands to 106.71 

bytes/second with 512 WMD blockchain nodes. These 
findings highlight the scalability challenges and performance 
variations associated with increasing node counts, providing 
crucial insights into the system's transaction processing 
capabilities under different loads. Compared to the 
traditional approaches cited previously [39], [42] and [43], 
which also rely on blockchain technology, the proposed 
model demonstrates superior scalability and storage 
efficiency. Traditional approaches exhibit a lower storage 
throughput due to less optimized transaction inclusion 
mechanisms, particularly as the number of nodes increases. 
By contrast, our model ensures consistent improvements in 
throughput as the network grows, emphasizing its ability to 
manage high transaction volumes effectively in large-scale 
IoT networks while maintaining robust performance.  

Fig 5: Storage throughput metric for scenario1 

Fig 6: Storage throughput metric for scenario2 
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Packet Loss Rate  

The Packet Loss Rate evaluates the percentage of 
transactions or data packets sent by WMD nodes that fail to 
reach their intended destination in the blockchain network. 
This metric is crucial for assessing the reliability of data 
transmission and identifying potential issues such as 
congestion or malicious node interference.  In our simulation 
results over the tow scenarios, illustrated in Figure 7 and 
Figure 8, the proposed architecture achieves a 0% Packet 
Loss Rate, even as the number of WMD nodes increases 
significantly from 4 to 512 nodes. This result underscores 
the efficiency and reliability of the proposed blockchain 
model, which ensures that every transaction is successfully 
delivered and securely stored. Compared to traditional 
methods [39], [42] and [43], which exhibit packet loss rates 
ranging from 20% to 30%, the proposed architecture 
demonstrates superior performance, ensuring data integrity 
and consistency. 

Success Rate 

The Success Rate measures the proportion of transactions 
successfully stored in the blockchain relative to the total 

number of transactions initiated by WMD nodes. This metric 
reflects the system’s ability to handle data transmission 
efficiently, even under challenging conditions such as node 
failures, network congestion, or malicious activities. 

In our scenarios, transactions refer to the data packets sent 
by the blockchain WMD nodes. During our simulation, as 
shown in Figures 9 and 10, we conducted approximately 120 
transactions with 4 blockchain WMD nodes, and 768,000 
transactions with 512 blockchain WMD nodes. The 
proposed model achieves a 100% success rate across various 
scenarios, demonstrating its ability to securely store all sent 
transactions without loss or modification. This achievement 
highlights the robustness and reliability of the blockchain 
architecture in managing data flow effectively, even in large-
scale deployments. In comparison, traditional approaches 
such as [39], [42], and [43] exhibit lower success rates, 
ranging between 70% and 80%, further validating the 
efficiency of the proposed approach in ensuring seamless 
data storage. 

 
Fig 7: Packet loss rate metric for scenario1 

 
Fig 8: Packet loss rate metric for scenario2 

IAENG International Journal of Computer Science

Volume 52, Issue 7, July 2025, Pages 2210-2222

 
______________________________________________________________________________________ 



 

 
Fig 9: Send and stored transactions per WMD for scenario1 

 
Fig 10: Send and stored transactions per WMD for scenario2 

In addition, our study of the blockchain model through a 
series of simulations and evaluations has revealed several 
critical performance aspects in healthcare IoT environments. 
By analyzing metrics such as data storage capacity, average 
latency, transaction storage throughput, packet loss rate, and 
success rate, we provided a comprehensive assessment of the 
system's reliability and operational efficiency. 

The findings confirm the system's robust data storage 
capabilities, as evidenced by the storage throughput, which 
increased from 0.83 bytes/second with 4 nodes to 106.71 
bytes/second with 512 nodes, highlighting scalability under 
high workloads. In contrast, the approaches in [39], [42], 
and [43] exhibit lower storage throughput growth due to 
inefficient consensus mechanisms, limiting their ability to 
scale effectively. 

Notably, the packet loss rate remained consistent at 0% 
across all scenarios, even when the number of transactions 
scaled significantly from 120 to 768,000. This result 
underscores the system's reliability in ensuring complete 

transaction delivery and storage. By contrast, the models in 
[39], [42] and [43] exhibit packet loss rates between 20% 
and 30% due to network congestion and inefficient routing, 
making our approach significantly more reliable for critical 
healthcare applications. 

Additionally, the success rate was observed at 100%, 
affirming the model's ability to securely store all transmitted 
transactions, even under extensive scalability tests. 
Traditional approaches struggle to maintain such reliability, 
as noted in [39], [42] and [43], where success rates vary 
between 70% and 80% due to failures in transaction 
finalization and consensus inefficiencies. 

These results demonstrate the model's effectiveness in 
integrating IoT data packets with the blockchain while 
revealing opportunities for optimization to address 
challenges such as increasing latency with node expansion. 
The system’s high reliability, combined with its scalability 
potential, makes it a promising solution for healthcare IoT 
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applications, where data integrity, security, and operational 
resilience are paramount. 

VI. CONCLUSION AND FUTURE DIRECTIONS 

In conclusion, our research introduces a novel model that 
leverages blockchain technology to manage and securely 
store the vast amounts of data generated by wearable MIoT 
devices. By utilizing blockchain's inherent features such as 
immutability, decentralization and consensus mechanisms, 
our model distributes data storage across a network, 
eliminating the need for centralized storage entities. This 
architecture addresses the resource limitations of wearable 
MIoT devices while ensuring robust system functionality, 
guarantees both security and efficiency in data management 
and communication. Moreover, our model is adaptable to 
various wireless communication protocols, allowing for 
scalability without the need for retrofitting. 

The analysis demonstrates that the proposed approach 
significantly outperforms traditional methods. Specifically, it 
shows improved average latency, storage throughput, and 
PLR. This performance enhancement underscores the 
effectiveness of blockchain technology in the medical IoT 
domain. 

As future work, we aim to conduct extensive real-world 
testing of the proposed model to assess its scalability and 
efficiency under practical operating conditions. Our 
objective is to employ application-specific techniques 
leveraging blockchain technology for enhanced and more 
rigorous testing. Several potential avenues for these 
techniques include: 

Load Testing: We will subject the system to heavy loads 
to evaluate its performance under stress conditions. This will 
involve simulating high volumes of data transactions and 
assessing how the architecture handles increased demand. 

Security Analysis: Conducting thorough security 
assessments to identify and address potential vulnerabilities 
and attack vectors. We will explore techniques such as 
penetration testing and vulnerability scanning to fortify the 
system against malicious threats. 

Fault Tolerance Evaluation: Assessing the system's ability 
to maintain functionality in the presence of faults or failures. 
This will involve simulating various failure scenarios and 
evaluating how the architecture responds and recovers from 
such events. 

Scalability Testing: Examining how the system scales as 
the number of IoT devices and data transactions increases. 
We will analyze performance metrics such as latency and 
throughput to understand the system's scalability limits and 
identify potential bottlenecks. 

Integration with IoT Ecosystems: Exploring seamless 
integration with existing IoT ecosystems and protocols. This 
will involve interoperability testing to ensure compatibility 
and smooth operation within diverse IoT environments. 

By pursuing these avenues of research, we aim to validate 
and refine the proposed architecture, paving the way for its 
practical deployment in real-world healthcare settings. 
Additionally, we will explore novel approaches and 
optimizations to further enhance the scalability, efficiency, 
and security of blockchain-based data storage for wearable 
MIoT devices. 
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