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Abstract—Online retail platforms frequently encounter chal-
lenges such as cyberattacks, data breaches, device malfunctions,
and operational disruptions. These issues have intensified in
recent years, highlighting the urgent need for businesses to
prioritize resilience. Traditional cybersecurity systems are in-
creasingly ineffective against sophisticated cyber threats. In
response, we propose a novel resilience framework that com-
bines Explainable Deep Learning with a Blockchain-based con-
sensus mechanism. This approach enhances cyber incident re-
sponse by enabling faster problem detection, transparent iden-
tification of exploited features and vulnerabilities, and more
informed decision-making. By integrating these technologies,
our solution offers significant improvements in resilience. To
validate our method, we trained and preprocessed data using
National Accounting Bureau datasets and tested the framework
on real-world online retail platforms. The results demonstrate
enhanced business continuity, stronger cyber resilience, and
improved decision-making capabilities.

Index Terms— Explainable deep learning, Blockchain tech-
nologies, Cyber resilience, Online retailing platforms, Opera-
tions continuity.

. INTRODUCTION

HE Technological advancements in sectors such as the
Internet of Things (loT), Cloud Computing, and Big
Data have significantly propelled the growth of the online
retail supply chain. This surge has led to more efficient and
autonomous production processes, enabling consumers not
only to purchase but also to resell products that may be oth-
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erwise unavailable [1]. As a result, online retailers have be-
come pivotal players in the global economy, offering en-
hanced purchasing transparency, reduced costs, and unprec-
edented convenience [2]. Despite this progress, the industry
continues to face notable challenges, including vague prod-
uct descriptions, price inflation due to intermediaries, and
critical concerns related to cybersecurity and consumer trust
[3]. In response to the escalating threat landscape, particular-
ly cybersecurity incidents, online merchants are increasingly
investing in strategies to enhance cyber resilience (CR) [4].
Effective incident management requires strategies capable of
detecting, containing, mitigating, and recovering from dis-
ruptions rapidly to maintain operational performance and
productivity. To achieve this, strategies must emphasize
agility, scalability, and robust cybersecurity, which are es-
sential for optimizing operational efficiency and sustaining
competitive advantage [5]. Consequently, online retailers are
now prioritizing the fortification of their systems against
cyber threats while simultaneously enhancing their decision-
making frameworks in the face of cyber disruptions [6]. Key
CR capabilities include redundancy, anomaly detection, in-
ter-organizational collaboration, and structured recovery
processes.

However, a critical gap remains in the literature regarding
online retail, even amidst research into cutting-edge technol-
ogies such as cloud computing and artificial intelligence
(Al) in customer relationship management. While secure
data storage and real-time anomaly detection are vital for
ensuring transaction authenticity and transparency, these
elements are often underrepresented in existing studies,
which tend to focus primarily on post-disruption recovery
strategies [7]. Additionally, the sophisticated challenges
posed by advanced persistent threats (APTs) remain insuffi-
ciently addressed in the current body of research. The emer-
gence of Blockchain Technology (BT) has catalyzed a trans-
formation across multiple industries by offering unmatched
levels of security, transparency, and operational efficiency.
Its integration into e-commerce is especially promising,
providing a robust infrastructure for secure transactions and
streamlined supply chain management. Despite its growing
adoption, further research is warranted into Blockchain-
based Retail Platforms (BRP), particularly in relation to CR.
The unique advantages and implementation challenges of
Blockchain for enhancing corporate accountability in e-
commerce form the core motivation behind this study [8].

This research addresses the existing knowledge gap by

Volume 52, Issue 9, September 2025, Pages 3237-3249



TAENG International Journal of Computer Science

proposing a comprehensive Cyber Resilience Strategy
(CRS) tailored specifically for BRPs. Our approach com-
bines the robust security of a Private Blockchain Consensus
Protocol (BCP) with the predictive strength and transparen-
cy of Explainable Deep Learning (XDL). This integrated
framework aims to minimize the ripple effects of cyber dis-
ruptions, accelerate recovery, and reduce interruption-related
costs. Representing a pioneering fusion of XDL and Block-
chain within the realm of CR for online retail platforms, this
study offers meaningful contributions to academic discourse
and practical guidance for industry professionals. By provid-
ing actionable insights, the study supports improved deci-
sion-making and the realization of Sustainable and Secure
Cyber Practices (SSCP). Furthermore, an empirical investi-
gation involving several online retail enterprises across
North Africa will validate the proposed framework. This
dual contribution not only highlights the limitations of tradi-
tional CR methods but also presents a forward-looking mod-
el that integrates advanced technologies to enhance resili-
ence in online retail [9].

Il. LITERATURE REVIEW

A. Cyber resilience for online retailers

Online merchants offer a comprehensive software-based
solution that enables users to remotely browse, select prod-
ucts, and complete transactions. However, ensuring secure
and uninterrupted product delivery requires resilient and
well-protected supply chain networks. Online retail plat-
forms are increasingly vulnerable to a wide range of cyber
threats, including injection attacks, Distributed Denial of
Service (DDoS) attacks, and Advanced Persistent Threats
(APTSs), all of which can compromise system availability,
data confidentiality, and integrity. Injection attacks, in par-
ticular, pose a substantial risk. In 2021, they accounted for
approximately 40% of all web application attacks, making
them one of the most widespread threats to online businesses
[9]. These attacks involve embedding malicious code into
web applications, often enabling unauthorized access or ma-
nipulation of sensitive data. Due to their stealthy nature,
injection attacks are difficult to detect and mitigate, leaving
online retailers especially exposed.

DDoS attacks also present serious concerns, as they can
render online platforms inaccessible to legitimate users, se-
verely damaging both the financial performance and reputa-
tion of a business. According to Mittal et al. [10], the grow-
ing complexity and sophistication of DDoS attacks have
made their detection and prevention increasingly difficult.
Among all threats, Advanced Persistent Threats (APTS) rep-
resent the most severe and enduring risk. These attacks uti-
lize highly sophisticated techniques and often exploit zero-
day vulnerabilities to infiltrate systems and target specific
individuals or organizations. APTS can cause extensive
damage by compromising sensitive customer information,
depleting financial resources, and significantly harming
brand reputation. Research by the European Union Agency
for Cybersecurity (EUAC) [11] has shown that conventional
security measures are insufficient to defend against APTs,
particularly in the retail and supply chain sectors. Despite

the growing awareness of these risks, many proposed cyber-
security solutions remain theoretical or based on simulations
that lack validation through real-world experimentation.
Consequently, their applicability to actual online retail envi-
ronments remains questionable. Moreover, existing studies
often focus broadly on supply chain security rather than ad-
dressing the specific requirements of online retail systems,
particularly those built on Blockchain infrastructure.
Currently, many online retailers lack a clear and actiona-
ble strategy for responding to cyberattacks, despite the
availability of various detection and prevention methods
[12]. A strategic, well-defined response plan is essential not
only to minimize damage during an attack but also to restore
customer trust in its aftermath. A more holistic and practical
approach to Cyber Resilience (CR) is required—one that
extends beyond mitigation and encompasses proactive read-
iness and rapid recovery. Azadeh et al. [13] emphasize the
need for innovative CR strategies within e-commerce supply
chains, while Annarelli et al. [14] stress the importance of
CR in enhancing risk awareness and reducing the likelihood
of supply chain incidents. Nonetheless, CR continues to be a
significant challenge for online businesses. In a constantly
evolving threat landscape, it is imperative for online retailers
to adapt and strengthen their crisis response mechanisms to
maintain operational continuity and competitive advantage.

B. Cyber resilience for Blockchain-based online retailers

Blockchain Technologies (BTs) are driving a substantial
transformation in the field of online trading by enhancing
trust, transparency, and security. Unlike traditional central-
ized systems, BT operates on a decentralized and tamper-
resistant framework, ensuring the authenticity of transactions
and peer-to-peer communications without the need for third-
party validation [15], [16]. This inherent design addresses
critical privacy and security concerns within supply chains
while promoting transparent and auditable interactions [17],
[18]. The integration of robust security features significantly
reduces the risk of fraud across the entire supply chain, safe-
guarding data confidentiality and integrity [19], [20]. Emerg-
ing research highlights the vital role of Blockchain in ad-
vancing Cyber Resilience (CR). Studies have demonstrated
BT’s potential to strengthen defenses against cyberattacks.
For instance, Lohmer et al. [21] examined resilience metrics
in blockchain-coordinated supply chains, comparing two
models—one incorporating Blockchain coordination and
one without. The results indicated a notable improvement in
CR in the Blockchain-enhanced model. Similarly, Shukla
and Shyam [22] introduced a Blockchain-based architecture
designed to improve consumer responsiveness in e-
commerce systems. Their framework leveraged a decentral-
ized and tamper-proof infrastructure to ensure secure data
storage and reliable transaction processing.

Further exploration by Singh et al. [23] emphasized
Blockchain’s contribution to supply chain CR through the
integration of data encryption, smart contracts, and consen-
sus mechanisms, thereby establishing a secure and transpar-
ent platform for supply chain operations. However, despite
these advances, integrating communication technologies
with supply chain management continues to present chal-
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lenges—especially in the online retail sector. High transac-
tion volumes and the demand for real-time processing create
scalability, security, and performance constraints for Block-
chain networks within e-commerce environments. Moreover,
BT is not entirely impervious to cyber threats. Despite its
well-regarded security properties, Blockchain networks re-
main vulnerable to sophisticated attacks that may disrupt
communications and compromise system reliability. To ad-
dress such vulnerabilities, researchers have begun exploring
the integration of BT with Artificial Intelligence (Al) as a
pathway to enhance CR. One notable effort in this direction
is the framework proposed by Navaneethan and Janakiraman
[24], which combines Blockchain with machine learning
algorithms to detect and prevent attacks on e-commerce sys-
tems. While this integration holds great promise, its practical
application within supply chain management systems still
faces considerable challenges. A critical concern lies in the
explainability of Al systems—particularly those utilizing
deep learning or complex machine learning models. In high-
stakes scenarios, such as threat detection and incident re-
sponse, the opaque nature of Al decision-making can hinder
user trust, regulatory compliance, and ethical accountability.

Therefore, it is imperative to develop innovative solutions
that combine the strengths of Blockchain and Al while also
prioritizing explainability and transparency. Enhancing in-
terpretability within Al-driven systems is essential to build-
ing user confidence, ensuring compliance, and supporting
ethical deployment. By achieving this balance, the integra-
tion of BT and Al can significantly improve Cyber Resili-
ence Management (CRM) in the fast-growing e-commerce
landscape.

C. Explainable Deep Learning Applications for Anomaly
Detection in Supply Chains

Explainable Deep Learning (XDL), a specialized subset
of Explainable Artificial Intelligence (XAl), aims to make
the decision-making processes of deep learning models
transparent and interpretable to human users [25]. XAl fo-
cuses on enabling Al systems to provide understandable
justifications for their outputs, which is essential for foster-
ing trust, enhancing accountability, reducing bias, and pro-
moting ethical use of Al technologies [26]. Particularly in
high-stakes domains such as supply chain management, the
integration of XAl is crucial for ensuring that Al systems
remain trustworthy, transparent, and equitable. XDL encom-
passes a range of techniques that allow users to understand
how deep learning models generate specific outcomes. This
interpretability is especially valuable in supply chain opera-
tions, where opaque recommendations from traditional algo-
rithms often hinder trust and adoption. For example, product
recommendation engines often use complex models that
provide little insight into the rationale behind their sugges-
tions. By contrast, XDL enables these systems to offer clear
and interpretable recommendations, thereby improving user
trust and decision accuracy [27].

Several case studies underscore the practical benefits of
XDL in supply chain contexts. Chuning and Yongji [28]
utilized a Long Short-Term Memory (LSTM) based deep
learning approach to enhance demand forecasting accuracy,

demonstrating XDL’s value in inventory management. In
another application, Su et al. [29] introduced the ACTION
framework in humanitarian logistics, leveraging XAl to pri-
oritize strategic decisions with increased transparency and
effectiveness. From a cybersecurity perspective, XDL is
particularly useful in anomaly detection. It can help explain
why a particular anomaly was flagged, offering insights into
both the detection process and the nature of potential threats.
This transparency not only strengthens the system’s reliabil-
ity but also enables more informed and rapid incident re-
sponse. Consequently, XDL has attracted growing attention
for its potential in real-time threat identification within sup-
ply chains.

Despite these promising developments, the application of
XDL in supply chain management—especially in Block-
chain-based Retail Platforms (BRPs)—remains underex-
plored. Existing studies largely focus on controlled or hypo-
thetical environments, which may not accurately reflect the
complexities of real-world e-commerce ecosystems. Key
operational challenges such as varying customer preferences,
dynamic product inventories, multifaceted vendor relation-
ships, and fierce market competition are often overlooked.
Moreover, there is a noticeable lack of comprehensive cyber
resilience strategies that incorporate XDL specifically for
BRPs. To address these gaps, further research is needed to
develop and evaluate robust XDL-based frameworks tailored
to the dynamic and heterogeneous nature of online retail
platforms. Such efforts could significantly enhance anomaly
detection, strategic planning, and overall resilience in mod-
ern supply chain systems.

D. Research Scope

As the e-commerce industry continues its rapid expansion,
online retailers face an escalating array of cyber threats, in-
cluding data breaches, ransomware attacks, and denial-of-
service incidents. These threats not only compromise the
security and confidentiality of customer data but also signifi-
cantly affect the operational integrity and economic stability
of digital retail platforms. In this evolving landscape, ad-
vanced technologies such as Explainable Deep Learning
(XDL) and Blockchain-based Business Continuity Planning
(BCP) are becoming critical for ensuring customer retention
and overall cyber resilience (CR). XDL models offer strong
capabilities in detecting anomalies within large-scale, com-
plex datasets, positioning them as effective early warning
systems for cyber threats in the e-commerce domain.

Concurrently, BCP—Ieveraging Blockchain's secure and
transparent architecture—can automate responsive actions
based on insights derived from deep learning models. De-
spite their promise, existing research integrating deep learn-
ing (DL) and Blockchain technology (BT) for CR has nota-
ble limitations. While DL excels at pattern recognition for
threat detection, it often lacks interpretability, making it dif-
ficult to understand or justify the model’s decisions. In do-
mains where decision accountability is paramount—such as
e-commerce—this opacity can undermine consumer trust
and regulatory compliance. Blockchain has been studied for
its potential to enhance traceability and reliability in cyber
defense strategies. However, challenges remain in integrat-
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ing BT with real-time anomaly detection systems, particular-
ly around scalability and timely response. In high-volume
environments like online retail, even minor delays in ad-
dressing cyber threats can result in substantial financial and
reputational losses. Existing BT solutions often fail to meet
the rigorous demands of this sector.

To address these gaps, this study proposes a novel frame-
work that synergizes the predictive power of XDL with the
automation and security strengths of Blockchain-enabled
BCP. Within the online retail context, the proposed system
is designed to: 1. Detect anomalies in real time, 2. Provide
interpretable explanations for each anomaly, and 3. Trigger
automated responses based on a predefined BCP strategy.

The deep learning model will incorporate a variety of
techniques, including Recurrent Neural Networks (RNNSs),
Convolutional Neural Networks (CNNs), Autoencoders
(AEs), and Generative Adversarial Networks (GANSs). Each
method serves a specific function: GANs simulate sophisti-
cated cyberattack patterns to strengthen detection robust-
ness, AEs reduce dimensionality and extract nuanced fea-
tures indicative of threats, RNNs are employed for detecting
temporal anomalies within sequential data, and CNNs ana-
lyze image-like or time-series interaction data with spatial
structures.

The model will be trained using the Numenta Anomaly
Benchmark (NAB) dataset to identify key features contrib-
uting to anomalous behavior. To enhance transparency, the
Local Interpretable Model-Agnostic Explanations (LIME)
technique will be used to clarify the reasoning behind each
detection. These insights will then inform the design of an
automated BCP strategy, enabling smart contracts on a de-
centralized ledger to respond to detected anomalies in a se-
cure and transparent manner. Depending on the severity and
nature of the irregularity, these smart contracts can initiate
actions ranging from alerting relevant personnel to executing
defensive mechanisms.

To evaluate the efficacy of the proposed framework, an
experimental study was conducted with various online retail-
ers in North Africa. The study simulated multiple cyberat-
tack scenarios to assess how the framework responds to sys-
tem outages. A set of resilience metrics was used to measure
system performance, including:

Time to Detection (TTD): the interval between the onset
of a cyberattack and its identification, Time to Incident
(TTI): the latency in recognizing the impact of an anomaly,
Time to Failure (TTF): the duration before system opera-
tions are impaired, and Time to Recovery (TTR): the period
required to restore normal operations post-incident. TTD is
particularly critical, as a shorter detection time indicates a
more proactive and responsive system. Similarly, minimiz-
ing TTR is essential to reduce downtime and ensure business
continuity.

Il. METHODOLOGY

Employing advanced techniques is essential in CR for ef-
fectively pinpointing and addressing risks and anomalies,
especially within the e-commerce industry. We aim to inte-
grate diverse and distinctive concepts into our research

methodology. This methodology outlines a systematic ap-
proach that begins with the collection and preparation of
data, progresses to advanced anomaly detection utilizing
deep learning techniques, and ultimately culminates in the
execution of a business continuity strategy aimed at improv-
ing incident response. A meticulous strategy for addressing
cyber risks is guaranteed by the careful design of each stage
to enhance the preceding one. The complete study technique
is illustrated in Figure 1.

Figure 1 illustrates the methodology employed for the
analysis of e-commerce platforms utilizing the NAB dataset.
We specifically investigate anomalies in data streams such
as website traffic, transaction volumes, and user behavior.
Our primary focus is on synthetic time series data, specifi-
cally that derived from files such as “artificial_cd_1.csv"
and "artificial_cd_2.csv," which contain a significant num-
ber of systematic and stochastic outliers. The RapidMiner
application is utilized to carry out comprehensive data pre-
processing during the initial phase of our methodology. This
approach ensures that any unnecessary or absent data will be
systematically removed, providing you with confidence in
the integrity of your dataset. The next phase involves label
encoding, which is the transformation of categorical data
into a numerical format. Subsequently, any discrepancies
are addressed through the implementation of scaling and
normalization techniques. A crucial component of this pro-
cess is feature extraction, which seeks to pinpoint character-
istics that signal advanced persistent threats (APTs) and dis-
tributed denial of service (DDoS) attacks. The anomaly de-
tection system employs a hybrid model that integrates CNN
and GAN architectures, alongside convolutional neural net-
works, recurrent neural networks, artificial neural networks,
and GAN:Ss, to effectively differentiate between standard and
atypical behavior. The implementation of binary categoriza-
tion facilitates this outcome. An extensive assessment of the
effectiveness of these models is conducted using metrics
such as the correlation coefficient and different error evalua-
tions.

Our methodology inherently emphasizes robustness and
practicality. The dataset from the National Statistical Bureau
(NASB) was utilized because of its thorough modeling of
online purchasing behaviors. This modeling can capture both
typical and atypical patterns, akin to outliers. Choosing this
option ensures that the data utilized to improve our models
will faithfully represent the intricate and often unpredictable
dynamics of online retail operations. The selection process
for our models included convolutional neural networks
(CNNSs), recurrent neural networks (RNNSs), artificial neural
networks (AEs), generalized adversarial networks (GANS),
and a hybrid CNN-GAN. These models were selected for
their unique capabilities in simultaneously identifying intri-
cate and subtle data patterns. Generative Adversarial Net-
works (GANS) excel in producing realistic data simulations,
while Autoencoders (AEs) effectively reduce data dimen-
sionality. Convolutional Neural Networks (CNNs) are adept
at identifying spatial patterns, and Recurrent Neural Net-
works (RNNs) handle sequential data efficiently. Overall,
CNNs stand out as the most effective option. A hybrid CNN-
GAN model that leverages the strengths of architectures.
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This deliberate choice ensures a comprehensive approach
that addresses a diverse range of anomalies, spanning from
the most straightforward to the most complex. No matter
how straightforward or intricate the anomaly in question may
be, this strategy ensures that all key variables are taken into
consideration. The transparency of XDL is improved by
LIME when it is used to deep learning models. For both the
durability of the system and the detection of threats, trans-
parency is absolutely necessary. By making some little mod-
ifications to the data that is being supplied, the LIME meth-
od is able to produce a new dataset consisting of simulated
cases. To determine how accurate, the model's predictions
are, simulated data is utilized in the evaluation process. This
is followed by the development of a linear model via LIME,
which is a reflection of the deep learning model at the par-
ticular input data point. Taking this technique makes it easier
to have a better understanding of the predictive mechanisms
that the model possesses. By adopting LIME, online shops
can improve their ability to pinpoint potential hazards relat-
ed with anomaly detection. This is accomplished by estab-
lishing which input data elements have a major impact on
the performance of the model in finding abnormalities.
These crucial features have the potential to reveal potential
dangers, such as ineptitude, fraud, or other abnormalities.
Lime's interpretability makes it possible to gain a better un-
derstanding of the anomaly detection process. The infor-
mation in question is essential for incident response since it
allows for a speedy determination of the nature and severity
of the danger. As part of our project, we developed a busi-
ness continuity plan (BCP) with the intention of improving
the incident response and customer relationship management
(CR) capabilities of an e-commerce platform. The protocol
is responsible for establishing the fundamental framework
for the reception of transactions and blocks, as well as the
guidelines that regulate the behavior of nodes. Even in the
face of continuing attacks, we make sure that the validation
of transactions and the execution of blocks are carried out as
part of our collaborative process. This helps to ensure that
the network continues to function properly. It is possible to
improve the protocol's robustness by assigning authoritative
roles to many nodes during the validation process. This
strategy improves the performance of the network even
while it is operating under difficult conditions. For the pur-
pose of preserving the highest possible level of functioning,
the system discovers and removes any blocks from the pre-
vious two rounds that have not been validated. In the course
of our research, we examined three distinct retail businesses
in North Africa that are known for their implementation of
Blockchain technology. For your convenience, they are of-
fered in a wide variety of sizes, ranging from very little to
very large. The simulation of cyberattacks on these compa-
nies is the first phase of this three-part empirical inquiry.
The purpose of this simulation is to evaluate the features of
such occurrences as well as the level of severity they pos-
sess. Second, in order to guarantee the accuracy of our
anomaly detection system, we put it through a series of tests
that make use of a variety of deep learning models. In con-
clusion, in order to strengthen the resilience of our incident
response activities, we implement specific approaches that
are derived from the business continuity plan.

IV. CYBER RESILIENCE FRAMEWORK FOR ONLINE RETAILING
PLATFORMS

Cyber resilience (CR) is vital for e-commerce platforms
due to the growing range of cyber threats, including phish-
ing, spyware, and ransomware. These vulnerabilities can
compromise customer trust, disrupt services, and result in
financial losses. To address this, integrating Extreme Deep
Learning (XDL) and Blockchain-based Protocols (BCP)
offers a powerful strategy for enhancing CR. XDL enables
rapid analysis of large datasets to detect anomalies, uncover
hidden patterns, and predict cyber threats such as injection
attacks, distributed denial of service (DDoS) attacks, and
advanced persistent threats (APTs). BCP complements this
by serving as a secure validation layer, authenticating trans-
actions and automating incident responses. Depending on
the type and severity of the anomaly detected, BCP can initi-
ate defensive actions or escalate alerts to relevant stakehold-
ers for coordinated intervention. This hybrid XDL-BCP
framework provides a comprehensive defense mechanism,
improving the reliability and security of e-commerce opera-
tions. To better illustrate this concept, Figure 2 presents a
detailed depiction of the proposed model, helping to deepen
understanding of its structure and benefits in bolstering
cyber resilience.

A. Explainable Deep Learning-Based Model for Real-Time
Anomaly Detection

This study leverages the Numenta Anomaly Benchmark
(NAB) dataset, a widely acknowledged standard in anomaly
detection research. The NAB dataset covers a diverse range
of domains such as data centers, manufacturing systems, and
environmental sensors, making it an ideal benchmark for
assessing the effectiveness of anomaly detection models
across multiple sectors. Our primary objective is to detect
anomalies specific to e-commerce systems by using relevant
files from the NAB dataset. To align with the dynamic na-
ture of online shopping—characterized by fluctuations in
traffic, transaction patterns, and user behavior—we selected
synthetic time-series files like "artificial\_cd\ 1.csv" and
"artificial\_cd\ 2.csv." These files were chosen because they
simulate the kind of temporal variations and anomalies (e.qg.,
sudden spikes, drops, and gradual drifts) often observed in e-
commerce environments. Such patterns are indicative of
potential fraud, system failures, or shifts in user activity. The
selected files offer both complexity and variability, provid-
ing a realistic approximation of e-commerce data while ena-
bling controlled testing. Their synthetic nature allows the
model to be trained on a range of anomaly types, improving
adaptability and robustness. Since anomalies in time series
data typically develop gradually, the model is trained to
identify irregular behavior over time, a critical requirement
for real-time anomaly detection systems. Furthermore, the
dataset’s format and structure support scalability, making the
results applicable to large-scale e-commerce systems.

B. Data Preprocessing, Encoding, and Transformation

Data preprocessing plays a vital role in preparing time-
series data for anomaly detection in e-commerce platforms.
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Fig. 1. Scenario of research methodology

The quality and compatibility of input data significantly
influence the performance of deep learning models. This
phase involves several key steps, including preprocessing,
encoding, and transformation. Preprocessing includes the
removal of irrelevant or duplicate data, handling missing
values, and correcting for inconsistencies such as time gaps
or seasonal effects. These steps ensure the integrity and reli-
ability of the dataset, which is essential for accurate model-
ing. The next stage is encoding, where categorical and time-
based data are converted into numerical formats using tech-
niques like label encoding. This process enables deep learn-
ing algorithms—particularly CNNs and GANs—to effective-
ly utilize both temporal and categorical features of the da-
taset. Following encoding, the transformation phase involves
scaling and normalization to ensure uniformity in feature
magnitudes. Feature extraction then focuses on identifying
the most informative variables while eliminating redundant
ones, thus streamlining the learning process. Features are
categorized into numerical and nominal types, with correla-
tion analysis used to remove superfluous attributes. These
transformations optimize the dataset for detecting both
common and previously unseen anomalies.

————» Multiple Case Studies

a Cases Selection
= Analyzing 3 varying-sized North African
retail firms that uses Blockchain
solutions
L

4

-
Incidents Simulation
= Performingseveralattacks scenarios in

controlled environments
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Anomaly Detection using Deep
Learning models
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= Results Evaluation
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= Responses Strategies Evaluation

C. Deep Learning-Based Anomaly Detection

Deep learning has revolutionized cybersecurity, especially
in the area of anomaly detection. In this study, the focus
shifts from forecasting to classification, where the goal is to
categorize data as either "normal" or "anomalous." This
classification approach enhances the system’s ability to de-
tect potential security threats quickly and accurately. To this
end, we employ a combination of advanced deep learning
architectures, including Recurrent Neural Networks (RNNs),
Convolutional Neural Networks (CNNs), Autoencoders
(AEs), and Generative Adversarial Networks (GANS).
RNNs are particularly suited for processing sequential data,
making them effective for time-series analysis. CNNs are
employed to extract spatial features, particularly from struc-
tured user interaction data.

GANs and AEs play complementary roles: GANSs are uti-
lized to simulate complex anomalies by generating data that
mimics real-world threats, while AEs focus on dimensionali-
ty reduction and uncovering hidden patterns in the data. The
hybrid uses of CNNs and GANSs has proven especially effec-
tive for identifying subtle and complex anomalies that might
be overlooked by conventional models. The performance of
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these models is evaluated using metrics such as forecast
time, Mean Absolute Error (MAE), Root Mean Square Error
(RMSE), Mean Squared Error (MSE), and the correlation
coefficient (R). A high R-value indicates strong alignment
between predicted and actual data, confirming the model’s
reliability.

D. Explainable Deep Learning (XDL) Phase

Explainable Deep Learning (XDL) enhances the cyber re-
silience of Business Operations and Recovery (BOR) sys-
tems by making model decision-making transparent and in-
terpretable. In this study, we apply Local Interpretable Mod-
el-Agnostic Explanations (LIME), a widely used technique
capable of interpreting any DL model regardless of architec-
ture. LIME explains a model’s predictions by generating
synthetic samples similar to a target input and analyzing how
the model responds to these variations. A local linear model
is then fitted to approximate the DL model’s behavior
around the instance in question. This localized approxima-
tion provides human-understandable insights into the factors
influencing the model’s predictions. We use LIME to deter-
mine which features DL models rely on to detect different
types of cyberattacks. By selecting representative examples
from the test set, LIME provides class probability estimates
that we compare against actual labels. We then cross-
reference LIME’s key features with established cybersecuri-
ty literature to validate their relevance. Finally, we assess
how model performance varies with the inclusion or exclu-
sion of these features, analyzing the impact on detection
accuracy, false positives/negatives, and overall system effec-
tiveness. This process ensures that the model's decisions are
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not only accurate but also justifiable and aligned with real-
world cybersecurity knowledge.

E. Blockchain-Based Consensus Protocol for Incident Re-
sponse

Blockchain technology (BT) has proven its value in en-
hancing the security, transparency, and efficiency of distrib-
uted systems such as supply chains. In this research, we ex-
tend its utility by integrating explainable DL outputs into a
Blockchain-based consensus protocol (CP) designed for
automated incident response in cybersecurity. The core idea
is to embed XDL results into the Blockchain architecture,
ensuring that anomaly detections are both verifiable and
actionable. The interpretable outputs from XDL models help
security teams understand the rationale behind anomaly
alerts, enabling timely and informed responses. The pro-
posed CP consists of two primary stages: validation and de-
cision-making. During the validation stage, authority is ro-
tated among nodes to prevent single points of failure. Each
node retrieves unvalidated blocks from the last two rounds
before a timeout occurs, ensuring resilience against cyber
disruptions.

A weighted voting mechanism is employed in the decision
stage, where votes are adjusted based on the type of threat
and the historical performance of nodes. This adaptive ap-
proach ensures robustness by customizing response actions
according to the context of the detected anomaly. By inte-
grating DL, interpretability, and blockchain consensus
mechanisms, the proposed protocol delivers a decentralized,
transparent, and automated framework for managing cyber
incidents in real time.
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Fig. 2. Cyber Resilience framework architecture for Online Retailing Platforms
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To ensure fast and efficient consensus even under slow
network conditions, greater weight is assigned to nodes with
higher voting scores—typically those with a history of com-
pleting more blocks or experiencing fewer and less severe
attacks. After validation, a block must be approved and cer-
tified by the majority of the network to achieve finality dur-
ing the decision phase. Each type of attack has a correspond-
ing voting score threshold, calculated based on the node’s
completed block history and the severity of the attack. A
node’s vote strength is primarily influenced by the number
of blocks it has successfully completed and the seriousness
of the attack it has faced. Nodes earn higher voting scores
when they have completed more blocks and endured fewer
or less intense attacks. To address concerns about the integ-
rity of the block recall mechanism, our protocol employs
cryptographic hashing and digital signatures for authentica-
tion. These mechanisms prevent tampering and ensure the
validity and integrity of block contents. Furthermore, the
recall process is secured using a threshold-based validation:
a recalled block can only be reinstated into the blockchain
with consensus from a sufficient number of trusted nodes.

V. EXPERIMENTAL RESULTS

A. Case Background

This empirical study on customer retention (CR) focuses
specifically on the North African retail sector. Three retail
businesses—designated as C1, C2, and C3—were selected
to represent a mix of large multinational corporations and
small to medium-sized enterprises (SMEs). These organiza-
tions were purposefully chosen to capture a broad spectrum
of characteristics, ensuring the applicability and generaliza-
bility of the study's findings across diverse business envi-
ronments. The North African region was selected due to its
rapid economic development and its emerging status as a
strategic market for global businesses. To construct our
model, we extracted relevant operational parameters from
the databases of the participating companies. For example,
the daily interest in a single product ranged between 200 and
500 units. Delivery times—an essential aspect of e-
commerce logistics—varied from one day to a full week,
depending on order volume and customer location. Further-
more, the profit margin associated with holding costs and
production services was estimated at 15-25% of the prod-
uct’s annual value.

These operational metrics play a crucial role in formulat-
ing an effective response strategy and business continuity
plan (BCP). Our experimental investigation is structured into
three comprehensive phases. First, we simulate various
cyber-attack scenarios in a controlled setting within each
company to analyze their existing security measures. Next,
we deploy a cutting-edge anomaly detection system built on
XDL architecture to detect attack vectors and pinpoint vul-
nerabilities. Finally, we implement a set of response strate-
gies aligned with the proposed BCP. The primary objective
is to enhance system robustness and facilitate faster incident
response. Key CR metrics—such as disruption propagation,
recovery time, and associated costs—are measured to assess
the effectiveness of the proposed strategy. The findings will

highlight both strengths and weaknesses in current cyberse-
curity practices, providing actionable recommendations for
improving customer retention.

B. Modeling Injection, Flooding, and APT Attacks

Given the increasing reliance of retail businesses on cloud
infrastructure and mobile platforms, they have become prime
targets for cybercriminals. Threats such as phishing, ran-
somware, and advanced persistent threats (APTs) exploit
these vulnerabilities. In our study, we simulate a variety of
cyber-attacks—including injection, flooding (DDoS), and
APTs—to illustrate the diverse challenges facing online re-
tailers. We specifically selected these three types of attacks
due to their frequency and potential impact. Injection at-
tacks, such as SQL injection and cross-site scripting (XSS),
target system vulnerabilities to access or alter sensitive data,
compromising both data integrity and customer trust. Flood-
ing attacks aim to overwhelm systems with excessive traffic,
disrupting service availability, particularly during peak sales
periods. APTs, which involve prolonged and targeted infil-
tration by well-resourced attackers, pose a significant threat
to high-value digital assets and require advanced mitigation
strategies.

To emulate these attacks, we employed a range of pene-
tration testing tools. SQLMap was used to probe database
vulnerabilities via simulated SQL queries, while LOIC and
Hping3 generated traffic surges to test resilience against
flooding attacks. For APT scenarios, we simulated intrusions
through phishing and social engineering techniques, mimick-
ing how adversaries might implant malware or exfiltrate
critical data. These simulations provide valuable insights
into the vulnerabilities of each company’s systems and un-
derscore the need for layered, resilient cybersecurity frame-
works.

C. Anomaly Detection Using the XDL Model

Detecting injection, flooding, and APT attacks is a com-
plex task, owing to large data volumes, evolving user behav-
ior, and dynamic threat vectors. Our anomaly detection
framework leverages an Extended Deep Learning (XDL)
architecture to address these challenges. The framework
incorporates multiple advanced models, including Convolu-
tional Neural Networks (CNNs), Recurrent Neural Networks
(RNNSs), Autoencoders (AEs), Generative Adversarial Net-
works (GANs), and a hybrid CNN-GAN model to maximize
detection accuracy. We trained and evaluated these models
using datasets containing different types of cyberattacks—
brute-force attempts, injection payloads, malware behavior,
and APT traces. Figures 3, 4, and 5 (referenced in the origi-
nal work) present the detection outcomes for each model
under flooding, injection, and APT conditions.

Results indicate that the hybrid CNN-GAN model con-
sistently outperforms others in identifying anomalies across
all three attack types. While CNNs and RNNs demonstrate
reliable performance in favorable data conditions, they fall
short compared to the hybrid model. APT attacks, due to
their complexity and multi-stage nature, significantly de-
grade model accuracy compared to injection.
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Fig. 3. Real-time anomaly detection under false data injection attack
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Fig. 5. Real-time anomaly detection under APT attack conditions on the input variables

To improve resilience, we prioritized optimizing model
recall and precision, minimizing false positives and false
negatives. By thoroughly analyzing performance metrics, we
fine-tuned each model to reliably distinguish legitimate ac-
tivity from actual threats, substantially reducing the likeli-
hood of missed or incorrect alerts. Furthermore, we integrat-
ed LIME (Local Interpretable Model-Agnostic Explana-
tions) to enhance model transparency. LIME helps elucidate
the decision-making process of the XDL models, offering
critical interpretability—particularly valuable for diagnosing
false alarms and improving trust in automated cybersecurity
responses.

D. Blockchain-Based Consensus Protocol for Incident Re-
sponse

As part of our incident response strategy, we propose a
blockchain-enabled consensus protocol tailored to the needs
of online retailers. Designed within the framework of a busi-
ness continuity plan, this protocol provides a dynamic re-
sponse mechanism that adapts based on the identified threat
type. The XDL model plays a crucial role by analyzing the
nature and severity of each cyber-attack and transmitting this
information to the consensus protocol. For instance, if an
APT is detected, the protocol can isolate compromised sys-
tems and prioritize an immediate response by the security
team.

This blockchain-based approach enhances the integrity
and traceability of the response process. It ensures that all
participating nodes—particularly those with strong security
track records—contribute to decision-making, improving
resilience and ensuring timely, coordinated incident han-
dling. By integrating deep learning insights with decentral-
ized trust mechanisms, the protocol establishes a robust
framework for defending digital retail infrastructures against
evolving cyber threats.

To enhance the resilience of online retail platforms
against cyber-attacks, we propose a robust incident response
framework grounded in a Blockchain-based Consensus Pro-
tocol (CP), aligned with a broader Business Continuity Plan
(BCP). This protocol is designed to dynamically adapt to the
nature and severity of detected attacks, enabling timely and
appropriate responses. The CP utilizes output from the
XDL-based anomaly detection model to guide actions—such
as isolating compromised nodes or escalating alerts to secu-
rity personnel—especially in the case of advanced persistent
threats (APTs). The CP outlines clearly defined responsibili-
ties and roles for all stakeholders involved, ensuring coordi-
nated response efforts. For each type of attack, a tailored
response strategy is devised, considering the operational
context and specific security requirements of the e-
commerce environment.

E. Cyber Resilience Evaluation

To evaluate the robustness of our system post-BCP im-
plementation, we conducted a comparative analysis focusing
on variations in system performance—particularly waiting
time, operational cost, and incident propagation—before and
after the deployment of our Blockchain-based strategy. Our
methodology combined theoretical modeling with practical
data analytics. We utilized Python (with libraries such as
Pandas, NumPy, SciPy, and Matplotlib) and R for data pro-
cessing, statistical analysis, and visualization. These tools
allowed us to quantify performance metrics under different
attack scenarios and visually illustrate the impact of our mit-
igation strategies.

Particularly, disruption cost served as the central metric,
given its significance in online retail supply chains. We in-
vestigated how the presence of a BCP—and specifically the
integration of Blockchain technology—affected the scale
and duration of disruptions.
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As illustrated in Figure 6, our findings reveal that the
Blockchain-enhanced strategy considerably reduces disrup-
tion-related costs compared to traditional methods. The pro-
tocol's ability to provide rapid response and secure valida-
tion directly contributes to minimizing downtime and loss,
highlighting its effectiveness in bolstering cyber resilience.

Performance Analysis and Broader Implications of the
Blockchain-Based Cyber Resilience Framework: Our results
demonstrate that the Blockchain-based strategy is particular-
ly effective in scenarios involving prolonged and high-
intensity cyberattacks. Specifically, the cost-saving benefits
of the proposed model increase with the severity and dura-
tion of the attack.

This finding underscores the growing robustness and
adaptability of Blockchain-driven approaches in enhancing
cyber resilience within the e-commerce sector. Attacks such
as flooding, injection, and advanced persistent threats
(APTSs) typically require several hours to recover from. In
our study, recovery time was measured by calculating the
total downtime over a given period, divided by the number
of disruptive incidents. As depicted in **Figure 7**, the
implementation of our Business Continuity Plan (BCP) sig-
nificantly reduced the recovery time across all three attack
types.

The analysis also revealed nuanced performance differ-
ences between the baseline and Blockchain-based models
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under various attack conditions. While the baseline model
showed slightly better performance under injection attacks,
the Blockchain-based solution outperformed it in handling
APTs and DDoS attacks. This suggests that the Blockchain
model is more adept at containing complex, multi-vector
threats, thereby limiting their spread and minimizing overall
damage. Our research introduces a novel approach to en-
hancing cyber resilience (CR) in online retail supply chains
by integrating an Explainable Deep Learning (XDL) model
with a Blockchain-based BCP. This dual-layered framework
not only detects and mitigates cyber threats but also ensures
transparent, informed decision-making through explainable
Al outputs. A key advantage of the model is its interpretabil-
ity, which helps stakeholders better understand the rationale
behind threat detection and response actions.

The consensus protocol (CP) embedded within the
framework enables secure and transparent communication
among stakeholders during incident response. By facilitating
shared access to reliable data and collective decision-
making, the protocol helps avoid confusion, delays, and con-
flicts. This is further reinforced through a weighted voting
mechanism for block validation, which expedites consensus
even under network latency, enhancing the protocol’s resili-
ence in real-world conditions. Empirical results affirm that
the combined use of XDL and Blockchain significantly im-
proves critical resilience metrics, including reduced disrup-
tion cost, faster recovery times, and limited attack propaga-
tion. While the primary focus of our study is the North Afri-
can e-commerce market, the findings carry broader implica-
tions. The proposed framework offers a scalable and adapta-
ble blueprint for global application, with relevance to di-
verse socio-economic and technological landscapes.

The societal benefits of improved CR in online retail are
far-reaching. In an era of escalating concerns about cyberse-
curity and data privacy, providing a secure online shopping
experience enhances customer trust and loyalty. By safe-
guarding digital transactions, our framework plays a pivotal
role in boosting consumer confidence in e-commerce plat-
forms. Economically, robust CR measures reduce losses
from cyber incidents such as data breaches and service out-
ages. This financial protection encourages innovation and
investment, as businesses are more willing to pursue digital
transformation in a secure environment. By fostering a cli-
mate of trust, our framework contributes to both economic
stability and technological advancement.

While our results are promising for the e-commerce sec-
tor, it is important to consider how the framework might be
applied across other industries such as healthcare, finance,
and manufacturing. These sectors share similar digital vul-
nerabilities but operate under distinct regulatory, operation-
al, and privacy constraints. Therefore, future research should
explore the adaptability and scalability of the XDL-BCP
framework across different domains. Such exploration
would validate the robustness of the approach and support
the development of comprehensive CR solutions suitable for
diverse digital ecosystems.

Theoretically, our work contributes to the ongoing dis-
course on the effectiveness of XDL algorithms in enhancing
supply chain resilience. It also brings attention to the under-
explored role of Blockchain technology in CR, opening new

avenues for academic inquiry and innovation. Practically,
our study offers actionable insights for e-commerce platform
managers. By adopting explainable DL algorithms and
Blockchain protocols, organizations can proactively detect
and respond to cyber threats. This not only ensures the secu-
rity and reliability of their platforms but also protects the
integrity of the supply chain.

Despite its promising results, the study acknowledges
several limitations. Our simulation environment, while
detailed, may not fully capture the complexity and diversity
of real-world cyber threats. Moreover, implementing a
Blockchain-based architecture requires substantial technical
expertise and resources, which could pose challenges for
smaller firms. Focusing exclusively on XDL and BCP may
also overlook other emerging technologies that could
contribute to CR. Additionally, network scalability—
particularly determining the optimal number of nodes—
remains a delicate task. Striking the right balance is crucial
to maintaining both performance and security. While the
framework has proven effective against medium to high-
impact threats, its performance in low-impact or highly
dynamic threat environments warrants further investigation.

VI. CONCLUSION

Organizations, especially BORP, have prioritized corpo-
rate responsibility, data security, transparency, and trust
above all else. The paper begins by outlining a strategy for
identifying anomalies through XDL techniques and provides
a thorough explanation of the results. Despite the differ-
ences in parameter complexity, data size, and node count,
the findings indicate that a CNN/GAN hybrid model attains
remarkable accuracy, reflected in a correlation coefficient
(R) of 99.01. Secondly, we suggest utilizing LIME for accu-
rate interpretation of results, as well as for elucidating fea-
tures and vulnerabilities related to disruptions. A BCP has
been developed to respond dynamically to cyber incidents
utilizing the XDL model data, thereby enhancing CR. To
evaluate the feasibility of our approach, we conducted an
experimental study on three e-commerce platforms in North
Africa. This study examines various potential applications
of XDL and Blockchain technology to assist online mer-
chants in enhancing decision-making and developing more
effective CRS. The findings emphasize the substantial im-
pact of our proposed BCP implementation on essential resil-
ience metrics, including disruption cost, recovery time, and
incident propagation. Our framework offers several ad-
vantages compared to existing CR approaches that are cur-
rently in use. The core of our platform lies in the transpar-
ency and security offered by BT, enabling us to focus on
proactive anomaly detection and real-time responses rather
than relying on traditional methods that often emphasize
post-incident recovery strategies. Our approach distin-
guishes itself by utilizing XDL, which simplifies the anoma-
ly detection process, making it more accessible for evalua-
tion and comprehension.

Investigation into the application of Explainable Deep
Learning (XDL) and Blockchain in small and medium-sized
enterprises offers a hopeful pathway for the future. It would
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be advantageous if these intricate technologies could be
streamlined and rendered more accessible, allowing a greater
number of individuals to reap their benefits. This project
aims to identify methods for enhancing the usability and
cost-effectiveness of our system while maintaining its effec-

tiveness.

This will enable small and medium-sized enter-

prises (SMEs) to enhance their Cyber Resilience (CR). Itis
essential to examine the scalability and flexibility of our
proposed architecture in various industries beyond e-
commerce. This study will involve assessing the effective-
ness of the framework across different supply chain envi-
ronments, including those present in healthcare, finance, and
industrial sectors, among others.
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