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Stochastic Nonlinear Systems Adaptive Neural
Network Control Based on Observer with
Incomplete Measurements

Jiaxin Yang, Chuang Gao*, and Zhongfeng Li*

Abstract—An adaptive neural network control approach is
proposed for a class of strict-feedback nonlinear stochastic
systems with incomplete measurements. The systems under
consideration experience data loss or transmission medium
saturation, leading to incomplete measurements during data
transmission. Two distinct control laws, based on state
observers, are designed to handle different transmission
scenarios using the backstepping method. Neural network
approximation is employed to estimate the unknown functions.
To address the complexity explosion in traditional control
design, dynamic surface control (DSC) is utilized. The stability
of the stochastic system is analyzed, and conditions for uniform
ultimate boundedness in the mean square sense are derived.
Experimental results confirm the reliability of the proposed
controller.

Index Terms—adaptive neural control, stochastic nonlinear
system, incomplete measurement, dynamic surface control.

I. INTRODUCTION

N recent decades, advancements in the Internet of Things

(IoT), communication technologies, and electronics
have spurred significant growth in control systems. This
evolution has led to both increased system complexity
and the development of advanced control techniques.
Control systems have transitioned from managing simple,
isolated entities to handling complex, interconnected systems
consisting of multiple subsystems. The emergence of
Cyber-Physical Systems (CPSs) has garnered particular
interest among researchers [1, 2]. CPSs are sophisticated
systems that enable the interconnection of previously
isolated environments, greatly improving system efficiency
and data transmission capabilities. These systems find
applications across various sectors, including remote patient
monitoring, intelligent transportation, smart grids, smart
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factories, and connected vehicles [3, 4]. However, the
interaction between subsystems brings critical challenges
related to state estimation and stability, which are essential
for the practical deployment of CPSs.

In a CPS, subsystems communicate and exchange
information via networks to enhance the overall system
intelligence. As such, the quality of communication plays
a pivotal role in the reliability and stability of the
system. In particular, limitations in communication networks,
particularly wireless channels, can result in issues such as
state loss, quantization errors, and delays [5, 6]. These
challenges can significantly affect state estimation, control,
and overall system stability. Since state estimation relies on
sensor data, much research has focused on developing robust
state estimation techniques and control strategies to handle
incomplete observations. Some studies have addressed
controller design for CPSs under data loss conditions [7, 8].
Furthermore, Lu et al. [9] proposed a state estimation
approach for incomplete state observations under network
attacks, enhancing the overall estimation performance. Lu et
al. [10] also addressed the event-triggered control problem in
CPSs subjected to actuator attacks, incorporating a widening
matrix of state and attack data with a Luenberger observer
and controller[11]. Research by Han et al. [12] and Fei et
al. [13] has focused on controlling systems under spoofing
or model attacks.

Stochastic disturbances, which are inherent in practical
systems, are often a source of instability. Consequently,
controller design for stochastic systems has become an
essential area of research. For instance, Han et al.
[12] studied uncertain stochastic strict-feedback systems
and proposed a fuzzy controller. Wang et al. [14]
tackled nonlinear systems with input saturation, while
the multi-objective Hy/H,, control problem for uncertain
systems with state time lags was also explored.

Nonlinearity is a common characteristic in real-world
systems, and designing controllers for nonlinear systems
remains a challenging task. As a result, the control and
state estimation of nonlinear CPSs have become important
research topics. Li et al. [15] studied nonlinear CPSs under
denial-of-service (DoS) attacks and proposed fuzzy systems
for approximation, along with a periodic event-triggered
control strategy to enhance communication efficiency.
Zhang et al. [16] developed a state estimation filter for
incomplete measurements, while Ma et al. [17] proposed a
model-free control framework for systems under DoS attacks.
Additionally, Liu et al. [18] designed two state estimators for
nonlinear CPSs with incomplete measurements. Jiang et al.
[19] focused on state estimation for stochastic systems under
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random packet loss, and An et al. [20] explored decentralized
control for nonlinear CPSs subjected to intermittent DoS
attacks, proposing a switch-type state estimator and convex
design conditions for back-stepping controllers based on
fuzzy logic approximation.

Large-scale systems often face additional challenges due
to the time-sharing nature of communication channels,
where nodes may not be able to access the network
synchronously. In cognitive radio systems, for example,
primary users occupy most of the communication bandwidth,
with secondary users only able to access the network
when the primary user releases the channel [21]. These
communication constraints significantly impact control
performance. Zhang et al. [22] employed fuzzy models
to approximate nonlinear processes measured by wireless
sensors, considering various communication constraints and
providing sufficient conditions. However, system instability
may occur if information collected prior to packet loss
or network attacks is not appropriately managed. Thus,
designing a state estimator capable of handling network
failures is crucial.

This paper investigates the control of stochastic systems
subject to deteriorated information transmission. Specifically,
observers and controllers are designed to address both normal
communication and blocked communication scenarios (i.e.,
data loss). The proposed design ensures that all system
signals remain bounded in the mean square sense. In cases
of data loss, the controller utilizes available system output
information during normal communication to enhance system
performance. The contributions of this work are summarized
as follows:

o Incomplete measurements due to transmission issues
can lead to instability in random CPSs. Observers are
designed for two scenarios: the normal case where
system output information is available, and the data
loss case where transmission saturation and data loss
occur. Output feedback controllers are constructed for
both cases, differing from Long et al. [23], which
only addresses normal data transmission. Probabilistic
stability conditions are analyzed for both cases.

o Dynamic surface control methods are utilized in
the controller design for stochastic nonlinear systems
with incomplete measurements. These methods prevent
computational issues due to differential explosion in the
design process. This not only reduces computational
complexity but also simplifies the design.

o The adaptive radial basis function neural network
control method is adopted, requiring only one adaptive
parameter, significantly reducing the computational
workload.

The structure of the paper is organized as follows: Section
2 presents the system model and discusses transmission
scenarios. Section 3 addresses the state observers,
system controllers, and the associated stability analysis.
Experimental results to demonstrate the effectiveness of the
designed controllers are provided in Section 4. Section 5
summarizes the paper and discusses potential future work.

II. SYSTEM DESCRIPTION AND PRELIMINARIES

A strict-feedback nonlinear stochastic CPS can be
described as:

dz;(t)
dz,, (1)

(fi (Zs(t)) + 2ig1) dt + @i(x1)dw(t),
(fr (Zn(t)) +w) dt + o (x1)dw(t), (1)

where the system’s output is given by:

y = p121 + p2o(z1) + pas(xr). 2

where, Z;(t) = [z1(t), -+, 2;(t)]" € Rifori=1,2,--- ,n,
and u,y € R represent the state vector, control input, and
output, respectively. The functions f;(-) : R* — R and ¢;(-) :
R? — R " are unknown smooth functions with f;(0) =
0 and ¢;(0) = 0. Additionally, we assume that p;(x1) =
219 (x1), where 1;(x1) denotes a known smooth function,
and

]T

o(x1) = [¢] (x1), ..., 0p (1)

Y1) = [@] (1), ..., P (21)

where, w(t) € R” represents random thermal motion.
The functions o(-) and ¢(-) correspond to saturation and
data-loss scenarios, respectively. The parameters p1, p2, p3
represent different system states, where each p; € {0,1}
and Z§:1 pi = 1. Specifically, py = 1 indicates normal
measurement, po = 1 denotes saturation, and p3 = 1
corresponds to a data-loss scenario.

If the output measurement x satisfies |z1| < Zmax, Where
Tmax 18 the saturation threshold, then p; = 1, and ps = p3 =
0. If |z1| > @max, We have py = 1, with p; = p3 = 0. The
saturation behavior is described as:

)

3)

]T

0(x1) = Tmax - sign(zq).

In the event of data loss or sensor failure (e.g., during a
system attack), p3 = 1, with p; = ps = 0. The lost data is
substituted by the most recent acquisition state. Therefore,
the data-loss function is given by:

§(.231) = xll’

where x represents the most recent observed system output.
This work assumes that the duration of the data-loss situation
is known, so | remains available.

Remark 1: Packet loss can occur for various reasons,
such as wireless network limitations or time-division
multiplexing in communication channels. Additionally,
communication networks may be susceptible to attacks (e.g.,
denial-of-service), resulting in damaged or unavailable data.
These scenarios are categorized as data-loss cases. In such
instances, some existing works (e.g., [20]) discard the data
and assume zero observations, which can degrade state
estimation performance. In contrast, we use the last valid
observation to replace the lost data, mitigating the impact of
data loss.

Next, we consider a general stochastic nonlinear system:

dX(t) = f(X)dt + o(X)dw(t), 4)

where X € R", and f and ¢ are Lipschitz continuous
functions.
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Definition 1: Given V(X) € C?, associated with the
stochastic system described by (4), the differentiator L is
defined as:

o?V

LV = 52500 + g (05 5en) . ©)

X2
the Ito correction term. The presence of the second-order
differential g;‘é complicates controller design, making it
more challenging compared to the deterministic case.

To design a stable controller for the system, we introduce
the following assumptions:

Assumption 1: Given known constants m,; and p, for all
Xi, X5 € R", the following inequalities hold:

[1fi(X1) = fi(X2)]| < mi||[ Xy — Xaf|,
lo(X1) —p(X2)]| < wl|X:—Xof. (6)

Lemma 1: For all (z,y) € R?, the following inequality
holds:

Remark 2 [24]: The term tr (hT A% h) is referred to as

eP 1
wy < — =[P+ —ly[”,
p qe?
where e >0,p>1,¢>1,and (p—1)(¢—1)=1.

III. CONTROLLER DESIGN AND STABILITY ANALYSIS

This section presents an estimator-based adaptive control
scheme for system (1) using the backstepping method. Since
only the system’s output in its nominal state is measurable, a
state observer is needed for controller design. Note that the
system output can be affected by two phenomena: device
saturation and data loss. Under saturation, the output is
limited to the saturation value o(x1), which represents the
last reliable measurement before saturation. In the event
of data loss, the most recent valid output is used as a
replacement for the lost data.

Both saturation and packet loss can be considered
instances of a “data-loss” scenario, where the current
observation is replaced with the last valid one. From the
controller design perspective, these two phenomena can be
treated uniformly as the data-loss case.

A. State estimator and dynamic feedback design in normal
case

In the normal case, where output data is available, a state
estimator can be developed based on the output y. The state
estimator for system (1) is given by:

Tei = Teip1) T kei(y — Zer)s
Ten = UcT kcn(y - i’cl)7 @)

where Z.; denotes the estimate of the state x;, and k.; is a
design parameter.

Define the estimation error in the normal case as e.; =
x; — e for i =1,...,n. The overall estimation error vector
is:

€c = Tn — Ten, (8)
where T, = [z1,...,7,]7 and Zep, = [Ze1, ..., Zen]T € R,
with e.;1 = 1 — Ze1.

Using equations (1) and (7), the time derivative of the
estimation error is:

dec = (Aec+ F(T(t)) — Keeer)dt + " (x1)dw(t),
= ((A— KC)ec+ F(z(t))dt + o7 (a1)duw(t)(9)
where
0
A = : 1,1 )
F(z(t) = [filz1),-.., falza)],
K. = [ket,- s ken)”,
C = [1,0,...,0]

Note: Ensure that the matrix A— K .C' is Hurwitz by selecting
appropriate gains k.; to guarantee exponential stability of the
estimation error in the mean-square sense.

To ensure system stability, (A — K.C) must be a
strict Hurwitz matrix, which can be achieved by selecting
appropriate gains K.

Define A = Apin(P)Amin(Qc), where Q. = —(P(A —
K.C)+ (A — K.C)TP). This leads to the inequality:

el Pe, [el (P(A— K.C) + (A~ K.C)'P)e.] < —Ac|lec|
(10)
where (). and P are symmetric positive definite matrices.
Finally, the dynamics of the entire system, incorporating
both the estimation error and the state estimate, are described
by:

de. = ((A—K.Ce.+ F.(z(t)))dt+ " (v)dw(t),
dj:cl = (5602 + kclecl)dt7
dj:c2 = (-%63 + kCQecl)dt7
dTen = (e + keneer)dt. (11)

The backstepping procedure comprises n steps, with each
step involving the design of a virtual control function é&.;
based on an appropriate Lyapunov function. The actual
control law wu, is then formulated. To start the backstepping
design, define the parameter 6. as:

HC:maX{Nci ||WC’§H2:2':0,1,2,...,71}.

Since ||W]| is unknown, 6, is also unknown. Define the
parameter error as 6. = 6, — 0., where 6, is the estimate of
.. The virtual control signal is defined as:

1 g5 .
i (Xei) = —@ZMHC, i=1,....,n—1, (12)
where Z,1 = w1, and Z; = T — iy for i = 2,...,n.

The design parameters satisfy a.; > 0. The state vector is
given by X1 = w1, and X = (ecl,’:fci,éccif,o'zcif)T for
= 27 ey, — 1, with ‘/fci = [j?cl,fUCQ, e ,QAYC,;]T.

Theorem 1: Consider system (1) with the state observer
given by (7), the control signal:
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13)

where a.; (1 =1,2,...,n), r., and k. are design parameters.
Then, the stochastic system can achieve M-SGUUB behavior
with probability 1 — € in Q(e).

To analyze the stability condition of the estimation error
in (8), consider the Lyapunov function candidate V., =
(el Pe.)?. Its time derivative along with (11) is given by:

LV, = el Pe.[2e] P(Ae.+ F — K.eq)]

+ tr {cpT(acl) (2PececTP) o(z1)}

+ tr {@T(ml) (eCTPeCP) o(z1)}

= el'Pe,. [eZ(A - KCC)TPeC]

+ el'P(A—-K.C)e.+2elPF

+ tr {cpT(xl) (2PeceCTP) cp(xl)}

+ tr {apT(xl) (eZPecP) go(xl)} (14)

By substituting (10) into (14), we have:
Wi < —Aled?

+ 2eTPe.el PF
+ tr {@T(xl) (2PeceCTP) go(xl)}
+ tr {wT(ml) (e?PeCP) go(xl)} (15)

Since F' = [fi(x1),..., fn(z,)]T is unknown, for any
€i0 > 0, there exists an RBF NN: WiBTSiO(XO) such that

fi(Xo) = Wi Sio(Xo) + 6i0(Xo),  [16i0(Xo)|l < €io,

where Xy =z, Xj € QXO = {X()‘SC S Qw}, 5@0(X0) is the
approximation error, and €2, is a compact set through which

s 3ny/nn?
peo = Ao~ 3[1PJF = ZVO ypyt 1)

Substituting (16), (17), and (18) into (15) yields:

f
27 Ico

LVeo < —peo el + 55wt () | "+ 92+ 50 (20)

In this section, the DSC approach is employed to address
the complexity explosion issue. Define the change of
coordinates:

ch =y
Zci

= .i‘ci—acif, i=2,3,...,n (21)
where a.;y is the output of a filter, with c.;_1) serving as
the input in the normal case. Applying Ito’s differentiation

rule yields:

chl
dZ;

(f1(z1) + eca + @ea) dt + T (x1)dw(t)
(Ze(ig1) + Keieer — deiy) dt,

i=2,....n (22)

Step 1: Consider the Lyapunov function candidate V3 =
Voo + iZfl + %03 Differentiating V; with respect to time

yields:
LVy = LV +Z2 (fi(21) + x2)
+ %tf (1 (21)3Z201(21)) — 710@9;0
= —Pco HecH4 + Z2% (fi +eco+ de2)
+ 23 (5% za vl
"lco
bzl

the state trajectories evolve. Then: 1.2 1, 14
— —QCHC + *90 + =€ (23)
c 2 2
= Wi So(Xeo) + 6c0(Xeo),  116c0(Xeo)| < eco (16) Applying Young’s inequality gives:
Slnce 0 < ST)S.0 < N, and by the definition of . with
S4, < 62, the following holds for X; € 2 3 a
el £ 0E T Zhee < nHZ4+ e
4 47’01
2¢f Pecel PP = 2el Pe.el P (W) Sco(Xeo) + 6c0(Xeo)) < %770%12211 + s lec||* (24)
3 8 4 1 2 1 4 Ne1
< S IPIP Hleell” + 502 + Seco an 3 3
2 2 2 SZhet (@)ei(x1) < Tl et 24
. 2 4
We also have: 1
+ — (25)
AnZy

tr{o” (21) (2Pecel P+ el Pe.P) (1)}

2 2 2
< nvnfe@)I7 1P el
3ny/n 3n~/nn?
< o2 H<P($1)||4+TCO||P|\4||€c||4
c0
3ny/n 4 3ny/nn]
= i [zl JrTO||P||4H6c|\4(18)

where 7.9 > 0 ensures p.o > 0 with:

where 7.1,n.2 > 0 are design parameters. Substituting (23)
and (24) into (22), we get:

s 1
L‘/cl S — Pe1 ||ec||4 + 231(%2 + fcl) - 5 cec
1 1 3 1
—62 4 —-=Zk 26
+ 2 + 28('0 4 cl + 4 32 ( )
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where
1
Pt = DPc0 — 71>
477211
3 3n/n
Fa = At I e
Neco
3 ¢ 3 2 3
+(Gnd + 2ol +3) 2

Now, consider the intermediate control signal:

dcl(Xcl) = _(ZCIZCI + f_cl)a

where [.; > 0 is a design parameter. Then (26) can be
rewritten as:

LVa < —pallec]’ + Z% (@ez — acr)

3
- lchfl - szl
1~ 2 1
- 59696 + 592
1, 1
- — 27
R 7
However, ¢&.; is an unknown function and cannot be
implemented directly For any constant £.; > 0, there exists
an RBF NN: W*T'S,;(X.1) that can approximate &1 (X.1)
as:

WS (Xe1)+6e1(Xer),  [6e1(Xen)|| < e,

where 0.1(X,.1) denotes the approximation error, and X, €
Qx,, = {Xe | * € Qx_, }. Based on the definition of 6.
and o1, we have:

Ge1(Xe1) =

- 031&01 - *Zgl (W Scl( cl) + 5c1 (Xcl))
Ncl 3 1
< %a (2:1231 WAl + 2a§1+1Z§1 +1531
1 1 3 1
< oz Z0e + 500 + 24 + g0 (28)
. 1 A
Zglacl *ﬁ 21 c (29)
where a.; > 0 is a design parameter. Then,
LVa < —pa e —1aZ}
+ ch’l(jjcﬁ - acl)
1 -~ X
—0. Z% —6
- Te (2 ) ot )
+ Acl (30)
where Ay = 6%+ 1k, + a2, + 1
Zeo + oy, (30) becomes:
L‘/cl S —Pec1 ||ec||4 - lclzj;ll
+ Z§1(Z52 + Qe2f — acl)
1 -~ X
+ —b <2 —Z% — 0 >
+ Acl (31)

A first-order filter with time constant k.o is introduced as:

Kc2dc2f + Qeaf = Qcl, Qe2f (0) = Q1 (0)

Let xc2 = oy — Qre1, SO Qeap = _% and
. . ) X
Xe2 = Qezf — Qel = — 2+ Buo(X)1)
Re2
where

3 2 5 )

Bos(X1) = 5522 Zealo + g 250
2a ey 2a Q.

The inequality in (31) can be expressed as:

LV —pe [lecl* — le1Z2

23 Zeo + Z2 ey
—0

1 X
(gm-i)
Te 2az,

Acl

+ o+ + A

(32)

Step m: (2 < m < n — 1). The Lyapunov function is
defined as:

Differentiating yields:
m—1 m—1
LV, < —Pc1 ||ec||4 - Z lciZé + Z ZgiZc(i—i-l)
i=1 i=1
+ Z Z:csiXC(iJrl) + ng(j:c(erl) +7cm)
i=1
m—1 4
Xe(it+1) 3
- —— — Xc@ BC i+1 (Xl)
e <H0(i+1) (i+1) Pe(i+1)
1. [, :
*gc - - éc
34
— ZZ + A (m—1) (34)
where f ., (Xim) = kem€cr — Gems + 5 Zem + 5 Zem.

Define the intermediate control signal Qe (X)) as:

acm = _(lcchm + ?cm)

where [.,,, > 0 is a design parameter. Adding and subtracting
Qem (Xem) in (34) yields:

m m—1
L‘/cm S —Pec1 ||ec||4 - Zlcizéli + Z Z Zc(iJrl)
=1 i=1
m—1 1. m—1 R
+ £ Zchf(H-l) + 9 (Z 2a 2 e — 0 )
+ me (xc(m+l) - Oécm)
m—1 X4( n
c(i+ 3
- — — Xc(s Bcil(Xi)
3 4
+ Ac(mfl) - chm (35)
Similarly, Q¢ (Xem) can be approximated by the RBF

NN: WIS, (Xem) as
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acm(Xcm) - W;Z:Scm (Xcm) + 5cm(Xcm)a
|5cm(Xcm)| S Eems
where ¢ (Xem) denotes the approximation —error.
Combining the above yields:
—7Z3 Qem < Z8 0,
cma —_— 2 g7n cm + 2acm
1
Sp 1a 36
+4 cm + 4€cm ( )
1 .
73 Qem = — Z8 0. 37
cma 2a%m cm ( )

where a.,, > 0 is a design parameter.
Given Zo(my1) = Ze(m+1) T Qe(my1)y> and substituting
(36), (37) into (35), it can be expressed as:

LVen < —pa ||ec|| Z lcz Z Ze (i+1)
m—1
+ Z Z&Xe(i+1)
=1
+Zs (Zc(7n+1) + Qe(m41)f — acm)
c(i+1) 3
_ B X;
Z (/ic(erl ™ Xetin Betin )>
L (S 0. |+ 38
+7ch 222 cz_c+cm ()
where

1
Ao = 792 T ECO + = Z <am + 5—:m> + —
47702
Let gy, pass through a filter with coefficient k¢(r 1),
producing ave(m41)¢:

acm?
aem(0).

Define Xc(m+t1) = Qe(m1)f — Qem as the filtering error,

Hc(erl)O.éc(erl)f + Ae(m41) f
Ae(m+1)7(0) =

then cro(pmi1yy = fﬁ and
. . . Xe(m+1)
Xe(met1) = e(me)f — Gom = =0 "7 + Be(m+1)(Xm),
where
3 9 - A 9 A
Betorin)(Xm) = o3 Zim Zenlle + 53— L2l

The inequality (38) can then be expressed as:

m

ZZ Z
=1

L‘/cm S —DPc1 ||ec||4

c(i+1)

m
- lezéz +

+ Z Zczac (i+1)f + Acrn

%

! X (i41)
c(i+ 3
Xe(it Bc i+1 (Xi)
1 (HC(’L+1) ( 1) ( )

§F<Z22 mé>
i=1

I
N

3
[

<.

‘ —

+ (39)

<

C

Step n: Consider the Lyapunov function:

1

1
Ven = V;(u—l) + 1 1

and its derivative:
n—1

Z lu Z ZCLZC(Z+1
n—1

+ Z Z3Xe(i1) + Zon (e + fen)

=1
1 - n—1 .
—0. -6
+ (2} 302 2o )
3
+Ac(n71) - 7Z4n

(e

LVcn < —Pc1 HecH

X(z Bcz (41)
Ke(i+1) e Bern (X )>

where fcn = kcnecl acnf + ch

The intermediate control 51gnal is defined as Q., =
~(lenZen + fen), with o, > 0 being a design parameter.
Then we have:

n n—1
Wen < —pallecll =D 1aZ + D 25 Zern)
i=1 i=1
n—1
+ Z ZgiX (i)
i=1
3 ~ 3 4
+Z; (uc - acn) - Zch

c(i+1
s _Xi(i+1)BC(i+1)(Xi)>

_Z (Hc(%kl
1 - n—1
o0 (Z 507

Similarly, the RBF NN W:I'S. (X.,) is used to
approximate Qcp(Xcp). By definition of w..:

&>+Amqwu>

3 A 6
—Z5 G < 22, ——Z..0: + 2a
+5 Z4 + 4% (43)
3 _ 6 )
chuc - 2(12 che (44)

where a., > 0 is a design parameter. Substituting (43) and
(44) into (42) gives:

n n—1
LVer < —pallecl® =D laZ+ Y Z5Zeis)
i=1 i=1
n—1
+ Z ZgiXe(iv1)
i=1

1+1
Ll _Xg(i+1)BC(i+1)(Xi)>

_Z (Hc(z+1
1~ [ 7
e (Z 222

c 2 .
i=1 Cct

ai>+Am 45)
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From the definition of 90:
4
L‘/cn S —Pec1 ”ec” -

i lciZﬁz‘
=1

n—1 n—1
+ Z Z3 Zoir1) + Z Z3Xei41)

Py i=1
=00,
— c(i+1 3
= Xe(it1) Be(ir1) (Xi
;(WU S
cn (46)
Also:
3 1
3 4 4
ZoiZoiv1)y < ZZCZ'+ZZC(¢+1)
3 1
Z3Xc(i+1) < *Zfi+*X3(i+1)
4 4
- ~ 1 1
Ocbe = 0c(0c— 0c) < —502 + 56
3 1

3 33 4
Xc<i+1)Bc(z’+1>‘ < 17 BiryXery T g @4

where 7. > 0 is a design constant. There exists N;41) > 0
such that [B.(;41)| < Negiq1). Then:

= 7
LV, < —Dec1 ||GC||4 - Z <lCi - 4) Z:'Li

i=1
1 3 4 _a
- ———-m¢B3. 4
Z ("Ec(z+1) 4 47TC 0(z+1)> Xe(i+1)
k 42
07 + Acp 48)
27“0

where Acp = Aep + ﬁ
B. State estimator and dynamic feedback design in
data-losing case

In the data-losing case, current measurements cannot
be used due to transmission errors. Instead of discarding
these data, the previous valid observation is employed as a
substitute. In this scenario, it is assumed that x; # y. Define
the estimation error as eg; = x; — &4;, With ey = x] — 251,
and the difference Aegy = es) — el; = 21 — 2], where Z;
denotes the estimated state under data loss, and ) represents
the prior normal observation.

The estimation error in this case is expressed as:

€s =Tp — Tsn
_ T = A A T
where T, = [z1,...,%,)" and Zgn = [Ts1,-..,Tsn)
represent the actual and estimated state vectors, respectively.

The first element of the error is e;; = 1 — 1.
The state estimator for this case is given by:

-i's(iJrl) + ksz(xll - iasl)

Us + ksn(x/l - fi‘sl)

Ts; =

(49)

Tsn =

where z,; for ¢ = 1,2,...,n are the state estimates under
data loss, and k; are design parameters.

Remark 3: The parameters k.; and kg; significantly
influence system stability and performance. If k.; or ky; are
too small, convergence will be slow; if too large, instability
may result.

The time derivative of the estimation error is:

des (Aes + F — Kely)dt + o (x1)dw

(Aes + F — Kyeg + K Aegp)dt + @7 (3
(A - K,C)es + KoAey + F)dt

4T (z1)dw

)dw

(50)

The virtual control function &g; is developed using a
Lyapunov approach, and the actual control input u is derived
accordingly. To initiate the backstepping design, define the
parameter 65 as:

0, = max { N |75

where W, is an unknown constant, making 6, also unknown.
Define the parameter estimation error as 0, = 6, — 6, where
0 is the estimate of 6. The virtual control signal is:

i:0,1,2,...,n}.

1
2a2

st

(X)) = — i=1,....,n—1 (&)
where Zsl = T, Zsi = -isi — Oif for i = 2,...,’17, —
1, as; > 0 are design parameters, Xs1 = x1, and X;; =
(esla ‘/'/E\S’h &Sif7 O'[sif)T’ with /x\si = [jjsla 5:527 cee 7£$1’}T~

Theorem 2: Consider system (1) with estimator (49),
control law:

virtual control signals ay; in (51) and the adaptive law:

X _ n Ts 6 ~
0.=> 5o Zoi — kisls
=1 " st

where ag; for i = 1,...,n, rs, and k, are positive design
parameters. Then the system is M-SGUU B with probability
1 —¢in Q(e).

Assumption 2: There exists a known constant % such that:

(52)

IKAeq | <h, h>0. (53)

The Lyapunov function is chosen as Vo = (el Pe)2.

Its derivative is:

1
2

LVy = el'Pe,(el (P(A—K,C)+
+2es PK Aeg + 263 PF

+tr (o7 (21) (2Pesel P+ el Pe,P) p(z1)) (54)

(A—K,C)"'P)e,)

Similar to (16), we have:
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- W*(,)TSSO(XSO) + 6SO(XSO)7 H590(X90)|| S €50
Since 0 < 53%550 < Ngy with N4 being the dimension
of S,p, and from the definition of 6,, it follows:
IW2)* S < 02,

Therefore, the following inequality holds for X o € Qx,,:

2¢; Pesey PF < *IIPII*IIeSII +*HW I Sk

*IIPH3 les* . 5050

3P lesll” + 92 + 28

IN

(55)

Additionally:

tr{ " (1) (2Pesel P + el PesP)p(z1)}
<n HcpT(xl)(2PeseZP)<p(x1)

+n ||¢" (z1) (el PesP)p(1) HF

< nv/n||e" (z1) (2Pesel P)o(a1)||
+nv/n " (21) (e5 PesP) ()|

< 3nv/n (x)|* 1P [les ] *

Using Assumption 1, we have:

I

(56)

(@)l = lle(Ea) + @(x1) — e(Ea)|
< le(@sa)ll + 4 lles]l

Thus, the following inequality holds:

(57)

tw{o” (1) (2Pesel P + T Pe,P) (1)}

R 2

< 3nvn ([le(@s1)|| + 1 |les)

2 2

X |[P[1* lles |

N 2 2 2

= 3nvn (@) [|12])° lles|

~ 2 3

+6nv/np (@) | [|12))° lles |

+3ny/np? || P les|*
3n\/ﬁnso 4 4
5 1P[]” [les |l

+3ny/np? || P [les|*

3
+< ny/nu

N 4

o ot
Iny/npns 4y 4
+ — L P e |l

< (3 el +

2 (58)

where 150,751 > 0 are design parameters.
According to Assumption 2, we obtain:

IN

2¢T Peel PK Aey 2 |les|® |1P]?

3 4 8 4

sz 1P lles |

1
h* (59)

277.;12

IN

+

where 7153 > 0. Define:

s 3ny/nnso 4

po = A-3|p|F - 20 py
9n\/ﬁm]§ 8
S

—3nv/nu® | P|I* - (60)

Sn 1P

Substituting (45) and (58)-(60) into (49) yields:

3nf 3ny/np NN
L s < ~Fs s : s
Vo < —palledl’ + (G5 + T8 o]
1 1 1
=02+ €} h* 61
505+ 5e0 T o (61)

To address complexity explosion, the DSC approach is
applied. Backstepping design is implemented through a
coordinate transformation:

Zsl = T,

Zg = @g—osp i=23..m (62

where ay;y is the filtered signal of a(;_1). Differentiation
yields:

dZs1 = (fi(z1) +z2) dt + @1(z1)dw
1
o (o (1)322 ¢1(1))
dZsi = (jjs(iJrl) + ksiesl - aélf) dt’

1=2,...,m (63)

Step 1: Define the Lyapunov function Vi = Vso+ 7 174+
ief with

LVy = LV +Z3 (fi(z1) + z2)

1
+§tr(<P1T(x1)32321%01(171)) -

= —peolles* + Z2 (f1(@a1) + fr(z1) -
. 3
tes2 + Toz) + 5231 (1 (z1) 1 (1))

+ (5 + S el

1 1 1
+505 + 550 +

1~ 2
—040,
Ts

f1(Zs1)

(64)

One has:

IN

ZHeso
3 4, 4
N5sZa + 1 lles|7(65)
478 477;13

mi ‘Zsl‘S |esl|

IA

Z3 (fi(z1) — (@)

IA

4 4 4
Zml Nsa4s1

+

IN

lles|* (66)

3
471214
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Next, consider the trace term:

gZ521tr(<P1T($1)<P1($1))

= 222 (T @) + (@) — 6T (E)
X (901(5531) +@1(w1) — @1(531))

3 .
< 52521( “@1($51)|‘ + ,uesl +u ||<p1(x51)” +u 651)
_30+n

~ g2, e+ p)
1 Z3 o1 (@a)|” + fZﬁleil
3(1+ p)n? 31+p 2
< AW g BT G
4 A2,
3u(l + p)n? 3u(l +
4 L Mg g SR e, o (6
56

where 753, 1s4, Ns5, and 756 > 0 are design parameters.
Substituting (65), (66), and (67) into (64) yields:

1 3 3u(l+p) A
Mo = *(ps B N - ) €s
1 0 4ty Ay a2, llesll
7 1~ x 3
+Z§1<§752 + fsl) — —0895 _ 72211
Ts 4
3nyn  3nynp 3(1+p) o,
< 27750 + 2’[731 + 47755 ||77[}(-T:>1)H
1 1
*92 — 7h4
iyt g (68)
where
f ~ 3 4 3 4 1
fa = h@a)+ Za(Gud+ gmind)
3L+ 3p(l+un? 3
+ 1 i I -

Now, take the intermediate control signal as1(Xs1) as

asl(Xsl) = _(llesl + .]Fsl)

where l5; > 0 is a design parameter. Then, one has:

LVa < —pa ||esu4 L Ziy Ay z;a(fcsz )
3
—Zzgl - fe 0, + 02+ 25
(?”‘f 3””+ ) e
2150 24 4nZs ‘
1
+—ht (69)
213
_ 1 3 3u(l+u)
where ps1 = pso — % BT M477 -
The RBF NN: W' S,1(Xs1) is adopted to approximate
the unknown function &1 (Xs1), such that
6zsl()(sl) = W Ssl( sl) + 551(Xsl)
1051(Xs1)] < ea
where d51(Xs1) denotes the approximation error, X €

Ox,, = {Xalz € Qx.,}. From the definition of 65 and
a1, one has

—Z3bg = —ZH(WH'Sa(Xa)+ 66 (X))
< S IR+ et
+3Zsl + i5§1
< ﬁzﬂes + §a§1 + %Zﬁl + %gl (70)

1

Z3 o = ﬁglzflés (71)

where ag; is a design parameter. The inequality 0 <
ST Ss1 < Ny is used and yields

LVsg < —pa HesH4 —1aZ + Z% (252 — Q1)
fézfl - iésés + %05 + %530
(32"77£ + 2 S (o)
+2771;12h4 (72)
where Ay = (U4 S g 30 i) |

192 | 1.4 1 T 4
505 + 5550 + 50,51 + 4531 27752h .

By the definition of £,5 = Z,3 + 527, then (72) can be
rewritten as

Lvsl S —Ps1 ||65||4 - lslz4 + Z?l (ZSQ + asQf - asl)

1 -~ X
+*09 < Z?l s) + Asl~
s 2a2,

Similarly, a first-order filter with time constant rgso is
introduced as:

(73)

Oésgf(()) = asl(O).

Let xs2 = ago5 — a1, then Aoy =

’43520.‘321" + Qsof = Ols1,

—(xs2/Ks2), and

Xs2 = Qs2f — Qg1 = —:j; + Boa(X1)
where
Bgo(X1) = i225212.519; + %23195
2a%, 2a%,;

Then, the following relation holds:

LV < —pallesl —1aZY + 72 Za + 22 xe2
1 -~ X
+—0, ( A 95) + Ay (74)
T's 2 51

Step m: (2 < m < n—1). Define the Lyapunov function
as

1 1
Vem = Vs(m—l) + 7Z§m + 7X151m (75)
4 4
Similarly, one has:
m—1 m—1
LV < —pallel* =Y 12+ 23 Z,y
=1 =1
m—1
+ Z ZgiXs(i+1) + As('m—l)
=1
m—1 4
Xs(i+1) 3
=30 (D i Buaan (X))
i=1 ('{S(Hl) )Pty
1 !, :
— 4, > 75 — 0,
+7‘g <; 5 gi si )
R 3,4
+Zsm(xs(m+1) + fsm) ZZsm (76)
where

3
Fom(Xm) = ksmels1 — Qgmy + ZZsm.
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Take the intermediate control signal Qg (Xsm) as

- (lstsm + 7sm)

~
asm -

where [, > 0 is a design parameter. Then, adding and
subtracting i, in (76) yields:

Zl lsi Z
m—1

+ Z ZgiXs(i-‘rl) + Z?m (‘%s(m—i-l) - 6zsrn)

1=1
s(z+1
’is(H»l

3
m—1 .
—|—r—95 <Z 2a — 65) + As(mfl)(77)

LVen < —patlles]* — Zs(ir)

-3

=1

X?(i+1)BS(i+l)(Xi)>

_,Z4
1
i=1 st

Similarly, Qg (Xsm) can be approximated by the RBF
NN WiT'S,,. (Xsmn) as

sm

asm<Xsm)
[0sm (Xsm)| <

W:nj;‘s’sm<Xsm) + 5sm(Xsm)7

gsm

where dg,,(Xsm) represents the approximation error and
Xom € Qx.,, = {Xsm |z € Q}. Then one obtains

1
_73 4 <
Zsmasm — 2asm sme +20‘~3m
3 1
424 + 45 (78)
1 .
Z3 agm = —szmes. (79)

Substituting (78) and (79) into (77) yields

m m—1
LVsm S _psl||es||4 - lezZ4 + Z Z Z9(1+1)
=1 =1
m—1
+Z§’m(is(m+1) - asm) + Z ZgiXs(i+1)
i=1
1 _ m .
L, (Z ul _e>
i=1
m—1 (i41)
s(i+ 3
— Xs(i11)Bs(i X;
Pl (Iis(z-‘rl (+1) (H)( )>
+Agm (80)
where
3n\f 3nynp 31+ p) .
A = ( o30S )
27]30 27791 47]55
m
02 —
+5 + e+ = Z(a +2651)
1
—ht
+27I§2

By the definition £, = Zsm+smy, (80) can be rewritten

as
m m—1
LV, < —p81||€5||4 - Zl”ZAl + Z ZszZs(z+1)
2 i=1
+Zg’m(Zs(m—‘,-l) + Qs(m41)f — Ozsm)
1 o 2
705 > ZG - 95
m—1 4
Xs(i+1) 3
o Xs(i Bs i X;
; ("“s@ﬂ) (1) Bt (X0)
m—1

+Asm + Z ZSiXs(iJrl)-

i=1

(81)

Similarly, the filtering signal avs(;,,11)y is obtained by

Ks(m41)Xs(m+1)f T As(m41)f = Csm,

as(m+1)f(0) = asm(O). (82)
Define Xs(m+1) = Qs(m+1)f — Qsm, then
. Xs(m+1)
Ag(m41)f = ——— (83)
(m+1)f Ks(mi1)
and
Xs(m—&-l) ds(7rL+1)f — Qg
XS m
= _Zetmtl) + Bs(’rn+1)(Xm) (84)
Ks(m+1)
where
Bumi)(Xom) = o= 22, Zmbls + =5 Z2,0,.

22

én’L

22

5rn

Finally, it implies

*psl||68H4 - 219224 + Z Zs126(1+1)
3 =1

m
Ts 6 A
(lz: 2a2, Zsi — 93)

LVm,

IN

+Z ZéZXS (i+1) + 70

i=1 =1 st
s z+1)
- Z ( g(i+1)Bs(i+1)(Xi))
Rs(i41)
+Asm- (85)

Step n: Consider the following Lyapunov function:

1 1
Von = ‘/s(n—l) + ZZ;ln + 7 s (86)

7 Xsn
Similarly, one obtains

n—1
LV, < _pslHes||4 - Z lsiZ:LL
=1
n—1 n—1
+ Z 2 Zs(ig1) T Z Z3Xs(i+1)
=1 =1

n—1

_ 1 -~ X
Z3 s sn *93 *9
+ sn(u +f )+Ts <222 St >
n—1
_Z( s(i+1)
=1

4
_Zan + As(n—l)

— X3 (a1 Bs(ir ) (Xi
Fa(i+1) Xs(i+1) (+1)( )

(87)
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where

_ 1 3
sn — lsn L—a sn 7Z4 7an~
f €s1 «Q f + 4 sn + 4
Take the intermediate control signal Q. (Xsy,) as as, =

—(lsnZsn+fsn)> where I, > 0. Then, subtracting &, (X )
in (87) yields

LV, < _pslnes” ZZSLZ4 + ZS aen)
n—1 n—1
+ Z Z% Zy(i41) + Z Z3Xs(i+1)
=1 =1
1 it
*és - 6 - 05
_§Z;1n
4
s(i+1) 3
_ Buiin (X
Z <K:s(7,+1 = Xis(i+1) Bsti+ 1) ( ))
+As(n—l) (33)

Similarly, &, (Xs,) can be approximated by the RBF NN
WiTS o (Xsn) as

asn (Xen) = W:,?Sm (Xsn) + 5sn (Xsn);
‘6sn(Xsn)| S Esn
where 4,(Xs,) represents the approximation error and

Xsn S stn
we have

= {Xsn |z € Q,}. By the definition of wus,

1 3 1
ZG 0 2 Z4 4
+ S0k + S 2+ e,

—Z3,6isn 27

sn

IN

Z3uy = ———278 4

2@2 sn’s:

Then, substituting these into (88) yields

LVsn S _p81||es||4 Zs(iJrl)

n n—1
- leizgﬁ +> Z
i i=1

(Zn:QZ‘ “_é>

+ Z ZszXS(Z-i—l) + 79

=1
n—1 1
s(2+ 3

_ B, X,

Z('&(Hl) Xs(i+1) s(z+1)( z))
+Asn (89)

where
3nvn 3nynp 3(14 p) L4
Asn = s

<2mo T 4nZs &)l
+5 (92+ séo+ Z(a +25%>

—h4

27752

By the definition of és, we obtain

n n—1
Lvsn S _psl||es||4 - Z lszZi + Z Z§1Z9(1+1)
i=1 i=1
n—1 k o
+ Z Z3iX i1y + — 0505
i=1 T's
s 1+1
- Z ( GH) _ Xg(i+1)BS(i+1)(Xi)>
Ks(i+1)
+Asn. (90)

Using Young’s inequality, one has

3 1
3 4 4
ZaZsi+) = st 7 Z464)
3 1
Z3Xs(iv1) < EZ; + XD
. - ~ 1~ 1
0.0 = 05(0,—06s) < —=02+ =62
2 2
‘Xs(i+1)Bs(z‘+1) < 1”8 Bs(1+1) sy 7 OD

where 7, > 0. There exists Ny(;41) > 0, such that |By(; 1)
< Ny(i41)- Then, one has

L‘/sn S —Ds1 ||es||4 -

i(lsi - E)Z;Ii

=1

1 3 a4 a 4
+Z ( -1 1™ Bf(m)) Xs(it1)

s(z+1

92 + A, (92)

27“5

where Ay, = Agp + ﬁ + %03

C. Stability analysis

Based on the preceding design and analysis, the stability
of the closed-loop system described by equation (1) can be
established.

Theorem 3: Consider the system (1). Under
Assumptions(1-2), if there exist positive definite
matrix P , matrix K , and positive constants
(ly — 5, (; — %) per, ps1, such that ¢ =
mm{ﬁ, A?fi(p)v 4(l S %)a 4(1‘?1 - %)a 4(50(j+1) -
1 1 1
Lol B ), Aoy — 71— Bf<z+1>) ke ks}

is greater than O, then the proposed state estimators and
controllers ug, us with the virtual control laws a.;, ay;
can guarantee that all the signals in the closed-loop system
remain UUB in mean square.

Proof: Consider the expectation of the Lyapunov function
V= elmn + 02‘/5n:

E[V] = 01E[Ven] + 02E[Van],
where 61,0, satisfy 6; + 62 = 1 and represent the

probabilities of the normal case and the data-losing case,
respectively. Its derivative satisfies
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n n—1
LV < —palledl' =D LiZii+ Y 28520641
=1 =1
n—1 1 n—1 r .
3 7] s 76 _ 9§
+ ; ZsiXs(i-‘rl) =+ Eos (; 26@ Zs1 - 09)
n—1 (i+1)
s z+ 3
- — Xitirn) Bs(i+1)(X5)
Z( ey~ X Baen )
+Asna 93)

where b = A,,, + Ag,.

Let ¢ > b/A for some A € R. Then E[LV] < 0 when
E[V] = A. If E[V(0)] < A, it follows that E[V ()] < A
for all ¢ > 0. Therefore, this inequality holds for all ¢ > 0,
leading to

0< E[V] <V(0)e " + % vt >0, (94)

which shows that E[V(t)] is bounded by b/c. Consequently,
all signals of system (1) are UUB in mean square.

IV. SIMULATION EXAMPLE

To illustrate the effectiveness and applicability of the
proposed adaptive NN control scheme, a representative
simulation example is presented.

Consider a power network system [20], governed by the
following stochastic differential equations:

d(Ad) = Aw dt,
1
d(AP) = T (—AP — KAw + u) dt + dw,
y(t) = A6 (95)
Here, Ad, Aw, and AP represent deviations in rotor

angle, rotor speed, and mechanical input power, respectively.
The system parameters are fixed as D = 3, H = 12,
T =1, K = 0.01, and wyg = 314. Defining state variables
as [x1,x2,23] = [Ad,Aw,AP/2H] and scaled control
input as U = wwy/2HT, we establish initial conditions as
[21(0), 22(0), 23(0)]T = [-0.011,0.01, —0.1]7".

The simulation employs the following parameter values:
re =1 = 21.5, a1 = as1 = 0.2, aes = ag = 0.21,

Ae3 — Qg3 — 015, kcl = ksl = ].].0, kcg = k‘sg = 100,
kc3 = ksg = 90, ]i)c = ]ﬂs = 01, Reo = Q5, KRe2 A: 001,
ks3 = —2, and initial adaptive parameters 6.(0) = 0,(0) =

0. The total simulation duration is 60s, featuring data-loss
intervals at [5, 10] U [30, 34]s.

For normal measurement conditions, the observer and
controller are described by:

Qe1 = _ng Sléca
Qe =  — 2362 29c7
U, = —— 730
2a2, "
T = G2 +ka (r1 — Ze1),
Teo = G+ kea(T1 — Fer),
Tz = Uetkes(zy —201), (96)

with the adaptive law defined as:

A r ~
0, = < 78 — k.0, 97
Z 200 N
i=1
During data-loss conditions, the modified observer
equations become:
1 54
Qs = — s 957
Zagl !
L 736
Qg2 = — 5 ZLgls,
2a2,
U LN
s — T 595 4s3Us,
. 2a2,
5351 = xs2 + ksl(xl - xsl)a
T2 = 33534-/4,‘62(.%1 -7351)7
-%53 = U + ksB(ml - xsl)7 (98)
with the corresponding adaptive law:
3
= 0,. 99
P ©

Simulation results, including state trajectories and adaptive
parameters under both scenarios, are presented in Figs. 1-9.

A. Results

The proposed adaptive NN observer—controller was tested
on the single-machine infinite-bus benchmark in two
sensing regimes: continuous, error-free measurements and
intermittent data loss. All gains were kept identical across
regimes so that any change in behaviour could be attributed
solely to the state-information channel.

Under uninterrupted sensing the three plant states converge
quickly and smoothly. Figure 1 shows that the rotor-angle
deviation x; settles into the +£2% band within roughly
1.2 s, while the NN estimate Z.; tracks the true state so
closely that the peak estimation error never exceeds 4 X
10~3 rad. The speed deviation x5 (Fig.2) exhibits a modest
overshoot of about 5% and reaches steady behaviour at
t ~ 2 s. Mechanical power z3 (Fig. 3) converges even faster,
underscoring the effectiveness of the back-stepping structure
and the single-parameter NN adaptation law. Together these
curves confirm that, when data are available, the observer
provides near-perfect state reconstruction and the controller
maintains tight regulation of the nonlinear stochastic plant.

0.2 =)
x10 B
0.15} 5t L1
1 A~
0.1t 0 /\/”’” Lcl
-5 N
0.05} 4 Ll
1 1.5 2 25
0 E S
X e
0.05 1 cl . .
0 10 20 30 40 50 60
Time(sec)
Fig. 1. State x; and estimate .1 (normal case)

Robustness to missing information was examined by
blocking the measurement stream during two 2 s intervals.
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0.05 N T T T T :
0 B ‘> \ T
005k L2 2 T2 —I9 |l
0 y o A
011 2f A, Lea)s
0.15} “ Le2 ]
8 10 12 14 16
10 20 30 40 50 60
Time(sec)
Fig. 2. State x2 and estimate Z.2 (normal case)
0.05—F=—=% T T - =
e Ley T3 T3
(0 e S e —
o PN 5
0.05 oF— ;\ T 1
51/ T3 &

-0.1F 10 3 c3 :
015 . 16 18 20 22 24 26 |

o 10 20 30 40 50 60

Time(sec)
Fig. 3. State z3 and estimate Z.3 (normal case)

During each outage the observer substituted the most
recent valid sample. Although this produces a temporary
excursion—in z; the deviation rises to approximately 1.8 x
10~2rad (Fig. 4)—all estimation errors remain bounded, and
every state re-enters its +2% band within 1.1 s after the
channel is restored (Figs.5-6). These observations validate
the mean-square ultimate-bounded analysis and demonstrate
that the scheme can tolerate realistic network interruptions
without compromising overall stability.
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Control effort remains moderate in both regimes. Figure 7
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Fig. 6. State x3 and estimate &3 (data-loss case)

indicates that the input never exceeds +3 p.u. and displays
no chattering, evidence that the DSC filters successfully
suppress the high-frequency components introduced by
adaptation. The filtered virtual-control signal as¢ exhibits
a peak-to-peak amplitude of 2.7 p.u. and attenuates
the derivative’s high-frequency content by more than
20 dB (Fig.8), preserving robustness without sacrificing
responsiveness.
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Fig. 9. Adaptive parameters 6. (normal) and 6, (data-loss)

In summary, the numerical evidence demonstrates that
the proposed observer—controller delivers fast transient
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suppression (settling times below 2 s), low steady-state error
(milliradian-level for angle and milliper-unit for speed and
power), and bounded performance during sensor outages, all
with modest control energy and minimal adaptive overhead.
These properties collectively satisfy the stringent reliability
and efficiency requirements of modern stochastic CPSs
operating over unreliable communication networks.

B. Discussion

The simulation results confirm that the proposed adaptive
NN control scheme performs well under both normal and
data-loss measurement conditions. In particular, the observer
can accurately estimate the system states even when full
state information is unavailable, and the controller ensures
that the system remains stable and tracks the desired
trajectories. The adaptive laws also show good convergence
properties, as the estimated parameters quickly approach
steady values. During the periods of data loss, the system can
still maintain boundedness and recover rapidly after the data
resumes, which demonstrates the robustness of the control
design. This feature is especially important for CPSs where
communication interruptions are common.

V. CONCLUSION

This paper presents an adaptive NN control scheme
for strict-feedback stochastic nonlinear CPSs subject to
incomplete measurement scenarios. Combining output
feedback control, observer-based estimation, and DSC
effectively mitigates complexity challenges and ensures
system stability. Simulations verify control efficacy,
robustness, and adaptive performance under varied
operational conditions, paving the way for future CPS
enhancements.

REFERENCES

[1] S. Gao, H. Zhang, C. Huang, Z. Wang, and H. Yan, “Optimal injection
attack strategy for nonlinear cyber-physical systems based on iterative
learning,” IEEE Transactions on Automation Science and Engineering,
vol. 21, no. 1, pp. 56-68, 2022.

[2] Z. Songnan, L. Xiaohua, and L. Yang, “Safe tracking control strategy
of nonlinear systems with unknown initial tracking condition: A secure
boundary protection method based on prescribed finite-time control.”
Engineering Letters, vol. 32, no. 7, pp. 1402-1411, 2024.

[3] M. K. Hasan, A. A. Habib, Z. Shukur, F. Ibrahim, S. Islam, and M. A.

Razzaque, “Review on cyber-physical and cyber-security system in

smart grid: Standards, protocols, constraints, and recommendations,”

Journal of Network and Computer Applications, vol. 209, p. 103540,

2023.

Y. Tang, D. Zhang, D. W. Ho, and F. Qian, “Tracking control of a class

of cyber-physical systems via a flexray communication network,” IEEE

Transactions on Cybernetics, vol. 49, no. 4, pp. 1186-1199, 2018.

[5] C. Kwon and I. Hwang, “Reachability analysis for safety assurance of
cyber-physical systems against cyber attacks,” IEEE Transactions on
Automatic Control, vol. 63, no. 7, pp. 2272-2279, 2017.

[6] S. Song, J. H. Park, B. Zhang, and X. Song, “Event-based adaptive
fuzzy fixed-time secure control for nonlinear cpss against unknown
false data injection and backlash-like hysteresis,” IEEE Transactions
on Fuzzy Systems, vol. 30, no. 6, pp. 1939-1951, 2021.

[71 V. S. Dolk, P. Tesi, C. De Persis, and W. P. M. H. Heemels,
“Event-triggered control systems under denial-of-service attacks,”
IEEE Transactions on Control of Network Systems, vol. 4, no. 1, pp.
93-105, 2016.

[8] Y. Shoukry and P. Tabuada, “Event-triggered state observers for
sparse sensor noise/attacks,” IEEE Transactions on Automatic Control,
vol. 61, no. 8, pp. 2079-2091, 2015.

[4

=

[9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

(17]

[18]

[19]

[20]

[21]

[22]

(23]

[24]

A.-Y. Lu and G.-H. Yang, “Input-to-state stabilizing control for
cyber-physical systems with multiple transmission channels under
denial of service,” IEEE Transactions on Automatic Control, vol. 63,
no. 6, pp. 1813-1820, 2017.

C.-L. Zhang, G.-H. Yang, and A.-Y. Lu, “Resilient observer-based
control for cyber-physical systems under denial-of-service attacks,”
Information Sciences, vol. 545, no. 2, pp. 102-117, 2021.

Q. Yu, J. Ding, L. Wu, and X. He, “Event-triggered prescribed
time adaptive fuzzy fault-tolerant control for nonlinear systems
with full-state constraints.” Engineering Letters, vol. 32, no. 8, pp.
1577-1584, 2024.

H.-G. Han, S.-J. Fu, H.-Y. Sun, and Z. Liu, “Stochastic sampled-data
model predictive control for ts fuzzy systems with unknown stochastic
sampling probability,” IEEE Transactions on Fuzzy Systems, 2024.

F. Miao, Q. Zhu, M. Pajic, and G. J. Pappas, “Coding schemes
for securing cyber-physical systems against stealthy data injection
attacks,” IEEE Transactions on Control of Network Systems, vol. 4,
no. 1, pp. 106-117, 2016.

H. Wang, B. Chen, X. Liu, K. Liu, and C. Lin, “Adaptive neural
tracking control for stochastic nonlinear strict-feedback systems
with unknown input saturation,” Information Sciences, vol. 269, pp.
300-315, 2014.

Z. Li, Q. Li, D.-W. Ding, and X. Sun, “Robust resilient control for
nonlinear systems under denial-of-service attacks,” IEEE Transactions
on Fuzzy Systems, vol. 29, no. 11, pp. 3415-3427, 2020.

D. Zhang, F. Yang, C. Yu, D. Srinivasan, and L. Yu, “Robust
fuzzy-model-based filtering for nonlinear networked systems with
energy constraints,” Journal of the Franklin Institute, vol. 354, no. 4,
pp. 1957-1973, 2017.

Y.-S. Ma, W.-W. Che, and C. Deng, “Dynamic event-triggered
model-free adaptive control for nonlinear cpss under aperiodic dos
attacks,” Information Sciences, vol. 589, no. 4, pp. 790-801, 2022.
X. Liu, L. Wang, H. Wang, C. Zhang, and X. Xue, “Observer-based
backstepping control for nonlinear cyber-physical systems with
incomplete measurements,” International Journal of Control, vol. 95,
no. 5, pp. 1337-1348, 2022.

T. Jiang and Y. Wang, “Robust fractional nonlinear state estimation
against random incomplete measurements and unknown noise
statistics,” IEEE Transactions on Instrumentation and Measurement,
vol. 72, pp. 1-11, 2022.

L. An and G.-H. Yang, “Decentralized adaptive fuzzy secure control
for nonlinear uncertain interconnected systems against intermittent
dos attacks,” IEEE Transactions on Cybernetics, vol. 49, no. 3, pp.
827-838, 2018.

L. Zhang, H. Gao, and O. Kaynak, “Network-induced constraints
in networked control systems—a survey,” IEEE Transactions on
Industrial Informatics, vol. 9, no. 1, pp. 403—416, 2012.

D. Zhang, H. Song, and L. Yu, “Robust fuzzy-model-based filtering for
nonlinear cyber-physical systems with multiple stochastic incomplete
measurements,” IEEE Transactions on Systems, Man, and Cybernetics:
Systems, vol. 47, no. 8, pp. 1826-1838, 2016.

L. Long and J. Zhao, “Adaptive output-feedback neural control of
switched uncertain nonlinear systems with average dwell time,” I[EEE
Transactions on Neural Networks and Learning Systems, vol. 26, no. 7,
pp. 1350-1362, 2014.

H. Wang, B. Chen, X. Liu, K. Liu, and C. Lin, “Robust adaptive fuzzy
tracking control for pure-feedback stochastic nonlinear systems with
input constraints,” IEEE Transactions on Cybernetics, vol. 43, no. 6,
pp. 2093-2104, 2013.

Volume 52, Issue 9, September 2025, Pages 3334-3347





