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Abstract—Security is a major issue in cloud computing technology. 
In order to increase the service level of trust among the cloud service 
providers and its users, understanding of Cloud Computing 
Architecture requires an understanding of Cloud’s principal 
characteristics such as how the services are delivered and deployed, 
how they are consumed and ultimately how they need to be 
partitioned, managed and safeguarded. Due to the uncertain and 
undefined security definitions in Cloud Computing Technology, 
business communities often raise concerns in this domain. Until 
date, most of the big giants of Cloud Computing Technology such as 
Google, Amazon, IBM and Yahoo have not proposed a trustable and 
reliable solution for storage of client’s confidential data. In this 
proposal, we propose a different solution and security policy in 
order to promote a common level of understanding between the 
users, business communities and necessary security requirements. 
We are confident in achieving a high level of trust from the user of 
our proposed security model in which we facilitate the users to 
retain their data in their own environment so that they will have full 
control of their data while using the services from the service 
provider. Furthermore, we have developed an interface in which all 
kinds of applications can be executed and which is termed as the 
Universal Browser. 
 

Index Terms— Cloud Computing, Universal Browser, Single 
Point of Connection 

I. INTRODUCTION 
  Cloud computing, a new prototype for solving complex 

and large-scale problems, is getting diverse attention from 
varied fields of science and technology recently. Though 
computational cloud alike services widely known as Grid 
services are already being used to solve large-scale problems 
in science and engineering, most of them are focused on 
defining low-level services. These services are less capable 
of implementing enterprises services which can be 
incorporated into a cloud computing framework. 
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The vision of cloud computing and grid computing is the 
same as both of the technologies have a common goal to 
reduce the cost of computing, increase reliability, and 
increase flexibility and thus it is not a new idea; however the 
approach of solution and the requirement of analysis of new 
massive data have changed. As Foster states, “there is a 
common need to be able to manage large facilities; to define 
methods by which consumers discover, request, and use 
resources provided by the central facilities; and to implement 
the often highly parallel computations that execute on those 
resources. Details differ, but the two communities are 
struggling with many of the same issues” [1], [2]. It is 
obvious that the future of scientific computing relies not only 
on powerful processing power, huge data centers, fast and 
advanced networks, but also on the approach of the service 
oriented architecture. Furthermore, the technological impact 
in society and the market economy will be another deciding 
factor for the sustainability of cloud computing technology. 
To this effect, service oriented solution, though not a new 
approach would be a significant factor for enterprise 
consideration for which cloud computing technology should 
put its attention. A few years back, Grid Computing had 
started to architect the solution in Service Oriented 
Architecture to impress Web service technology and define 
the standard interface for business purposes [3], [4], [7]. 
However, the solution of grid computing alone could not 
meet the demand of e-business in the market and the demand 
of the end users.  

Furthermore, the service level security in the cloud 
services is not carried out sufficiently. This certainly puts 
high risk for enterprises that do not want to sideline their 
clients with security concerns. The proposed research will 
aim to introduce trouble-free and comfortable ways of 
developing cloud services so as to initiate the remarkable 
participation on cloud based computing environments 
without having security concerns. The paper is organized as 
follows. Sec. I states the main issues of the research and Sec. 
II develops a baseline overview and main features of the 
application that we developed followed by the programming 
model in Sec III.  Sec. IV,  Sec. V and Sec. VI further 
elaborate about the overall scenario and the single point of 
connection of the system in relation to the RSI programming 
model. Sec. VII states about the legal and other security 
issues of the research. Finally, section VIII concludes the 
paper with highlighting the future works and our 



 
 

 

self-evaluation of the research.  

PROBLEM STATEMENT 
We have found two major issues in Cloud Computing 

technology.  

A. Interface: 
One of which is that there is a lack of research in 

developing a universal interface on which all kinds of 
software components or applications can run. This issue 
would be the fundamental issue for the enhancement of the 
web in the coming days. We have observed that the web is 
becoming an essential information resource for all everyone. 
Yet millions of users are unable to access this important 
resource due to inaccessible web sites, documents and 
resources on the web. There are large numbers of services or 
resources in the web which if allowed using with simplicity 
or from the same browser or interface will add another level 
of accessibility to the end-users. While the benefits of cloud 
computing enabled services are well utilized by highly 
literate users and organizations, their potential to support 
knowledge exploring work which is required for general 
users have not been achieved as expected. A main reason for 
this situation is that cloud computing systems and knowledge 
exploring work have different characteristics and were 
developed in different infrastructural settings till date. 
Without coordinating these two different settings, it will be 
difficult to achieve the maximum utilization of resources. In 
order to properly coordinate knowledge exploration through 
cloud, shall we provide a tool or an interface from which 
general users can be connected with the pool of application 
through which they can be able to utilize the resources as per 
their needs? 

B. Security: 
The other issue we have observed is regarding security. 

The present solutions provided by cloud service providers do 
not ensure proper security. This problem persists when 
moving to cloud-based computing services as cloud users 
have to hand over control to the cloud provider on a number 
of issues, which may affect security. Therefore most of the 
companies are still reluctant to use this technology. For 
example, the providers may not assure the users of the 
encryption on their data and they also may not be tested with 
vulnerability assessment and penetration testing. Most of the 
general users and corporate users are reluctant to use this 
technology as the service providers are not giving assurances 
regarding the controls surrounding computing resources. In 
order to give an alternative and reliable assurance to the users, 
can we provide the option for cloud users to retain their data 
in their own system so that they have control over their own 
data? 

 

II. FEATURE AND OVERVIEW OF THE RESEARCH 
We have developed a prototype of the application during our 
past research [5] and our future research will be based on this 
in order to accomplish the maximum result. We have 
introduced a system termed as RSI system which stands for 
Remote Service Invocation, a modified model of  

 
Figure 1：Service Wrapping Process 

programming based on RMI architecture. The prominent 
difference between RMI and RSI system is the coupling of 
the services in the system. Services implemented in RSI 
system will be loosely coupled as shown in the figure 2.  

Based on this core feature, a time based resource allocation 
module will also be developed which will play the key role 
for a service-on-demand system [5].  

In a service side, a service wrapping tool as shown in 
figure 1 has been implemented. This tool will increase the 
productivity of the system and hence decrease the overall 
cost of the development of the services. Furthermore, figure 5 
demonstrates the graphical overview of the system that will 
be provided as interface for the end-users. A similar kind of 
interface is also implemented for the service producer too.  

 

III. PROGRAMMING MODEL -REMOTE SERVICE INVOCATION 
The application built on Jyaguchi architecture [5] exploits 

the maximum usage of Jini programming model [14]. 
However, please note that Jyaguchi architecture does not 
advocate any particular programming model. It should be 
suggested that Jyaguchi applications were developed with 
full utilization of Jini in our research. As we know Java based 
distributed systems mostly rely on RMI for wire level 
communication, we have fully utilized the programming 
model adopted in RMI and this was further extended to RSI.  

The test application which is based on this model also 
exploited most of the lower level features of RMI. But there 
are a few differences between the approach of RMI and RSI. 
Please note that RSI is not a different protocol; it does not 
replace RMI for low level communication. Instead, it 
leverages the RMI architecture with a new programming 
model and techniques while implementing distributed 
applications. It is a model or a new architectural pattern of the 
services that participate in the Jyaguchi cloud environments. 
You can see the difference between RMI and RSI in figure 2. 
Please note that at the client program, in the RMI system, 
interface is compulsory. It must be pre-wired in the client 
program. This made the RMI system tightly coupled, which 
is obviously not that favorable in distributed applications. 
However, in RSI system this requirement is avoided. Instead, 
the client program will require some information about the 
server program but this information is not necessarily 
pre-wired. The information about the server program will be 
transferred later on in a semi-permeable way. This trick made 
the RSI system to be more loosely coupled. 

RSI/JINI ServiceWrapper Java Class 



 
 

 

 
Figure 2 : Remote Service Invocation 

 During the research we maintain the programming model 
of calling a service by minimizing the methods in the 
interface. The calling of method returns the whole service at 
the client side. All services contain just a single method and 
will return a bundle of functionalities while the call is made 
from the client program. RSI programming model suggests 
the following procedure during the service development. 
a)  Write a single method in the interface.  
b)  Follow the facade pattern while defining the services. 
c)  Invoke the method of interface from client side in order to 

get the service. 
Resolving a service request within a single method has a 

number of advantages in distributed applications. The most 
notable advantage is reduction of complexity of the service 
invocation. As we witnessed in SOAP where documents have 
their own protocol of procedure calls and which are layered 
over HTTP. This increases the complexity of SOAP 
procedure calls compared to simple document fetches using 
GET and POST [6], [8], [9]. In the case of web service too, 
interface can be written in WSDL document. However to 
generate simple interface, it requires complex definition of 
XML elements. In our case, we have achieved simplicity by 
reducing the number of methods in the interface. 

 

IV. SYSTEM SCENARIO 
The overall flow of the service invocation and utilization 

process is depicted in figure 3 and figure 4. The minor details 
of sequences are intentionally omitted in order to simplify the 
overall scenario. In order to make Jyaguchi services act as 
utility services, the service provider needs to create an 
instance of the exportable service object, register this and 
keep the lease alive. To fulfill our architectural requirement 
[10], [11], [12], [13] and implement our services, we have 
utilized the API provided by Jini 2.1. 
 The sequence diagram figure 4 starts from the service 
registration process. All services implemented in our 
applications follow the same process. Service registration 
process follows two simple phases, first of which starts from 
finding the service registry. Once the service registry is found, 
the second phase of service registration starts for which it not 
only registers the service but also adds it to a resource 
manager, in order to keep the lease alive for a long time. 

 
Figure 3: Simplified scenario diagram of Jyaguchi application 

 
 

 
 
 

Figure 4: Simplified sequence diagram of Jyaguchi application 
 
Resource manager is a LeaseRenewalManager class 
provided by Jini API that renews and monitors the entire 
leasing activity which runs its own threads to keep 
re-registering the leases. In case the service is terminated by 
service provider, the lease will fail to renew and the exported 
service will be discarded from the service registry [14], [15], 
[16].  

On the other hand, in the client side, our system requires 
proper authentication of the user in order to properly 
consume the resource. Once the user enters his/her 
information and upon successful authentication, the client 
will be able to send a request to search the service registry in 
the network. To find the registry, we have tested both unicast 
and multicast discovery. In both processes, the client gets the 
proxy of a service registrar by which the client will be able 
to find the service that it wants to consume finally. 

V. EXPERIMENTED SERVICES AND POST NOTIFICATION 
The overall service usage scenario has been described in 

the earlier sections II, III and IV. In figure 5, the real scenario 
of the service usage has been depicted. As shown in the left 
most part of figure 5, we can see the service registry which 
stores the services registered in it. A list of service registry in 
the network can be depicted within this tool thereby creating 
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a virtual network of services. In the very next part, the 
registered services are listed. These services are enabled with 
post notify capabilities which implies that new services can 
be seen in the browser and dynamically appended in the list. 

Post notification and dynamic delivery of the services omit 
the requirement of complex procedure of software 
installation for the client. Post notification implies that 
services deployed in the registry are notified to the end-user 
without human interference. Thus, end-users do not have to 
worry about new installation and update of the software. 
Service providers can update the services in the server 
without disturbing the client so that client can utilize the 
updated service immediately. 

 

VI. UNIVERSAL BROWSER AND SINGLE POINT OF 
CONNECTION 

We believe that access to technology is crucial in changing 
human living standard and thus it has direct or indirect role to 
create the gap between rich and poor in the society. Therefore, 
we engineers, scientists, researchers are also responsible, to 
some extent in widening the gap in the society because our 
contribution led to limit the accessibility to the certain group 
in the society technology wise, affordability wise. In this 
research, we realize this point and propose a solution of 
developing a Universal Browser. In the case of Information 
Technology too there are millions of users who are unable to 
access this important resource due to inaccessible web sites, 
documents and the resources on the web. In order to 
maximize the accessibility, we realize that we must reduce 
the complexity of the user interface and provide a simple 
browser and this kind of browser should be enabled with the 
functionalities of executing all kinds of application within 
itself. Our concept of universal browser provides a single 
point of connectedness with the resource which is distributed 
across the web. Such functionality will certainly increase the 
accessibility of the users as it reduces the requirement of 
setting, installing and updating of the applications. 

Single point of connectedness refers to the end-user 
perspective that end-users do not like to face the hurdles of 
software installation, update or removal. These sorts of 
actions require a bit of technical knowledge and relatively 
higher level of literacy. However, if the services are provided 
without the requirement of such technical knowledge, the 
usability of web resources increases more than ever. 
Universal browser shown in figure 6 provides the single 
point of connectedness to the end-users. We have tested 
Editor, Web Browser, Presentation and other few numbers of 
services which can be viewed in this browser and provides a 
single point of connectedness. End-users are not required to 
install these services as these services can be provided upon 
double click and all are connected in the same browser which 
we have termed ‘Universal Browser’. 

 

VII. SECURITY AND LEGAL ASSURANCES 
 Our proposed model is not the solution to the security 

issues of the present cloud applications; rather we have a 
different approach on how services can be offered to the 

users in a trustable environment. The approach of Jyaguchi to 
security issues can be described in terms of three major terms. 

 
A.  Location of Service 

The location of services is the place from where service 
can be accessed. This lies in the Service Repository hosts. 
The Service Repository can host only the services from the 
providers that they have built trust with or they can explicitly 
categorize services accordingly to the level of trust that they 
define. This enables the clients to use their services upon 
their level of trust on the Service Repository. To add an extra 
level of trust between the client and the service providers, 
services published in the repository can be signed by the 
providers using public-private key encryptions. 

Location aware services are important in order to minimize 
the legal issues that might arise due to differences in laws in 
different countries. It facilitates the user to decide the 
utilization of services on the basis of location, cost, and other 
factors. This solution enables accurate and quick 
determination of geographical coordinates of cloud provider.  
a)   In the location based services, the services are aware of 

the location where they are hosted. 
b)  When users want to use them, they are also aware of the 

location of the users that are requesting them. 
c)  When some legal issues arise, Location of Execution & 

Location of Service can be taken into consideration to sort 
out the issues.  

 
B.  Location of Data 

The location of data defines where the client’s valuable 
data gets stored. In our architecture, the services providers 
have the option to choose where the data resides, and the 
client makes the final decision in choosing which service 
provider they trust the most. Thus, clients wanting to keep 
their data at home can choose services that offer complete 
storage of data in the client’s machine. If the client trusts the 
service provider, the service with storage in cloud can be 
consumed. The fear of losing control over their own data is 
why many companies are hesitating to adopt cloud 
computing. Companies offering services in cloud have been 
addressing security as a major issue but there is more to be 
done. Recent news regarding the Google Docs Team’s claims 
that a bug enabled Google doc could be shared with other 
Google users without the consent of the doc owner [21] is an 
example of security risks over keeping data in the Internet. 

 
C.  Location of Execution 

The location of execution defines where the service gets 
executed. It’s the client’s computer, and the client’s hardware 
resources like CPU, memory, hard disk, etc. Since the 
services executes in their machine, clients have the option to 
define the level of access that they want to give to the services 
using the policy tools available in Java Development Kit. 
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Figure 5: Jyaguchi Application Interface 
 

 
Figure 6: Prototype of Universal Browser 

 
 
 

VIII. EVALUATION, CONCLUSION AND FUTURE WORKS  
 In order to achieve success and improvements of 

distributed application, an understanding of the architectural 
elements and the key principles of the architecture is vital. 
Without identifying the architectural constraints, application 
developed in ad-hoc basis often violates the architectural 
principles which may deviate from the targeted goal in the 
long term. Our motivation behind designing the Jyaguchi 
application was to propose a model which shows how an 

improved architectural style can be derived and to apply that 
style to identify the new and broken features of the 
application [6], [7], [8]. 

We have developed the Jyaguchi application after 
analyzing the architectural constraints of distributed 
applications and have induced hybrid style [5], [6] into the 
architecture. We have used reverse engineering techniques 
by utilizing the reflection API of Java in order to extract 
architectural information from executing services in the 
network. It is quite possible to visualize this information at 
run time and regenerate the process view of the underlying 
system after implementation. This technique can give an 
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insight to generate the overall architectural representation 
and to evaluate the architectural representation of the system 
incurred at design phase. This in fact led to better 
understanding of the role of architectures in the application 
life-cycle process. 

A. CONCLUSIONS 
  One of the prominent objectives of building services 

in Jyaguchi architecture is retaining the quality of SOA and to 
exploit benefits from the hybrid nature of architecture [6], 
[16] by utilizing the key architectural principles [10], [17] 
which finally may lead to improvements in building of 
distributed applications. The architecture of Jyaguchi 
virtualizes the services and renders the services to the 
end-users with minimal human intervention. This type of 
delivering of the services can offer dynamic resource 
allocation to the end-user thereby providing the services in 
pay per use basis.  

IT enterprises will get no heeded attention shall the 
services are not modeled as per the business need of the 
market. In the past, we have witnessed new technologies 
surface and fade away without impacting society. We believe 
that Jyaguchi services can be extended to be the services of 
cloud computing technology. The current trend in IT giants 
such as Google, IBM, Amazon and others, in terms of cloud 
computing technology is providing hardware clouds and the 
services provided by them are server oriented which implies 
that services are run in the server side and most of the 
computational load persist in the server.  However, this new 
trend of computing also cannot be taken as the universal way 
of computing if this technology does not meet the business 
goals of the enterprises. As SOA suggests, an enterprise 
business model is a prerequisite for successful technology 
and this will certainly apply in the case of Jyaguchi services 
for successful implementation in e-business communities.  

The worldwide business demand requiring complex 
problem solving capabilities has driven IT enterprises the 
need for dynamic collaboration of many underlying legacy 
infrastructure or resources to be able to work together. The 
heterogeneous nature of resources and different security 
policy of the resource increases the complexities of the 
system. The resource management challenge in a cloud 
services infrastructure is a significant topic for the coming 
days for the researchers. This research addresses these 
complexities not only in service provider side but also to the 
general user side and propose the development of user 
friendly cloud application in order to enable the access of the 
source of knowledge underlying in the web by the general 
users via a single point of connection termed as ‘Universal 
Browser’. 

B. FUTURE WORKS 
There are two main directions for future work in Jyaguchi 

application, one of which is at the application level and the 
other is at the architectural level. While evaluating our 
service prototype, we identified a number of issues for 
further research. For instance, we have to limit the size of 
service and identify what sort of service suit to utilize the 
services provided by this system. We also would like to 

develop workload partitioning packages for Jyaguchi 
services with more precise partitioning function. We also 
would like to work on the security layer of the application. 
The current implementation utilizes the security provided by 
Java security packages and also the policy based security 
feature by which we can restrict the unauthorized service to 
participate in the cloud. However, in order to incorporate the 
architecture into the business, substantial work to support the 
security of the system is vital. Further, in our future work, we 
would like to propose to develop the services which allow a 
user to access services based on their surroundings cloud 
providers; especially suitable to choose the services as per 
their trust on the cloud providers. 
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