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Abstract—Wireless sensor network is one of the
emerging technologies which will have impact on our daily
life in near future. This paper presents a 6LoWPAN
communicator, which is a mobile device system and
responsible for bi-directional communication to retrieve
sensor data and conFig sensor nodes. This paper discusses
about the overall system and communication mechanism

of 6LOWPAN communicator.

Index Terms— 6LoWPAN communicator, 6LoWPAN
communicator communication methods, a mobile device
to communicate with 6LoWPAN sensor nodes,

I. INTRODUCTION

Current trends have directed the usage of wireless
sensor network for various purposes. The applications
of using this technology are endless from agriculture to
health monitoring to military purposes. The deployment
of IP base wireless sensor network is a next step to
integrate this technology with the Internet devices for
global connectivity and provides end to end
communications.

6LOWPAN is an acronym of IPv6 over low power
wireless Personal Area Network. The low power
wireless sensor devices which usually uses the low
power wireless private area network (IEEE 802.15.4)
standard are being widely deployed for various
purposes and in different scenarios. But 6LoWPAN is
not restricted to IEEE 802.15.4 standard rather can use
other layer two standards as well. The biggest
challenges in the deployment of these sensor devices,
also called as motes, are to efficiently use the low
power and low bandwidth.

IPv6 makes communication to become more visible
across various networks and various devices. IPv6 low
power wireless private area network (6LoWPAN) was
adopted as part of the IETF standard for the sensor
devices so that it will become an open standard
compares to other dominated proprietary standards
available in the market.
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Wired based sensor network have been used for
decades for monitoring different applications. Wireless
sensor network push it to next level by which it allows
to monitor from those locations which are not possible
with wired based sensor network. In addition, it
provides flexibility of deployment and maintenance.
Now IPv6 based wireless sensor network will take it to
next stage where individual nodes can be part of
Internet.

Il. DISCUSSION

A- 6LOWPAN overview architecture

Standard 6LoWPAN architecture consists of several
entities. Fig 1 illustrates the typical 6LoWPAN
architecture in which 6LoWPAN gateway is a primary
source for outside the network IPv6 clients to
communicate with 6LoOWPAN sensor nodes. Whereas it
also shows web server, which retrieves sensor data from
the 6LOWPAN gateway and publishes on the Internet.
6LOWPAN communicator is also depicted in Fig 1
which demonstrates communicating with sensor nodes.

Communicator

Fig 1 — 6LoWPAN typical architecture

B - 6LOWPAN Communicator Architecture

The 6LOWPAN communicator is a platform
independent system on a portable mobile device that
has multiple communication interfaces including IEEE
802.15.4, Ethernet and IEEE 802.11x. It is capable of
bidirectional wireless communication with 6LoWPAN
sensor nodes. The communicator conforms to
6LOWPAN and IPv6 IETF standards and drafts [1] [2]
[5]. It supports various application specific protocols for
interpreting sensor data for example Sensinode
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NanoSOAP and MIMOS MSCAN format. It has a
graphical user interface which shows trace messages on
screen. These messages are clustered into user friendly
and developer friendly messages. User friendly
messages can provide error information with less
technical terminology. Whereby developer friendly
messages provide technical information to understand
and fix the problem in the WPAN. It communicates
directly with the sensor nodes without packets routes
through the router or gateway. Fig 2 demonstrates a
typical network scenario for 6LOWPAN communicator
in which a communicator accesses the nodes using
IEEE 802.15.4 in hop-by-hop manner.
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Fig 2 — 6LoOWPAN Communicator network scenario

6LoWPAN communicator architecture consists
of three main modules as illustrated in Fig 3. The user
interface  module handles all the graphical user
functionalities to display extracted information in a user
and developer friendly manner. Service modules are
core system which is further divided into various
components. These components will be explained in
later sections. Communication modules are responsible
for handling low level communication protocols for
transmission.

6LoWPAN Communicator Architecture |

User Interface || User Interface
Module

Services Modules

1 Nn:lel‘ol:f:gn.\hm

Communication
Modules

$02.154 B0211x Ellernet

TN T BT I

Fig 3 - 6LOWPAN communicator architecture

6LOWPAN  communicator  establishes  packet
transmission to 6LOWPAN sensor network by using
IEEE 802.15.4 nano-router interface device, as well as
application specific components which uses sockets to
interact with the sensor nodes. Nano-router uses an
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FTDI USB chip, which is supported on all the operating
systems. 6LOWPAN communicator configures the
nano-router as a gateway and advertises 6LOWPAN
ICMP router advertisement messages to sensor nodes.
These messages are responded back by the sensor nodes
with  ICMP router solicitation messages. The
6LOWPAN communicator uses ICMP or UDP ping to
discover the available sensor nodes on the network.
Discovered nodes are shown in a tabular format along
with the details of RSSI, RTT, hop count and the time
stamp.

C- Communication methods of  6LOWPAN
Communicator

6LOWPAN communicator is designed to use three
types of communication methods for different purposes.
These communication methods are discussed below:

Active communication method

6LoWPAN communicator works within a WPAN as
an active communication entity using IEEE 802.15.4.
Active communication allows the 6LoWPAN
communicator user to read the sensor data in a single or
multi-hops communication approach. Fig 4 illustrates
the role of 6LOWPAN communicator in a 6LoOWPAN
sensor network as an active entity whereby it directly
interacts with the sensor nodes. There are three
components for this method; data retrieval, node
configuration and data listener.

|
GLoWPAN Sensor |
Network |

|

GLOWPAN communicator

Fig 4 — 6LOWPAN communicator communicating with
6LoWPAN network

The bidirectional communication for data retrieval
and configuration is accomplished by using messaging
based protocol over UDP or cUDP. Fig 4 demonstrates
an example of 6LOWPAN Communicator sending a
request message to sensor node for retrieving sensor
data. This event is triggered by the 6LoOWPAN
communicator user. Upon receiving the message from
the 6LOWPAN communicator, the sensor node verifies
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the user and processes the request. Subsequently the
sensor node responds back the requested sensor data to
the communicator user. On receiving the data, the
6LOWPAN communicator verifies the response for
validity of the node and extracts information from the
packet. Extracted information is displayed in a user
friendly representation. This procedure is described in
the Fig 5.

6LoWPAN Communicator 6LoWPAN Sensor Node
(1) (1.n}

msg {0x1,0x2,0x3,0x1}

Sensor data with nrp packet format

Fig 5 — Data retrieval through active communication
messaging

6LOWPAN communicator is also capable of
configuring the sensor nodes in real time
communications for various purposes such as setting up
time interval for sending sensor data. For node
configurations, 6LOWPAN communicator sends a
message to a node which consists of two parts. First
part notifies about type of configuration and second part
consists of values for configuration. Sensor node
processes the configuration and concludes it by
notifying for success or failure of configurations. Third
component allows the 6LoWPAN communicator to
listen for data pushed by sensor nodes to the gateway as
shown in Fig 6.
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Fig 6 — 6LOWPAN Communicator as a data listener

Passive communication method entity in WPAN

6LoWPAN communicator also works as a
passive communication entity by which it scans and
monitors the network activity. It executes a packet
sniffer for capturing 6LOWPAN traffic and extracts the

|:| Process the reguest and
retrieve the sensor data
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information and displays in a user friendly
representation.  This  allows the  6LoWPAN
communicator users to examine 6LOWPAN network
communication. Fig 4 exemplify 6LoWPAN
communicator monitoring the 6LoWPAN network
passively for network activities.
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Fig 7 — 6LOWPAN communicator passive
communication
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6LoWPAN communicator is also capable of working
as an IPv6 client. In this procedure, 6LOWPAN
communicator accesses 6LoOWPAN sensor nodes using
Internet through 6LOWPAN gateway. This procedure is
illustrated in Fig 8 in which a 6LoWPAN
communicator communicates with sensor nodes
through gateway using Internet.
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Fig 8 — 6LOWPAN communicator passive
communication

I1l1- IMPLEMENTATION AND EVALUATION

6LOWPAN communicator is implemented using
JAVA (JDK 1.6). It can be use with various types of
mobile device of different architectures for base
platform. For current evaluation, we are using MIMOS
iDola which is an Intel Atom based tablet PC as shown
in Fig 2. The communicator is attached with the
Sensinode’s N601 router which is an IEEE 802.15.4
FFD device. Sensinode’s N711 sensor nodes based on
TI MSP 430 with CC2430 were used as 6LoWPAN
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nodes which were loaded with FreeRTOS and
NanoStack. Sensor nodes 6LOWPAN stack was
developed using SDCC. Fig 9 shows 6LoWPAN
communicator’s user interface with a wireless sensor
network view which demonstrates discovered sensor
nodes within the range for reading individual sensor
node data.
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Fig 9 - Discovered sensor nodes in 6LoWPAN
Communicator

IV- CONCLUSION

Wireless sensor network is considered to be a major
technological milestone which will influence our future.
A mobile device can provide useful functionality to
wireless sensor network users. This paper discusses
about 6LoWPAN Communicator as a mobile entity tool
which can perform bi-directional communication with
the sensor nodes and capable of performing various
types of communication with the 6LoWPAN sensor
network. Different mechanisms of communication
allows 6LOWPAN communicator user to flexibly
interact, debug and robustly perform analysis of
deployed sensor network.
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