
 

 
Abstract—Advanced persistent threats (APTs) is increasingly 
becoming a major problem in government and organizational 
computer networks. The next decade is likely to witness a 
considerable rise to attack on private and commercial 
networks unless this problem is curbed. To resolve these 
threats, there is a need for a countermeasure for preventing 
and handling APTs on operating system such as windows. 
Therefore, this paper seeks to address this issue using MITRE, 
Adversary Tactics Techniques, and common Knowledge 
Matrix by applying Login Scripts technique. In this context, we 
demonstrate how APT can gain access and control an entire 
infrastructure. In addition, we use setoolkit social engineering 
in Kali Linux distribution to create the payload. Consequently, 
this paper sheds new light on how organization build a lot of 
security devices inside their infrastructure, but unfortunately, 
forget two important things. Firstly, the leniency in creating 
and raising security awareness, and secondly leniency 
designing, implementing, and updating of information security 
policy. These two loopholes are enough to cause an attack on 
any organization. In conclusion, we present a novel method on 
how these attacks can be minimized. 
 

Index Terms— Adversary, Hacking, ATT&CK, APT, 
Exploit, gain Access. 
 

I. INTRODUCTION 

RECENTLY, there has been a high-rise of advanced 

persistent threats (APTs) in government and organization 
networks. An advanced persistent threat (APT) is a network 
attack in which unauthorized individual gains access to a 
network and remains there undetected for a long period of 
time. The intention of such attack is to persistently gather 
data and information on a specific target with diverse attack 
methods, examining the vulnerabilities of their target, and 
then carry out illicit hacking with the data acquired. Attacks 
like using Keylogger, Waterhole attacks, DDoS, Click 
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Jacking, Eavesdropping, Cookie theft, FakeWAP, virus, 
Trojan, Brute-force attack, Dictionary Attack, Phishing and 
so on are used to penetrate any system network. 
Consequently, these attacks have caused so much damage in 
many parts of the world. In recent years, we witness a 
considerable interest in modest advertising mailings. 
However, with the advent of this came the Spam attack 
which has developed into a serious technical, economic and 
even social threat. Which leads to problems such as 
communication overload. Spam blocks communication 
channels create traffic which must be paid for by either the 
user (or the employer in the case of a company) or the 
provider. According to an estimate by Alexander Ivanov, 
the President of the Russian Association of Networks and 
Services, iinternet operators lost $55 million from the 
damage caused by spam every year [1,2,3,4].   
 

An example of the most popular types of blatantly criminal 
spam is Nigerian letters and phishing. Spammers have been 
most inventive in creating ever more attractive ‘bait’ for the 
user and seeking new targets for their attacks [5].  

In addition, the services of the spammer are constantly 
demanded by virus developers. Virus writers use spam 
mailings techniques to distribute their latest creations. They 
often embed links to infected sites within the mailing that 
are designed to lure the unwary user to click on them for 
one reason or the other. Some recipient of such spam thus 
runs the danger of their computer or network being infected 
by a malicious program. 

Several studies have shown that the annual overall loss 
resulting from spam is estimated to be tens of billions of 
Dollars ($10,000,000,000.00). As a result, an anti-spam 
protection is not only desirable, but it is an urgent necessity 
to curb these attacks. Furthermore, if spammer activity is 
not controlled or restricted, email could easily become a 
thing of the past, eclipsed by the overwhelming volume of 
spam attack. 
Therefore, in this modern world, an anti-malware protection 
and anti-spam protection is an indispensable part of any ICT 
security system. 
 
These days, cybersecurity team in any organization must 
prepare to face any attack that can take place, [6]. APT 
Attacks are incredibly successful in most times, but the 
reaction of attack is often not up to the level [9]. We will 
use adversary behaviours to stop this kind of attack, [7]. 
Some APT groups like APT3 can emulate by “initial 
compromise/setup, network propagation, and 
collection/exfiltration” [8]. The APT can use many Linux 
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distributions to do that [10].  In this paper, we propose Kali 
Linux to perform the attack. Kali Linux is the most popular 
Linux distribution used nowadays to make penetration 
testing and investigation, designed by Offensive Security, 
[11]. The APT attack can reach a target organization or 
government even if they are using all kind of security 
devices and all exploits patched. These attacks are often 
perpetrated easily through social engineering or zero-day 
Attack. Countermeasures to minimize these attacks is a  
challenge and needs enormous efforts, [7]. Specific 
organizations or Government establishments are usually 
targeted so as to gather information and collect data. Such 
attacks are not easily observed [12]. They can bypass 
security devices, servers, and clients [16]. There is also an 
active group of cyber-attack that does not only target the 
Government but also can infect every company [17]. The 
key contributions of this paper are outlined below: 
 

1. We demonstrate with examples how an APT attack 
can create windows shell reverse TCP attack by Kali 
Linux and gain access to the victims? 

2. This paper gives a thorough summary of the State-
of-the-art of the APT. 

3. How MITRE's Adversarial Tactics, Techniques, and 
Common Knowledge (ATT&CK) can protect and 
mitigate against this kind of attack based on close 
CMD analysis or CMD activities. 

4. We describe clearly how our contribution can 
protect private and commercial businesses. The 
proposed method differentiates between a potential 
victim, hacker and network. 

II. BACKGROUND STUDIES 

A. Terminologies 

This part of the paper presents some of the terms used in the 
contex:   

 

Adversary: This describes a person such as a hacker, who has 
skills in programming, networking and logical analysis. The 
adversary has illegal access to websites and networks and may 
steal information inorder to blackmail people or to boast. 

 

ATT&CK: It is an adversary model, pretty much like 
Lockheed Martin Cyber Kill Chain. ATT&CK deals with the 
behaviour of the adversary using more details.   

 

Exploit: This is a weakness in the computer system which the 
adversary can use it to enter and control the system. 

 

Gain Access: This is the third stage of the penetration process 
after reconnaissance and scanning. The hacker uses the 
information obtained to penetrate the system. 
Whitelisting: This is a security routine of limiting systems 
from running software unless it has been cleared for safe 
execution. 
Black Listing: This means protecting computer systems and 
organizational networks from the effects of malicious software 
or the intrusion of unauthorized users and applications. 
   

B. State-of-the-Art 

Beechey. [19] Faronics Anti-Executable is considered a 
new entrant at whitelisting, it`s like Deep freeze it can 

restore the computer to the previous state after the restart, 
he recommended Lumension, McAfee Application 
Control, Microsoft AppLocker, Savant Protection, etc.  
Tomonaga. [20] Restricting execution of unnecessary 
windows commands because there is a difference 
between the commands used by the attackers and 
commands used by users, and there is a possibility to 
assign the role for each command. 
Microsoft. [21] Use SRP, AppLocker policies to restrict 
application and control the applications that will allow it 
to work. 
Cylance. [22] Use endpoint protection product. 
Kasza et al. [23] Identifies and prevents execution 
malware traps which mentioned in the report. 
Dell. [24] Strategic threat intelligence with an assessment 
to determine how to reduce risk. 
Falcone et al. [25] Delete exploit file during delivery by 
using anti-malware.  
 

III. HOW APT CAN ATTACK AND GAIN ACCESS 

In this section we demonstrated how a built attack (windows 
shell reverse TCP) can look like and described how the APT 
can access the machine and control the entire infrastructure. 
We use the Fig. 1 to Fig. 15 to describe the attack and 
proposed solution. In the solution section, we provide idea 
of how to face this kind of attack. The following 
demonstrate the technique used; 
The hacker creates a Payload and sends it to the victim in 
many ways (email, chat etc) as described in the next section. 
 
From Kali Linux, the hacker can run this tool through open 
new terminal thin type setoolkit. The hacker finds the 
setoolkit page and selects Social Engineering Attacks. 
 

 
Fig. 1. Hacker will choose number 1. 

 
Then create the payload that will enable penetration into 
victim's device, by selecting Create a payload and Listener 
No 4. 
 

 
Fig. 2.  Hacker will create payload. 

 
Again, the hacker can make penetration into the victim's 
device by creating a malicious file. 
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Fig. 3.  Hacker chose Windows Shell Reverse_tcp.  

  

In the process of establishing exploitation, if the attack is 
internal they can obtain it through ifconfig command, or, if 
the offence is from external, then it can be by what is my IP, 
locate IP, and IP-address websites. 

 

 
Fig. 4. The hacker should place the hacker IP device.  

 

From the previous terminal, only by paste it or type it after 
(LHOST):172.16.11.147, port 4444, without IP and Port of 
hacker machine in the settings file of exploitation the 
listener will not work, or no reverse connection works. 

 

 
Fig. 5. He will put the IP which he got it. 

 
In the following path /root/.set//payload.exe, can open new 
terminal and type cd /root/.set//, Mv payload.exe 
/root/desktop/payload.exe, the malicious file will be moved 
to the desktop and then approve the listener, the hacker will 
go directly to the desktop and change the name of the 
malicious file to any other name as example Game.exe, an 
attempt to deceive the victim and forced him to run the file.  
 
There are many ways hackers can deceive the a victim. 
However, one of the most common methods used to trick a 
victim is social engineering technique, and it is one of the 
easiest and most dangerous tactics been deplored. An 
examples of social engineering techniques include;  
(i) Phishing- the phishing scams might be the most common 
types of social engineering attacks used today [26] 

Most phishing scams demonstrate the following 
characteristics: 
 Seek to obtain personal information, such as names, 
addresses and social security numbers. 

 Use link shorteners or embed links that redirect users to 
suspicious websites in URLs that appear legitimate. 
 Incorporates threats, fear and a sense of urgency to 
manipulate the user into acting promptly. 
 

Some phishing emails are more poorly crafted than others to 
the extent that their messages oftentimes exhibit spelling 
and grammar errors, but these emails are no less focused on 
directing victims to a fake website or form where they can 
steal user login credentials and other personal information. 

(ii) Pretexting is another form of social engineering where 
attackers focus on creating a good pretext, or a fabricated 
scenario, that they can use to try and steal their victims’ 
personal information. These types of attacks commonly take 
the form of a scammer who pretends that they need certain 
bits of information from their target in order to confirm their 
identity [26]. 
More advanced attacks will also try to manipulate targets 
into performing an action that enables them to exploit the 
structural weaknesses of an organization. An example of 
this is an attacker who impersonates an external ICT 
services auditor and manipulates a firm’s physical security 
staff into letting them into the building. 
Unlike phishing emails, which use fear and urgency to their 
advantage, pretexting attacks rely on building a false sense 
of trust with the victim. This requires the attacker to build a 
credible story that leaves little room for doubt on the part of 
their target [26]. 
(iii) Baiting- Baiting is in many ways similar to phishing 
attacks. However, what distinguishes them from other types 
of social engineering is the promise of an item or good that 
hackers use to entice victims. Baiters may offer users free 
music or movie downloads, if they surrender their login 
credentials to a certain site. 
Baiting attacks are not restricted to online schemes, either. 
Attackers can also focus on exploiting human curiosity via 
the use of physical media. 
 
(iv) Quid Pro Quo - Similarly, quid pro quo attacks promise 
a benefit in exchange for information. This benefit usually 
assumes the form of a service, whereas baiting frequently 
takes the form of a good. One of the most common types of 
quid pro quo attacks involve fraudsters who impersonate IT 
service people and who spam call as many direct numbers 
that belong to a company as they can find. These attackers 
offer IT assistance to each one of their victims. The 
fraudsters will promise a quick fix in exchange for the 
employee disabling their AV program and for installing 
malware on their computers that assumes the guise of 
software updates. 
It is important to note, however, that attackers can use much 
less sophisticated quid pro quo offers than IT fixes. As real-
world examples have shown, office workers are more than 
willing to give away their passwords.  
 

(v) Tailgating- another social engineering attack type is 
known as tailgating or “piggybacking.” These types of 
attacks involve someone who lacks the proper 
authentication following an employee into a restricted area. 
In a common type of tailgating attack, a person 
impersonates a delivery driver and waits outside a building. 
When an employee gains security’s approval and opens 
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their door, the attacker asks that the employee hold the door, 
thereby gaining access off someone who is authorized to 
enter the company. 
Tailgating does not work in all corporate settings, such as in 
larger companies where all persons entering a building are 
required to swipe a card. However, in mid-size enterprises, 
attackers can strike up conversations with employees and 
use this show of familiarity to successfully get past the front 
desk [26]. 
 

 
Fig. 6. Exploitation established. 

 

 Fig. 7. Hacker changed the malicious file to Game.exe.  

 

Unfortunately, windows defender could not detect the 
malicious file. This is where we must be alert by raising the 
security awareness for all employees in Governmental and 
private sectors. This kind of action can be considered as one 
of the most important things to protect the organizations. 

 

 
Fig. 8. The file opened but the attack is not detected. 

 

We undoubtedly notice in the next Fig. 9 that the victim was 
running the malicious file and started reverse TCP handler 
on 172.16.11 through port 4444. An active session is 
opened that can be used to penetrate the victim's device and 
to tamper with it. 
 

 
Fig. 9. Malicious file started. 

 

As can be used sessions – I number of sessions to access the 
victim's apparatus, The victim's device has already been 
compromised, the APT or hackers can do many things in 
this stage, like upload and install tools to sniff all data 
passing through this infrastructure, transfer all files and data 
which exists on the victim's machine to APT machine, use 
the victim's device to access data center servers, planting 
malicious files and control it remotely. 

 

 
Fig. 10. Hacker or APT can use sessions command. 

IV. SOLUTION 

This section, explain how to stop an attack between the 
hacker and victim from the victim’s device. To handle this 
kind of attack, we disable the network connection based on 
strange behaviour which will happen after the potential 
victim is attacked. The execution is automatic after sensing 
any attempt to access user’s server and to gain access 
permissions must be granted from the administrator even 
though the accessor is a normal user. If we take a quick look 
at processing with network activity, we would observe the 
Game.exe send (B/sec) is 19 and receive 0. 

 
Fig. 11. After opening the malicious file. 

 

Once the hacker accesses the victim's machine as seen as 
display in Fig. 11. The numbers on the screen will change 
significantly in the process of network activity, Game.exe 
sending 1,001 and receive 2. 
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Fig. 12. Hacker gained access.  

 

Fig. 12 show how victim network can be disable between 
APT and victim, most of the solutions to this problem is 
based on the analysis of malicious code across the network.  

MITRE's Adversarial Tactics, Techniques, and The 
) says:T&CKAT( Common Knowledge 

1.  Block or audit CMD through whitelisting based on 
SANS 

     Article, [19]. 

2.  Analyses the activities of CMD. 

From our point of view and practical experience, we 
learnt the following: 

- This method does not protect the system from zero-day 
attack, 

-  There is a need to enlighten the user to realize there is 
someone tampering with his device. 

- It will take time to do that and decide what the 
appropriate decision is. 

- The attacker has a lot of time to manage the hacking 
process or develop another plan to escape from this 
analysis and steal more data. 

Our proposed method adds value to ATT&CK (it is new 
contribution). What distinguishes this idea can be 
summarized in the following: 

1. Communication between a hacker and victim will 
cease automatically in the shortest possible time. 

2. The relegation of the victim's device from the entire 
infrastructure. It is considered as a great benefit 
because an abrupt stop to the flow of data to the 
hacker is established. 

3. This will help protect data and information from 
theft. 

4. It will give the cyber security engineer time to study 
the behaviour of the attack and develop an 
appropriate mechanism to control the attack. 

 

 
Fig. 13. An Illustration of disconnected the network 

 

After the disabled network card, the worker's session was 
closed on the hacker machine as presented in Fig 13. 
There is a directorate (dir) command which has been 
written however, no response from the victim machine. 

 

 
Fig. 14. The session closed. 

 

More evidence of a successful operation is to stop 
transferring the data and information from victim to 
hacker’s machine, process with network activity is empty 
from any activity. 

 
    Fig. 15. Network activity is empty. 
 

V. FUTURE WORK 

Future research can be on the need for Microsoft and other 
operating system developers to have an in-built application 
in all Microsoft windows version to monitor user behaviour 
espcially on a network system. If a network administrator or 
OS senses any strange activity like user trying to be an 
administrator, when is a normal user or trying to sniff the 
data from network, then the network should be disable 
automatically. In addition, there should be a network 
disconnection status and popup message generation to 
inform the user to check the machine condition. An example 
of such messages can be of the form; “there is a strange 
behaviour” or any such message should pop up as a warning 
signal.  
 
Also, some interested researchers can investigate on how to 
improve on Adversarial Tactics, Techniques, and Common 
Knowledge (ATT&CK), Identification friend or foe (IFF), 
and Techniques Tactics and Procedures (TTP). 

VI. OPERATING SYSTEM AND TOOLS 

 Kali Linux 2017.2 
 Microsoft Windows 7  
 Social Engineering Tool (setoolkit). 

 

VII. CONCLUSION 

In this paper we presented how advanced persistent threats 
(APTs) can use Kali Linux to create a Payload and attack 
the victim through windows shell reverse TCP, then we 
demonstrated how this attack can be stopped.  
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