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Protection of personally identifiable Information
and Privacy via the use of Hardware and Software

Mukuka Kangwa, Charles S. Lubobya, Jackson Phiri

Abstract: This paper proposes a novel approach to enhance the
protection of Personally Identifiable Information (PI1) using a
unique combination of hardware and software as well as the use
of a One Time Password (OTP) algorithm based formulated
through the modification of the RFC based Time-based One
Time Password (TOTP) standard. The adoption of electronic
channels for commerce has necessitated the need for enhanced
protection of PIIl. For one to be granted to e-services one has to
surrender part, if not, all of their PIl hence making their
personal data susceptible to leakage. To ascertain the
effectiveness of the proposed solution, tests were conducted
using various methods and tools such as Arduino
microcontrollers, python programming language, Arduino
programming platform and the Proteus Simulation software.
Results from the experiments conducted demonstrate the
effectiveness of the proposed solution in preventing the leakage
of PII.
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I. INTRODUCTION

The Information Age has witnessed an unprecedented
adoption of electronic channels in the delivery of services to
consumers. Most providers of electronic services request
users to submit Personally Identifiable Information (PII) in
order to get access to their electronic services [1]. This has
resulted in huge volumes of aggregated P11 being collected by
a number of service providers and thereby making that data
vulnerable to leakage [2]. Leaked PII exposes the owner of
the information to high risk such as financial fraud and
physical harm. Despite a number of solutions having been
formulated and implemented to address this challenge, the
problem remains [3]. Several incidents have occurred where
huge volumes of data has been leaked and privacy breached
[4]. Data that is exposed to the internet, whether on the edge
equipment like phones and tablets, or in the cloud is at risk
hence the need to provide more effective protection methods

[5].
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10.5220/0010576201160126. This paper proposes the use of
an enhanced data protection approach together with Onion
routing and the enhanced RFC6238 based TOTP to protect
personal data and provide user privacy.

1I. RELATED WORK

Several literature was reviewed to appreciate similar
prior works by other authors. Frank and Michael patented a
solution to help protect personal data. They proposed having
a Trusted Party that provides static Identities (ID) to users. In
addition, Block chain technology was to be used to protect
the data. The diagram shown in Fig 1 below shows a summary
of how the solution is to work; the user obtains an ID from
the digital 1D provider and submits it to the service provider
as proof of identification. The service provider verifies with
the ID provider if the user can be trusted and the response the
ID provider returns determines whether or not a service will
be offered to the user. Furthermore, an offline escrow is to be
used for keeping the PII to be accessed via legally approved
means. Pseudonymization (and not anonymization) is to be
used to make it possible to trace a user when there is need [2].

Static ID Provider

2. Verify ID
4.Login allowed

1. Request for Service
5. Grant user the service

Service Provider

User

Fig 1: Static ID Provider Concept

The use of static electronic IDs is not adequate for
providing privacy to the users as a static 1D can be profiled
thereby compromise the privacy of the user [1]. Furthermore,
the use of Block chain technology might not be very feasible
as the technology is currently resource intensive [6]. A global
solution based on this proposal would consume a huge
amount of resources for the proof of works to be used to
protect data from being leaked or modified or even deleted.
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The Block chain technology requires some modifications to
make it feasible.

Further, Block chain technology has an inherent
scalability challenge due to its design. The solution proposed
by Frank and Michael seeks to solve a global problem by
providing access that is global hence scalability is very key to
accommodate everyone who desires to employ solution.
Block chain also faces some privacy and security issues
which need addressing. Deploying this solution to address the
challenge of privacy might partially resolve one problem and
yet introduce more issues [6].

Another critical drawback with Block chain technology
is time lag due to its design; when one node generates a
transaction, a number of other nodes need to confirm and
reach consensus before a transaction can be considered as
complete. This results in transactions delaying to complete
[7]. Further, its complexity makes the cost of building and
maintaining it prohibitive. Cheaper ways of developing the
technology need to be sought if it is to be widely adopted. It
can maybe be built as a service where costs can be shared [8].

Most e-commerce platforms hold client information
online so that they can easily authenticate the users before
granting them access to any service. A lot of user data is being
held in the cloud by various service providers hence making
that data susceptible to leakage [9]. Attacks have been
orchestrated against e-commerce platforms such as e-bay
who suffered a Distributed Denial of Service (DDoS) attack
where their databases were scanned and client data was
exposed [10] . The attack was possible as the databases were
accessible via the internet.

Fanghan et’al proposed a model that gives data owners
the power to decide who to grant access to their data. They
proposed the use of a cloud server to store some of the user
data. The user encrypts their data before sharing and decides
who can be given access by sharing their decryption keys
with only the authorized users [9]. Even though the data is
encrypted, if the key shared finds itself in wrong hands, then
the encrypted data, if accessed can be deciphered. In addition,
it means several user can be granted access to the data thereby
increasing points of possible data leak. In fact, despite being
encrypted, data is most likely to be in plain text when being
processed, for example in response to a request for data,
hence making it vulnerable to leakage [11].

Locher et’al, proposed the use of a distributed ledger
to protect data [12]. The distributed ledger owes its security
to the requirement of consensus being reached before any
transaction is approved. This approach, nonetheless, results
in delayed transaction confirmation as well as huge resources
being required to make the technology operational [6].
Locher et’al acknowledged that despite the distributed
approach of using block chain technology, users still needed
to trust each other [12]. The aspect of trust is what the Trusted
Third Party model aims to address.

More scholarly works were reviewed regarding the
protection of P1l and privacy of users while online. Peter et’al
recognizes the General Data Protection Regulation (GDPR)
as one way of addressing the prevalent consumer privacy
challenges. The European Union proposed the GDPR as a
way of protecting the privacy of individuals by promoting
pseudonymization of Pl in in conjunction with existing data
security techniques [13]. The additional measure indicates
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that the existing techniques are no longer adequate hence the
data leakages and privacy violations that are experienced very
often. Peter et’al defined pseudonymization as morphing data
in such a way that the resulting data cannot be associated with
the original owner without the presence of additional
information. The authors proposed that Pseudonymization
techniques be applied by various data processors such as
mobile operators to protect user privacy. Techniques such as
scrambling or obfuscation, blurring, masking, tokenization
and encryption were proposed [13].

Sergio et’al are of the view that the advancement in
technology has resulted in the need for more effective
techniques and solutions to provide security and privacy to
personal and other sensitive information. They contend that
current solutions might not be sufficient to meet the required
levels of privacy and security demanded by regulations such
as the European GDPR [14]. The team proposed the use of
methods such as pseudonymization and anonymization.
Pseudonymization was preferred to anonymization as they
intended to use their solution for the protection of Health data
for children. Pseudonymization provides a possibility of
identifying the actual individual using additional information
when need arise. Anonymization, on the other hand, alters
data in such a way that it can no longer be traced back to the
actual owner.

The team further proposed combining pseudonymization
with other security techniques such as hashing of pseudo IDs
and encryption of pseudonymized data [14].

There is need to ensure that only pseudonymized data is
made online while raw identifying data is kept offline.
Furthermore, necessary internal controls must also be put in
place to ensure data is not leaked by internal parties.

I1l. SOLUTION DESIGN

As long as information is available online, it remains
susceptible to leakage. The best way to protect information
from leakage is to make it inaccessible online [15]. The
proposed design in Fig. 2 below seeks to achieve that.

The use of a Trusted Third Party to hold PIl demands that
other service providers requiring KYC confirm with the KYC
Agency if the requesting party is genuine. The KYC agency
provides assurance without sharing the PII of the requesting
party. This enables the requesting party to have access to
services without sharing their PII.

The solution will operate as outlined below:

The user will first register with the KYC Agency in their
country of residence by submitting their PII such as their
National IDs, Residential address, Contact details like phone
numbers and email addresses.

Once the user has satisfied requirements for registration
with the KYC Agency, the KYC Agency creates a record with
full Identifying Information of the user and appends a
universally unique ID on the record. The data is kept on the
“Offline” system that is not accessible from the internet as
depicted in Fig 2.

After the elD has been appended to the new user record,
the elD is pseudonymized (elDs) using a predetermined
algorithm and sent to the online system for the creation of an
online record for the user. The pseudo version of the unique
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ID, elDs, is not appended to the record sitting on the offline
system. This is to minimize the possibility of associating
offline data to online pseudo IDs if they are leaked.

The only communication between the Offline system and
only system will be the automatic transmission of the Pseudo
ID, elDs, to the online system. The transmission will be
determined by the firmware sitting on the microcontrollers.
When the online system receives the pseudo ID, elDs, it will
automatically create a record with the elDs as the primary
key.

The Data protector ((Restricted Memory System) that
will safeguard the Personally Identifiable Information will
connect the offline system to the online system and operate
as follows:

Data exchange between the two systems will only flow
in one direction as depicted in Fig.3. The aim of this
restriction is to ensure that no one is able to access the PII
from the Internet. This is to reduce the possibility of a hacker
accessing the PIlI without needing physical access to the
system hosting the sensitive data [1].

Furthermore, despite data being able to flow towards the
online system from the offline system, to prevent huge
amounts of data from being sent using the offline system,
there is a bandwidth restriction imposed between the two
systems. If, for example, 10gigabyte of data was to be sent
from the offline system to the online system via a serial
connection of 9600bps, it would take more than 100 days to
complete the transfer. Sending of pseudo IDs would take few
milliseconds as they only constitute few kilobytes per unique
record created at any given time. The slow rate of data
transfer would be a deterrent to a hacker. Moreover, the
system would periodically reset the connection between the
two hence disrupt any exploitive data transfer in session.

The user will either access the KYC Agency to generate
a universally unique random ID, elDr, or first access an
ecommerce site or request to transact. The site will request
the user to submit their random ID issued by the KYC
Agency. The sites will not be allowed to collect P11 from users
to prevent data leakage prevalent with online services.

The user will need to Logon to the KYC Agency system
via a website or app and request a unique random ID. The
KYC will authenticate the users using an enhanced TOTP
system.

User Logons on to the Website or App for the KYC
Agency. Once authenticated, the user generates Random ID
elDr. The KYC system sends the ID, elDr, to Anonymous
email or is displayed on an App. Then the user enters the elDr
on the website. The website verifies with KYC Agency if they
issued the elDr supplied by the user. Depending on the
feedback of the Agency, the website either grants or denies
the user access to their services.

To protect the user from being profiled based on their
location, sites visited, the identity of the device they are using
and so on, Onion Routing (TOR) can be used optionally. TOR
masks any identifying data about the user and hence help
maintain their privacy [16]. The data hidden includes
identifying information about the devices being used the
client thereby addressing the challenge of profiling.
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Fig.4 on page 6 gives a pictorial view of how the
transaction will flow from the beginning to the end.

The KYC Agency system will host the mail boxes for the
users and will periodically destroy emails containing random
IDs after the predetermined validity period elapses.

IV. METHODOLOGY

Only the Restricted Memory System (RMS) was built as
other components such as ecommerce sites could be built
using existing solutions.

The Data protector (RMS) was put together using the
following; two Arduino UNO microcontrollers, copper
cables, serial ports, serial monitors, python programming
language, Arduino UNO IDE and Proteus Simulation
software.

Serial communication was preferred over parallel
communication in building the RMS to ensure that data flows
in one direction only. Two way communication would require
two cables physically connected between the two devices. To
enforce one-way communication, one cable was
disconnected. This would ensure that even if the online
component attempted to communicate to the offline
component, the communication would fail.

Two microcontrollers were employed instead of one.
This was to control the security of the system as hardware is
susceptible to hardware Trojans. These viruses can be
embedded into the hardware when being manufactured to
deliberately leak information later. For the Trojans to be
activated, one would need access to the hardware either
physically or remotely [17]. One Arduino UNO connecting
the offline side was configured as a Master while the one
facing the online system was configured as a slave as shown
in the circuit in Fig. 5 below. Even if the Arduino facing the
online system was compromised, the hacker would not be
able to breach the entire connection as they would need access
to the Master Arduino to change configurations and enable
two-way communication thus making it impossible to
achieve without having physical access.

Tests were conducted as follow: Data was sent from the
offline system to the online system via the RMS. Data was
also sent from the online system to the offline system. Six
scenarios were tested. In scenario 1 and 2, both the
Transmitting and receiving PINs were physically connected
while in Scenario 3 and 4, the cable connecting Transmitting
PIN for the Master Arduino to the receiving PIN of the Slave
Arduino was disconnected. In scenario 5 and 6, the receiving
PIN of the Master Arduino connected to the Transmitting PIN
of the slave Arduino was disconnected. The Bandwidth
between the two Arduinos was set at 9600bps.
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Fig 5 Physical Configuration of RMS

V. GENERATION OF RANDOM IDS

The generation of Random IDs was to be done via the
use of a modified TOTP as opposed to the standard RFC6238
proposed by the Internet Engineering Task Force (IETF). The
approach used is the modification of the method proposed by
the standard. The standard is used to generate One Time
Passwords (OTP) that are time sensitive using the Unix time
as one of the variables in the generation of the passwords [18].
Our objective was to make the random OTP act as an
identifier when need arise without comprising the privacy of
the user involved. The approach is to generate the password
as proposed by the standard then modify the resulting
password by passing it through a function that modifies it
with an ID for that particular user as shown in Fig.6 below.

Secret Key

Truncate to
Desired Length
(TOTP)

SHA 2 Function

Unix Epoch

Time

Generate Final
OTP for User by
combining the
Unique user ID
with TOTP

USER PSEUDO

D User OTP

Fig 6 Generation of Random IDs (User OTP)

To the user the ID is random but the system can perform
a reverse operation to generate an ID for the user of the
random ID if need arise.

Despite the use of random IDs, the IP address and other
unigue properties of the computer being used can help trace
and profile user such as determining where they are
connecting from, what sites they are accessing and so on. To
help address this challenge the use Onion Routing (OR) is
recommended. OR will mask the source of the requests to
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access services hence prevent online profiling. The diagram
below shows how OR works.

®®®® arypted Tunnel
ammmmmm ot Encrypted

TUKN

Entry TOR Relay‘
-

i P,

TOR Network

Intermediary TOR Rela Final TOR Relay Target Service

e.g ecommerce website

Fig 7 How a TOR Network Works

By masking the actual of the requests, the user is shielded
from being identified online not only in terms of user name
but also other profiling elements such as sites visited, services
accessed, from where and so on. This helps further enhance
user privacy

VI. RESULTS AND DISCUSSION

Table. 1 provides a summary of Results based on
Experiments conducted.

In Test 1 data was successfully sent both ways with the
transmitting and receiving PINs connected correctly on both
the Master and Slave Arduino. That is, data was able to flow
from the offline system holding PII to the online system
susceptible to online hacking. This was a fail as the objective
was to ensure that data could only flow in one direction. That
is, from the offline system towards the online system. In this
scenario data successfully flowed in both directions hence the
RMS cannot protect PIl by preventing access by users
connecting from the Internet. It is vital that data does not flow
from the online system to the offline system even if
bandwidth is restricted as malware can be created as a very
small payload and yet cause serious damage to data once
deployed into the system storing PI1I. The test results for the
first scenario make the configuration undesirable.

In the Scenario covered by test 2 with transmitting
PIN on the Master Arduino not connected to the receiving
PIN on the Slave Arduino while the receiving PIN on the
Master Arduino remained connected to the transmitting PIN
of the Slave Arduino, data could not flow in any direction.

In the scenario depicted in test 3, with the
transmitting PIN of the Master Arduino connected to the
transmitting PIN of the receiving Arduino, while the
receiving PIN.

while the receiving PIN is disconnected from the
transmitting PIN of the Slave Arduino, data was sent
successfully from the Master Slave Arduino connecting the
offline system towards the Slave Arduino connecting the
Online system but data could not be sent from Slave Arduino
connecting the online system towards the Master Arduino
connecting the offline system. This too was a fail as the main
objective of the proposed solution was to allow automatic
creation of online pseudonymized records for users while
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preventing access to the PII data by users with access to the
internet. With data not flowing to the online system from the
offline system, it would require another approach of
transferring pseudo data matching records on the offline
database to the online system. That approach might be
manual hence introducing another risk if data has to be moved
using external media. This configuration is also not suitable.

Test 3 was successful as data could only flow in one
direction. That is, data could only flow from the offline
system towards the online system. This was the desired
configuration as it would prevent hackers successfully
accessing PII data sitting on the offline database. It would
also prevent malware from being introduced from the online
system to the offline system. This result shows that it is
possible to keep sensitive data “offline” while allowing real-
time connection between the offline system and online
system for the creation of corresponding records for the user
to access online services anonymously once created on the
KYC system.

The restriction of the bandwidth between the offline
and online system to 9600bps ensured that only minimal data
could pass across at any given time. The valid data
transmissions across the two systems are short bursts of few
characters. The restriction helps prevent theft of sensitive PlI
by both internal and external parties.

For this solution to be effective, online data must be
anonymous so that if the records are leaked, no identifying
information would be part of the leaked records. Furthermore,
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the use of the modified TOTP based on the RFC6238
standard to generate random 1Ds will help ensure the privacy
of users is maintained and at the same time make it possible
to retrieve the actual identity of the user if they were to abuse
their anonymity while online.

VII. CONCLUSION

The experiment results show that it is possible to protect
PII from hackers by preventing any possibility of data being
accessed. Since no online user can reach the offline system
holding sensitive data, the system is more secure. Enhanced
protection is achieved because no one would be able to access
the offline system from the internet as the separation is
physical. In addition, even if someone breached the security
of the online system, they would need physical access to the
offline side of the data protector to configure it to accept and
allow transfer of data towards the offline system. The
Restricted amount of data that can be sent via the data
protector is a huge deterrent to would-be data criminals as the
time it would take would render the exercise futile.
Furthermore, the use of the modified RFC6238 for the
generation of random IDs makes it possible for the user to
maintain their privacy while at the same time provide a
possibility to trace a fraudster hiding behind being
anonymous whenever need arise. The use of TOR can further
help achieve enhanced privacy for users.
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Fig 2: Know Your Customer Agency Operation
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Table I: Experiment Results
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