Proceedings of the World Congress on Engineering 2008 Vol 1
WCE 2008, July 2 - 4, 2008, London, U.K.

Optimal SVD based Robust Watermarking using
Differential Evolution Algorithm

V. Aslantas

) _ _ watermarking scheme based on SVD for grey-scale images.
Abstract- This paper presents a novel optimal watermarking  The singular values of the host image are modified to embed
scheme based on singular value decomposition (SVD) using the watermark image by employing multiple SFs that are

differential evolution algorithm (DE). The singular values (SVs) . . . . .
of the host image are modified to embed the watermark image ~©Ptimally found using DE [10] to obtain the highest possible

by employing multiple scaling factors (SFs). Modifications are ~ robustness without losing the transparency.
optimised using DE to obtain the highest possible robustness

without losing the transparency. Experimental results show

both the significant improvement in transparency and the II. SVD-BASED WATERMARKING

robustness under attacks. ) )
SVD decomposes an mxn real matrix A into a product of 3

Index Terms— Differential evolution algorithm, image matrices A=USV' where U and V' are mxn and nxn
watermarking, optimization, singular value decomposition. orthogonal matrices, respectively. S is an nxn diagonal
matrix. The elements of S are only nonzero on the diagonal
and are called the SVs of A. The watermarking procedures are
L INTRODUCTION described as follows [7]:
Two important requirements in watermarking are
perceptual transparency and robustness [1]. Transparency Watermark embedding: Without loss of generality, let the
means that watermark should neither be noticeable to the size of the host image (1) and watermark (W) is NxN
viewer nor should introduce a significant degree of distortion
in the host image. Robustness refers to the ability of 1. Apply SVD to the host image:

watermark to resist intentional or unintentional image | =Usv’ )
modifications such as filtering, geometric transformations, 2. Modify the S with the W :

noise addition, etc. Robustness can be achieved if significant Sy =S +kW 2)
modifications are made to the host image. However, such 3. Apply SVD to the Sy:

modifications are distinguishable and thus do not satisfy the S, =Uy, Sy Vil 3)

requirement of transparency. The design of an optimal
watermarking for a given application always involves a
trade-off between these requirements. Therefore, image
watermarking can be considered as an optimisation problem.
Optimisation techniques have been employed to Optimise Watermark EXtraCting: In general, the extraction process is
these requirements [2-5]. the inverse of the embedding procedure. IP watermark
In general, a watermarked image (|*) can be obtained by extraction, a possibly distorted watermark W' is extr*acted
adding the watermark (W) multiplied by a scaling factor (k)to from the possibly distorted watermarked image 1, by
the host image (1): I"=1+k.W where k is used to control the essentially reversing the above watermark embedding steps.
watermark strength. The larger the scaling factor (SF), the The watermark extraction can be described as follows:
more the distortion of the quality of the host image
(transparency) and the stronger the robustness. On the other ~ 1. Apply SVD to the watermarked (possibly distorted)

4. Compute watermarked image:
I, =US, V' )

hand, the smaller the SF, the better the image quality and the image:

weaker the robustness. Different spectral components may ly =U'S, V" (5)
exhibit different tolerance to modification so a single SFmay 2 Compute possibly corrupted SVE

not be applicable for modifying all the values of |. Therefore, Sy =U,, SuVy (6)

multiple SFs should be employed for adapting to the different

spectral components to reduce visual artifacts [6]. 3. Extract the watermark (possibly distorted) image:

SVD is one of the most powerful numeric analysis W =Sy -S)/k ™)
techniques  with  numerous applications including
watermarking [4-9]. This paper proposes an optimal
II. OPTIMISATION OF SFS
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Fig. 1. Block diagram of DE-based watermark embedding scheme

transparency and robustness. Therefore, an efficient and
powerful optimisation algorithm is required for this objective.
For this purpose, DE [10] which is a novel stochastic
nonlinear optimisation algorithm is employed in this work.
Fig. 1 diagrammatically illustrates the flowchart of the
watermark embedding technique based on DE algorithm
developed in this study.

By applying DE, the SFs are obtained for watermarking to
watch both the transparency and the robustness under certain
attacks at each generation of optimisation process. Thus, DE
optimally determines the SFs for watermarking process.
Having modified the SVs of the host image at every
generation, the watermarked image of the current generation
is computed. After that, to evaluate the robustness of the
watermark, four major attacks are employed including
average filtering (AV), rotation (RT), resizing (RS) and
sharpening (SH).

The watermarks are computed using the extraction
procedure given above. The two dimensional correlations are
measured between the original and watermarked images
(corr)) and between the original watermark and the extracted
ones (COrry). corr; and corry are related to transparency and
robustness measure, respectively The correlation values are
then utilised to calculate the fitness value of a possible
solution in the population of DE. These processes are
repeated until predefined stopping criteria is satisfied, for
example maximum generation number. In order to calculate
fitness values, the following expression is used:

f = {/{:icorrw(w,wi*)j —corr, (1,1, )} (8)

where. f;, and t are the fitness value of the i solution and the
number of attacking methods, respectively.

1V. RESULTS

To evaluate the performance of the proposed scheme,
several experiments were conducted using the 256x256 Lena
(host) and 32x32 watermark images that are illustrated in
Fig.2(a) and (b). The attacks employed in the fitness
evaluation process were: AV (3x3), SH (3x3), RS (bicubic:
256—128—256), and RT (30°).

The control parameter values of DE were: the population
size=150, weighting factor=0.6, crossover probability
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constant=0.8 and maximum generation=400. The crossover
method used was DE/best/1/exp. In the representation scheme
of solutions, each string consisted of 32 parameters. Every
parameter represented a possible SF. Table 1 shows the SFs
obtained by using DE.

The watermarked image is given in Fig.2(c). It is clear from
Fig.2(c) that the watermarked image is not distinguishable
from the original one. In addition to the attacks used in the
optimisation process, the effectiveness of the algorithm was
also tested to cope with the 30pixelx30pixel translation (TR),
cropping (CR) on left half and JPEG compression (50:1)
attacks. Distorted images after attacks and corresponding
extracted watermarks are illustrated in Fig.3.

The results obtained are given in Table 2 by comparing the
correlation values. The same experiments were also carried
out with single SFs ranging from 0.1 to 0.9 with the interval
of 0.2 [7]. The results are also given in Table 2. As can be
seen from Table 2, the larger the SF, the more the distortion of
the quality of the host image (transparency) and the stronger
the robustness. In contrast, the smaller the SF, the better the
image quality and the weaker the robustness. On the other
hand, results of the multiple SFs obtained by DE show both
the significant improvement in transparency and the
robustness under attacks.

Fig. 2. (a) Host image, (b) watermark, (c) watermarked image

TABLE 1
SFs obtained by using DE

1 2 3 4 5 6 7 8 9 10 11
24221) 165] 071) 076] -1.14] -097| -230] 096] 108] 085
12 13 14 15 16 17 18 19 2 || 21 2
09| -1.10

SFs

095] 077] 063 790| -1361] -1.13| 059 -122] 0.77

Number of Variables

23 24 25 | 26 27 | 28| 29 30 31 || 32

085 -1.22 062 1.07| -L15| -1.24| 2031 -1948| 27.54| -7.75
TABLE 2
Correlation values (corri(l, 1) and corry(W, W)
DE Single SF

SFs 0.1 0.3 0.5 0.7 0.9
corr, 0.9995 | 1.0000 |0.9996 |0.9989 |0.9986 |0.9981
RT  [0.9965 [0.9790 |0.9799 |0.9783 |0.9703 |0.9741
RS  [0.9947 [0.9827 |0.9820 |0.9820 |0.9838 | 0.9840
AV ]0.9963 | 0.9829 |0.9829 |0.9829 |0.9846 | 0.9847
SH |0.9843|0.9673 |0.9728 |0.9713 [0.9710 | 0.9733
oM TGN [0.9944 | 09678 |0.9744 | 0.9749 | 0.9774 | 0.9837
TR [0.9809 [0.9596 |0.9708 |0.9773 |0.9776 | 0.9804
CR  [0.9815 [0.9625 |0.9708 |0.9710 |0.9751 |0.9784
JPEG |0.9996 | 0.9763 |0.9922 [0.9973 |0.9975 | 0.9988
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Fig. 3. Distorted images and corresponding extracted watermarks

V. CONCLUSIONS

In this paper, a novel optimal watermarking scheme based
on SVD using DE is presented. DE is adopted in SVD-based
watermarking to achieve the highest possible robustness
without degrading image quality. Experimental results show
the feasibility of multiple SFs estimated by DE and its
superiority over the use of a single SF.
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