
 

 
Abstract— Today is the world of wireless information 

networks, the popularity of which is increasing day by day. As 
a result the society has witnessed burgeoning of wireless 
networks. Wireless LANs are one of the most popular forms of 
wireless networks. These networks provide an additional 
feature of maneuverability to their users. However unlike the 
traditional wired LANs, wireless counterparts are complex in 
terms of performance and security. Thus with increase in use 
and deployment of wireless LANs, the need to analyze their 
performance metrics and security has surfaced in recent years. 
We have developed simulation scripts for two security 
algorithms used in WLANs ─ WEP and WPA, which have 
been utilized successfully to simulate WLANs, using network 
simulator software NS2 and studied the effects of these security 
algorithms on various parameters, viz., end-to-end delay and 
packet delivery fraction, by implementing these scripts. The 
results produced by simulation experiments, are used to arrive 
at succinct conclusion. 
 

Index Terms— end-to-end delay, packet delivery fraction, 
WEP, WLAN, WPA  
 

I. INTRODUCTION 

ITH advancements in technology the society has 
reached a stage where it cannot limit its mobility 

while transferring information. Thus gone are the times 
when only wired form of networks was used. As the society 
has readily accepted wireless as convenient and practical 
form of communication, wireless networks have turned out 
to be one of the recent happenings in the modern world. 
Wireless LANs are the most popular forms of wireless 
networks used for communication. The ubiquity of these 
networks ranges from homes, offices, edifices, cafes, 
universities and many more. These networks offer number 
of advantages to their users such as mobility and ease of 
installation. Inspired by these advantages, there has been a 
large increase in the number of networks deployed and used. 
As more and more users have started using these networks, 
there are number of security issues related to information 
transfer through this mode. These networks transmit 
information using radio waves and are not limited by any 
physical boundaries. This makes a wireless LAN (WLAN) 
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more prone to certain threats and attacks. To introduce 
security in WLANs, an IEEE 802.11b standard, commonly 
known as Wired Equivalent Security (WEP), was created. 
Although WEP was formulated to introduce extra security 
in wireless LANs, but it proved ineffectual. This was due to 
various vulnerabilities reported against it that has lead to the 
amendments in the WEP until another security algorithm 
known as Wi-Fi Protected Access (WPA) was discovered 
[1]. WPA was able to restrict number of attacks, however 
WEP still continued to be used in common household and 
small office LANs to restrict unintentional thoroughfare. As 
a result practically both WEP and WPA are used depending 
upon the level of security desired by the user. Since the field 
of wireless LAN security is comparatively novel, various 
performance metrics affected by these security algorithms 
are still concealed and thus they need to be explored. 
Foremost performance metrics employed to analyze 
performance of a WLAN are throughput, packet delivery 
fraction and end-to-end delay. WEP and WPA have been 
compared on the basis of throughput [2], [3]. The authors in 
this paper have tried to simulate the wireless LAN, which 
make use of WEP or alternatively WPA through simulator 
software, NS2. These scripts have further been implemented 
in studying the end-to-end delay and packet delivery 
fraction for WEP and WPA and have been compared too. 
This analysis is further extended by varying the size of the 
network so as to obtain the effects on the two performance 
metrics in security enabled simulated wireless LAN 
environment with different number of nodes.  

II. REVIEW OF SECURITY ALGORITHMS 

During 1980’s a committee IEEE 802 was involved in the 
development of wireless LAN standards. However work on 
wireless LANs started in 1984 with the development of the 
ISM band for token passing MAC protocol. It was soon 
realized that this method of token passing would increase 
wastage of the available spectrum. As a result in 1990, a 
new working group, IEEE 802.11 was formed by this 
committee to deal specifically with issues related to 
WLANS. Since then a number of standards were suggested 
by the committee to keep pace with increase in variety of 
bandwidth, range and frequency demands put forward by 
the society [4]. This section introduces two popular security 
algorithms, namely WEP and WPA which may be employed 
to provide security in a wireless LAN.  

 

A. Wired Equivalent Privacy 

The WEP was the first encryption protocol, developed in 
1997 to be deployed in wireless networks for providing 
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authentication and security. WEP as the name suggests was 
developed to introduce security in wireless LAN which is 
equivalent to that a wired LAN could possess. IEEE 802.11 
defined three goals for enhancing security in a WLAN 
environment [4]: 

• Confidentiality: This is the fundamental goal of WEP as 
it is necessary to keep intruders away from the secret data. 

• Access control: The second goal of the WEP is access 
control which aims to provide access only to the users who 
are allowed to do that. It ensures that illegitimate users are 
not being able to connect to the wireless network. 

• Data integrity: This was an added feature of WEP which 
intends to check whether the received message has some 
errors during transmission and if yes how can it be 
corrected. These issues have been taken up by the CRC-32 
algorithm which provides integrity check in the WEP. 

WEP provides two fold protections to wireless networks 
as it incorporates secret key for access control and 
encryption for confidentiality. The secret key is shared 
between a mobile device and a wireless access point. It 
comprises of 64 bits with a 24 bit IV (Initialization vector).  
The key used in WEP is scrambled using a cryptographic 
function; RC4. RC4 is not particular to WEP but is used 
frequently in various cryptographic applications. The RC4 
algorithm is a two step process consisting of the Key 
Scheduling Algorithm (KSA) and the Pseudo Random 
Number Generator (PRGA). Each packet of information is 
scrambled with a key pattern. The use of Initialization 
Vector (IV) is a vital feature of WEP. Since the IV keeps on 
changing, its use helps to produce different ciphertext for 
same plaintext, which makes prediction of plaintext more 
difficult during the process of eavesdropping. WEP 
concatenates the data and IV with the key stream using the 
exclusive-or (XOR) function.  On the other hand the 
integrity check ensures that the information does not change 
during transmission. Before a data packet is transmitted, the 
integrity check (IC) computes a checksum. Then WEP 
concatenates the data and IC with the keystream using the 
exclusive-or (XOR) function. WEP is applied to all layers 
above physical and data link layers for IEEE 802.11b 
WLANs. [5]. Although WEP was developed to provide 
security in wireless LANs, it became prey to different types 
of attacks due certain flaws detected in it [6], [7]. Since an 
expert hacker is able to play different attacks against WEP, 
its use became limited to restrict unintentional intrusion 
only. 

B. Wi-Fi Protected Access 

As WEP suffered from certain flaws, it became essential 
to develop another protocol with enhanced capabilities. This 
ultimately led to discovery of Wi-Fi Protected Access 
(WPA) by the Wi-Fi Alliance. WPA was discovered as an 
intermediate solution to various security threats which 
remained unanswered by WEP, to provide the Wireless 
users an immediate solution until a secure and stable version 
got created. The underlying feature of WPA is also same as 
that of WEP but it differs in its strength to resist various 
attacks as it uses a stronger encryption process [8]. There 
are two variants of WPA has two variants: AES and TKIP. 
WPA uses AES (Advanced Encryption Standards), which is 

a stronger encryption scheme than RC4 while TKIP-WPA is 
backward compatible with WEP hardware. Typically 
Temporal Key Integrity Protocol (TKIP) provides pre-
packet key mixing and a message integrity check. TKIP 
utilizes a longer encryption key than WEP which employed 
a forty-bit key which is relatively weak even when properly 
implemented. The 128-bit WEP addressed this short-key 
problem but it has never been a part of an IEEE standard. 
Each 802.11 vendor implemented 128-bit WEP on its own, 
and these unique implementations caused problems for 
heterogeneous environments in which interoperability of 
hardware was an issue. By using longer keys and 
implementation standards, TKIP addresses short-key 
problem of WEP. 

WPA is known to be stronger then WEP as it is effective 
against many attacks which WEP cannot withstand [8], [9]. 
It shuts down the network if two packets using the wrong 
key are sent at any instant of time. Practically when the 
access point receives these two packets, it assumes the 
hacker is trying to gain access to the network. Therefore, it 
shuts-off all connections for some time to avoid the possible 
compromise of resources on the network. Although this is 
carried out to provide strength against some wireless 
attacks, it is used by the attacker to his advantage to bring 
down the WPA protected wireless LAN. To aggravate the 
situation, a continuous string of unauthorized data could 
keep the network from operating indefinitely. In this way 
the security feature is exploited by the attacker to close 
down the network. Further modifications were also done to 
WPA by using CCMP instead of MIC for integrity check 
and making AES encryption compulsory. This is known as 
WPA2. WPA is available in two modes, enterprise mode 
and consumer mode. Enterprise mode uses Remote 
Authentication Dial In User Service (RADIUS) for 
authentication while the consumer mode (or personal mode) 
of WPA uses a combination of pre-shared keys (PSK), 
TKIP and MIC. 

III. PERFORMANCE METRICS  

Performance of a wireless LAN can be analyzed using 
certain performance metrics [3], [10], [11]. To investigate 
the details of the wireless LAN subjected to various security 
algorithms we choose the performance metrics that have 
been widely used in various other studies on different forms 
of adhoc networks; the packet delivery fraction [12], [13] 
and end to end packet delay [14]. 

A. Packet Delivery Fraction 

The packet delivery fraction (PDF) is a measure of loss 
rate, which shows the maximum throughput the network can 
support and is an important figure of merit for any Ad-hoc 
network protocols. This paper measures the packet delivery 
fraction for a wireless LAN as the dynamic ratio of the 
packets received by sinks at the destinations over the 
packets generated from the sources. 

PDF = (data pkt rec/data pkt sent) x 100 
Where data pkt rec and data pkt sent are the number of 

data packets received and sent by the application, 
respectively. 
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B. Average End-to-End Delay of Data Packets 

This includes all possible delays caused by buffering 
during route discovery latency, queuing at the interface 
queue, retransmission delays at the MAC, and propagation 
and transfer times. An expression for delay, in IEEE 802.11, 
has been estimated by comparing its operation to a CSMA 
system. For this queue at every node is approximated as an 
M/G/1 queue. 

The HOL delay is the delay measured from the instant the 
packet reaches the head of the queue to the time, the sender 
knows, the packet is successfully received. 

The HOL delay (D) is estimated by the following 
relation: 
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Where sd is delay caused due to successful transmission 

of a packet once; 
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  is the delay caused by retransmissions..  

  

IV. SIMULATION PARAMETERS AND RESULTS 

Simulating a wireless LAN implementing WEP and 
further WPA forms an important part of this research. The 
simulations of wireless LANs equipped with these security 
algorithms are done in NS2 software using AWK scripts to 
extract performance metrics ─ packet delivery fraction and 
the end-to-end delay. As a part of this work, we have 
simulated the wireless LANs for different nodes 
incorporating the two different security algorithms viz, 
WEP and alternatively WPA which have been discussed in 
section II. In the first phase of simulation, we have obtained 
the variation of packet delivery fraction for a standard WEP 
called WEP-64 for 20, 40 and 60 Nodes. Consequently in 
the second phase variations end-to-end delay for the same 
standard is found. Similar variations are obtained for WPA 
standard too. 

A. Comparison of Packet Delivery Fraction for Different 
Number of Nodes 

In this section, we have presented the Xgraphs of packet 
delivery fraction as a function of simulation time (seconds). 
Fig. 1 shows the variation of packet delivery fraction for 
WEP-40 and WPA when number of nodes is 20. Fig. 2 
shows the packet delivery fraction variation for both the 
algorithms with number of nodes 40. On the same lines Fig. 
3 shows the variation of packet delivery fraction in similar 
scenario for a 60 nodes in the wireless network. As 
observed from Fig. 1, Fig. 2 and Fig. 3, the packet delivery 
fraction is more or less saturated for WEP as well as WPA. 
However the packet delivery fraction stoops down for WEP 
as compared to WPA in each case, the difference between 
both is increasing as the simulation time increases. 

B. Analysis of Packet Delivery Fraction as a Performance 

Metric 

The average value of packet delivery fraction for WEP is 
0.6919, as compared to 0.9276 when the simulated wireless 
incorporated WPA for 20 nodes. For a wireless LAN double 
in terms of number of nodes, the respective values are 
0.7342 and 0.8731. For number of nodes increasing to 60, 
the average packet delivery fraction rises to 0.736 for WEP 
and 0.8899 for WPA. These observations are plotted in Fig. 
4 below: 

 

Fig. 1.  Comparison of variation in PDF for WEP and WPA for wireless 
LAN comprising of 20 nodes  
  

Fig. 2.  Comparison of variation in PDF for WEP and WPA for wireless 
LAN comprising of 40 nodes 
  

Fig. 3.  Comparison of variation in PDF for WEP and WPA for wireless 
LAN comprising of 60 nodes 
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C.  Comparison of End-to-End Delay for Different Number 
of Nodes 

In this section, we have presented the Xgraphs of end-to-
end packet delay (m-sec) variations as a function of 
simulation time (seconds). Fig. 5 shows the variation of 
end-to-end packet delay for WEP as well as WPA for 20 
nodes in a wireless LAN; Fig. 6 shows the same 
performance metric variations of WEP and WPA but for 40 
nodes in a wireless LAN; while Fig. 7 depicts the variation 
of end-to-end packet delay in similar scenario for a 60 node 
wireless LAN. 

 

 
 
End-to-end delay for both security algorithms namely 

WEP as well as WPA increases stutteringly as observed 
from Fig. 5, Fig. 6 and Fig. 7. 

D. Analysis of End-to-End Delay as a Performance Metric 

A better insight can be obtained from the average end-to-
end delay over the complete simulation. The average value 
of end-to-end delay for WEP is 40.417386 as compared to 
38.413872 when the simulated wireless incorporated WPA 
for 20 nodes. For a wireless LAN double in terms of 
number of nodes, the respective values are 57.093845 and 
53.762589. For number of nodes increasing to 60, the 
average end-to-end delay comes out to be 54.016577 for 

WEP and 50.143409 for WPA. These observations are 
plotted in Fig. 8. As depicted from Fig. 8, the average end-
to-end delay for WPA is less in all the three cases of 
simulated WLANs. 

V. CONCLUSION 

Analysis done for packet delivery fraction and end-to-end 
delay revels that WPA offers smaller end-to-end delay as 
compared to WEP. Moreover it produces a better packet 
delivery fraction also. Hence WPA wins over WEP in terms 
of these performance metrics. Thus from the analysis it may 
be concluded that performance in terms of packet delivery 
fraction and end-to-end delay is better for WPA, which 
makes it a better standard to be applied in wireless LAN. 

 

Fig. 7.  Comparison of variation in End to End Delay for WEP and WPA for
wireless LAN comprising of 60 nodes 
  

 
Fig. 4.  Analysis chart for average packet delivery fraction for WEP and 
WPA for different number of nodes  
  

Fig. 8.  Analysis chart for average End to End Delay for WEP and WPA for
different number of nodes  
  

Fig. 5.  Comparison of variation in End to End Delay for WEP and WPA for
wireless LAN comprising of 20 nodes 
  

 
Fig. 6.  Comparison of variation in End to End Delay for WEP and WPA for
wireless LAN comprising of 40 nodes 
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