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! Abstract—The broadcast nature of wireless communications
makes it vulnerable to attack or eavesdropping. Therefore,
information security is an important issue in wireless commu-
nications, especially in distributed networks such as wireless
sensor networks and ad hoc wireless networks. In this paper, we
present the physical layer secrecy performance analysis of single-
input single-output (SISO) systems consisting of single antenna
devices, in the presence of a single antenna passive eavesdropper
over dissimilar Rayleigh/Nakagami fading channels. Especially,
we derive exact close-form expressions for the probability that
secrecy capacity exists and the secrecy outage probability us-
ing statistical characteristics of the signal-to-noise ratio. These
expressions allow us to assess the security capability of the
considered single-input single- output systems. The analytical
result are verified by Monte-Carlo simulation.

Index Terms—Physical layer secrecy, Rayleigh fading, Nak-
agami fading, secrecy capacity

[. INTRODUCTION

Today, wireless networks become the most popular way to
communicate. The broadcast nature of wireless communica-
tion make them particularly vulnerable to eavesdrop. There-
fore, information security is an important issue in wireless
communication, especially in government, military, finance
and banking services. To ensure information security, many
data encryption and decryption algorithms have been applied
at application layer based on several assumptions. For instance,
it is assumed that the link between the transmitter and re-
ceiver (physical layer) is error-free, while eavesdroppers have
restricted computational power and lack efficient algorithms.
However, the latter assumption is being weakened with the
development of efficient algorithms as well as the increase
in computational power of modern computers, e.g. quantum
computers. To solve this problem, many researchers have
recently focused on information security issues at the physical
layer (PHY) which obtain secrecy by exploiting the PHY
properties such as thermal noise, interference and the time-
varying nature of fading channels.

Most of researchers have recently focused on information
security issues at the PHY in two main approaches: key-
based secrecy [1]-[4] and keyless security [S5]-[7]. The first
approach is to find a security key based on the characteristics
of the transmission environment. For example, different users
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will have a different noisy version of the transmitted signal,
which allows to abstract the security key and this key is used
to ensure the security between legitimate users. The second
approach focuses on building a random encryption mechanism,
which aims to hide the flow of information in the community
in order to weaken interference eavesdropping devices by
mapping each message to many codewords according to an
appropriate probability distribution. In this way, maximum
ambiguity is caused at eavesdropping devices, which indicates
that the communication can be safe without using the security
key.

The methods of evaluating whether the system is capable
of ensuring security at the PHY are also attracting more
researchers in this field [8]-[10]. In these works, PHY secrecy
for a quasi-static Rayleigh fading wiretap channel with single
antenna and multiple antenna devices has been investigated.
In [8], based on an information-theoretic problem formulation
in which two legitimate partners communicate over the same
independent fading channel with an eavesdropper channel,
the authors have defined the secrecy capacity in terms of
outage probability and provided a complete characterization
of the maximum transmission rate at which the eavesdropper
is unable to decode any information. In [9], the authors have
investigated the PHY secrecy of a communication scheme
consisting of a multiple antenna transmitter using transmit
antenna selection and a single antenna receiver, in the presence
of a multiple antenna eavesdropper. The authors of [10]
have analyzed the impact of antenna correlation on secrecy
performance of multiple-input multiple-output wiretap chan-
nels where the transmitter employs transmit antenna selection
while the receiver and eavesdropper perform maximal-ratio
combining with arbitrary correlation. The PHY secrecy perfor-
mance of multiple-input single-output Ultra-Wideband (UWB)
system is evaluated in [11] and the time-reversal technique is
used to improve the secrecy capacity in MIMO UWB system
[12].

Until now, most of previous works on PHY secrecy have
assumed that the legal channels are similar to the illegal chan-
nels. However, in many practical scenarios, this assumption
does not hold since the two channels have different fading
characteristics due to the mobility of mobile devices. Li et
al. [13] examined an achievable secrecy rate for an additive
white Gaussian noise (AWGN) communication channel, while
the eavesdropper’s channel is Rayleigh fading with AWGN.
To the best of our knowledge, there has been no previous
work that mentioned evaluating the secrecy capacity of the
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Figure 1. SISO system

systems consisting of a couple of single antenna devices, in
the presence of a single antenna passive eavesdropper over
dissimilar Rayleigh/Nakagami fading channels. In this paper,
we derive the exact closed-form expressions of probability of
existence of secrecy capacity and the secrecy outage probabil-
ity base on the statistical characteristics of the signal-to-noise
ratio (SNR). By using these expressions, we can assess the
security capability of SISO systems over Rayleigh/Nakagami
fading channels.

The rest of this paper is organized as follows. Section II
presents the system and channel model. Secrecy capacity of
the considered system is analyzed in Section III. In Section
1V, we show the numerical results. We conclude our work in
Section V.

II. SYSTEM AND CHANNEL MODEL

We consider the system as illustrated in Fig. 1. Alice and
Bob are two legitimate users of the SISO system. Alice
wants to send messages to Bob, while Eve is a passive
eavesdropper which tries to extract information from Alice
without actively attacking. Alice, Bob and Eve are single
antenna devices. We consider two scenarios: The legal/illegal
channels, respectively, are subject to 1) Rayleigh/Nakagami
fading, 2) Nakagami/Rayleigh fading.

A. The legal/illegal channels undergo Rayleigh/Nakagami fad-
ing

The legal channel is assumed to undergo Rayleigh fading,
while the eavesdropper experiences Nakagami fading. Alice
sends the signal x(¢) to Bob. The received signal y(t) at Bob
has the following form:

Y (t) = hpyo (t) + nar, (1)

where hjs is the Rayleigh fading coefficient between the
transmit antenna at Alice and the receive antenna at Bob, n,,
is zero-mean complex Gaussian random variable with power
Nyy.
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The instantaneous SNR at Bob is v, = , while the

P E|F
average SNR is y;; = M where PM is the average

received power at Bob. The probablhty density function (PDF)
of v, is [9]:
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Eve is capable of eavesdropping the signal sent by Alice.
The received signal z(t) at Eve is as follows:

z(t)

where hyy is the Nakagami fading coefficient between the

transmit antenna at Alice and the receive antenna at Eve, ny,

is zero-mean complex Gaussian random variable with power
Nyy.
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The instantaneous SNR at Eve is vy = N

PWE[|hW\ ]

= hwzx (t) + nw, 3)

, while the

average SNR is yy = , where Py is the average
received power at Eve. The PDF of Yw 1s [9]:

P (W) = gt S 4)
W)= Y e Tw.,
Yw 'YWF (m) w

where I'() denotes the Gamma function.

B. The legal/illegal channels undergo Nakagami/Rayleigh fad-
ing
The legal channel is assumed to undergo Nakagami fading

and the illegal channel is assumed to undergo Rayleigh fading.
Similarly, the PDF of v,, is as follows:

m mym

m—le* A . (5)

m
Sy (var) = WWM

The PDF of vy, is as follows:

aw

1 _2
f’YW ('VW) =—_—e TV, (6)
W

ITII. SECRECY CAPACITY ANALYSIS

A. Preliminaries

Channel capacity of link between two legitimate users is:

Cn = logy (14 var) - @)

Channel capacity of link to illegitimate user is:

Cw =logy (1 +yw) - (®)

The instantaneous secrecy capacity is given by [8]:

Cs = [Cu— CW]+
14y
_ {10g2 (14_73;) yYM > YW 9)
0 yYM < Yw
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B. The legal/illegal channels subject to

Rayleigh/Nakagami fading

are

1) Existence of Secrecy Capacity: Assume that the main
channel and the eavesdropper channel are independent with
each other, we can derive the probability of the existence of
a non-zero secrecy capacity as follows

P(Cs>0) = P(ym>w)

oo ™M
/ f"/M’YW (’YMa ’YW) dywdym
0 0

o0 Y™
/ Fone (V1) o (VW) dywdrys
o Jo

m—1

1_ Jw (um)’

i=0 (m’_}/M + '_YW)H_I .

(10)

For further calculation details see in Appendix.
2) Secrecy Outage Probability: The secrecy outage proba-
bility can be defined as

S8 Y
P(Cs < Rs) / / Fvaevw (Yarsyw) dyardyw
0 0

1 ( mYypm )m 1-28s
mAin + Fw 2fts
(11)

e ™M
where Rg > 0 is the secrecy rate and y = 275 (1 + yy) — 1.
For further calculation details see in Appendix.

C. The legal/illegal ~ channels are

Nakagami/Rayleigh fading

subject to

1) Existence of Secrecy Capacity: This process is similarly
to previous one, we derive the probability of the existence of
a NON-zero secrecy capacity as

P (CS > 0) = P(’}/M > ’Yw)

0o rYM
/ / f'YM Yw (’YJVD ’YW) d’YW d'YM
0 0

— m
1— ( myw )
myw + Ym

For further calculation details see in Appendix.
2) Secrecy Outage Probability: The secrecy outage proba-
bility can be defined as

(12)

0oy
P'(Cs < Rg) = / / Jrvaevw (Yar, Yw ) dyardyw
o Jo
—mb2Bs m— moRs i i s
- 1_ e Im ! < 1 ) Z(kb)
= - Lit1 7
RS — = 5
(13)
where k = mEm2%S%w o045 — 1 — L For further

. o TMTW, : 2fs "
calculation details see in Appendix.
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Figure 2. The probability of the existence of a non-zero secrecy capacity

(Rayleigh/Nakagami, m = 2).

IV. NUMERICAL RESULTS

In this section, we discusses some results based on the
theoretical analysis and Monte-Carlo simulations of the prob-
ability of existence of secrecy capacity and the secrecy outage
probability in two cases: Rayleigh/Nakagami fading and Nak-
agami/Rayleigh fading.

A. Probability of existence of secrecy capacity

Figure 2 and 3 show the probability of the existence of
secrecy capacity in two scenarios: Rayleigh/Nakagami and
Nakagami/Rayleigh fading respectively, with the shape param-
eter m = 2. In these figures, the existing secrecy capacity
probabilities P (C's > 0) and P’ (Cg > 0) increase rapidly
when we fix Eve’s SNR ~y and increase Bob’s SNR ;7. On
the other hand, with fixed v, P (Cs > 0) and P’ (Cs > 0)
decrease when vy increases. From (9), these assessments are
reasonable because when ), increases, the received signal at
Bob is better than Eve so that the capacity of legitimate user
is lager than the capacity of illegitimate user.

B. Secrecy outage probability

Similarly, figure 4 and 5 show the secrecy outage probabil-
ities for Rayleigh/Nakagami and Nakagami/Rayleigh fading,
respectively. With fixed -, the secrecy outage probabilities
P(Cs < Rg) and P’ (Cs < Rg) decrease rapidly when ~y;
increases. On the other hand, with fixed vy, P(Cs < Rg)
and P’ (Cs < Rg) increase when 7y increases. From (11),
These assessments are reasonable because when v, increases,
the received signal at Bob is better than Eve so that the
capacity of legitimate user is lager than the capacity of
illegitimate user.

Compare between four figures (Fig. 2, 3, 4 and J),
we can see that m = 2 the secrecy performance over
Rayleigh/Nakagami fading channels is worse than Nak-
agami/Rayleigh fading channels. In other words, the values
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of m greater than one correspond to fading less severe than

ST O faeeRtescBeresBecccescatoceen Rayleigh fading.
- . To confirm the right of our analysis, we also consider
o s Rayleigh/Rayleigh fading case (Nakagami with m = 1). The

matching of both existing secrecy capacity probabilities and
! the secrecy outage probabilities in two scenarios show that our

/ analysis is correct.

i As can clearly be observed from all figures, the probability

! + Analysis: y,=~10dB that secrecy capacity exists decreases and secrecy outage per-

Ty~ 008 formance increases with the increase of SNRs at Bob receiver.

/ . Analysfsz Ty 108 The good agreement between analytical and simulation results

! o Analysis: =20 A verifies the correctness of our analysis.

P(C S>O)

h o Analysis:

/A/ I Simulation:yw=—10 dB
’ __,Simulation:yw= 0dB V. CONCLUSION
— — Simulation:y, = 10 dB . .
) ) _ Simulation-y, = 20 dB In this paper, we have foc.u.sed on.analysm of PHY.secrecy
peet® oo ‘ ‘ : : ‘ of system consisting two legitimate single antenna devices and
-10 0 10 YM%QB) 30 40 %0 one single antenna passive eavesdropper. The exact closed

form expressions of probability of existence of secrecy ca-
Figure 3. The probability of the existence of a non-zero secrecy capacity ~ Pacity and the secrecy outage probability have been derived.
(Nakagami/Rayleigh, m = 2). Based on these expressions, we have evaluated the secrecy
capacity performance of the considered SISO systems in two
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Figure 4. The secrecy outage probability (Rayleigh/Nakagami, m =2, Rg =
1 bits/s/Hz).

scenarios: the main channel undergoes Rayleigh fading, while
the eavesdropper’s channel is subject to Nakagami fading
and vice versa. The correctness of our analysis has been
demonstrated by the analytical and simulation results.
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Figure 5. The secrecy outage probability (Nakagami/Rayleigh, m =2, Rg =
1 bits/s/Hz).

APPENDIX

Here, by using [14, eqs. 6.451, 8.350, and 8.352],
we calculate P (Cs >0), P'(Cs >0), P(Cs < Rg) and
P’ (Cs < Rg) as (14), (15), (16) and (17), respectively.
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(Rayleigh/Rayleigh, m = 1).
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Figure 7. The secrecy outage probability (Rayleigh/Rayleigh, m=1, Rg =1
bits/s/Hz).
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