
 

 

Abstract—Fault attack is a very effective way to crack the key 

for encryption chip, what is worse, most existing infection 

mechanisms are based on the signal fault assumption, and it is 

very difficult to resist double fault attacks, meanwhile, single 

map diffusion function can be broke by single byte fault attack. 

Aiming at the problems above, we propose a novel Second Order 

Infection Mechanism based on duplicating circuits to resist 

double fault attack. Furthermore, we use random numbers to 

make the fault diffusion randomization to resist single byte fault 

attack. The experimental results show the AES circuit that using 

the scheme proposed in this paper can resist fault attacks 

effectively including double fault attacks and single byte fault 

attack. 

 
Index Terms—Infection mechanism, AES, double fault 

attacks, side- channel attack  

 

I. INTRODUCTION 

AULT attack, as one kind of physical attacks, poses 

serious threats to embedded devices. Fault attack on a 

block cipher is usually mentioned as a differential fault 

attack(DFA) proposed by Biham and Shamir [1]. The AES 

(advanced encryption standard)[2], which replaces the data 

encryption standard (DES) for symmetric key encryption, as 

its popularity and status as a representative block cipher, has 

became the main target of DFAs [3], [4]. 

To effectively respond to fault attacks, previous research 

has proposed many countermeasures, mainly divided into two 

classes: the ones based on detection [4], [5] and [6]. Detection 

countermeasures aim to determine whether there is a fault 

occurred by comparing the results of the two operation 

through duplication or multiplex techniques for some 

computing, modules, or the whole algorithm[6]. If an error is 

detected, the algorithm does not output the true faulty 
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ciphertext, so preventing its exploitation. But the comparison 

step itself is prone to fault attacks due to the detection position 

is related to the data being processed [7]. The other ones are 

based on infection [8], [9]. Infection countermeasures aim to 

destroy the fault invariant by diffusing the effect of a fault in 

such a way that it renders the faulty ciphertext unexploitable. 

Infection countermeasures are preferred to detection as they 

avoid the use of attack vulnerable operations such as 

comparison. But, it’s not enough to resist fault attacks only 

using infection mechanisms without introducing the idea of 

randomization [9]. In 2012, Gierlichs et al [10] proposed an 

infection countermeasure using of dummy rounds and 

redundant computation with consistency checks to prevent 

fault attack. The paper [11]pointed out the infection 

countermeasure based on dummy rounds proposed by [10] 

was flawed and had carried on a successful attack to it, the 

paper [7] further pronounced the reason why the  infection 

countermeasure in [10] insufficient was because the infection 

process using the same unknown mask, and made a 

improvement for it. 

Unfortunately, most existing countermeasures which using 

infection mechanisms to against fault attacks are based on 

single fault assumption, so it is very difficult to defense 

double fault attacks which can bypass the existing infection 

mechanisms[6], [9]. What is worse, with the significantly 

improving accuracy of fault injections in recent years, it has 

become possible to carry on double fault attacks at a certain 

time [10], [12] and [13]. 

In view of these reasons above, this paper proposes a 

countermeasure called Second Order Infection Mechanism to 

resist double fault attacks based on the research of [7] and [9], 

we use three duplicating circuits to construct the diffusion 

function. Furthermore, in order to against single byte fault 

attack, we design a randomized diffusion function to achieve 

the goal of fault diffusion randomization. We will first prove 

the feasibility of the proposed countermeasure by theoretical 

analysis, and then show the efficiency of countermeasure for 

preventing double fault attacks and single byte error attack by 

experiments. 

The rest of this paper is organized as follows: in Section II, 

we first briefly introduce the notations about AES, and then 

give a brief introduction of fault attacks. In section III, the 

fault attacks countermeasure: infection mechanism based on 

repetition or duplication is briefly described. And we discuss 

the flawed of security models in certain countermeasure 

designs which lead to attacks. In section IV, we propose our 

fault-injection countermeasure Second Order Infection 

Mechanism which based on three duplicating circuits to resist 
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double fault attacks, and we will prove the feasibility of the 

proposed countermeasure by theoretical analysis. In section V, 

we present the experiments of our new countermeasures to 

defense double Fault Attacks and single byte error attacks. 

Finally, concluding remarks are presented in Section VI. 

II. PRELIMINARY 

A. Notations 

The AES [2] is a symmetric block cipher algorithm that can 

encrypt and decrypt a 128-bit data with three different key 

sizes: 128, 192 and 256 bits (respectively called AES-128, 

AES-192 and AES-256). In this paper, the cryptographic 

algorithm we focus on is AES-128 because of its popularity 

and simple description. AES-128 has 10 rounds, and each 

round is consisted of four operations: SubBytes(SB), 

ShiftRows(SR), MixColumns(MC), AddRoundKey(ARK), 

except for  the first round and the last round. During the 

encryption or decryption process, the 16 bytes plaintext is 

transformed into a 4x4 byte matrix referred to as State. 

B. Fault Attacks 

Fault attacks [1] consist of forcing a cryptographic device 

to perform some erroneous operations, hoping that the result 

of that wrong behavior will leak information about the secret 

parameters involved. As the diffusion pattern of the 

encryption algorithm is known, the attacker could assume the 

form of fault diffusion by accurately controlling the location 

and size of the injected faults, further derive the equality 

relation between faulty ciphertexts, correct ciphertexts and 

injected faults. Finally, the attacker could break the keys 

according to the equality relation. 

III.  INFECTION COUNTERMEASURE 

A. The principle of Infection Countermeasure 

Infection countermeasures, by expanding the logical 

effects of injected faults to a larger range, rather than simply 

follow the diffusion pattern of the encryption algorithm itself, 

reducing the correlation between the faulty ciphertexts and 

the keys, so making the faulty ciphertexts could’t be used to 

recover the keys. Fig. 1 describes the principle of Infection 

countermeasure. 

As shown in Fig. 1, in duplication circuit, two encryptions 

of the same plaintext P are performed simultaneously. When a 

cryptographic operation has performed, the difference ∆ 

between State matrix S and S' is computed. The diffusion of 

the faults is performed using a diffusion function D computing 

D(Δ)= ∆', and re-injected in the current States: S = S⊕∆' and 

S' = S'⊕∆'. In here, the diffusion function D must meet D (0) 

= 0. 

In [14], a diffusion function D is proposed such as the 

expression (1), denoting 4x4 matrix of bytes as Δ, Δij 

represents the element at row i and column j. 
3 3

ij in mj
n 0 m 0 

                                        (1) 

This diffusion function could achieve such diffusion effect 

as illustrated in Fig. 2. Once there is any nonzero element 

among ∆, the vale of nonzero element will be diffused to the 

row and column of the element after the operation of diffusion 

function D. 

 

 

 

 

 

 

 

But the infection countermeasure mentioned above is 

actually flawed. 

B. The flawed 

Although the generic infection mechanism mentioned 

above can resist fault attacks some extent, there are still some 

shortcomings. 

 (a) The infection mechanism mentioned above is only 

based on the single fault assumption and can not resist the 

double fault attacks. 

As illustrated in Fig. 1, we assume injecting two same 

specified faults during one execution into the two encryption 

paths, respectively, i.e. double fault attacks, then S = S', ∆ = 

S⊕S'=0, D(∆)=0, so the value of ∆' is still 0 through diffusion 

operation, this means the diffusion function D does not play 

the role of fault diffusion and the double fault attacks can 

bypass the existing infection countermeasures. 

(b) As the diffusion function D is fixed, so it couldn’t resist 

single byte fault attacks. 

If the diffusion function D is a single map function, that is, 

the value of D is fixed, so the attacker can enumerate the 2
8
 

different diffusion results when single byte error occur, then 

use the idea of DFA[1]to analyze these 256 different diffusion 

conditions to break the keys. 

In order to solve the problems above, we propose a 

countermeasure called as Second Order Infection Mechanism. 

Our Second Order Infection Mechanism based on three 

duplicating circuits achieves 2 times infection to resist double 

fault injection attack. At the same time, we also use random 

numbers to further against single byte error attacks, which 

could realize the purpose of fault diffusion randomization. 

IV. FAULT-INJECTION COUNTERMEASURE 

A. Second Order Infection Mechanism 

Double fault attacks, which requires the attacker to clear 

  
D( )

∆ ∆'
 

Fig.2.  The diffusion effect of diffusion function D 
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Fig. 1.  The principle of Infection Countermeasure 
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the difference of data between two encrypted paths during 

injecting errors, then injects the corresponding errors 

according to the difference to offset the difference between 

each others, so as to bypass the infection countermeasures. In 

order to resist double fault attacks, we use three duplicating 

circuits to achieve 2 times infection, which making the 

attacker could not determine the difference between the two 

paths in any time. We call the countermeasure proposed as 

Second Order Infection Mechanism. The structure of the 

mechanism is shown in Fig. 3. 

As illustrated in Fig. 3, in three duplication circuit A, B and 

C, three encryptions of the same plaintext P are performed 

simultaneously. ∆1 is the difference between State matrix S1 

and S2, ∆2 is the difference between State matrix S2 and S3, D1 

and D2 are different diffusion functions, that is, when ∆ is not 

zero, D1 (∆) ≠ D2(∆), and D1(0) = 0, D2(0) = 0. 

For simplicity, we discuss the following conditions 

separately. 

Firstly, we assume injecting two same specified faults 

during one execution into the two encryption paths A and B, 

respectively(when the double fault occurred in the encryption 

paths B and C, the process of discussion is the same). So ∆1 is 

zero. ∆'1 = D(Δ1) = 0. ∆2 is not zero, ∆'2= D(Δ2) ≠ 0, so the 

second difference ∆'1,2 = ∆'1⊕∆'2 is not zero, this means, the 

diffusion function effectively play the role of fault diffusion 

and the double fault attacks could not bypass our infection 

mechanism. 

Secondly, we assume the double fault attacks occurred in 

the two encryption paths A and C. So ∆1 and ∆2 are the same, 

but due to the diffusion functions D1 and D2 are different, D1 

(∆1) ≠ D2(∆2), so ∆'1,2 = ∆'1⊕∆'2 = D1 (∆1)⊕D2(∆2) ≠ 0, that is 

to say, our infection mechanisms are also effective in this 

condition. 

Thirdly, we assume only injecting single fault during one 

execution into the encryption path A or B or C, it is easy to 

analyze that no matter the fault occurred in any path, the 

second difference ∆'1,2 will not be zero, that is to say, our 

infection mechanisms can resist single fault attacks 

effectively. 

B.   The randomization for Diffusion function 

For infection mechanisms, if the diffusion function D is a 

fixed single map function, the attacker could enumerate all the 

different diffusion results when single byte error occur and 

break the keys utilizing the idea of DFA. Based on this reason, 

we design a randomized diffusion function to improve the 

infection mechanisms. Our diffusion function Γ is as follows: 
3 3

ij in mj
n 0 m 0

M

 


    


   

                                         (2) 

Among (2), ∆ and ∆' denote as 4x4 matrix of bytes, 

considering ∆ij and ∆'ij as the element at row i and column j, M 

represents 4x4 random number matrix and is not equal to zero, 

which is generated by a random number generator. For each 

time, the value of M is not the same. The resulting Γ is the 

result of diffusion. When ∆= 0, ∆'=0, M∙∆'=0, so meeting the 

characteristic of diffusion function:  Γ(0) = 0. When ∆ ≠ 0, ∆' 

≠ 0, M∙∆' ≠ 0, and as M is a random variable, so Γ is random. 

According to the formula (1) and (2), this paper proposes a 

random Second Order Infection Mechanism. The infection 

mechanism proposed not only could resist double fault 

injection attacks but also could solve the problem of the single 

function’s mapping value is fixed. The detailed description is 

as shown in TABLE I.  

 

The whole process for the algorithm: three encryptions of 

the same plaintext P1, P2 and P3 are performed simultaneously, 

through a number of encryption operations, obtains the 

intermediate State: S1, S2 and S3, then checks whether there is 

an error occurred during the encryption process, i.e. whether 

∆(∆1 or ∆2)is zero, if ∆ ≠ 0, indicates there is at least one 

encryption path occur faults  in the encryption process, and 

then the diffusion function will infect the error to the other 
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Fig.  3.  The principle of Second Order Infection Mechanism 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

TABLE I 

RANDOM SECOND ORDER  INFECTION  MECHANISM 

Algorithm: Random second order infection mechanism 

Input:: plaintext P1, P2 and P3. Random number M1,M2 ,and M1,M2≠0; 

Output: ciphertext C ; 

 

（1）S1 ← Cipher(P1), S2 ←Cipher(P2), S3←Cipher(P3); 

 

（2）∆1 ← (S1⊕S2), ∆2 ← (S2⊕S3); 

 

（3）Γ1 ← M1∙D(∆1), Γ2 ← M2∙D(∆2); 

 

（4）Γ ←Γ1⊕ Γ2 ; 

 

（5）S1 ← S1⊕Γ，S2 ←S2⊕Γ ; 

 

（6）C← Cipher(S1)； 
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bytes, and infects the faults to S1 and S2. Finally, outputs 

random faulty ciphertext C; If ∆= 0, the infection mechanism 

will be out of action, at last, outputs the right ciphertext C. 

V.   EXPERIMENTS AND RESULTS 

A.  Experiment for resisting double fault attack 

In order to verify the effectiveness of the infection 

mechanism proposed in this paper, we have carried out some 

attack experiments on the AES circuit added the defense 

measure of our infection mechanism. Without loss of 

generality, we assume the faults occurred in the paths of P1 

and P3, and the exact location of the faults occurred after the 

ninth round of AddRoundKey, and before the tenth round of 

SubBytes. The schematic diagram of double faults attack is 

shown in Fig. 4. 

Fig. 4, P1, P2 and P3 are the groups of plaintext, and P1 = P2 

= P3, S
9
 (as well as S

’9
 and S

'’9
 )represents the State matrix 

after the completion of encryption for the ninth round, SB 

represents SubBytes, SR represents ShiftRows, K
10

 is the key 

for the tenth round of encryption, C is the output ciphertext.  

Taking the first byte of the intermediate State after the 

completion of the ninth round encryption for example, we 

illustrate the performance of infection mechanism proposed 

for resisting double fault attacks through experiments. In here, 

we assume just only one bit fault being injected. The 

experimental process is shown in TABLE II. 

Based on the experimental results above, when the same 

faults are injected, Γ ≠ 0, the attacker could not bypass the 

infection mechanism, this shows that our Second Order 

Infection Mechanism has the ability of resisting double fault 

attacks.  

B. Verificating the random for diffusion function 

Taking single byte fault attack for instance, we assume the 

difference ∆1 between State matrix S
9
 and S

'9
, only the first 

byte is not zero, and the difference ∆2 between State matrix S
'9 

and S
''9

 is also only the first byte not zero. In order to verify the 

random of our diffusion function, we need to perform the 

diffusion function several times to check whether or not when 

∆1 (as well as ∆2) is the same, the result of diffusing Γ is 

random. The results of experiments are shown in TABLE III. 

From TABLE III, although ∆1 and ∆2 are the same, the 

results of diffusion function are different, further, the results 

are uncertain and random, so the diffusion function we have 

proposed in this paper has the characteristic of randomness. 

In section III, we have point out that if the value of diffusion 

function D is fixed, when single fault attack occurred, the 

attacker could enumerate the 2
8
 different diffusion results to 

break the keys. But the map result of our diffusion function is 

random, so if the attacker wants to recover the key of AES, 

he/she must enumerate the 2
128

 different diffusion results, this 

is not realistic. 

VI.   CONCLUSION 

In order to prevent the attacker from using double fault and 

single byte fault to attack the AES circuit, in this paper, we 

first analyze the flawed of the existing fault attack 

countermeasures, and then propose a new infection 

mechanism called Second Order Infection Mechanism. 

Furthermore, we use random numbers to make fault diffusion 

randomness, so as to resist single byte fault enumerate attack. 

The experimental results show the AES circuit which using 

the scheme proposed in this paper can resist fault attacks 

effectively including double error attacks and single byte 

error attacks effectively. 
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Fig.4.  The schematic diagram of double faults attack 

 

 

 

 

 

 

 

 

 

 

 TABLE II 

EXPERIMENT FOR RESISTING DOUBLE FAULT ATTACKS 

Arbitrary plaintext P 

and Key K 

P: d8 bf 52 38 f8 54 80 65 f4 f6 e1 ec e8 72 49 a5 

K: 06 26 1c fc c8 3d 9c a3 7f 42 7e da da b2 c2 82 

State matrix after 

ninth round 

S9: b7 91 c2 9e cb 68 c5 20 0f 92 4c a7 da 97 e6 20 

S'9: b7 91 c2 9e cb 68 c5 20 0f 92 4c a7 da 97 e6 20 

S''9: b7 91 c2 9e cb 68 c5 20 0f 92 4c a7 da 97 e6 20 

Injecting double 

faults for the first byte 

S9: b6 91 c2 9e cb 68 c5 20 0f 92 4c a7 da 97 e6 20 

S'9: b7 91 c2 9e cb 68 c5 20 0f 92 4c a7 da 97 e6 20 

S''9: b6 91 c2 9e cb 68 c5 20 0f 92 4c a7 da 97 e6 20 

Random number 

M1: d0 71 6a 29 02 14 4e 9e d5 43 71 63 ec 8f af 07 

M2: d8 bf 52 38 f8 54 80 65 f4 f6 e1 ec e8 72 49 a5 

Second difference 

Γ = Γ1⊕ Γ2 

Γ:  a1 2b db 40 bf f6 a5 e8 ca a9 ba 3e bc 1e 2a cc 

 
 

 

TABLE III  

EXPERIMENT FOR RANDOM 

Num the result of diffusing 

∆1：01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 

∆2：01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 

1 f2  12  18  c2  ca  a9  22  a6  ca  a9  22  a6  ca  a9  22  a6 

2 8 2  4b  5c  47  4e b2  28  fa  4e b2  28  fa  4e b2  28  fa 

3 d 7  4 3  a 4  1 2  8 7  2 2  a a  11  8 7  2 2  a a  11  8 7  2 2  a a  11 

4 3 e  4 8  a 4  7 3  c 5  f e  b 5  5 7  c 5  f e  b 5  5 7  c 5  f e  b 5  5 7 

5 f 4  5 b  3 b  1 3  6 3  a 0  c 2  c 0  6 3  a 0  c 2  c 0  6 3  a 0  c 2  c 0 

6 a 1  b 8  2 d  a 0  0 9  f 3  d e  f d  0 9  f 3  d e  f d  0 9  f 3  d e  f d 

7 6 5  c 5  f b  0 1  d 6  1 a  0 3  0 7  d 6  1 a  0 3  0 7  d 6  1 a  0 3  0 7 

8 7 8  6 9  a 2  8 8  9 3  c a  a 3  5 a  9 3  c a  a 3  5 a  9 3  c a  a 3  5 a 

9 f 4  d 9  f b  1 f  0 c  a f  b d  0 7  0 c  a f  b d  0 7  0 c  a f  b d  0 7 

10 3 2  e 5  5 e  d 9  c e  d 6  1 5  6 0  c e  d 6  1 5  6 0  c e  d 6  1 5  6 0 

11 f 2  6 a  3 8  6 1  d 6  b 3  7 e  e f  d 6  b 3  7 e  e f  d 6  b 3  7 e  e f 

12 3 4  9 0  e 7  6 4  b 9  a 5  a 3  2 e  b 9  a 5  a 3  2 e  b 9  a 5  a 3  2 e 

13 0 8  8 8  e 4  2 3  d 4  8 9  3 c  6 7  d 4  8 9  3 c  6 7  d 4  8 9  3 c  67 

14 8 6  9 1  0 0  6 6  d 0  b 0  1 9  6 a  d 0  b 0  1 9  6 a  d 0  b 0  19  6a 

15 d 5  2 7  2 f  2 2  0 b  f 8  4 5  a a  0 b  f 8  4 5  a a  0 b  f 8  4 5  a a 

16 7 d  f1  3 6  8 c  9 5  9 d  3 2  6 6  9 5  9 d  3 2  6 6  9 5  9 d  3 2  66 

17 7 a  e 5  4 1  3 9  8 9  c 6  8 b  b 0  8 9  c 6  8 b  b 0  8 9  c 6  8 b  b 0 

18 f 4  a a  f a  9 2  e 6  0 5  6 f  a c  e 6  0 5  6 f  a c  e 6  0 5  6 f  a c 

19 c5 8c 02 bc  b7  50  fe  3f  b7  50  fe  3f  b7 50  fe  3f 

20 2 4  5 3  5 d  7 b  0 5  6 d  7 9  2 a  0 5  6 d  7 9  2 a  0 5  6 d  79  2a 
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The foundation of our Second Order Infection Mechanism 

is the injected fault no more than double.  Hench, against our 

Second Order Infection Mechanism need to inject three same 

specified faults during one execution into the three encryption 

paths, respectively. As far as we know, it’s very difficult to 

carry out such an attack.  
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